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Hystrix Status

[ Hystrix is no longer in active development, and is currently in maintenance mode. ]

Hystrix (at version 1.5.18) is stable enough to meet the needs of Netflix for our existing applications. Meanwhile,
our focus has shifted towards more adaptive implementations that react to an application’s real time performance
rather than pre-configured settings (for example, through adaptive concurrency limits). For the cases where
something like Hystrix makes sense, we intend to continue using Hystrix for existing applications, and to leverage
open and active projects like resilience4j for new internal projects. We are beginning to recommend others do the

same.

3. Resilience4j

Resilience4j <https://github.com/resiliencedj/resiliencedj> B—MNRERABHT. [RiR. FR
B. BEilE, SRITRESKRT Netflix 89 Hystrix #8228, S NiRit/AMMNURmIER Java 8+ X
THIBHTE.,

= BREER, RN, 5EE N IURIENS.
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WEET, TERTYRFRIREH T,
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/] RV 2 MR
RateLimiter rateLimiter = RatelLimiter.create(2.0);

/7 PRZERLH AT LIKEUE VAT
rateLimiter.acquire();

1

2

3

4 = for (int i = 0; i < 10; i++) {

5

6

7 System.out.println("igK " + i + " £ " + System.currentTimeMillis() + " #k
8

5. Redisson RRateLimiter

Redisson 2—1E7F Redis 89 Java XaifeF, SRty FENHHALEMNEURSEE, HPaiE
W6656~D$E_E€J\‘ 'L-l_éﬂgg IZAEIJ 'fl:l"ii, L‘X&BE‘J}ZE (Rate lelter) %Ijjﬁbo
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Redisson 12f#t7 RRateLimiter EORSIFIRIAEIE. RATLAEXAEEORRIFRIRKIEK
3, BHIRFIRIEIIGHIEESIER. BRIPRIRET Redis RITHEERIZHINENER, #HIREDEE
ZalkSR<ia, LEEERUIREIEIER,

EUCHEANT
1 // ¥WliHifkRedisson% F i
2 RedissonClient redisson = Redisson.create(config);
3
4 /) FKEPRFARR G
5 RRateLimiter ratelLimiter = redisson.getRatelLimiter("myRateLimiter");
6
7 /] VISR, WEEER. H1ERZ3MER
8 rateLimiter.trySetRate(RRateLimiter.RateType.OVERALL, 3, 1, RRateLimiter.Inte
9
10 // VKRR A]
11 = for (int i = 0; i < 10; i++) {
12 boolean acquired = rateLimiter.tryAcquire(1);
13 System.out.println("Request " + (i + 1) + " is allowed: " + acquired);
14}
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o /N
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Sentinel IRERABMRERBHNE D EIREMRITIT SER IR RISTREERE, FSOFdBiEOHTRE. £
EEUTHMCE:

* windowIntervalMs : BENERVSAIETEISE, 2XIA7 1000 ms
* sampleCount : HENBEAKISANEFEE, AN 2, BFHZNBENS, BERNTFLHEBSHES

| 1000 ms window | | 1000 ms window |
_____ sampleCount = 5 e
 Stat | 500 | 400 | 600 | 800 [1000| === i'"| 500 | 400 | 600 | 800 | 1000|1200
currentTime =910 currentTime = 1001

FHATTLUEIL sampleCountProperty SEENIZMBT B BRIEORME FEME, 1BIT IntervalProperty SRENZRHE
TEENEONSIERE. TEXAIMGELELBEYN, SV nmaRRNEIBEIRT L.

TEBAIRZEEFEER Sentinel,

3. Sentinel AI'J Demo

Bl £EBERMGME AT Demo <https://sentinelguard.io/zh-cn/docs/quick-start.html> , 7E
AEE Main 75i5E17— Sentinel BFImiERF.

BITRNE, TLAESRIEFRERT (~/logs/csp/${appName}-metrics.log.xxx) EZ4gH

1725869884000 | 2024-09-09 16:18:04|HelloWorld|1|e|0|0|0|0|0]0
1725869885000 | 2024-09-09 16:18:05|HelloWorld|20|404790|21|0|0|0|0|0
1725869886000 | 2024-09-09 16:18:06|HelloWorld|20|494310|20|0|0|0|0|0

1725869887000 | 2024-09-09 16:18:07 |HelloWorld|20|512183|20|0|0|0|0|0
1725869888000 | 2024-09-09 16:18:08|HelloWorld|20|483889|20|0|0|0|0]0

4, TEHFRBE) Sentinel E§1&

BILA & E53AY <https://sentinelguard.io/zh-cn/docs/dashboard.html> #{T%%E,

1) TEdzHIE jar BFEAMEE, FJLARBMEIM github
<https://github.com/alibaba/Sentinel/releases> L% releasef jar &,

REENAFIRHTREE: https://pan.baidu.com/s/Tu73-Nlolrs8Rzb1 b6X6HA
16656= <https://pan.baidu.com/s/Tu73-Nlolrs8Rzb1 b6X6HA> , REXFS: c2sd
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2) EEEaSITEORSR) Sentinel 1I=F14:
= [B50 Sentinel 1I=4I8EE JDK iyAH 1.8 KLAERRA,

AN .
ETs i 2l

1 java -Dserver.port=8131 -jar sentinel-dashboard-1.8.6.jar

JEERE:

C:\software>java -Dserver.port=8131 -jar sentinel-dashboard-1.8.6.jar
: Sentinel log output type is: file
: Sentinel log charset is: utf-8
: Sentinel log base directory is: C:\Users\Z=fa 7 \logs\csp\
: Sentinel log name use pid is: false
: Sentinel log level is: INFO

INW ___i_ - )_ —
|
|

Spring Boot : T (v2.5.12)

2024-09-09 16:31:27.7U6 INFO 57688 ——— [ main] c.a.c.s.dashboard.DashboardApplication : Starting DashboardA
pplication using Java 1.8.0_381 on DESKTOP-98S6USL with PID 57688 (C:\software\sentinel-dashboard-1.8.6.jar started by
ZEEF in C:\software)

2024-09-09 16:31:27.747 INFO 57688 --- [ main] c.a.c.s.dashboard.DashboardApplication : No active profile s
et, falling back to 1 default profile: "default"

2024-09-09 16:31:28.343 INFO 57688 ——— [ main] o.s.b.w.embedded.tomcat.TomcatWebServer : Tomcat initialized
with port(s): 8131 (http)

2024-09-09 16:31:28.347 INFO 57688 --- [ main] o.apache.catalina.core.StandardService : Starting service [T
omcat]

2024-09-09 16:31:28.3u47 INFO 57688 ——— [ main] org.apache.catalina.core.StandardEngine : Starting Servlet en
gine: [Apache Tomcat/9.0.60]

2024-09-09 16:31:28.637 INFO 57688 ——— [ main] o.a.c.c.C.[Tomcat].[localhost].[/] : Initializing Spring
embedded WebApplicationContext

2024-09-09 16:31:28.637 INFO 57688 ——— [ main] w.s.c.ServletWebServerApplicationContext : Root WebApplication
Context: initialization completed in 870 ms

2024-09-09 16:31:28.670 INFO 57688 --- [ main] c.a.c.s.dashboard.config.WebConfig : Sentinel servlet Co
mmonFilter registered

2024-09-09 16:31:29.129 INFO 57688 ——— [ main] o.s.b.w.embedded.tomcat.TomcatWebServer : Tomcat started on p
ort(s): 8131 (http) with context path "'

2024-09-09 16:31:29.133 INFO 57688 [ main] c.a.c.s.dashboard.DashboardApplication : Started DashboardAp
plication in 1.571 seconds (JVM running for 1.804)

AHBiIE] http://localhost:8131/ ({REAERO) , BIEIGEHESIE, “EOAKSTIZEERR
<http://localhost:8131/ ({RiERYIRE) , BPAIAGENESIE, **,uklMtvs'?FD f3ELZE> sentinel**


http://localhost:8131/%EF%BC%88%E4%BD%A0%E5%A1%AB%E7%9A%84%E7%AB%AF%E5%8F%A3%EF%BC%89%EF%BC%8C%E5%8D%B3%E5%8F%AF%E8%AE%BF%E9%97%AE%E6%8E%A7%E5%88%B6%E5%8F%B0%EF%BC%8C**%E9%BB%98%E8%AE%A4%E8%B4%A6%E5%8F%B7%E5%92%8C%E5%AF%86%E7%A0%81%E9%83%BD%E6%98%AF
http://localhost:8131/%EF%BC%88%E4%BD%A0%E5%A1%AB%E7%9A%84%E7%AB%AF%E5%8F%A3%EF%BC%89%EF%BC%8C%E5%8D%B3%E5%8F%AF%E8%AE%BF%E9%97%AE%E6%8E%A7%E5%88%B6%E5%8F%B0%EF%BC%8C**%E9%BB%98%E8%AE%A4%E8%B4%A6%E5%8F%B7%E5%92%8C%E5%AF%86%E7%A0%81%E9%83%BD%E6%98%AF
http://localhost:8131/%EF%BC%88%E4%BD%A0%E5%A1%AB%E7%9A%84%E7%AB%AF%E5%8F%A3%EF%BC%89%EF%BC%8C%E5%8D%B3%E5%8F%AF%E8%AE%BF%E9%97%AE%E6%8E%A7%E5%88%B6%E5%8F%B0%EF%BC%8C**%E9%BB%98%E8%AE%A4%E8%B4%A6%E5%8F%B7%E5%92%8C%E5%AF%86%E7%A0%81%E9%83%BD%E6%98%AF
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g Bleiiaiiey
«

C @ @ localhost:8131/#/login @ QA % @ O 4 & 0| L O =mmw:

¥ Sentinel

BR sentinel

4) BRGNS
5|\ Maven &, FF#0 Sentinel =HI&1EI

= <dependency>
<groupId>com.alibaba.csp</groupId>

<artifactId>sentinel-transport-simple-http</artifactId>
<version>1.8.6</version>

1
2
3
4
5
6
7
8 </dependency>
9

EFEIEEINAN JVM 22 -Dcsp.sentinel.dashboard.server=consolelIp:port 157
EHEIIRO. SRS NNA, WEZEET -Desp.sentinel.api.port=xxxx IEEEF
imiatsE APl B9 (BEOAZ 8719) .

Sentinel IEFENEL, R TRSERZESHKE, FETFF&, ELa0 Spring Web I B X FEFERY
EOBRBIASER:



166565

2 Spring MARILUBIY Spring #47ECE, #la0:

@Configuration
public class FilterConfig {

@Bean

public FilterRegistrationBean sentinelFilterRegistration() {
FilterRegistrationBean<Filter> registration =
registration.setFilter(new CommonFilter());
registration.addUrlPatterns(”/*");
registration.setName("sentinelFilter");
registration.setOrder(1);

return registration;

BN filter Zf5, FTEIHIEAY Web URL KB 5IRTH/I Sentinel RIESIR,

15, BRLEXDARE HTTP Method, BILAE HTTP_METHOD SPECIFY XA

. BE
URL FEINLRISE, LEA0 GET:/foo

init parameter 1879 true,

new FilterRegistrationBean<>();

BT URL SEEEHITR
oy

B LATRIEEFIRVIEZES | NIEFCIKE, S5 B30 <https://sentinelguard.io/zh-cn/docs/open-

source-framework-integrations.html>

LB ESEIT Main FiEsRERSER, VM 2809:
alhost:8131

£ Run/Debug Configurations
+ - B AR

v Application Name: | Main

- Run on: | Local machine
> JUnit
> g Spring Boot

Build and run

java 17 -Dcsp.sentinel.dashboard.server=localhost:8131

C:\code\mianshiya-next\mianshiya-next-backend

Working directory:

Environment variables:

Open run/debug tool window when started

Code Coverage
Packages and classes to include in coverage data

+

¥ com.yupi.mianshiya.*

com.yu v

-Dcsp.sentinel.dashboard.server=1oc

Store as project file

Add Run Options

Allow multiple instances
Environment variables
Redirect input

Do not build before run
Use classpath of module Alt+O
Modify classpath

Add dependencies with “provided” scope to classpath
Shorten command line
Add VM options Alt+V
Specify logs to be shown in console

Save console output to file

Show console when a message is printed to stdout
Show console when a message is printed to stderr

Specify classes and packages

Exclude classes and packages

Specify alternative coverage runner
Enable branch coverage and test tracking
Collect coverage in test folders

AEEZRIECE, LtWNENAEERE, FILIE B33 <https://sentinelguard.io/zh-

cn/docs/startup-configuration.html> T &,

RREFIREIREE, Sentinel 27 BFIREIXEARAIEHER 31
8. BdEHaaIEERISERER:

THIA, FHEREREARIE

1Ok


https://sentinelguard.io/zh-cn/docs/open-source-framework-integrations.html
https://sentinelguard.io/zh-cn/docs/open-source-framework-integrations.html
https://sentinelguard.io/zh-cn/docs/open-source-framework-integrations.html
https://sentinelguard.io/zh-cn/docs/startup-configuration.html
https://sentinelguard.io/zh-cn/docs/startup-configuration.html
https://sentinelguard.io/zh-cn/docs/startup-configuration.html

Sentinel =#HI& 1.8.6 G e
( mms S
e com.yupi.mianshiya.Main

com.yupi.mianshiya.Main

- [ e [ #m
Ll SRR
3=t Helloworld =
Y e 600000 -
B31E i#ig QPs fEBQPS IARIEE (ms)
.
) 00000 /\/——’\N -
4 SRR 16:55:42 200 519,211.0 00
400000
& R 300000 2024-09-0916:55:31 16:55:41 200 520,060.0 00
o B QPS 20
& =g 200000 . HEEQPS 529718 16:55:40 20.0 521,573.0 0.0
© B 100000 16:55:39 20.0 514,937.0 0.0
XN
0 Hos
s 16:55 16:55 16:55 16:55 16:55 16:55. LEECes 200 p2b20cy W
& SLREE
16:55:37 20.0 522,347.0 0.0

— @I QPs — iE48QPS
IS MasI=

H1KCR BREKCRB /1]

EERRYIFRERER:

Sentinel #=H14& 1.8.6 G

( mms e
D o com.yupi.mianshiya.Main
by
com.yupi.mianshiya.Main e §
any MEgFIE SCHISE 1, 62ER 1, 5KBX 0. st
il SEREE
bR S 1P ftshit W= Sentinel ZFimHARA RIS LBETIE B
Y s DESKTOP-95S6USL 192168218 8720 186 fm 2024/09/09 16:58:31
Pzl

H1KER 81 KR F1/1]R
¥ VBTN FIER W 10 |KERHIRT

» B
& =50
© =
& SERiE

iE M=

EmBERS (Y VERENEEE) MESEAERBIEEE iR RRETIER. E—HRHmTHRERE
X —FARRENRERSRIVEARRE, SIM—MUAX SRR EERRRNETER. W
&:
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Sentinel =414 1.8.6 G

(mmse % |

. - . . R | ZEE ]
com.yupi.mianshiya.Main kel "=
O BR
com.yupi.mianshiya.Main
ny»> FRARESEE 192.168.2.18:8720 - PSiia T
Ll SRR
SRR HRA BdQPs  iEfEQPS #&* SHSRT ﬁf‘?i% DEE B{F
# i %
Y v sentinel_default_context 20 205153 0 0 539 134681 pyms 4yEMF +#un HIEN
47
% YRR
Helloworld 20 295179 0 0 539 134681 T AN |
& B 70
& G H2RKER BR 16 KSR

© &R
& SRR

IS HEEFIR

5. HINIEIRFNIESE

[BJRR: Sentinel AUMINIFFMEEMENR? X 2B TIEHSEXHNZE, BRNELSEE Finmit
1TRRIRIARTAIE?

BEA3HY <https://sentinelguard.io/zh-cn/docs/dashboard.html> BiFEMit4E: Sentinel
=& RRATE RIS IR AN EXAIIIRE, MAEXS 3 fR, 81F "[RiGiE

=", "Pull #=2={" #0 "Push #&=(",

Sentinel £#&

RIFA# i £3
0 =n sentinel-dashboard + AR
a
sentinel-dashboard v
Ll SEEFESIZ
G HRR AREIA izl e HERER BALERE piizdeed R
- /demo/link default ES:3 QpPs 160 Warm Up wE R
=R
4 mman com.service.demo.DemoService default HiE SRS 8 IR PN
& Hen head?2 default HiE QpPs 20 HEAES e || pie
& zaan Hlow/rules json default HiE QPs 120 BRIER || e
© 2R HAKICR, 8T 10 KR
= MBS

BRif=H e fIMN#EX 28 NEIGER HTTP AP
<https://github.com/alibaba/Sentinel/wiki/a{a{EA#ERESHFIN > SEEXFEIN, XtBEkk
HXEMNRERFSEY, MAERZE, ZRllaEX.

D ERRIRRT. STHTRIEAZE, BEMEE sSHN
<https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html> HEEEZFIMERE
tEREH B SRR, HIEFRE SR ERIES SR THNBNIHEE, A28
Sentinel EFIREESNERIEEERT.


https://sentinelguard.io/zh-cn/docs/dashboard.html
https://sentinelguard.io/zh-cn/docs/dashboard.html
https://github.com/alibaba/Sentinel/wiki/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8#%E6%9F%A5%E8%AF%A2%E6%9B%B4%E6%94%B9%E8%A7%84%E5%88%99
https://github.com/alibaba/Sentinel/wiki/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8#%E6%9F%A5%E8%AF%A2%E6%9B%B4%E6%94%B9%E8%A7%84%E5%88%99
https://github.com/alibaba/Sentinel/wiki/%E5%A6%82%E4%BD%95%E4%BD%BF%E7%94%A8#%E6%9F%A5%E8%AF%A2%E6%9B%B4%E6%94%B9%E8%A7%84%E5%88%99
https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
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FEAFINEFR, BEAHERE push B, IFEEXNFEANNRESD, EHEXTHNE, &
push ZFEFL,

infERCE HO

(e.g. Nacos, ZooKeeper)

Sentinel &g
Machine 1
Sentinel
Dashboard
Sentinel &g
Machine 2
Sentinel EF %
Machine 3
App A

BN ETEAHEEMN AT AR : R4S Sentinel

<https://github.com/alibaba/Sentinel/wiki/fE4E =i/ EHEH-Sentinel >

WUIN=R LD Y21 3ES
—fRi, HNIAHEES TE =M1E
i:3E SN
- i5E8
Fis  APLUBHIEEEREFinABEERRINGT, T REEER
(5 ( WritableDataSource )
Pull ¥ EEHIER (uritableDatasource ) , FFimEIEREMINEEHL
1w EERIEREEIN, ARG ETLLR RDBMS, X &
YV EIEEUEIR ( ReadableDataSource ) , MIMIAE—HEXE, EF i@
Push  FARSIRESAY A RS ZIMEIRE(L, ELUNfERS Nacos, Zookeeper ZEELEH
B 0. XFSNEEFRISSRMERI—EUERIE. EFIRIR T —AZEA push

R RIEIRIR.

6. A Spring Boot

EF Spring Boot Starter + jEFEEHFA + [RIGMNHEE R A

=

B, T
EAHRE

&8, %
FHaik
% H
BAk

=378
£, —5
;PR

R

FRIE—EE; #N
RFERTH, EE
BIHE, FEAEN
FRF&EriE

RIE—5tE; seRd
MAMRIE, AEUET
MEDEIRE RS

B,

SINE =T



https://github.com/alibaba/Sentinel/wiki/%E5%9C%A8%E7%94%9F%E4%BA%A7%E7%8E%AF%E5%A2%83%E4%B8%AD%E4%BD%BF%E7%94%A8-Sentinel
https://github.com/alibaba/Sentinel/wiki/%E5%9C%A8%E7%94%9F%E4%BA%A7%E7%8E%AF%E5%A2%83%E4%B8%AD%E4%BD%BF%E7%94%A8-Sentinel
https://github.com/alibaba/Sentinel/wiki/%E5%9C%A8%E7%94%9F%E4%BA%A7%E7%8E%AF%E5%A2%83%E4%B8%AD%E4%BD%BF%E7%94%A8-Sentinel

Spring Boot TRETJLARRHAFN Sentinel &£a%, Ei#E5|N— starter, {&H Spring Cloud
Alibaba Sentinel <https://github.com/alibaba/spring-cloud-alibaba/wiki/Sentinel> Blf],

ESINBS KN, —EETTRFS!

N SEBEHSRGERRA <https://github.com/alibaba/spring-cloud-alibaba/wiki/iRZ<i588
> , BF Spring Boot 3.0, Spring Boot 2.7~2.4 f] 2.4 LAThRAZ ALK, BRIt WEE

FEINEEX Spring Boot iRA{MEEETE Spring Boot 2.4 AT, AT RERHEFERFIIFHEF
AEFEK, #tXLA Spring Boot 3.0 1 2.4 550 Rk, FERTHER 2022.x, 2021.x, 2.2Xx =4

PITER.
BHERRBFKRF

£ Spring Cloud Alibaba hixA K H B B FERAISEMUXIMRAM TR TR (ER, Spring Cloud Dubbo M\ 2021.0.1.0 28

wWRERHET, AEEETEHR)

Spring Cloud Alibaba Version ?Z::iiz:l
2022.0.0.0 1.8.6
2022.0.0.0-RC2 1.8.6
2021.0.5.0 1.8.6
2.2.10-RC1 1.8.6
2022.0.0.0-RC1 1.8.6
2.2.9.RELEASE 1.8.5
2021.0.4.0 1.8.5
2.2.8.RELEASE 1.84

Nacos
Version

2.2.1

2.2.1

2.2.0

2.2.0

2.2.1-RC

RocketMQ
Version

494

494

494

494

494

494

494

493

Dubbo Seata
Version Version
1.7.0

1.7.0-
native-rc2

1.6.1

1.6.1

1.6.1

ZAAIRE Spring Boot AR 2.7, FILfEF Sentinel Starter BIkRZ 2021.0.5.0, FEESSIAGK

i

1 <!-- https://mvnrepository.com/artifact/com.alibaba.cloud/spring-cloud-starte
2 = <dependency>

3 <groupId>com.alibaba.cloud</groupId>

4

5 <artifactId>spring-cloud-starter-alibaba-sentinel</artifactId>
6

7 <version>2021.0.5.0</version>

8

9 </dependency>
10

BRI, ZIKHEIES T Sentinel §Y core 8. ZEFIHBNE. THEALS. webmvc i&HE

8. ARSHRRES:
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https://github.com/alibaba/spring-cloud-alibaba/wiki/Sentinel
https://github.com/alibaba/spring-cloud-alibaba/wiki/Sentinel
https://github.com/alibaba/spring-cloud-alibaba/wiki/Sentinel
https://github.com/alibaba/spring-cloud-alibaba/wiki/%E7%89%88%E6%9C%AC%E8%AF%B4%E6%98%8E
https://github.com/alibaba/spring-cloud-alibaba/wiki/%E7%89%88%E6%9C%AC%E8%AF%B4%E6%98%8E
https://github.com/alibaba/spring-cloud-alibaba/wiki/%E7%89%88%E6%9C%AC%E8%AF%B4%E6%98%8E

com.alibaba.cloud:spring-cloud-starter-alibaba-sentinel:2021.0.5.0
com.alibaba.csp:sentinel-transport-simple-http:1.8.6
com.alibaba.csp:sentinel-annotation-aspect):1.8.6
com.alibaba.cloud:spring-cloud-circuitbreaker-sentinel:2021.0.5.0
com.alibaba.csp:sentinel-spring-webflux-adapter:1.8.6
com.alibaba.csp:sentinel-spring-webmvc-adapter:1.8.6
com.alibaba.csp:sentinel-parameter-flow-control:1.8.6
com.alibaba.csp:sentinel-cluster-server-default:1.8.6
com.alibaba.csp:sentinel-cluster-client-default:1.8.6

>
>
>
>
>
>
>
>
>

com.alibaba.cloud:spring-cloud-alibaba-sentinel-datasource:2021.0.5.0

BEEFEIBIERERORE url BRIRBIARE. EailBERE, BgEOXEUNMEEE
HTERIER .

Sentinel =44 1.8.6 G
(s 1 |
mianshiya-next-backend
O BR
mianshiya-next-backend >
s IF e P
il SERTSFE
TR Iquestion/getivo =
Y e
v EEETD ¢ #i it aps #EtBaPs WA (ms)
% AT 3 10:37:30 40 00 6.0
b By 2 10:35:42 1.0 00 70
. %gﬁfmu 10:35:41 20 0.0 17.0
:
© B .
Toss - o3 o3 1036 1037

& ERTHE
— midQps — 545 QPS

2 HEEDE

IquestionBankigetivo =
2 =
3] BT aPs $EEQPS WARIEYE (ms)
15 10:37:32 20 00 60
1 10:37:31 20 0.0 50
10:35:32 10 00 50
05
10:35:31 10 00 40
0
1035 0:35 10:35 1036 1036 10:37 10:35:06 10 00 46.0

Sentinel =& 1.8.6 o |
o in mianshiya-next-backend
n

mianshiya-next-backend ¥

s FRE EIQPS EHQPS AN THRT  SIES  HWHES mE

Y s seninel oefaul conext o 0 0 0 0 0 i g IR
4 EuRn) w sentinel_spring_web_context 0 0 0 [ 16 [ T R EE RS IR
& Hsn fswagazresources 0 0 0 0 0 0 i HEH FAE HER
& R 0 0 0 0 e 0 +i | HEE A HER
© B Iwebiars/** 0 0 0 0 0 0 RS R R HER
& gEE 0 0 0 0 0 0 | R RS HER
S MaspE ferror 0 0 0 0 0 0 i RS HER

0 0 0 0 8 0 +iHE HEE F AR R

HEFOR BH| 16 | HKCR
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7. F&iER
Sentinel W& FEGCIEE N RIFEFIE N HN,

1) EXER: s3F@EINIE,. 5|INERER. (F##530 <https://sentinelguard.io/zh-
cn/docs/annotation-support.html> EXRIR.

BEBENER, BERE:

1 Entry entry = null;

2 /] FRIEfinally g H AT

3 = try {

4 /1 BRI AR S A L 51 SR A R
5 entry = SphU.entry("HE X HIHEL");
6 /1 WARIF Y5512 4

7 // do something...

8 = } catch (BlockException el) {

9 [/ BRI R, A PR Eas [ 2

10 /1 BEATRH R A B R A

11 = } finally {

12 = if (entry != null) {

13 entry.exit();

14 }

15 }

BYERENRIR, BEIREREE:

16656


https://sentinelguard.io/zh-cn/docs/annotation-support.html
https://sentinelguard.io/zh-cn/docs/annotation-support.html
https://sentinelguard.io/zh-cn/docs/annotation-support.html

O 00 N O U1 ph W N PR

NN NNMNMNNNRRRRPRRPERRPRPR R
OV D WNRPRO OOWOWNOOURNWNIERO®

|

public class TestService {

// XM “handleException™ BRZUFEEALI T ~ExceptionUtil™ K, JEHMIUN st
@SentinelResource(value = "test", blockHandler = "handleException", block
public void test() {

System.out.println("Test");

/] JR R
@SentinelResource(value = "hello", blockHandler = "exceptionHandler", fal
public String hello(long s) {

return String.format("Hello at %d", s);

// Fallback ¥, MEZEH5HERE—HEI—1 Throwable KM S,
public String helloFallback(long s) {
return String.format("Halooooo %d", s);

// Block i ibEik%l, 8 )5% —> BlockException, H&5HKE—3K.
public String exceptionHandler(long s, BlockException ex) {

// Do some log here.

ex.printStackTrace();

return "Oops, error occurred at " + s;

@SentinelResource FFHVECEMTTEaNRBINIEE. XEHRE, WREETEN THER
PRIEEHTERE, XL RIS BEIARNSBERBIAEE.

HEEFTAEI: UAERERERENRIER, AGEcRIRREBICRHIR SREEEEEM
RISEM IR,

2) BXAN: ~FREIAE. EHE () | EENAREXHN.
EeanE I AR E X — MR AN, ERE:

1
2
3
4
5
6
7
8
9

10
11

166565

= private static void initFlowQpsRule() {

List<FlowRule> rules = new ArraylList<>();
FlowRule rulel = new FlowRule();
rulel.setResource(resource);

// Set max gps to 20

rulel.setCount(20);
rulel.setGrade(RuleConstant.FLOW_GRADE_QPS);
rulel.setLimitApp("default");
rules.add(rulel);
FlowRuleManager.loadRules(rules);



BEEHaEE, BEE

e ping ey

someResource

#HiRH

ik AL

ikl o Ea OB (OXEB (OHR

[
[
mExn | CwEs | saEE 12
[
[

MIEYR O RFEELW O Warm Up O HIASE

RHSRIET

—RHEFERERI G RKEERN, BNRBFEFLEERENNFEINE, TLABIIRBE XN
W, XFEAREEEGE. MESXENNEEHRSRERNHREE,

8. Efts%
FRTBRIASN, Sentinel iRIRM T SAFHINI, ERTLUBET B3R T2,

1. WBURBELR <https://sentinelguard.io/zh-cn/docs/circuit-breaking.html> : FBFSCHARAHE
RATAN, HEANRRNFFELCFIEEA R ERISEER, fRIEHT, EEERABLEIZE
iR

2. REFEBEENIRIF <https://sentinelguard.io/zh-cn/docs/system-adaptive-
protection.html> : #RIBERFIEERRE (20 CPU FHR, AEFFERERS) #iTHEP, B4
TERERRRHITREES,

3. RS EPRIA <https://sentinelguard.io/zh-cn/docs/parameter-flow-control.html> : FH
FIREIFEN T ENFELRARSHAHIE, BRELSHEERET K,

4. FRipAIEEH <https://sentinelguard.io/zh-cn/docs/origin-authority-control.html> :
TEXEARRAUZAN, =HRIFBIER,

TR, BMEIABRIFTREN, FARZLE Sentinel k.
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Bi%FF & (Sentinel L&)

1. EEEEFIFREOIRTEER
=R listQuestionBankVOByPage [
BRY: ZHERIFERRIKH. £ENERZEORERNER, BLEEZERSHARRTE.
BRIAEARMY -
- KBS BMEOSVHAEY 10 RiEK
- [RE|IME: R "REEHOEKR, BOFSF"

VAR :
o VAR MNREOSEREY 10%, sSEZEER (WA > 3 7)) AELHIRTF 20%, fit
& 60 FHIEHET,

- JBHTRE: ERREAHEE (REEEEEE)

FEIEN: BiERENER + BFiEHaEXmn
1) EXER. AFRERRIVEORIN @SentinelResource jEfE:

1  @PostMapping("/list/page/vo")

2 @SentinelResource(value = "listQuestionBankVOByPage",

3 blockHandler = "handleBlockException",

4 fallback = "handleFallback™")

5 public BaseResponse<Page<QuestionBankVO>> listQuestionBankVOByPage(
6 @RequestBody QuestionBankQueryRequest questionBankQueryRequest,
7 HttpServletRequest request) {

g8}

FiRrErh, &% TEREAHRY <https://sentinelguard.io/zh-cn/docs/annotation-
support.html> 3SETHRIFEFR. PEZELIRESFIFERAIERS,

BiE, EEEIAN JVM 22 -Dcsp.sentinel.dashboard.server=consoleIp:port 3i5
EEH e tbtniEO,
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» Run/Debug Configurations
+ - B K
Application
JUnit

© Spring Boot

Name: | MainApplication Store as project file

Run on: A Local machine

©®MainApplication

Build and run

java 17 -Dcsp.sentinel.dashboard.server=1localhost:8131

com.yupi.mianshiya.MainApplication

Active profiles:

On frame deactivation: Open run/debug tool window when started

Add dependencies with “provided” scope to classpath

Cancel

BB RIhHEGEEOE, RIS ERINE XTI

mianshiya-next-backend

O B®
mianshiya-next-backend ~
(111) S 192.168.2.18:8720 - KT R
ol SERT S
SEBERE HRE BEIQPS  EHQPS  FR  FSRT  SENE  HEHE B
Y A sentinel_default_context 0 0 0 0 0 0 +es | e | ER
4 FEHTAIN v sentinel_spring_web_context 0 0 0 0 3 0 + 1B
'h R w /questionBank/list/page/vo 0 0 0 0 3 0 T+ EI
SeEn|
& R listQuestionBankVOByPage 0 0 0 0 3 0 +7E BN e B

© =
HAKIDR ST 16 KSR

& SRR

IS HEsE

2) SEHIPRIRPEENEHIIERTTIE. IEREMRE B 3 ErTAE AN
<https://sentinelguard.io/zh-cn/docs/annotation-support.html>
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® blockHandler / blockHandlerClass : blockHandler XYN/ZME BlockException HIBRENEZFR, BIIEIR,

blockHandler ERELRIESEEIRER public , IREEREFEESFEAGAEIE, SHRATENRESGIEE

LECHESEIN—MEIMNISEL, K889 Blockkxception , blockHandler REBRNAREMIRTT AR

— R, ERLEFRAEMERIREL, MeJLSE blockHandlerClass AXIMAIZERY class XI5k, £

EXIRAYRENTEA static BREL, BNTTERT,

® fallback : fallback BREIEZFR, OEIN, ATEMNHSERRHEIEM fallback ZMEFEE, fallback BAZY
BILSTIFERERIRE (BRT exceptionsTolgnore BREHHSIERISEIREY) HHTLME, fallback FEL
SHRFMNEEK:

o IRENEREIN S IREAEIR EIE SR —EL;

o IESHGIREEMRRE—E, SETLASIINS— Throwable KEIWISEFATHREUIINAIR
=.

o fallback REEAREMRGEER— %P, EFEFEAEMSNRE, WILUSE
fallbackClass AXIRIAYZRRY class SR, EEXIRAIRENTE A static BREL, BNTTEMFT.

2,

ATEIISE, RIRIIERER, TR Controller RiRSRRREZEMEENRTTIE:

. KX
* listQuestionBankVOByPage F&Z#fF: Tk [nlAHh¥iE
*/

public BaseResponse<Page<QuestionBankVO>> handleFallback(@RequestBody Questio
HttpServletRequest r
// AT UL B A 8 5

return ResultUtils.success(null);

O 00 N O VT A WIN B
1

}
19 = /**
11 * listQuestionBankVOByPage Wif##:/E
12 * IR RORCRGEKR, IO
13 */
14 public BaseResponse<Page<QuestionBankVO>> handleBlockException(@RequestBody Q
15 = HttpServletReq
16 /1 TRUTERAE
17 return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "ZRZi/k it k, im0 E"
18 }

3) BEEHaENXHN
BRIAEHINY - HRIEFERECERIRT
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[ listQuestionBankVOByPage

[ default

enae

o

( o Oxm O

( © RS O Warm Up O HINSH

KRG

SR

Sentinel =5HI4 1.8.6 G

o mianshiya-next-backend + S
pd
mianshiya-next-backend v
1) R 192.168.2.18:8720 ¢ KEF R
Ll SCRTHEEE
e BRE KRR s EESE EfE EER TR B
S -~ listQuestionBankVOByPage default =t QPs 2 =<118 [ESEZSg =g | iR
P
% FERTH H14ER BW 10 | HFiER
B AN
& =g

©

VRRTALN . FrIEPSEETAN, (ERIRER/INERE. FIHITK

FRSIERN

EER { listQuestionBankVOByPage

EHRERRE O igjERLp © BHEs O RH%

EetliER(E

s B

FitaHe

BRI Einc
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SRIGIERTANY

EER ( listQuestionBankVOByPage

el s © 1gigmLksl O SEtusl O B
wxnr (o0 —
s gomsg (0 )

SRS

SR

4) it
FETUL, TLSCERAGANEERESSMANE, ASEHEORILER, T8N
2,

ERRERIESRER, MATRR, BUTT blockHandler JHBSEAGELE:

= o @ s

ES listQuestionBankVOByPage X
Bl 37y
POST Japi/questionBank/list/page/vo b-%+3 E=1
TEHLED EREH AfterScript
B Open x-www-form-urlencoded form-data (® raw  JSON(application/json)v Beautify
1-|lf
& Script 2 “current": @,
3 “description”: "",
4 "id": e,
5 “needQueryQuestionList”: true,
6 “notId": e,
7 "pagesize”: @,
8 “picture”: "',
9 “searchTex

1e "sortField

11 “sortorder
12 “title": "

13 “userTd”: @
14 |}
getQuestionBankVOByld
listQuestionBankByPage
TRIAZS Raw Headers Curl SERiEE  MARIED: 200 FEAT: 6ms AU\ 63B
listQuestionBankVOByPage o=k
2 "code”: 50000,
3 "data": null,
listMyQuestionBankV ‘5’ message": "HRHLLE IIE N, ER LR

IR, REVESERE (LbiiEkSHER. SBEEIRERIEANEIR) , A2ERBRrS4E+,
PRIIBTASHIRE BlockException @A4ITERY.

MEBERTAIRT R, STLAEELS sortField B kSEUE— N AFENFE, MAWESEE. =
TARTAIAR A FORE :

1. LEIEBISSHMERE, SEUERT

2. EEBMEERE, BMA—RERE, RSP EAk

3. B—ERATE, BMARERER, NISHHERR

I
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WA, HFSEE (MUXSHBETT) | &tk fallbackHandler , 1ZFERIEA
— MBI SIBER RS,

MK AT, 08 blockHandler #1 fallbackHandler [EIRVECE, MIAKTSEITFFS, (AL
A blockHandler #H{TAME, ELEEMZGIEZPLIEREABKTIEAIESIZEE:

1 = /**

2 * listQuestionBankVOByPage fif&#:fF

3 * R RRCRGIE AR, TSmO

4 * ORI DT RES R

5 */

6 public BaseResponse<Page<QuestionBankVO>> handleBlockException(@RequestBody Q
7 - HttpServletReq
8 /] FEFARE

9 = if (ex instanceof DegradeException) {

10 return handleFallback(questionBankQueryRequest, request, ex);

11 }

12 /] BRI ERAE

13 return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "Z%i/k /jid Kk, ifi &4
14}

Sentinel f§ blockHandler AMEHRYE BlockException , ZBEFRRARFZIREHIIRES
(AOPRmEkalT) , XEARWESZESNEE, Bt fallback ASLEXLRE, WNRAE
B blockHandler , A&fEiakiRt, HAZ] fallbackHandler =i {THIE,

BaseResponse<Page<QuestionBankV0>> (@RequestBody QuestionBankQueryRequest
HttpServletRequest Throwable ) {

ResultUtils.success(

this =

questionBankQueryRequest = "QuestionBankQueryRequest(id=null, notld=null, searchText=null, title=null,

request =
ex = "com.alibaba.csp.sentinel.slots.block.degrade.DegradeException”

lu\—D —F
+ blockHandler 4bE Sentinel FREISHISE, 40 BlockException ,
« fallback LMENEZPIEHRIRE, HLAIF(IESHY BusinessException ,

A LARIER CRISEFREIRECE.

2. B |P EEBIRRRIEHET



=R listQuestionVoByPage # [

BRIATARNY -
- Rig: 81 IP S HATEERBFIRINREAEET 60 IR,
- BEEERME: B "ped TR, BHEEE

IR
o VAR MNREOSEREY 10%, SEZISER (WA > 3 #0) AEHIATF 20%, fi
& 60 FHIEHT,

- JEHTRE: ERREAEE (REEEEEE)

BTHEHNENEPH—SRMUIRR, MARBMEOMRR, KA RS iR
<https://sentinelguard.io/zh-cn/docs/parameter-flow-control.html> , RFIRIESEEIEHIR
AR FM.

5, QPS: 5, blocked
¥ [

param: abc . N5 _
= Sentlnel Wy QPSB, paSi

VAL
pa‘fam' ar

P PR |
- XS st: 5 E‘Fn\\h\\; QPS' 105 E,ass
XFEAIRIFTRK, FTLUS IP HUHF MRS,

1) EMER

XfF @SentinelResource EEANEMHRIE, ETEEBRIAGEZLEESE, Sentinel 2EE
IWERSEUEN SphU.entry(res, args) . LLRILATAIAZERME uid 1 type S93UES
FE—NNEZNSEUEN Sentinel API, MTTETLAFTFH NI R :

1 @SentinelResource("myMethod")
2 = public Result doSomething(String uid, int type) {
3 // some logic here...

4}

AT Controller #OSEUERAEL, (FRMENENZIRNGIE.
 XBEENHE—MEL, FESREEEO, SFUidiRER, BT,
RSN

166565
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1 /7 ET 1P BRI
2 String remoteAddr = request.getRemoteAddr();
3 Entry entry = null;
4 = try A
5 entry = SphU.entry("listQuestionVOByPage", EntryType.IN, 1, remoteAddr);
6 /1 WARIF Y5512 4
7 /] EWEHEE
8 Page<Question> questionPage = questionService.listQuestionByPage(question
9 /] FREEHER
10 return ResultUtils.success(questionService.getQuestionVOPage(questionPage
11 = } catch (BlockException ex) {
12 [/ FIEVTIRIBE L, PR B
13 = if (ex instanceof DegradeException) {
14 return handleFallback(questionQueryRequest, request, ex);
15 }
16 /] FPRIHERAE
17 return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "vjlidTAi%, 15M )5 A"
18 = } finally {
19 = if (entry != null) {
20 entry.exit(1, remoteAddr);
21 }
22 }
| RERBIER!

1. & entry FRHRENTHRSRSE, BPA exit IIHMREE—EER EXIRAISEL ( exit(coun
t, args) ) , BNITRESBRIHEIR. XMHRAEEFER try-with-resources B73L,

2. SphU.entry(xxx) BEE5 entry.exit() FAERIIHIL, TEER, SNSSEERR
1I0RE5E, i ErrorEntryFreeException BE.

/IR Sentinel BIBER(EXIWEHE, XT Sentinel [RAIFERASHIFRE BlockException R4
M. RNTFRITBRELHSEFEE, TEF@EILE Tracer.trace(ex) IERWEERE. 5~Hl:
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1 Entry entry = null;

2 = try {

3 entry = SphU.entry(resource);
4

5 // Write your biz code here.
6 // <<BIZ CODE>>

7 = } catch (Throwable t) {

8 = if (!BlockException.isBlockException(t)) {
9 Tracer.trace(t);
10 }
11 = } finally {
12 = if (entry != null) {
13 entry.exit();
14 }
15 }

7R, BiY Tracer.trace(ex) RFRITREERRS, HT try-with-resources i&i%H catch i
BIfFNEE, SSMTAERAITRER, ARt EEERITAREE try-with-resources
By catch tRePJEF Tracer.trace(ex) ,

L A 1EKRT, BOIABFoHER Tracer LIREER? EER Sentinel WFFREES
1EHR, 40 Sentinel Dubbo Adapter, Sentinel Web Servlet Filter 8, @SentinelResource jEi#
BRIt ISRE, TEFNEA.

FEEBIINRREEINRHSHES:

1 = catch (Throwable ex) {

2 /7 M5 5w

3 - if (!BlockException.isBlockException(ex)) {

4 Tracer.trace(ex);

5 return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "RSGHHiR");
6 }

7 /] BEGERE

8 = if (ex instanceof DegradeException) {

9 return handleFallback(questionQueryRequest, request, ex);

10 }

11 /1 TRUTERAE

12 return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "vjlid A%, 1545 H "

13}

2) mEREEMRFRIREAN
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O 00 N O U1 ph W N PR

w W w W NN DN DNDMDNMDMDNMNMNMNMMNMMDNNRPRPRPPRPRPRPRPRPRPRPRPRBRERBR
W N PO VOO NGOV, WINEO OVWOWNOD VIR WNRERO
i

i

try {

entry = SphU.entry("listQuestionVOByPage", EntryType.IN, 1, remoteAddr);
/1 WARI Y5512

/] EREHEE

Page<Question> questionPage = questionService.listQuestionByPage(question
/7 FREE AR

return ResultUtils.success(questionService.getQuestionVOPage(questionPage

} catch (Throwable ex) {

/1 N5 5H
if (!BlockException.isBlockException(ex)) {
Tracer.trace(ex);
return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "RZHiR");
}
/] BEGERIE
if (ex instanceof DegradeException) {
return handleFallback(questionQueryRequest, request, ex);
}
// PRI ERIE
return ResultUtils.error(ErrorCode.SYSTEM_ERROR, "vjjinjid T4H%, iHM /5 k"

} finally {

if (entry != null) {
entry.exit(1, remoteAddr);

* listQuestionVOByPage [#Z#ff: B HzIR[FIA A

public BaseResponse<Page<QuestionV0>> handleFallback(QuestionQueryRequest que

HttpServletRequest r
// T CLIR B A b 4 B8 i

return ResultUtils.success(null);

3) BERIBANENXHN, ST FE sentinel BFFEN—1EMHAY Manager {EJ9 Bean, 7
FA @PostConstruct i¥#%, £ Bean INE/SEIFEMN. BT :
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O 00 N O U1 ph W N PR

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

4) Wizt

@Component
= public class SentinelRulesManager {

@PostConstruct

public void initRules() {
initFlowRules();
initDegradeRules();

/7 BRFHEI
public void initFlowRules() {
// B IP TE R H FIF R
ParamFlowRule rule = new ParamFlowRule("listQuestionVOByPage")
.setParamIdx(@) // X& o Nz, HJ Ip Hbihk
.setCount(60) // Hporilin% 60 Ik
.setDurationInSec(60); // M4ttt i1 60 0
ParamFlowRuleManager.loadRules(Collections.singletonList(rule));

/7 BEGFN
public void initDegradeRules() {
[/ B IP EE R H B NE W
DegradeRule slowCallRule = new DegradeRule("listQuestionVOByPage")
.setGrade(CircuitBreakerStrategy.SLOW_REQUEST RATIO.getType()
.setCount(0.2) // 12 HILLEILT 20%
.setTimeWindow(6@) // J#WriraLnf (i) 60 F)
.setStatIntervalMs(30 * 1000) // ZiifhlK 30 #
.setMinRequestAmount(10) // #x/hMiREL
.setSlowRatioThreshold(3); // Wi A 3

DegradeRule errorRateRule = new DegradeRule("listQuestionVOByPage")
.setGrade(CircuitBreakerStrategy.ERROR_RATIO.getType())
.setCount(0.1) // W% NT 10%

.setTimeWindow(60) // JAMIHFLLENT (1] 60 b
.setStatIntervalMs(30 * 1000) // Ziifi K 30
.setMinRequestAmount(10); // #/MijR%L

/7 InEF
DegradeRuleManager.loadRules(Arrays.asList(slowCallRule, errorRateRul

JEENE BEEEZIMN:
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Sentinel I=H& 1.8.6 G

= | = |
mianshiya-next-backend
O B!
mianshiya-next-backend ¥ .
(171) HRSHIRRAN [ 192.168.2.18:8720 - Rig=
Ll SCRHSEE
SR HRA S4E35| g EE %g%;%
Y mn JistQuestionVoByPage 0 QPs 60 &
% AR
1

» Hsan
& g
© Ean

& SRR

AT E, FTLCERUNREREN—R, ARETEOSISITSER.
PRIRIER :

& question-bank-controller Ey batchDeleteQuestions X listQuestionVOByPage X
e question-bank-question-comroller ) e
\/ | /api/question/list/page/vo
@ question-controller A e
g BRLAD BREH AfterScript
POST  addQuestion B Open x-www-form-urlencoded form-data  (®) raw
POST deleteQuestion & Script JSON(application/json)
1v|{
2
POST batchDeleteQuestions ERN
POST editQuestion
GET getQuestionVOByld
POST listQuestionByPage
POST listQuestionVOByPage
POST listMyQuestionVOByPage TARIPIZS Raw Headers > 0 SR
=l i
. 2 "code": 50000,
POST searchQuestionVOByPage 3 "data": null,
4 "message”: "Vjilid TANE, WG H R
5 |}
POST updateQuestion

MR PEIIERAEHE, BTLASESS sortField (E— PR FERIFER.
DegradeException:

R
BIshIE R #{F
0 G MRR
KSR BR( 10 |KER

X -

Beautify

NERZAS: 200 $EAS: 10ms K/)\: 63B

UERANE], fiA T



String remoteAddr = request.getRemoteAddr()
Entry entry =
{

entry = SphU.entry( EntryType. remoteAddr)

Page<Question> questionPage = .listQuestionByPage(questionQueryRequest)

ResultUtils.success( .getQuestionVOPage(questionPage, request))
(BlockException ex) {

(ex DegradeException) {
handleFallback(questionQueryRequest, request, ex)

(Throwable t)

iR

1, (XFER53 URL #ITHRIT (THEREMIL)

&% https://github.com/alibaba/spring-cloud-
alibaba/wiki/Sentinel#%E9%85%8D%E7%BD%AE <https://github.com/alibaba/spring-
cloud-alibaba/wiki/Sentinel#f& >

A LMER AT URL RINIECE -

1 spring.cloud.sentinel.filter.url-patterns=/*

2, MUECEFIHIFRK

SEFHNEMNECE: https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
<https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html>

BERHT Demo, AJLARNMERAHISANEE, XHERNERRERFISEKXRT.

« EBAMIZ4 Demo <https://github.com/alibaba/Sentinel/blob/master/sentinel-
demo/sentinel-demo-dynamic-file-
rule/src/main/java/com/alibaba/csp/sentinel/demo/file/rule/FileDataSourcelnit.java>

(FBXN)

« SEAHIZ4 Demo <https://github.com/alibaba/Sentinel/blob/master/sentinel-
demo/sentinel-demo-dynamic-file-
rule/src/main/java/com/alibaba/csp/sentinel/demo/file/rule/FileDataSourceDemo.java

>
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https://github.com/alibaba/Sentinel/blob/master/sentinel-demo/sentinel-demo-dynamic-file-rule/src/main/java/com/alibaba/csp/sentinel/demo/file/rule/FileDataSourceDemo.java
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https://github.com/alibaba/Sentinel/blob/master/sentinel-demo/sentinel-demo-dynamic-file-rule/src/main/java/com/alibaba/csp/sentinel/demo/file/rule/FileDataSourceDemo.java

RItRzUl R

SRR ISR AR AR EMR AutoRefreshDatasource IR, FAFSSLHL readsource() Fi%,
mzZE AR N EEEE RSB R ECESYE. il EFSUERIEIRER,

HEARZUH R

CHHERIESIR R B RS TVEME AbstractDatasource MR, EEHMEGIEATRINEITES, F3C
I readsource() MISTEEUEREEFAFEEICAECEEUE. tbal EF Nacos ROEUER.

REEBANT, AJLAFE SentinelManager HI#JMAIB BRI :
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A W NEPO® OVOVOWOWNOUIPDMAWNPRO OVOOWONOUDPD WNRO OWONOUUDDWNRO®

L

/**

* R A E N A ST

*/

public void listenRules() throws Exception {

/7 FRECIE R H 5%
String rootPath = System.getProperty("user.dir");
// sentinel H g%
File sentinelDir = new File(rootPath, "sentinel");
/1] ASRAFAEN B
if (!FileUtil.exist(sentinelDir)) {
FileUtil.mkdir(sentinelDir);
}
[/ SR Eg AR
String flowRulePath = new File(sentinelDir, "FlowRule.json").getAbsoluteP
String degradeRulePath = new File(sentinelDir, "DegradeRule.json").getAbs

// Data source for FlowRule

ReadableDataSource<String, List<FlowRule>> flowRuleDataSource = new FileR
// Register to flow rule manager.
FlowRuleManager.register2Property(flowRuleDataSource.getProperty());
WritableDataSource<List<FlowRule>> flowlWds = new FileWritableDataSource<>
// Register to writable data source registry so that rules can be updated
WritableDataSourceRegistry.registerFlowDataSource(flowhds);

// Data source for DegradeRule
FileRefreshableDataSource<List<DegradeRule>> degradeRuleDataSource

= new FileRefreshableDataSource<>(

degradeRulePath, degradeRulelListParser);
DegradeRuleManager.register2Property(degradeRuleDataSource.getProperty())
WritableDataSource<List<DegradeRule>> degradeWds = new FileWritableDataSo
// Register to writable data source registry so that rules can be updated
WritableDataSourceRegistry.registerDegradeDataSource(degradeids);

private Converter<String, List<FlowRule>> flowRulelListParser = source -> JSON

new TypeReference<List<FlowRule>>() {

1)

private Converter<String, List<DegradeRule>> degradeRulelListParser = source -

new TypeReference<List<DegradeRule>>() {

)

= private <T> String encodeJson(T t) {

return JSON.toJSONString(t);

AR LAHIESRER.



3. KIBHAREEH

PRIRBBZEFNPER A 5 AT LA It A 7B, Sentinel BEEZMREATEINEN AEE, F—H
F| sentinel B, FIEHRL,

BEX:
1 = /X%
2 * Sentinel PRIMIEHIH &
3 * /
4 = public interface SentinelConstant {
5
6 - Yk
7 * gy TUSRIUE 2 51 2 4% T BRI
8 */
9 String listQuestionBankVOByPage = "listQuestionBankVOByPage";
10
11 = />I<>I<
12 * 7y TURBUE H 5113 4% 1 BRI
13 * /
14 String listQuestionVOByPage = "listQuestionVOByPage";
15}

4, FERRAMEH Spring Boot Starter

AT EHIRBNEEFRMETE, EORREMFIEARAR, FiI@ID Starter FERMRIAFAH, &
ZMMERRUKEF TR — Maven k&, BRRF\ESIN—MKRBEIEITRECE, MATEFI5]
ANEMERAVKER,

1) BlIEE— spring boot TNH

BRRRENMKERERTSER, BIANENARIECE S, [Bafe. test lBXE,

2) 5INFEKH. 5TF pom HUNT:
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1 <?xml version="1.0" encoding="UTF-8"?>
2 <project xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xsi="http://www.w3.0
3= xsi:schemalocation="http://maven.apache.org/POM/4.0.0 https://maven.
4 <modelVersion>4.0.0</modelVersion>
5
6~ <parent>
7 <groupId>org.springframework.boot</groupId>
8
9 <artifactId>spring-boot-starter-parent</artifactId>
10
11 <version>2.7.2</version>
12
13 <relativePath/> <!-- lookup parent from repository -->
14 </parent>
15
16 <groupId>com.yupi</groupId>
17
18 <artifactId>limit-spring-boot-starter</artifactId>
19
20 <version>0.0.1-SNAPSHOT</version>
21
22 <name>limit-spring-boot-starter</name>
23
24 <description>limit-spring-boot-starter</description>
25
26 = <properties>
27 <java.version>1.8</java.version>
28
29 </properties>
30
31 = <dependencies>
32 = <dependency>
33 <groupId>org.springframework.boot</groupId>
34
35 <artifactId>spring-boot-starter</artifactId>
36
37 </dependency>
38
39 = <dependency>
40 <groupId>com.alibaba.csp</groupId>
41
42 <artifactId>sentinel-core</artifactId>
43
44 <version>1.8.6</version>
45
46 </dependency>
47
48 = <dependency>
49 <groupId>com.alibaba.csp</groupld>
50

16656
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51 <artifactId>sentinel-transport-simple-http</artifactId>
52

53 <version>1.8.6</version>

54

55 </dependency>

56 =

57 <dependency>

58 <groupId>com.alibaba.csp</groupId>

59

60 <artifactId>sentinel-annotation-aspectj</artifactId>
61

62 <version>1.8.6</version>

63

64 </dependency>

65 =

66 <dependency>

67 <groupId>com.alibaba.csp</groupId>

68

69 <artifactId>sentinel-parameter-flow-control</artifactId>
70

71 <version>1.8.6</version>

72

73 </dependency>

74

75 </dependencies>

76

77

78 </project>

wie)

3) EUEECEN M



1  @ConfigurationProperties(prefix = "spring")
2 = public class LimitProperties {
3 private String sentinelDashboard;
4 private List<LimitRule> limitRules;
5
6 = public List<LimitRule> getLimitRules() {
7 return limitRules;
8 }
9
10 = public void setLimitRules(List<LimitRule> limitRules) {
11 this.limitRules = limitRules;
12 }
13
14 = public String getSentinelDashboard() {
15 return sentinelDashboard;
16 }
17
18 = public void setSentinelDashboard(String sentinelDashboard) {
19 this.sentinelDashboard = sentinelDashboard;
20 }
21
22 = public static class LimitRule {
23 private String resource;
24 private int grade;
25 private int count;
26
27 = public String getResource() {
28 return resource;
29 }
30
31 = public void setResource(String resource) {
32 this.resource = resource;
33 }
34
35 = public int getGrade() {
36 return grade;
37 }
38
39 = public void setGrade(int grade) {
40 this.grade = grade;
41 }
42
43 = public int getCount() {
44 return count;
45 }
46
47 = public void setCount(int count) {
48 this.count = count;
49 }
50 }
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cCH 1

4) BlEBmMECES

1 @Configuration
2 @EnableConfigurationProperties(LimitProperties.class)
3 = public class LimitAutoConfiguration {
4
5 @Resource
6 private LimitProperties properties;
7
8 @Bean
9 @ConditionalOnMissingBean
10 = public SentinelResourceAspect sentinelResourceAspect() {
11 return new SentinelResourceAspect();
12 }
13
14 @PostConstruct
15 = public void initLimit() {
16 initDefaultRule();
17 initDashboard();
18 }
19
20
21 = private void initDefaultRule() {
22 List<LimitProperties.LimitRule> limitRules = properties.getlLimitRules
23 = if (CollectionUtils.isEmpty(limitRules)) {
24 return;
25 }
26
27 List<FlowRule> rules = new ArraylList<>();
28 = for (LimitProperties.LimitRule limitRule : limitRules) {
29 FlowRule rule = new FlowRule();
30 rule.setResource(limitRule.getResource());
31 rule.setGrade(limitRule.getGrade());
32 rule.setCount(limitRule.getCount());
33 rules.add(rule);
34 }
35 FlowRuleManager.loadRules(rules);
36 }
37
38 = private void initDashboard() {
39 SentinelConfig.setConfig("csp.sentinel.dashboard.server", properties.
40 }
41}

5) Bl spring.factories /4.
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£ src/main/resources/META-INF B3R T8l spring.factories {4, HEEPEN BEIEE

XHRE:

1 org.springframework.boot.autoconfigure.EnableAutoConfiguration=\

N

com.yupi.limitspringbootstarter.LimitAutoConfiguration

6) Ztth install

XA EEMA TS8R starter,

7) {£A. FiRES|IAL starter:

<dependency>
<artifactId>limit-spring-boot-starter</artifactId>

<groupId>com.yupi</groupId>

<version>0.0.1-SNAPSHOT</version>

</dependency>

O 00 N O VT A W N R

application.yml S {4IESIINRRECE :

1 spring:

2 # sentinel =il & Hull

3 sentinelDashboard: localhost:7878
4 # BRI

5 limitRules:

6 - resource: "QuestionBank"

7 count: 5

8 grade: 1

IEREEFERER @SentinelResource iEf#, AILIBEEH QHISEERTR.

BE &
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SEN:
« https://sentinelguard.io/zh-cn/docs/basic-api-resource-rule.html ((5ERE!)

<https://sentinelguard.io/zh-cn/docs/basic-api-resource-rule.html (ZR1EZ)) >

* https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html

<https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html>

2) BELHESIRMINGE, AN FR Do IRENBRERIBFEARIRF

=. @i IP ERHEIE

ERSHT
—EEERF (JREEEE. [€H. DDoS t#E) IrSIRBRRSHRR, SERESREY
=, EtHAIFE—ENFRIMELEATRSEERAR, BAOER,

B 1P %L, JUBMARNESE, BIEERGER, RESERFIERLDE.
SITFEAITR, MLADARZEBR IP i EEEO.

AR&T
1. igitidie

HCRIEAZEIRY Sentinel ABFSHFERFEIRA EEHEZBFIHT
<https://github.com/alibaba/Sentinel/wiki/Z2FA&Z 4> , (BBIAZRXT N BRBFHTHIET,
FENERRREAEUSTUREIERE FiRhY IP, AI&% XENE
<https://blog.csdn.net/qq_37128815/article/details/131942363> BENKIR.

{BHESLS|A Sentinel ERE—EMAN, ATEENZTERERE IP BARRILRIERIRLT

GISSIYa)rN
BEEFLIE IP BEER, TEZHELAT/LR:

1. IP BRBRBFHEENRE?
2. SMEIEREMRNTEDT IP B ER?
3. EERBRAFIMNEENERREIE?
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https://sentinelguard.io/zh-cn/docs/basic-api-resource-rule.html%EF%BC%88%E7%BB%93%E5%B0%BE%E6%8F%90%E5%88%B0%EF%BC%89
https://sentinelguard.io/zh-cn/docs/basic-api-resource-rule.html%EF%BC%88%E7%BB%93%E5%B0%BE%E6%8F%90%E5%88%B0%EF%BC%89
https://sentinelguard.io/zh-cn/docs/basic-api-resource-rule.html%EF%BC%88%E7%BB%93%E5%B0%BE%E6%8F%90%E5%88%B0%EF%BC%89
https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
https://sentinelguard.io/zh-cn/docs/dynamic-rule-configuration.html
https://github.com/alibaba/Sentinel/wiki/%E9%BB%91%E7%99%BD%E5%90%8D%E5%8D%95%E6%8E%A7%E5%88%B6
https://github.com/alibaba/Sentinel/wiki/%E9%BB%91%E7%99%BD%E5%90%8D%E5%8D%95%E6%8E%A7%E5%88%B6
https://github.com/alibaba/Sentinel/wiki/%E9%BB%91%E7%99%BD%E5%90%8D%E5%8D%95%E6%8E%A7%E5%88%B6
https://blog.csdn.net/qq_37128815/article/details/131942363
https://blog.csdn.net/qq_37128815/article/details/131942363
https://blog.csdn.net/qq_37128815/article/details/131942363
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4. (ERAMEIEERRFESR? NTRELERFERY IP 2EERZHT?

TES B
1) 1P BERIFETERE?

RERNOREFEERNTS, B IP BRBEENTIGINMT. FEFANRE. BERNAHEA
WHDNBEEIERE. BEEXHEDMIFHERS (40 Redis) , AJLURIEEEGRE.

2) AMEHEEENTME IP BB ER?
AT HEHHEN 1P BRE, BESRM—EERE, HEBRRHTIENNEERE.

FE2USEERER I RERL, BYRESTONESERE, FAARTLUEEDEIMENE
LN, Java IMBH, EAHIEEHC=E Nacos,

3) BEHARFIRTEENERRELIE?

EAERPEBREINEESERAINXKE, CON £, EBER=EIEEER, FEERED. &
NEIES, A UEREN BRI SRR,

4) (ERAMEEIRTFREER? A RIEITE?

AT BRFITETREFIEKAY IP 2EERGRS, BRENT IP BR2BENFANFERLSEI Al
ZiFh, BRMETOEAER. NTESBHER/NER, FTLEREER Set HIEEH

BE—TRERE:

1) 5 Nacos BeEHROFHEFIEEE IP BEE

2) fEimiRSSFIA Web iSiEss It S NEFERA IP
3) RimiRSSFI MR SRS IP BEH

3. ¥R - miEidiEeE
Bloom Filter 2—ME38Y. ETHRAVEUESH, BTHA— I TRESFETEST.



[FEENAS MER RIS TRMRSIRIBENRALLE (MEEY) | FRtEXEEHEE GiEr=
[EItEARE/N,

BN key 181D hash-1 70 hash-2 FMEHREE, EAEEEAFRHEERN 1, WiRAEHFE.

RMELIERAMT— D TTREAFERST, BARTTE—EAEEST, URFMTTRTES
BHRUFA—ERERN, RARFURSEFETR. RithiEditss BiRFRM=E .

MEEARFmRTER, Regs, MREERR, ReEER.

B, ENEEREREAE:
1. AR BTERIEIESN (Ae%%R) | Bloom Filter BEBRHIZAIFIEAERT
=,

2. HEERER: ERFEFRRE, BEEFANEERE 01) .

3. 7o¥FRF: Bloom Filter /evHREAM:, BIBERHEREHERBFIMIE N TREERSS, MEFRZTT
EHAEEED., A, BEARTHERRME, thalZid, W3R Bloom Filter AIMFEANTREAT
£, BAEC—ERNFERY, LLAIXITFHAIAIFERK, Bloom Filter RIERIRIMFIEI—NAFTER
BREPPTRATEERRRR, SERH.

Bloom Filter BNiRAIRSLITREGX:

o BUBROAR/N: [UEEEBK, 1REFREBE, BTEFHERIEXR. (EEEER)

- IBHRREEINEL: IRHRREHEZ, 1RFIRUE, BITERASEN, (Hash —XhsE, BB

2 Hash JLR, TR IHSHEER)

- TTEHE: FARTERE, IRFIERSIEN,
B SIEGTHYEARIANISHEREAINEL, TLUZE Bloom Filter BIRFIERE—NaESH
SEEIA. a0, ERSELRFEF, TLUSRAZEESHIE 1% SE(K.

- BRiHE 1. =& 1000 1Tz, BRI 10000 37, IEHBEREEEN 7. 1IRAIERKY

79 0.8%,
- RigHR 2: =7hE 100000 Mo, [EEA/NA 1,000,000 {2, IEFHEREEEN 7, =H=
KA 1%,

. BHEIHE 3: 77h% 1,000,000 AT, [EEUEA/NG 10,000,000 £z, IAEHEEER 7, 2
HIZEALIS 1%,

MBRIZHRNES, BI58(EF Bloom Filter, BILASKEN—LANEIEHE:
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« SUSSIE: £ Bloom Filter ¥IWicRERBZRFfE, H—LERSFFAIRZER (0, =R
FEPRYE R BRIFMICR) .

- SEEMEUESNS: STLAER Bloom Filter HHTHIETHIE, 405 Bloom Filter ¥I#/afEES
Brh, BARARSEHIVEIRESEH TRERIA.
(EXFMTIERCFMIRRGE IP REIBK, MAEREIEA.

Hit, ETERRERTXEHEERISH. ANUEEEECERER, tNEIREp s, €
H URL XE. EEFFEHIFS.

BB
At L BERERL?

EDHRREST, NANEEEERGERUER, SIRIRFSMEIEEREIN. E5h
FEE (BEEEEXY) HEELNISXEEAITEK,

MEEFORNHIMEN TEMD MRS TEREN “EPHEE, “REHISEHN. EED
H. hAEHl, KEASG. REEE, BUTSINEMSLINESR%E, BRRGIREER
Ett.

—&iE, BUAIRAHE IR,

BeEPUSZISRYTIEE

1) EPHEEEE: ERSHNEETLE— T EETER, EBEARMFAARTLIETS
—HREOESAERRECE, R TSP LtESEE.

2) thiSEE: BEPUORTFEAEENANER FSERRE, NATERKEIEENE
B, BATIZTRIRYIEEE,

3) ZINREEEE: BEEPL, TLARRRENMREERRNEES, RENSABNAGNEEE
N, &R T INSRECERRETIHE.

4) BCERNRAES): BEPO—RESRMMAEEDE, JUEENRREZARIECERAE,
X T RANSHEENAIREK.

5) BEBIREEE: REPO—RFBEHINIFEFENSPREHTINE, TLISRMER (WEHEE
T8, APl ZiA%E) HTIIEAME, FIRGILANIR, BIRSBEEERNZEM.
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1) Spring Cloud Config: Spring Cloud 1I2{HIEEFORERAR, XiF Git ERAEERARF
EELE, B85 Spring Cloud RFERLER.

2) Nacos: MEEEBFEREIERS FMAONEEFD, IFHSEKE. RSBEE, EERRSEE
¥3%0 Dubbo. Spring Cloud HIREERK.

3) Apollo: HEIEFFRRIEESLD, XIFENE. ZEHIIREEE, BEELHENBEEENR
=Hl, BEARURS MRS,

4) Consul: M HashiCorp fRtHIIRSEMSEHESTL, BFRBR—BEMERIGERE, ERTR
ShtEAIE=A A,

—RR S E, FHAIS1%FEER Nacos 8¢ Apollo SRIEAEEFIL, EAXE MR T HHREEHIIE
FIEEENH, FTRIMEREFEE.

AIRE(EH Nacos {EREERAISEIN,

Nacos AlJ

f+4=2 Nacos?
Nacos <https://nacos.io/> 2 Dynamic Naming and Configuration Service FUE=&&EFR,
— N EZTHERRENBRIESKRES AL, EEEEIRSEETA.

iR T —EERZRETE, BERNRETINSRS AN, RBEE. RSTHENRE
B,

SCPRE, Nacos AMGHFEEEE, BAXERS AW (EAFEMPL) , LTEREEMDEH
Nacos HbE:

HABRIVIE T2 ER TR E SR,

Nacos B EEERAZ LS

1. Namespace (FZ%d)

HETARTREARNESSE. SAFER— Nacos EEFFIEAFAEAE (WA, M.
477) HEFRNSENRERHTRE. (FARMHT— public f52=SE)

FRES: ASHEFPRSGY, FEFTEXDARNINER, ILAFERGE=E. fli0, FRAEN
EENEFHENEERSRE, JUBEAENGETEREE,


https://nacos.io/
https://nacos.io/
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2. Group (4H)

EEHRRATRZ MEXNEETH T REEEESENG. SMEERNLBETAENE,
ETEREEE,

ERZR: 3— T NAEEMER, BEARRRZEHZEOEER, ATLARERIXEARIIE
EHTORMEE. fla0, —PEFEPRY "ATIRS" 1 TRIRS" SRR ERARREARFME
HERE.

3. DataID

Data ID 22— ME—HEENRTT, BESEAINARERFEX. B Data ID, Nacos KIELN1E
SREFERN FARYEN B ECE.

FERABE . 8 M ANEESSE—HEAY Data ID, Ala0, — TR FAIBeE— N E X
Y com.payment.pay-service.yaml , XFiE2EH Data ID,

4, Config Listener (EZE¥ITEE)

BB T AT L= FimsERd il Nacos BeE/OPRIECERM, TJLIEMRBAEERIEHFHN
AR AR,

ERZR: EFENSHBEENDSETMER, IIIRREEFA/N. IRARNKRSRRS, NA
B LAEIS S TS A B R LT N BT RYBC E.

HEEFNEIR
HEXTT %!
1. Nacos =#l8 (#7F)

2. NFEFER SDK, Nacos SZ#5F] Spring Boot {REEE, AILIS® B3R
<https://nacos.io/zh-cn/docs/quick-start-spring-boot.html>

3. Open API <https://nacos.io/zh-cn/docs/open-api.html>

YOFAi%: £ SDK Bc& Config Listener, &% E75 X4 <https://nacos.io/zh-
cn/docs/sdk.html> , ~EUCHEELIT:


https://nacos.io/zh-cn/docs/quick-start-spring-boot.html
https://nacos.io/zh-cn/docs/quick-start-spring-boot.html
https://nacos.io/zh-cn/docs/quick-start-spring-boot.html
https://nacos.io/zh-cn/docs/open-api.html
https://nacos.io/zh-cn/docs/open-api.html
https://nacos.io/zh-cn/docs/sdk.html
https://nacos.io/zh-cn/docs/sdk.html
https://nacos.io/zh-cn/docs/sdk.html

1 String serverAddr = "{serverAddr}";
2 String datald = "{dataId}";
3 String group = "{group}";
4 Properties properties = new Properties();
5 properties.put("serverAddr"”, serverAddr);
6 ConfigService configService = NacosFactory.createConfigService(properties);
7 String content = configService.getConfig(datald, group, 5000);
8 System.out.println(content);
9 = configService.addListener(datald, group, new Listener() {
10 @Override
11 = public void receiveConfigInfo(String configInfo) {
12 System.out.println("recievel:" + configInfo);
13 }
14 @Override
15 = public Executor getExecutor() {
16 return null;
17 }
18 });
19
20 // ML FLREANIRE, EOUT R E R TR, FERRRE TR, O
21 = while (true) {
22 = try {
23 Thread.sleep(1000);
24 = } catch (InterruptedException e) {
25 e.printStackTrace();
26 }
27}

B EEEBSERRIEE value, BEIESCRRENEIRITAIECE(E:

1 @Controller

2 @RequestMapping("config")

3 = public class ConfigController {

4

5 @NacosValue(value = "${uselLocalCache:false}", autoRefreshed = true)
6 private boolean uselocalCache;

7

8 @RequestMapping(value = "/get", method = GET)
9 @ResponseBody
10 = public boolean get() {
11 return uselLocalCache;
12 }
13}

I REXMiH - Nacos %&E
FEidleh, HEAREERT, MRV A/ DREEEE.
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AJLAE%# Nacos Y B XM <https://nacos.io/zh-cn/docs/nacos-config-benchmark.html>
Tk,

Stae:
B 3P| 105 = 10095
1400 4214 6863 8626
ERE
B 3P| 105 = 10095
15000 23013 45000 161099

XF Nacos B¥IE TH#E, TEFAIETF Nacos LI IP BREFK,

Svar.-a
1. T&k Nacos Server

ALATE Nacos EM TEXIMARZAAY Nacos NS, MbAMEAFN Sentinel 3#3A9 2.2.0 kR4, —
EAE(FREMRE! BNRT RRARIFRER!

ALEES TE: https://nacos.io/download/release-history/
<https://nacos.io/download/release-history/>

AEFENAFIBE TR https://pan.baidu.com/s/Tu73-Nlolrs8Rzb1 b6X6HA
<https://pan.baidu.com/s/1u73-Nlolrs8Rzb1 b6X6HA> , 12EWFS: c2sd

2. |35 Nacos Server

fRE PRI RS :

Linux/Unix/Mac Faifs<2 T (standalone URERHUEINEIT, IFEEHREL) -

1 sh startup.sh -m standalone
Windows Baifi<:

1 startup.cmd -m standalone


https://nacos.io/zh-cn/docs/nacos-config-benchmark.html
https://nacos.io/zh-cn/docs/nacos-config-benchmark.html
https://nacos.io/download/release-history/
https://nacos.io/download/release-history/
https://nacos.io/download/release-history/
https://pan.baidu.com/s/1u73-Nlolrs8Rzb1_b6X6HA
https://pan.baidu.com/s/1u73-Nlolrs8Rzb1_b6X6HA
https://pan.baidu.com/s/1u73-Nlolrs8Rzb1_b6X6HA
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[SENEE, S0E:

NERRILAZF] Java, BBFLECE JAVA HOME, IMETEEELE Java:
https://www.oracle.com/java/technologies/downloads/#java8

<https://www.oracle.com/java/technologies/downloads/#java8>

gnfaIfsEAS Nacos Ig? HLLUR &R, BEEEHEMRGIEE, ZXkaER!

« MX#4: https://nacos.io/zh-cn/docs/quick-start.html <https://nacos.io/zh-
cn/docs/quick-start.html>

« #FE: https://sca.aliyun.com/zh-cn/docs/2021.0.5.0/user-guide/nacos/quick-start
<https://sca.aliyun.com/zh-cn/docs/2021.0.5.0/user-guide/nacos/quick-start>

« T MUCES: https://github.com/alibaba/spring-cloud-alibaba/tree/2022.x/spring-cloud-
alibaba-examples/nacos-example <https://github.com/alibaba/spring-cloud-

alibaba/tree/2022.x/spring-cloud-alibaba-examples/nacos-example>

3. i#@id Nacos EHI&RNEE

1) ip0a): http://127.0.0.1:8848/nacos <http://127.0.0.1:8848/nacos> , ERARFPEZFIZH3ER
#& hacos

2) REtERE:

EHSRCE, #F yaml B:

1 blackIpList:

2 - "1.1.1.1"

3 - "2.2.2.2"
e


https://www.oracle.com/java/technologies/downloads/#java8
https://www.oracle.com/java/technologies/downloads/#java8
https://www.oracle.com/java/technologies/downloads/#java8
https://nacos.io/zh-cn/docs/quick-start.html
https://nacos.io/zh-cn/docs/quick-start.html
https://nacos.io/zh-cn/docs/quick-start.html
https://sca.aliyun.com/zh-cn/docs/2021.0.5.0/user-guide/nacos/quick-start
https://sca.aliyun.com/zh-cn/docs/2021.0.5.0/user-guide/nacos/quick-start
https://sca.aliyun.com/zh-cn/docs/2021.0.5.0/user-guide/nacos/quick-start
https://github.com/alibaba/spring-cloud-alibaba/tree/2022.x/spring-cloud-alibaba-examples/nacos-example
https://github.com/alibaba/spring-cloud-alibaba/tree/2022.x/spring-cloud-alibaba-examples/nacos-example
https://github.com/alibaba/spring-cloud-alibaba/tree/2022.x/spring-cloud-alibaba-examples/nacos-example
https://github.com/alibaba/spring-cloud-alibaba/tree/2022.x/spring-cloud-alibaba-examples/nacos-example
http://127.0.0.1:8848/nacos
http://127.0.0.1:8848/nacos
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4. IRESIA Nacos {&kifi

AL AEE(ER Spring Boot Starter PR |\ Nacos, &% 3#4 <https://nacos.io/zh-
cn/docs/quick-start-spring-boot.html> ,

1) IRE pomxml 34, SIANLATHREECE :

1 = <dependency>
<groupId>com.alibaba.boot</groupId>

<artifactId>nacos-config-spring-boot-starter</artifactId>
<version»@.2.12</version>

</dependency>

O 00 N O U1 W N

& WA 0.2.x.RELEASE SFRMAYR Spring Boot 2.x ik, higas 0.1.x.RELEASE JFRMAIE
Spring Boot 1.x higA, (2R, AIMERIEA 0.2.12 IjA)

2) 182 application.yml EE&3{4, i#I0 Nacos Server #HERIE :

1 # EEHO

2 nacos:

3 config:

4 server-addr: 127.0.0.1:8848 # nacos il
5 bootstrap:

6 enable: true # TilNZL

7 data-id: mianshiya # =il G1H5 1) Data ID
8 group: DEFAULT_GROUP # %l 5151 group
9 type: yaml # JEFEMISCPRAE

10 auto-refresh: true # JF/i HalklHr

5. SIERBRIIRETRX

#EE blackfilter 8, FEZRTIFERIMUBEBEIZET, BRI,

AL Hutool 8 Guava FEE®HI bloomfilter, &&=
<https://blog.csdn.net/asd051377305/article/details/139684962> , WMNREH T, EATLA
% [E Redisson,

A TFIIE LT Hutool TEE, HAEB®H BitMapBloomFilter BIH],
RULHBINT


https://nacos.io/zh-cn/docs/quick-start-spring-boot.html
https://nacos.io/zh-cn/docs/quick-start-spring-boot.html
https://nacos.io/zh-cn/docs/quick-start-spring-boot.html
https://blog.csdn.net/asd051377305/article/details/139684962
https://blog.csdn.net/asd051377305/article/details/139684962
https://blog.csdn.net/asd051377305/article/details/139684962

1 @S1f4j

2 = public class BlackIpUtils {

3

4 private static BitMapBloomFilter bloomFilter;

5

6 // FIW ip RGIERL RN

7= public static boolean isBlackIp(String ip) {

8 return bloomFilter.contains(ip);

9 }
10
11 // EE ip BHH
12 = public static void rebuildBlackIp(String configInfo) {
13 = if (Strutil.isBlank(configInfo)) {
14 configinfo = "{}";
15 }
16 /] FENT yaml SO
17 Yaml yaml = new Yaml();
18 Map map = yaml.loadAs(configInfo, Map.class);
19 // 3REL ip M4
20 List<String> blackIpList = (List<String>) map.get("blackIpList");
21 /] IR IRk
22 = synchronized (BlackIpUtils.class) {
23 = if (CollectionUtil.isNotEmpty(blackIpList)) {
24 /] EEMESHRE
25 BitMapBloomFilter bitMapBloomFilter = new BitMapBloomFilter(9
26 = for (String ip : blackIpList) {
27 bitMapBloomFilter.add(ip);
28 }
29 bloomFilter = bitMapBloomFilter;
30 = } else {
31 bloomFilter = new BitMapBloomFilter(100);
32 }
33 }
34 }
35}

iT=., BitMapBloomFilter EZRISEILLBAFIA, KT WTLTE BloomFilter 2405, &R
GitHub #E7T—Ni%, BTLAB4TIAR: https://github.com/dromara/hutool/issues/3356,
<https://github.com/dromara/hutool/issues/3356, >

. ER, B9 Nacos BeEX I RIITHRIELLEAE, REERECEREE, TiAMREMNE. Ml
BRI xE1I“ESZ EH e RIEEMIETIEEAR HashSet A ERUMRBIEMEEE,

6. Bz Nacos EeEULIF#
ALAEEEIT Nacos 3#| 83KEREULHS :
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https://github.com/dromara/hutool/issues/3356%E3%80%82
https://github.com/dromara/hutool/issues/3356%E3%80%82
https://github.com/dromara/hutool/issues/3356%E3%80%82

£ blackfilter @FTIERITRAE, BXMREANER LIBE X Zigit:

1  @S1f4j
2 @Component
3 = public class NacosListener implements InitializingBean {
4
5 @NacosInjected
6 private ConfigService configService;
7
8 @value("${nacos.config.data-id}")
9 private String datald;
10
11 @value("${nacos.config.group}")
12 private String group;
13
14 @Override
15 = public void afterPropertiesSet() throws Exception {
16 log.info("nacos MiWT#%)Hz0");
17
18 = String config = configService.getConfigAndSignListener(datald, group,
19 = final ThreadFactory threadFactory = new ThreadFactory() {
20 private final AtomicInteger poolNumber = new AtomicInteger(1)
21 @Override
22 = public Thread newThread(@NotNull Runnable r) {
23 Thread thread = new Thread(r);
24 thread.setName("refresh-ThreadPool"” + poolNumber.getAndIn
25 return thread;
26 }
27 s
28 final ExecutorService executorService = Executors.newFixedThreadP
29
30 [/ GBI BN A b P R A BT AL B R
31 @Override
32 = public Executor getExecutor() {
33 return executorService;
34 }
35
36 /] WV 8B A HAE
37 @Override
38 = public void receiveConfigInfo(String configInfo) {
39 log.info("MWT 2L EE B 2Hk: {}", configInfo);
40 BlackIpUtils.rebuildBlackIp(configInfo);
41 }
42 1
43 /] FIaE R
44 BlackIpUtils.rebuildBlackIp(config);
45 }
46 }
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7. SEERBIIERR

B BENIZIIFTEIERER (ARLEE Controller B9320) , FRLARTF WebFilter SLASZ AOP
tE. WebFilter IR TF @Aspect YIEH, RATSHEEN Web iEk&EmERHERAITL
H,
BRI NS RIE -
« WebFilter: B%c, WebFilter 1Z&; HTTP i&3k, HalLURIEZEREESEHEHIITIER.
+ Spring AOP {JH (@Aspect) : WISRIEREZITITIEEFFHAN Spring B Bean (40
Controller &) , IRHIEAER, XTPTELAY Bean /5L T8,

+ Controller E: #58R @Aspect ;BT &EZEKEX @Controller 8
@RestController B97/73%.

(A EL I

1  @WebFilter(urlPatterns = "/*", filterName = "blackIpFilter")

2 = public class BlackIpFilter implements Filter {

3

4 @Override

5 = public void doFilter(ServletRequest servletRequest, ServletResponse servl
6

7 String ipAddress = NetUtils.getIpAddress((HttpServletRequest) servlet
8 = if (BlackIpUtils.isBlackIp(ipAddress)) {

9 servletResponse.setContentType("text/json;charset=UTF-8");
10 servletResponse.getWriter().write("{\"errorCode\":\"-1\",\"errorM
11 return;
12 }
13 filterChain.doFilter(servletRequest, servletResponse);
14 }
15
16 }

FEEEDEEINLE @ServletComponentScan , XFEATEEEASHTHE,

16656



1 @SpringBootApplication(exclude = {RedisAutoConfiguration.class})
2 @MapperScan("com.yupi.mianshiya.mapper")

3 @EnableScheduling

4  @EnableAspectJAutoProxy(proxyTargetClass = true, exposeProxy = true)
5 @ServletComponentScan

6 = public class MainApplication {

7

8 = public static void main(String[] args) {

9 SpringApplication.run(MainApplication.class, args);
10 }
11
12 }

8. MR
Bid Nacos I=HISENEE, AEMHANEERIMAZ IP BA]:

1 blackIpList:

2 - "1.12.12.1"

3 - "2.2.2.2"

4 - "0:0:0:0:0:0:0:1"
WnE:

Nacos ZHIG8EEEINENCR:

EN PR LASCRT R RECERYIEN, (SRR BRLATAERL:

BT Swagger T EE RER

i

1) £7F DFA CHIRZRTIE
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B BAILAEET#E DFA &%, B8 Hutool TEXFMMAIEERIATIL, F2NBCSERE. H
TESHERRITRERZE, TAILUETRIBEIAAE,

2) ECEREFER

B JOIFANERM Nacos SKENECERMNE, NAREFSBHAKRI? BENEprEECERERH
BB, BFANAIREE.

<https://service.
url=https%3A%2F%2Fwww.yuque.com%2Fu37765561%2Fak85bt%2Ff4e9b46cdb155ce15548ef25¢4
%E6%B5%81%E9%87%8F%E5%AE%89%ES5%85%A!
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