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4. Network firewalls operate at different layers of the  (4)

and TCP/IP network models. The lowest layer at which a firewall
can operate 1s the third level which 1s the network layer for the OSI
model and the Internet Protocol layer for TCP/IP. At this layer a

firewall can determine if a packet 1s from a _ (5)  source but

cannot grant or deny access based on what 1t contamns. Firewalls

that operate at the highest layer, which 1s the application layer,

know a large amount of information imncluding the source and the

packet (6) . Therefore, they can be much more selective in

granting access. This may give the impression that firewalls

functioning at a higher layer must be better, which 1s not

necessarily the case. The lower the layer at which the packet 1s

intercepted, the more secure the systemis. If the (7) cannot
get past the third layer, 1t 1s impossible to gain control of the
operating system.

Application level gateways or proxies operate at the

application layer. Packets received or leaving cannot access

services for which there is _(8) . Stateful multilayer imnspection

firewalls combine aspects of the other three types of firewalls.

(4) A. OSI B. ISO
C. SMTP D. IDS
(5) A. active B. old
C. trusted D. new
(6) A. virus B. address
C. contents D. password
(7) A. dog B. bird
C. mftruder D. tiger
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C. no VPN
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