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i b 3 N5 ] 47 1 41 3%, W] DAVE R — b 4 28 422 i 59 A7 0 T H ok 38 i A R i 2O 0 T
5 28 1922 4 I ACL A FR g B (4 By k5%

RV = AR A [, ACL 43 b 25 F 2R AU, 5280 [m] 1 D) 2% 42 4 15 ] 428 4l A
PR. % WA ACL A3 P25 . 45 i 15 [0 4% 1l 31 & (Standard TP ACL) F19 F& U5 [n] 2 il 51 &
(Extended 1P ACL) , 7 KL v {87 H AN [R] 19 2 5 DX 530 o JHL vp s o 1 [n) 455 1 1 5% 1Y 4 5 U
WWEIA 1~99 ;97 & Ui [nl 251l 51 3% 1 4w = BBV Bl A 100~199,

PR ACL B 5 f: triE ACL HUCHED & & 8088 0 ¥ a37 i DR b bk 5 5 9
ACL AUATVE B A A Z4iE A b i 98 e bk 5 B, 8 4 A 208 60 10 B 9 s ik . DL R A A 204
B 5 E P ILZE AR B 15 5

i R U7 1] 4% 11 1) 3% A% A 250 4 60 19 U5 Hb b {5 2, B0 60 7 i o ) 2% A I, T A BT
1P 4 A3 vb i P b ik {5 B, X DR C B 27 B9 2504 60 5% MR 48 5 e VP AE o 8 S 1l s THE 1Y 15
I‘ﬂ%ﬁ%mli'%kMIJﬁa“,@FH%% 1~99 (B K X 5 7] — % & BC & 1 ) A5 1 U5 ) 32 1l 51 2%

ﬂu%m TLAE W 28U b O A 78 U7 Tl 52 41 S0 SR R0 L s R LR B R AR A

Access-1list listnumber {permit | deny} source—-address [ wildcardmask ]

Hrr,

listnumber J& X AN [R] ACL KW B 5 . Fi U5 0] 952 4] 5] 28 59 B0 7 55 /Y Y8 el 2
1—~99,

permit Fl deny 7~ 70 VF AR 11 a2 1208 D) %) 25040 62 38 o

source—address 43R 52 PR M 28 2 = HLAY I8 1P Hihik

wildcard-mask s 1P Hb bk 4938 BoAF HC 3, WRR B A 65 . FH R PR € DL EC M 265 v el .

[0 RIE]

prifE IP ACL m] DIXFE0PE G pg 8 1P bt iR A . A 17 ACL #y32 DR ai &
AR K AR YR DAL E A9 ACL L,Lﬂlméﬂéuﬂﬁﬁ » I 2K BUFH 17 Y 465 i - 7o 1
iof B A 58 1, DAk B 7 el 4 A H L PR R L e

[0 5R])
(1) R1 EEARE .,

R1# configure terminal



1.1 4244 1P ACL #4737 9] 42 4]

Rl (config) # interface fastEthernet 1/0
Rl (config-if)#ip address 172.16.1.1 255.255.255.0

Rl (config-if) #exit

Rl (confiqg) # interface fastEthernet 1/1
Rl (config-if)#ip address 172.16.2.1 255.255.255.0
Rl (config-if) #exit

Rl (config) # interface serial 1/2
Rl (config-if)#ip address 172.16.3.1 255.255.255.0
Rl (config-if)#exit

(2) R2 AR,

R2# configure terminal
R2 (config) # interface serial 1/2

R2 (config-if) #ip address 172.16.3.2 255.255.255.0
R2 (config-if) #exit

R2 (config) # interface fastEthernet 1/0
R2 (config-if) #ip address 172.16.4.1 255.255.255.0
R2 (config-if) #exit

(3) &5/ R1.R2FEORE.

R1# show ip interface brief

Interface TP-Address (Pri) OK? Status
serial 1/2 172.16.3.1/24 YES UP
serial 1/3 no address YES DOWN
FastEthernet 1/0 172.16.1.1/24 YES UP
FastEthernet 1/1 172.16.2.1/24 YES UP
Null O no address YES UP

R2# show ip interface brief

Interface TP-Address (Pri) OK? Status
serial 1/2 172.16.3.2/24 YES UP
serial 1/3 no address YES DOWN
FastEthernet 1/0 172.16.4.1/24 YES UP
FastEthernet 1/1 no address YES DOWN
Null O no address YES UP

(4) £ R1.R2 FECEFHFAMMA.

Rl (config)# ip route 172.16.4.0 255.255.255.0 serial 1/2

R2 (config) # ip route 172.16.1.0 255.255.255.0 serial 1/2
R2 (confiqg)# ip route 172.16.2.0 255.255.255.0 serial 1/2



%1% mEER s

(5) BLE&PriE IP ACL,

SFFhruE IP ACL. i F B AEXT R SCHY P8 1P H bk JEA7 4G 48 L Fr LUK T A 52 0 05 s f14) 2L
fbd A5, 8 R o B2 B i &, FEALE R R2 Y F1/0 810,

R2 (config)# access-list 1 deny 172.16.2.0 0.0.0.255
VR4 B ETR 172.16.2.0/24 T W (14 3 0l ook

R2 (config)# access-1list 1 permit 172.16.1.0 0.0.0.255
U Rk AATELCER 172.16.1.0/24 T M 114 37 5 ook

(6) W ACL,

R2 (config) # interface fastEthernet 1/0

RZ (config-if) # ip access-group 1 out

(7) BGiE I .
FEATECER EHL (172, 16. 1. 0/24) ping W 53 WL, 7] LA ping 8. £ 5 &I EHL
(172.16.2.0/24)ping W55 &8 F VL, A HE ping 1 .

[(EEFm]
FEHD A AR ACL B 0 Z2Rs Hoil B 20 e H b i /9 47 &, 5 W AT 58 2 BH IS IE 5 Y
i AF .

[Z2%FEE]

R1# show running config

Building configuration...

Current configuration : 626 bytes

!

hostname R1

!

interface serial 1/2
ip address 172.16.3.1 255.255.255.0
clock rate 64000

!

interface serial 1/3

clock rate 64000

!

interface FastEthernet 1/0
ip address 172.16.1.1 255.255.255.0
duplex auto
speed auto

!

interface FastEthernet 1/1
ip address 172.16.2.1 255.255.255.0



duplex auto
speed auto
!
ip route 172.16.4.0 255.255.255.0 serial 1/2
!
line con 0
line aqux 0
line vty 0 4
login
|

End

R2# show running config

Building configuration...
Current configuration : 671 bytes
!
hostname R2
!
ip access-list standard 1
10 deny 172.16.2.0 0.0.0.255
20 permit 172.16.1.0 0.0.0.255
!
interface serial 1/2
ip address 172.16.3.2 255.255.255.0
!
interface serial 1/3
clock rate 64000
!
interface FastEthernet 1/0
ip access-group 1 out
ip address 172.16.4.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet 1/1
ip address 172.16.2.1 255.255.255.0
duplex auto
speed auto
!
ip route 172.16.1.0 255.255.255.0 serial 1/2
ip route 172.16.2.0 255.255.255.0 serial 1/2
|

line con 0

1.

]

% A AR TP ACL 24797 9] 32 4]



1= pEIEA Rl

line aux 0
line vty 0 4
login

end

1.2 &

1Y & IP ACL #1783 21 0] 3=

h-l

[3£36 2 FR]
AT 1P ACL HEAT 25 27 I 4 i

[ZE30 B )
Y R 1P ACL S2 3 & 28 i) 5 [ 25 4l .

B i)
B ool T I RN ol 5 I 2 - P 1 o =~ e N 5 sl L [Pl s i L
G R ERE., BEMTER TRl 172, 16. 1. 0/24, 2 T. W Fr £ 19 T M K
172.16.2.0/24, xR %45 X £ 0 5 M8 172,16, 4.0/24,
PRAE B R 2 A ) UL R BBV IR IR 55 2% XA FTP IR & #% . A GE A 7] WWW
Server, X TZ T F4HL. 0] LFEIE}15 ] FTP Server fl WWW Server., WA . B T 1 &
P RN 2 T B3k R 5525 X RS FTP M WWW i &8 DLAM AN 7o V74 o] Ho At /9 25048 0 21036

[E k7]
P 1P ACL A] AR 58 B & 04 A8 00 ) 28 vh 9 g 08 172 8
gz EY

P 1-2 52 A bel g <5 0 280 T 00 01 il 55 e 22 18] I 265 40 1 R ) P& o A B2 52 3 4% I 2Z )
2 Al )

172.16.1.0/24

FTP Server

g 172.16.4.2
\F”ﬂ S1/2 S12  F1/0 a

FI/l Rl R2 _Q

- WWW Server
17216.2.0/24 172.16.4.3

Bl 12 SRR bl 1 5 09 380 T IR 55 2% =2 18] 190 26 30 3 D R Rl




1.2 1R F R 1P ACL 347 5 % 35 Bl 3% 4|

[z ]
FiHAr 2 55 PC 4 5 LR EW 205 % 5% FTP R%5 M WWW filk55) .

[ & %018 )

o [ AR IEACHD

« PR IP ACL JEH K HLHE .

WL 1P ACL A PIZE . bR o V5 9] 42 il 71 2 (Standard TP ACL) Fl ¥ & 17 In) 3% i 51 2
(Extended 1P ACL) , 7£ KL vp (87 F AN [R] 1) 2 5 DX 530 o JHL vpy s o 1 ) 425 10 5 55 1) 2 5 U
WA 1~99 ;97 & 5 [n] 455 il 51 3% 1Y) 2 5 U(ELYE LR 100~199,

PP ACL BYIX 5] 2. i ACL HILE AR E AP EFWIEMIEER; ¥ &
ACL AAATVE FCAS £ Z04f A2 b 1% 98 3o bk 5 B, 0 46 28 2509 60 1Y B 19 s bk . DL RS 2 B0
LB E PRSI U 555 . 9 R U [l 45 0 A1 R BN R e T B s i A A A . N
D 28 1) 1 ) B 2R T B 22 0 U Il 45 I D RE

R ZPH R R A H— R 2% 1Y B A B AR Wi . BT R A A — 4 € W 45 i Fr A B 5 i » 1)
LA R o 5 ) 425 1 90 ke S, b o D [ 428 1 91) 2 4G A 2%l vb 9 2500 60 TR s bk L e
oy J5 46 3T 2% 7 I AL TP M bkl {5 i . 8 N 2% T

7 e AU 75 [n) 458 i) ) 2% 76 B0 B2 0 Ak 8 AN A i O T, BE O T BE Z AR A0 M RS v B
A AR R ACL B REHR A ADNGE. 78 ACL ANUAS £ Z0 4 U8 1P Huhl . 8 45
ﬁﬁii&@i ) B TP bt P5ss O H Wi O S EREA IP LR FRIEFEE. AH

X B I X6 B A A E R B AT DL AL

PR ACL 4 5 B8 100~199 BMER IR R — 1 B2 &513K. fts
#E ACL ML .9 e ACL W fFfE 2ok . — BB EE MR M KA. FIERFRRE S R
il WEF B ) O E A M S AT .Y ACL &1 #E % th #8 CPU % .
BT ARG R 3% i # PR AT 2% e nd . i R B b R ACL #R%.UERE RER T1E
LS

PR In] 45 i ) R ) 78 2 4% X0 T

Access-list listnumber {permit | deny} protocol source source- wildcardmask destination

destinationrwildcardmask [operator operand ]

Hoh,

listnumber FYFRIEVE R 100~199,

protocol /&F8 %E Ty 2oL JE W P 0 1P, TCP,UDP #1 ICMP %,

source = JEHLHE s destination &2 H By HLHE ; wildcard-mask 2 1P ez # s,

operand & ¥4 ifill By J7 3 AT H 89 % F 5 L BRI 8 2883 5 0~65 535, ¥ H 5 A L
o HECF =B iC 7T .

operator 4&¥m N Hl AT, SEE W "N . “ ="K . “="(FFH LK
CFUOAFETOEREDIRIRE ., FFREEM LHEEER 1-1 s,



% 1= FeiEs %

F1-1 FRpEEHNIRIFORER

EEAEST R HAR = X
eq portnumber Z T ¥w 1% portnumber
gt portnumber KT 45 11+ portnumber
It portnumber /N T ¥ 15 portnumber
neq portnumber AT 5 portnumber
range portnumber]l portnumber?2 4t T ¥ 15 portnumberl Fl portnumber2 Z [A]

HoAb A 25 N Y deny/ permit, I8 b hik 038 BCAF B At o H Y M bk 08 B AT 5 i .
LA host/any B8 FH 5 35 329 -5 s 1 U [l 455 1 5] 3 v 325 B0 DU AH [)

[XIGRIE]

PR 1P ACL Al DM EE 1 pg I8 1P bt H 89 1P Huhlk Bl 5 vm 1, B i vg O 3547
fidr, HTP EIP ACL REWs 2 o Z i) X 2 ey G A& i, it LAY & IP ACL % H F
R vEmER , M H T ACL B8 1 sl & 25 4 SO R R R R D ECE B
ACL R0 488 3 A7 K A I 2R O N 59 45 i 72 17 38 o 3540 4 58 2, DA T 38 3] 1 1) 42 il
SN SR r= E g

[SL5g 5 R])
(1) RI1 AR E

R1# configure terminal

Rl (config) # interface fastEthernet 1/0

Rl (config-if)# ip address 172.16.1.1 255.255.255.0
Rl (config-if) #exit

Rl (config) # interface fastEthernet 1/1
Rl (config-if) #ip address 172.16.2.1 255.255.255.0

Rl (config-if)#exit

Rl (config) # interface serial 1/2
Rl (config-if) #ip address 172.16.3.1 255.255.255.0
Rl (config-if) #exit

(2) R2 JEARLE .

R2# configure terminal

R2 (config) # interface serial 1/2
R2 (config-if) #ip address 172.16.3.2 255.255.255.0
R2 (config-if) #exit

R2 (config) # interface fastEthernet 1/0
R2 (config-if) # ip address 172.16.4.1 255.255.255.0

R2 (config-if) #exit



(3) &5/ R1.R2 2 HARE.

R1# show ip interface brief
Interface ITP-Address (Pri)
serial 1/2 172.16.3.1/24
serial 1/3 no address

FastEthernet 1/0
FastEthernet 1/1

172.16.1.1/24
172.16.2.1/24

Null O no address

R2# show ip interface brief
Interface IP-Address (Pri)
serial 1/2 172.16.3.2/24
serial 1/3 no address

FastEthernet 1/0
FastEthernet 1/1
Null O

172.16.4.1/24
no address

no address

(4) 7F R1.R2 FECEHASMT.

1.2

1 Ay B 1P ACL #4735

Status
Up
DOWN
Up

Up

Up

Status

upP

upP

upP

Rl (confiqg)# ip route 172.16.4.0 255.255.255.0 serial 1/2

R2 (config) # ip route 172.16.1.0 255.255.255.0 serial 1/2
R2 (config)# ip route 172.16.2.0 255.255.255.0 serial 1/2

(5 BCE P R 1P ACL,

PP R 1P ACL, HF 0] PIXTECHE a1 b ) 24> J0 R e 17K 4, B ke T DLORE L il & 3]
R 2 5w AL FEAR SC RS R 2 R1 Y S1/2 #2011,

2B 1 0] 4% )

Rl (confiqg) # access-1ist 100 permit tcp 172.16.1.0 0.0.0.255 host 172.16.4.2 eq ftp
Rl (config)# access-list 100 permit tcp 172.16.1.0 0.0.0.255 host 172.16.4.2 eq ftp-data
' SRR A EE M 172.16.1.0/24 F M B35 FTP Server(172.16.4.2) [ Jii &

Rl (confiqg) # access-1ist 100 permit tcp 172.16.2.0 0.0.0.255 host 172.16.4.2 eq ftp
Rl (config)# access-list 100 permit tcp 172.16.2.0 0.0.0.255 host 172.16.4.2 eq ftp-data
U SRk A #E T M 172.16.2.0/24 T M) B35 FTP Server(172.16.4.2) Y i &

Rl (confiqg) # access-1ist 100 permit tcp 172.16.2.0 0.0.0.255 host 172.16.4.3 eq www
U SRR AT 172.16.2.0/24 F M1 B 35 WiW Server(172.16.4.3) 1Y i &

(6) NH ACL,

Rl (config) # interface serial 1/2

Rl (config-if) # ip access-group 100 out

(7)) £ WL EZ% FTP Server f1 WWW Server,



F oy

%o

1% wEEs %L

(8) BiE sk,
FEEaE M EPLA LLiam 2] FTP Server . fHZ AGEVT M) WWW Server, FEZL TN F 41

(172.16.2.0/20) 0] LLifa]®] FTP Server #l WWW Server,

[(EEF ]

FEaP B PR iE ACL B, Ty S0 H & 2 b 25 I8 v i 09 02 &, o] LA By 1k AS 22 39 it A 7 1N
2% AL i

CEA WD

R1# show running config

10

Building configuration...
Current configuration : 667 bytes

hostname R1

ip access-1list extended 100
10 permit tcp 172.16.1.0 0.0.0.255 host 172.16.4.2 eq ftp
20 permit tcp 172.16.1.0 0.0.0.255 host 172.16.4.2 eq ftp-data
30 permit tcp 172.16.2.0 0.0.0.255 host 172.16.4.2 eq ftp
40 permit tep 172.16.2.0 0.0.0.255 host 172.16.4.2 eq ftp-data
50 permit tcp 172.16.2.0 0.0.0.255 host 172.16.4.3 eq www
!
interface serial 1/2
ip access-group 100 out
ip address 172.16.3.1 255.255.255.0
clock rate 64000
!
interface serial 1/3
clock rate 64000
!
interface FastEthernet 1/0
ip address 172.16.1.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet 1/1
ip address 172.16.2.1 255.255.255.0
duplex auto
speed auto
|

ip route 172.16.4.0 255.255.255.0 serial 1/2



|
line con 0
line aux 0
line vty 0 4
login
|

End

R2# show running config

Building configuration...
Current configuration : 611 bytes
!
hostname RZ
!
interface serial 1/2
ip address 172.16.3.2 255.255.255.0
!
interface serial 1/3
clock rate 64000
I
!
interface FastEthernet 1/0
ip address 172.16.4.1 255.255.255.0
duplex auto
speed auto
!
ip route 172.16.1.0 255.255.255.0 serial 1/2
ip route 172.16.2.0 255.255.255.0 serial 1/2
!
!
line con 0
line aqux 0
line vty 0 4

login

end

1.

3

£ B MAC ACL #4737 [9] 32

1 3 {EH MAC ACL #1Tif a4z &l

11



% 1= FeiEsxs

[SC18 2 FR)
fifi FH MAC ACL #Ef7i ] 4= il

(38 Hrv)
g H 2L T MAC B9 ACL 3 38 = 2 #Y Vg [ 2 1]

[ =#iA]

BE N A — 1 1) R Jep d P b B s AL PR R AL AR S AR R EEA L IR
i FHLAR & w5 ¥ )&E F IRl — 4 VLANC(VLAN2) ', W& =6 EPLM—5 15 iR
% #r (Accounting Server) , PZEW Z M DT Rl fEH], H AR F M &k EHL(172. 16. 1. 1) 75
n) I 55 AR 55 4%

[E k7]
LT MAC /9 ACL 7] LLAR 38 B & #Y K8 00) X R 28 v 5% 2088 95 73 I
[SC5GFR #0 )

P 1-3 =520 a) 7 B2 A0 Jey g8 ) b B F FD B R L A RS B M 22 ) i MAC 1Y
ACL & &4 v5 il

172.16.1.254/24
000d.000d.000d

L

‘FDHIZ

Accounting
Server

FO/3

a FO/2

172.16.1.2/24 FO/1 172.16.1.3/24
000b.000b.000b 000¢.000c¢.000¢
172.16.1.1/24

0002.0002.000a
B 1-3 FAaRERE T MAC 5 ACL #2030 850 %

[£151% %)
L1 55PC 4 F

[ & #0118 )

o ZTHHLIEEAT E

e JT MAC ) ACL JE T Jz Fit & .

MAC HbhE 2 P 25 13 25 4 BRME — 9 5 , 500 22 08 % Fir U A9 ) 78 Hb 1k | A8 17 Hb ik | 5 i
fr H BB R ik . MAC Huhk o] T B 42 b IR W 28 1% 5, 42 H HiF I 28 2040 38 13 1)
L,

PRAE K 2 F0n v v s R AL AR 52 Fr 5L F 9 ¥ w O BC & MAC Huhbad pE R H TR & R
12



1.3 1M MAC ACL #4775 ¥ 72 %)

A5 MAC Hbhik 32 58 3% thoHL e i — 20 W 2512 & A7 I B0 60 . A e (8 i om 1 b A7 1% .
i 5 MAC Hidik 2 38 £ AR 7] DA PR E B2 A0 MAC i hik A4 GEXT M 4% g5 I8 dE 475 1A]

5 802. 1x AR, 3T MAC Huht D5 o] 4% i A T Z WA & P o, 4 — 1%
P E B AL & A it AT AL #2 . 26 MAC bk i ) 42 i D) 58 7o F P BC
B — 5Kk MAC Huhk 5%, 52 L nT DL a5 77 4 78 38 L PN 3 33008 Y TA IR il 55 4 F T ) MAAC
i hE B PR 5 il A R AR R H PR .

[£18]H1E]

L+ MAC #) ACL 7T DI 84 05 MAC #uhik . B 89 MAC sk F1 LL K W 28 A0 9F 17
fifr, 2T MAC 89 ACL 2 )= ACL, MitnifE IP ACL fy" & IP ACL 2 =JZH 2K
ACL, T trifE IP ACL #1197 1P ACL 22X} £ 48 6Ly 1P bk 7 B b4, JF H 1P #b
hb 238§ b bk, B P AT DA g AT s oL B LUIR &5 5 Bk ke ACL B K48, {HIE T MAC 1Y
ACL 2 %] 8048 £ 09 1) 3 Hb ik (MAC) JE 178 4, Br DA P AR M 3 18 2t MAC #h ik 7k 6
ACL #93d3E .

MR H T MAC ACL $ I el %2 % 41 SCH R AR 38 482 1 EC & ACL R I X 25 455 it
AR A, R WO L A5 e, 70 0/ 28 ik B A 248 5 Ak, A Tk 30 ] 428 ) %) R L i v TR 4% 2

% Jli:t o

[£38 5 5R]
(D) ZZHRHLIEABCE

Switch# configure terminal
Switch (config) #vlan 2
Switch (config-vlan)#exit

Switch (config) # interface range fastEthernet 0/1-3
Switch (config-if-range)# switchport access vlan 2

Switch (config-if-range)#exit

Switch (confiqg) # interface fastEthernet 0/12
Switch (config-if) # switchport access vlan 2

Switch (config-if)#exit

(2) Fl® MAC ACL,

A ] o il B B A8 B LA S B O 1Al Cout) B MAC ACL, R I Z6 MAC ACL
A EFEREA Wl DA B W Gn), BT 2 RVvFm 588 £ 0005 0 W 55 Ik 55 4 BT A5
T B A KA ALY 42 1) A ) 25 1F Ho1)5 18] T4 55 il 95 4% .

Switch (config) # mac access-1list extended deny to accsrv
Switch (configmac-nacl) # deny any host 000d.000d.000d
N EECES BN i 8 i S S

Switch (config-mac-nacl) # permit any any I 1 v o = I T Sl
13



%1% weiEs s

Switch (configmacnacl)#exit

(3) W H ACL,
¥ MAC ACL W HE] Fo/2 1 Fo/3 £ 0 A 1w, LLBR il JE W 5558 3= HL 15 0] 0 %5 ik
55 A o

Switch (config) # interface fastEthernet 0/2
Switch (config-if)#mac access-group deny to accsrv in

Switch (config-if)#exit

Switch (confiqg) # interface fastEthernet 0/3
Switch (config-if)#mac access-group deny to accsrv in

Switch (config-if)#end

(4) %k,

FEME 55 30 EHL L ping T 55 Ik 55 2% . 7T Lk ping # . {H 2 76 H A W9 &5 3E 4 55 &% £ 41 b
ping W 55 ik 55 % . JC¥% ping 1, Ud B H AR 5 F=HL 2 3K W 55 fik 55 4= 7Y B 2 g MAC ACL
4,

[FEFm])

s s L, B3 A g MAC ACL, BT DLZE BC & F1 v F MAC ACL B
#Z e ACL #0 Ay B & =X, DLW MAC ACL #9410,

T MAC Hb ki 17 [n) 428 il X 28 #0015 8 10 LKA 5 5 I HL R A X ) 28 4 e I A 52 il
. i 2 RH OO T3] B L HE 483 A /0N Y IR 2 RIS A5 R %) X % A i HH

fdi H MAC #hhk 1 1] 4% il 32 A 225K R 2% 457 38 51 2 250 BH 0 ) 2% v g 4> ) 2% 1 25 1Y
MAC Hb bk, I AR 5 42 ) 2ok X 22 L) MAC RHEATECE . R MAC #4175 7] 4% il
TR GOk H B R A S LAY L ELRE A R SRR S R A Y OR L E 4R T AR
LA B ok .

T B R AR IR R IRV 2 N R AP S B MAC #bht & 5 e & . B
F ] DL 8 © OB R N %% & B MAC HihE 2 & 3% B P MAC #ohk i 7 i3 . ff
MAC Hb ik “ 53~ , B B 38 e 52 46 AL i &G A L i JF 3% U [n) 9 2% % 5

[(ZXEE]

Switch# show running config

Building configuration...
Current configuration : 1481 bytes

hostname Switch

vlian 1

vlan 2

14



|

mac access-list extended deny to accsrv
10 deny any host 000d.000d.000d etype-any
20 permit any any etype-any

|
interface FastEthernet 0/1

switchport access vlan 2

|
interface FastEthernet 0/2

switchport access vlan 2

mac access-group deny to accsrv in

|
interface FastEthernet 0/3

switchport access vlan 2

mac access-group deny to accsrv in

interface FastEthernet 0/4

interface FastEthernet 0/5

interface FastEthernet 0/6

interface FastEthernet 0/7

interface FastEthernet 0/8

interface FastEthernet 0/9

interface FastEthernet 0/10

interface FastEthernet 0/11

interface FastEthernet 0/12

switchport access vlan 2

interface FastEthernet 0/13
interface FastEthernet 0/14
interface FastEthernet 0/15

interface FastEthernet 0/16

1.

3

£ B MAC ACL #4775 ] 32 )

15



16

%

1 % FEIERZAS
interface FastEthernet 0/17

interface FastEthernet 0/18

interface FastEthernet 0/19
interface FastEthernet 0/20

interface FastEthernet 0/21

interface FastEthernet 0/22
interface FastEthernet 0/23

interface FastEthernet 0/24

interface GigabitEthernet 0/25

interface GigabitEthernet 0/26

interface GigabitEthernet 0/27

interface GigabitEthernet 0/28

|
line con 0
line vty 0 4

login

End

1.4 [EAERACLHITEZRIGEEF

[ 3236 22 #Rr])
i &K ACL & g m =4 .

(38 Hrv)

% 2 ACL 353 = ey 7 Il 455 )

[F=#it]

2w HY — A 1) B Y Jmy d ) 5l A — 5 A gL SR A AL S ik 55 An i B AL T HL



1.4 428+ % ACL 347 & %17 19 3= %)

i EHLAIR & 2889 )8 F R —4 VLAN(VLAN2) ., Wbl =4 FHLH—&8 %R
% #5 (Accounting Server), P7E TS5 BPT [ml 3 4 2 1750 5558 FHL(172. 16, 1. D15
In] W 55 IR 45 25 E A 55 IR % (TCP 5555) . 1 HoAB AR % A /2115 0],

[k 5 #7]
L 5% ACL AT LLAR R i 75 6 1000 X 1) 5% o £ 008 0 7 ik
[L584R+H]

VT 1-4 2 B2 ) TR B0 o B 0 e B3 K R 252 B TG 22 ) 3 T K ACL 3
B ST T

172.16.1.254/24
000d.000d.000d

L

‘FDHIZ

Accounting
Server

FO/3 g
FO/1 172.16.1.3/24
000¢.000¢.000¢

172.16.1.1/24
000a.000a.000a

M 14 R hl R T L % ACL 3hyh LRI E

a FO/2

172.16.1.2/24
000b.000b.000b

[LIGig&]
Jﬁ%;{;”al IIEPC'JJI {;?o

(7 & AR
« TEMHLEABE
+ LF ACL JFFEMICHE .

EX D

% ACL &F 8| LRI 2% ) &2 247% 5K K ACL sy il oo 29 51 MAC Hb k|
Hi) MAC Hhik 98 1P skt  H a9 1P Mok P 3 O . H B 3 O A& P50 )T Al LA SE 80 %) 4
P SRS B0 1) 2ok 8, R I 2% Y A AR OR .

N T &R ACL B 1l & 6 4 SCHT F AR 4 422 0 G & 09 ACL R0 00 X %% 4
AT R A L FF R IOR I 09 5 0t L o e Bl 4 e, DT A8 B Il PR A B BY L $RE 2%

[SL5g %)
(1) LA &

Switch# configure terminal
17
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1% RS ZE

Switch (config) # vlan 2
Switch (configvlan)#exit

Switch (config) # interface range fastEthernet 0/1-3
Switch (config-if-range)# switchport access vlan 2

Switch (config-if-range)#exit

Switch (config) # interface fastEthernet 0/12
Switch (config-if)# switchport access vlan 2

Switch (configif)#exit

(2) BeE %% ACL
M A ] v i B B A2 B LA 3R 1 (out) BB F ACL.FF LR E¥ £ % ACL B

HEZA F I OB AT 6 Gn) . BT 2RV 5 P05 W 5 ik 55 4% 89 455 € ik 55
D] I A e A HAt AL Y 43 B AT 1) 2% 1k HL s [R) 0 55 AR 55w » F A 35 A 553 0L
1422 1Y AT 1) 2 SR vF s In) W 55 ik 55 4% b H9R E ik 55

18

i & R 558 E LAY L 5 ACL.

Switch (config) # expert access-1ist extended deny to accsrv
Switch (config-exp-nacl) # deny any any host 172.16.1.254 host 000d.000d.000d
U 3 Gk W 55 Al 55 A ) I A T

Switch (config-exp-nacl)#permit any any any any
SV AL A

Switch (configexp-nacl)#exit
AC BB I 55k EHLAY L K ACL,

Switch (config) # expert access-1list extended allow to accsrvb5od

Switch (configexp-nacl) # permit tcp host 172.16.1.1 host 000a.000a.000a host 172.16.1.254
any eq 5555

U FRVEIWE 55 AL W 55 A 55 A bR e il 55

Switch (configexpnacl)#permit icmp host 172.16.1.1 host 000a.000a.000a host 172.16.1.254
host 000d.000d.000d

U SRVEIN 55 B LR AW 55 Al 55 AR Y ToMP A S, DU s 2 1 i

Switch (configexpnacl) # deny any any host 172.16.1.254 any
N SR CER BN e il S S

Switch (config-expnacl)#permit any any any any
VSRR H Al T A A

Switch (configexp-nacl)#exit



1.4 48+ R ACL #4735 % 5 8 3= 4

(3) W H ACL,
%2 ACL"deny_to_accesrv" W HE] FO/2 #: 00 F1 FO/3 & 1By A JF7 1] . LA PR il JE 4
55 3B FE BT 0] W 55 AR 55 7 .

Switch (confiqg) # interface fastEthernet 0/2
Switch (config-if)# expert access-group deny to accsrv in

Switch (config-if)#exit

Switch (confiqg) # interface fastEthernet 0/3
Switch (config-if)#expert access-group deny to accsrv in

Switch (configif)#exit

K& 2% ACL"allow_to_accsrvo555" W & FO/1 42 B A A 1) . LR il I 55 3B = 4L
5 )W 55 Ml 55 1 HL A iR 55

Switch (confiqg) # interface fastEthernet 0/1
Switch (config-if)#expert access-group allow to accsrvb5555 1n
Switch (config-if)#end

(4) B5uEdi

TEA 558 F AL ping W45 R & 2%, T L) ping 38, IF H 0T LLijsIa] iR 45 &% b B9 45 AR 4%
(TCP 5555) HZ2AREVA MR 55 &% b9 Hofb iR 55 . 78 HoAB 9 5 3E W 5530 £ VL L ping W
% M55 4%, oIk ping 8 . LB AL 5 FEHLRIEM S IR SR EH £ R ACL {545,

[(FE5FEIn)
TE L, R XA TR E % ACL. I IZERC & F & % ACL B 2%
& ACL BRIy dc & 7 =0, DL R £ % ACL 0,

[(ZXEE]

Switch# show running config

Building configuration...

Current configuration : 1872 bytes
!

hostname Switch

|

vlian 1

vlan 2
!
expert access-1list extended allow to accsrv5555
10 permit tcp host 172.16.1.1 host 000a.000a.000a host 172.16.1.254 any eq 5555
20 permit icmp host 172.16.1.1 host 000a.000a.000a host 172.16.1.254 host 000d.000d.000d
30 deny ip host 172.16.1.1 host 000a.000a.000a host 172.16.1.254 any
40 permit ip any any any any

19
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% 1= FeEs %A

|
expert access-1list extended deny to accsrv
10 deny ip any any host 172.16.1.254 any
20 permit ip any any any any
!
interface FastEthernet 0/1
switchport access vlan 2
expert access-group allow to accsrv5555 in
!
interface FastEthernet 0/2
switchport access vlan 2
expert access-group deny to accsrv in
!
interface FastEthernet 0/3
switchport access vlan 2
expert access-group deny to accsrv in
!
interface FastEthernet 0/4
!
interface FastEthernet 0/5
!
interface FastEthernet 0/6
!
interface FastEthernet 0/7
!
interface FastEthernet 0/8
!
interface FastEthernet 0/9
interface FastEthernet 0/10
!
interface FastEthernet 0/11
!
interface FastEthernet 0/12
switchport access vlan 2
!
interface FastEthernet 0/13
!
interface FastEthernet 0/14
!
interface FastEthernet 0/15
!
interface FastEthernet 0/16
|

interface FastEthernet 0/17



1.5 B E AT adia ey ir e 42 4

|
interface FastEthernet 0/18
!
interface FastEthernet 0/19
!
interface FastEthernet 0/20
!
interface FastEthernet 0/21
!
interface FastEthernet 0/22
!
interface FastEthernet 0/23
!
interface FastEthernet 0/24
!
interface GigabitEthernet 0/25
!
interface GigabitEthernet 0/26
!
interface GigabitEthernet 0/27
!
interface GigabitEthernet 0/28
!
line con 0
linevty 0 4
login
|

end

1.5  BCEE-TATIE Y17 (6] £

(330 2 #7]
FC B T o 18] B 37 ) 4531

[ B Ry
{67 FH 2 1k (8] 1Y ACL 52 38 35 1k 8] B 9 = 2 [m) 425 3l
B imik]
A Mgl — G B AR R T B R B, 7 172.16. 1. 0/24 N2 F Gy
T FEHLTTE R B Horp S R/l 2 PR AL RE R 172, 16, 1. 254/245F K 10. 1. 1. 0/24 N
NE RSB, KPP AW RS, — 6 WWW IR 2510, 1. 1. 100/20) #l— 5 FTP
Mg %A% (10. 1. 1. 200/24) , AR LI T 0 B Be ) D5 [l 24 A\ it T RAEIER b
21



1= pEIEs Rl

PEAIE] CJB— 2 A F 9:00~18:00) A LAijiIn) FTP AR % %% . 3¢ H B A 7 F BEad 8] A4 GE i/ 0]
WWW il 55 2% 5 XF T 28 B Y ML T LLUAE AT fa] B 8] 5 ] 3X 70 15 AR 45 2% .

[FXnir]
SEF i a] Y ACL AT RURR 34 B 85 A9 R A8 AS [] 59 B 18] Bex 0 265 rh a8 200 /R AT 2 8
[L3e#+M]

B 1-5 22 520w Ry 38 kg o i) 90 F0 KL R P A 28 52 B 1 I 22 1) 2 B 1A] 9 ACL, 5B
T i 1] B Y 1 U5 ) 42 7l

WWW Server
10.1.1,100/24

10.1,1.0/24

FTF‘ Server
1.200/24

FO/1

FO0/0 ‘ 172.16.1.0/24

Manager

172.16.1.254/24 172.16.1.2/24 172.16.1.3/24
F 1-5  H25A) Ry o 5 af [E] ACL # 3 #8 %) [

[3L58i% %)
Ay 1 5:PC4 5 CHPHEIERN WWW Server #l FTP Server) .,
[Fi&A1R]

o FEHAFIEARE

o JLFHFEA ACL JFFE K il E
access-list D[ 41 3 f ZEAS A7 PR, o3 0l S2 AR T U5 m] A\ R AP U m) 41 32, & 1)
X 32 B 1 A A 2 T H e ik Y Zcdis 6Lk 9 L R E 2 2 T H An bk | D5 Hb ik R 2% Py
WO Hov O /9 2088 613 08
Bifi 5 ) 2% 1) & e A P R A AR AL, S BE T — P 3 R (] ) 5 e 3 2Ll e AT L)
R g — K A A R ik E], AR 4 — B aY A E H B, [ 5Rt vT DL 58 45 5 R Ok L 15 4
P 26 B 60 1Y 5
X I F i [A] ) ACL , 5 2 76 5k 0947 T V5 ) 31 2 F T I8 5 1) 51 2 o A AT 2% et
|1] Y10 el o B85 PR AT R b A% i N % . B B S E A I TR v B L AR AR R Ok 1Y 25 U ]
S FMIERE B HE . FFH X T 45 U5 [n] R A4 PR U5 [n) R AP H .
I+ w)[E ) ACL i ) b, ff B time-range fiy 2 2K 38 € B} (8] J5 Bl 79 2% #%, R )5
H absolute iy 28— Z > periodic Ay 2K BAKE X [A]5e Bl . HARiER a2 4500
22



1.5 & E AT adia ey a5 e 42 4

time-range time-range-name absolute [start time date] [end time date] periodic days-of-the

week hh:mm to [days-of-the week] hh:mm

Horfr,

time-range H3E € X B [8] {1 [l B g 2

time-range-name H R AR TR [A] 3 Bl . fF FAE R m 5 3 Kb 5l H .

absolute HRF5E L X [EIFE . B M ZE IR start # end WA KT . X WA
K Jm By B [E]) 22 DL 24 /hEF ] hhe mm ONE 53 80) Ran, HEJ R H /H /4R 3R
Ao FTLAVHEFL EMTPA T LLAR A I . G0 R A W start S H s 1 89 B8], 38 % 7R 5 Z FHEK
1 permit 5% deny W8] 57 BIAE R IF — HAE H 2| end &by EFE] 7 1k 5 A0SR 4 0% end Jz H:
Jm R B E] IR s 5 2 AHER R BY permit B¢ deny W A]7E start &b &7 B 8] FF .

FFA RS MEARSE, N 7T FH WAL 6.

(D) WREFRRERE 8 GBI 8 &, 8 Al LA X F iy 1A .

absolute start 8:00 end 20:00

(2) B —ApmsIEM 2000 8 12 H 1 HE 5 SFGBEEH., 53] 2000 4 12 A
31 HH#g 24 Sk AEH BRI T .

absolute start 5:00 1 December 2000 end 24:00 31 December 2000

— B 18] 7 Bl R BB — 1> absolute i8] ,(HF5 € — 1> # & & A (5 ) 05 A 45 1 B
6] , A] ft H 22 1~ periodic i m], @] a0 @ WS [E) B A AR 1 AR 3 B9 12:00~18:00, 1 )
mF.

periodic mon 12:00 to 18:00
periodic wen 12:00 to 18:00

periodic 3252 L B Z B0k & a5 Bl 1) — 1~ % . Z % Monday, Tuesday .
Wednesday. Thursday.Friday.Saturday.Sunday( M J& — 2] & H ) . weekdays ( M\ Ji§] — 2| J]
Fi)  weekend (JE S BN JE HYWPp ) — s LA S, W] PLZ dailly(B:K) ., weekday (JH]
— B & 7)Y weekend (A K) .,

[£30RIE]

FE T E R ACL 2 7E4 7 ACL B (BrifE ACL. 9" ACL 55) Jm i L H i 8] Bt ik
i (time-range) DA SE B BE T A [E) Be g or nl 424 . 29 ACL BRI N H T Bf e B e, R 7l
A 1] 3 Bl Y RO A 2= A= 2%, e A AR ECE 1 I 18] B 59 B0 00 A~ 2= 7 35 5 B9 I 18] Bz N A= 4
HAth R 5 | FH ] [E] B i) B RS AS 52 52 ]

[SCIg 0 3R]
(D) AR & .

Router# configure terminal
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1% EIEA Rl

Router (config) # interface fastEthernet 0/0
Router (config-if)# ip address 172.16.1.1 255.255.255.0

Router (configif)#exit

Router (config) # interface fastEthernet 0/1
Router (config-if)# ip address 10.1.1.1 255.255.255.0

Router (config-if)#exit

(2) B & e B,
SE SCIE R b B Y I [a] B
Router (config) # time-range work-time

Router (config time-range) # pericdic weekdays 09:00 to 18:00

Router (config-time-range)#exit

(3) Bcé ACL,
A& ACL, I H B[] Bz, DL B oK vp 39 35 T B ] e B9 1 ) 925 1

Router (config) # ip access-1ist extended accessctrl

Router (configext-nacl)#permit ip host 172.16.1.254 10.1.1.0 0.0.0.255
U SR VR B EALAEAT AT B[R] 5 8] P 65 Al 55 An

Router (configext-nacl)#permit tcp 172.16.1.0 0.0.0.255 host 10.1.1.200 eq ftp time range
work-time
Router (configext-nacl) # permit tcp 172.16.1.0 0.0.0.255 host 10.1.1.200 eq ftp-data time-

range work-time

v R SRR R T =LA L YRR R U5 ] ETP iR 55 4

Router (configext-nacl)#deny tcp 172.16.1.0 0.0.0.255 host 10.1.1.100 eq www time range

work-time

VNS VE B T EVLEE YR A wew Al 55 g

Router (config-ext-nacl) #permit tcp 172.16.1.0 0.0.0.255 host 10.1.1.100 eq www
SRR G TR v Al 55 A B AN 2 AR GU R RS AR TE SC I B TR] B R Y I A2 PR e SR R

Router (configext-nacl) #exit

(4) M H ACL.
¥ ACL i | Fo/0 2O AN 19,

Router (confiqg) # interface fastEthernet 0/0
Router (config-if)# ip access-group accessctrl in

Router (config-if)#end

(5) %ok,
e L BEEFIE] L A 0 TR EPLARE VM WWW iRkR55 285 . (H 2R LI FTP IR 55 4%



1.5 B E AT adia ey a5 e 42 4

THERF R AT LATA ) WWW RS 25 . HEAREVA I FTP IR #5. SFAY FHL(172. 16. 1.
254) FF AT Aa] ik [E] AR AT LA 15 0] 33X 70 5 Al 55 %% .

[FEF)

o TEfFHETEE RS ACL B, B IE TR & (3% 2% B s L) 19 22 42 ) (8] (% #E 3, A
M e RS B O FR S0 8] R A W 24 /i i 6] 2 75 78 0 8 Bl LN . Al DL 7E 5
B LR {8 H show clock iy 2 A5 F 4 i R St 8], 3 HA#H clock set iy 2 i % 3=
Be it [a]

o 3 T R LI A 1Y FR S A 1) Ok SE R AE AN R A R B i ACL 2 | AERL.

[(ZFEE]

Router# show running-config

Building configuration...
Current configuration : 928 bytes
!
hostname Router
!
time-range work-time
periodic Weekdays 9:00 to 18:00
|
!
ip access-list extended accessctrl
10 permit ip host 172.16.1.254 10.1.1.0 0.0.0.255
20 permit tep 172.16.1.0 0.0.0.255 host 10.1.1.200 eq ftp time range work-time
30 permit tcp 172.16.1.0 0.0.0.255 host 10.1.1.200 eq ftp-data time-range work-time
40 deny tcp 172.16.1.0 0.0.0.255 host 10.1.1.100 eq www time range work-time
50 permit tcp 172.16.1.0 0.0.0.255 host 10.1.1.100 eq www
|
!
interface FastEthernet 0/0
ip access-group accessctrl in
duplex auto
speed auto
!
interface FastEthernet 0/1
duplex auto
speed auto
|
!
line con 0
line aux 0

linevty 0 4
25
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3 1: . P s T fr ke S T
Ky 3%, ) a2 FE 92 YR FAR

o5 2 HE L
Ui 11 PR 728 4

2.1 FH IP-MAC HEILGEENEZE

[3£48 & FR]
A IP-MAC 2% B8 9 e A% %,

[SL3g Hry)
i FHACH AL EY TP-MAC 2§ %€ T e HE o N 2% 2 A %2 21

[ =#iA]

AN M SR R A E A i T A H R A C M EICA TR YL A R K 2%,
i HA L T HUB R 2 MBS AR &bl 0 B, A, L6 T.i8
i HAE B TP hk o7 [A] 48 B R . 2R I 4 A5 B A dr s 7 &R 2% % .

[&E k7 #7)

of - D) 2% v B A 3 ) L T BB LR P B AR R SR AR & . DL R B B
ol AR TP Motk A e WL IP-MAC 4§ %€ DI RE T AT 2 X A~ 20K, 42 5 I 48 4 A%
2P,

CENEENY

Bl 2-1 A& 52w Jay J o v g 0 F KL R B L A B8 S Jmy 3 ) o, R AS R LAY TP-MAC
8 FE T RE , 1Y 0@ W) 28 B2 A B9 & e HI DIEE .

PC1

”

192.168.1,1/24

192.168.1.3/24 g PC3

FEl 2-1  F2\w] Jey e o) 22 el IP-MAC 46 7€ 2 4 35 il

[L581% 7 )
A1 5:PC3 6B



[ &5 %017 )

o LI Z IR,

o THHLIEARE .

o IP-MAC 4§5E i3,

H A 1P bk 24 38 BUAE 1) TPv4 br 38 8 10 . AS 32 88 18 BR | . F 825 5 i 12 /9 b ak
KN 4 595, T MAC sihbA152 H M -R 3 B bk A7 7 R B9 EPROM B . 5 6
AR, BHECIZ . KE R 6 F17,

HBARAE TCP/IP W &% B AL T i & 1P Huhik J5 A BEiE A5 . 2k W, 35 br b it &
Bl 18] A 385 IF A 2l i TP #hhik , 25 B T R ) MAC Hbhk, 1P bt B2 8 H T4
1 BGE 15 1) B TS ALE) MAC #iuhlk . ARP BRSO ) 6 5 i 381 9 4% 1% 4% i %0
H o IP X R A MAC sk . E3FEHLE AR] S P& 4P s 2%, 0 THEM 1P
HohE e B 223 i pr g LUK W MAC Hbdik, — R EILS 5 —6 1P ik i BVLERF )R .
£ ARP ZAF P SO AN MAC bk, FrlL, B IR A —A 1P Hhik 0 7B ALE A5
ANHA R MAC Hhk . 2 BE5| HZ& TP MAC Hb ik,

A A 45 A2 WL 4 i — 5k MAC sl , 3R AR 8 MAC $thhik s 8o & % &
HEFEYL., BF 1P Hht 2 bt o FE VL E TP Hhk B B % 25 5 . 1 MAC Hb ik
FEAGEAE M ) EEPROM H1, H KA MAC #ihk 2 ME—af &€ 1., R, b 7Bk N A
Gy AT AR 1P %8 (1 25 FHACPR B35 5 A B 9 TP M hb . DAARAS AR AR A5 2D . vl LR Y
AR 25 1Y) TP Huhl 5 MAC sihb 265 , & & BB ek 1 1P #hk .t I MAC Hb ik A D FC
s R, T H TR AR MAC Hb bk r9 o — 5 2 . 77 AR 8 MAC # kA 88 H %
MAC H#hkrg M b BAE s & .

I, AT PLR FH MAC bk 5 TP #h bk g8 E Fe R, FE S8 L B2 /X T iz 17
address-bind, 1] DA 5% & K — > 1P #uhik A1 MAC Hihk A28 %€ . i & a0 F .

address-bind ip-address mac-address

no address-bind ip-address

XE&mARTE S AR MR — IP HaEf— 35 E ) MAC #bhE 48 5E , ) 24 22
AL RN PR TP Hb ok R X A4S TP Hohk A9 fot i), 24 dwi i I8 MAC HbhkAS B axX A4~ TP b bk 25 52 Y
MAC B}, 323X A~ iR 2 9 A2 e pIL 25 5+

[ /RE]

A HHLRY IP-MAC 285 Dh g2 — F AR E M By AR ®I L6 . S5 H T IP-MAC
HEDIRE)E AP R 2 WA & B EC & /Y TP F1 MAC 265 5 H 894 3C, 5 W R £ 5%
2 3C, DT Bl Lk B PR AR S BOR SR B2 4 e A R4, 3 HL AT DLR; 1k P A H 8 ek (il
JE R TP HbhE 17 1) ) 28 5 4

[X18 5 IR)

(1) ¥ PC1 1 PC2 #: AR AW ALA Fo/1 # Fo/2 v 1, 3 0 3K 3% 8 v, i E 2-2
T 7
28



2.1 4& 8 IP-MAC %f & ¥ 3% N % 4

C:“Documents and Settings“Administrator>ping 1922.168.1.2

Pinging 192.168.1.2

Reply from 192.168.1.:
Reply ftrom 1%2.168
Reply from 122.168.1.2°:
Reply from 192.168.1.2:

i
1.45

|

|

Ping statistics for 192

Packets: Sent

Approximate round trip times

Minimum = Bms, Maximum = 2ms.

& 2-2

with 32

: hytes

4, Received

bytes of data:

time<ims TTL=128
timedlms 1lL=128
ITL=128
ITL=128

392
hytes=32
bytes=32
hytes=32

time<ims

time=2ms

A68.1.2:¢
4, Lost
milli

B (@x loss).
in seconds =

Average = Bms

il 32 P 2% 32 5

ME 2-2 vha] LI H . PC1 #1 PC2 n] DIAHH. ping 18 ,
(2) BLE PC1 1 PC2 #9 IP-MAC #uht48E 5 H .

Switch (config) # address-bind 192.168.1.
Switch (config) # address-bind 192.168.1.

e
(Li0]

A4, 0015, f2dc. 96a4 K

1 0015.f2dc.%ca4
2 001c.251le.l6cc

PC1 i) MAC #i k. 001c. 251e. 16cc g PC2 B

MAC i hik , 78 55 PR FH s 22 R I8 BRI & 1 2

(3) J3 B IP-MAC 485E ThE .
Switch (config) # address-bind install

(4) 56k it

£ PC1 ER, ping PC2 Ay HbhE ., N A& 2-3 Frm.

C:xDocuments and Settings“Administrator>ping 192.168.1.2

Pinging 192.168.1.2 with 32 hytes of datac

Reply from 192.168.1.2:
Reply from 192.168.1.2:
Reply from 122.168.1.2:
Reply from 192.168.1.2:

Ping statistics for 192.

Packets: Sent

Approximate mound teip t

Minimum = Bns .,

& 2-3  EEAEN

= 4, Received

Maximum

TTL=128
TTL=128
ITL=128
TTL=128

hytes=32 timedlims

hytes=32 time<ims
time<ims

time<lms

hytes=32
hytes=32

168.1.2:
= 4, Lost =8
in milli-seconds:
= Bms .

{@x loss>.
imes

Average = Bms

-5 A HAL 1Y I 2% 3% P I (D)

ME 2-2 haf LA . B TAERRHEYL EECE T PC1 A1 PC2 #Y IP-MAC #E 5 H ., bt
Ll PC1 &% ping 15K SCH PC2 %1% 1Y ping M) 17 iz SCa] A #2105, Fr A PC1 #1 PC2

Al Pl ping H .
(5) ¥ PC3 # A% Fo/3 w A,
£ PC1 fi1 PC2 | ping PC3 iy ht,

mE 2-4 ik .

ME 2-3 haf L AEH . TRHEYL EEA PC3 A IP-MAC 4 5 H. Frlk PC3 #
ping M W g L& =5 ., PC1.PC2 &5 PC3 ping i .

(6) &k PC1 B 1P #bhl

¥ PC1 Y 1P #u bk &l 192. 168. 1. 254 J5 . ping PC2 #y#uhl . a0 & 2-5 s,
ME 2-5 P afLIFEH T PC1 R T HAK IP #hk , X FEAC UL i 7 A

29



C:sDocuments and Settings“Administrator>ping 192.168.1.3

Pinging 192.168B.1.3 with 32 butes of data:

Request timed out.
Reguest timed out.
Regquest timed out.
Request timed out.

Ping statistics for 192.168.1.3:
Packets: Sent 4, Received A. Lost 4 {(188» loss),.

¥ 2-4  BEREAER— G B R 2% % 8 P AN 8 (2)

C:sDocuments and Settings“Administrator>ipconf ig

Windows IP Configuration

Ethernet adaptﬁi~_¢:jﬂqg%;=
Connection—specific DNS Swuffix
IP Address. . . . - &« & &« o« « - . = 2.168.1.254
Subnet Mask . . . . . . . . . . . = 255_.255.255.8
Default Gateway

C:“Documents and Settings“Administrator>ping 192.168.1.2

Pinging 172.168.1.2 with 34 bhytes of data:s

Reguest timed out.
Regquest timed out.
Reguest timed out.

Reguest timed out.

Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = A, 4 {188+ loss>,.

Al 2-5  FEREAEI — 5 A LIy 190 4% 3 5 0 BUAS3E (3)
XN TP-MAC 485 25 B - Fr LA PC1 %k 9 SC 8 % 5. PC1 5 PC2 TG ping 1.

[&FEFFn]

H T IP-MAC Zhiig HE e 2 F7 76 96 5 ¢ R i 4k 3C, Fir LU /9 ARP & 2K 4t SCHR
SWER, NTHFE IPMACHEXLANZSREBEFEG. T EAXSNESE FES
fA7E 38 H Byt s 51 ARP b 25 H

[(ZXEE]

Switch# show running config

Building configuration...

Current configuration : 1209 bytes
!

vlan 1

|

!

interface FastEthernet 0/1

!

interface FastEthernet 0/2
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interface
!
interface
|
interface
!
interface
|
interface
|
interface
!
interface
|
interface
|
interface
!
interface
I
interface
!
interface
I
interface
I
interface
!
interface
I
interface
|
interface
I
interface
|
interface
|
interface
|
interface
I

interface

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

0/3

0/4

0/5

0/6

0/7

0/8

0/9

0/10

0/11

0/12

0/13

0/14

0/15

0/16

0/17

0/18

0/19

0/20

0/21

0/22

0/23

0/24

2.

1

& B IP-MAC 9F & 3 32 N K &
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interface GigabitEthernet 0/25

!

interface GigabitEthernet 0/26

!

interface GigabitEthernet 0/27

!

interface GigabitEthernet 0/28

!

address-bind 192.168.1.1 0015.f2dc.9%a4
address-bind 192.168.1.2 001c.25le.l6cc
address-bind install

|

|

|

!

line con 0

linevty 0 4

login

End

I L ~ —3 o
5 9 FHIEOZESREEANLRZSE
[S2538 2 FR)
S O R M A2
[=258 BE/RY)
o P S WL S8 1 22 40 T Bl 3 B A J2 0 2 2 e M
[E=#Hi2)

S AR b B R 4545 FR b R AR A 0 TR HORF H € IR A U R L A 2 M 25
i AT 28 51 T3 i 8 HUB s 224> M 25 350 4 3 A B 32 i il vm 1 |, 25 0 48 75 3 40 48 47
BRI T XEEE

[FXoir]

R T I 26 v B 3 AR 1) B T By 1k P 4 AR R BOR A B . I BRI A
5 24 W25 B i A BN A MR PLAY S 11 . 3 BIL Y v F1 22 4 5 M AT DL A2 XA~ 280K, 52
A= Mgy et

(384 $0 ]
Bl 2-6 Bz B 0 285 40 F1 » 2 255 23 il Jag sl D e 8 3 S R 1] A B2 5 B ) s R v ek FH 22
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2.2 MR ELARSGBALL

ML) B O & 2 H R B Ik H P 3 A GE R 3R B AU 3 & . 91 B BR i PR 2 S 4% i &%
B AR A2 LAY v 1, 18 i o 2% B A &4 PR D RE .

PCl1 PC2

FO/T iy FO/2 Q

192.168.1.2/24

”

192.168.1.1/24

|

|
F————1
|

192.168.1.3/24 Q PC3

&l 2-6  Ac bl 3 AL 3 LRI

[SL081% %)
AL 1 7:3PC 3 f.

[ & %018 )

o THPLEL KR JETE.

o HHLIEAR E .

o VAR,

R4y W 2% T A7 b R I3 U5 TP 5 MAC Hbhik % 5 % I 28 4 42 0 15 4% 39F
TESERNBHE R TG NMAER WO &FRERE HA ., A8 §) ARP 4 |
MAC Hifi #1 DHCP B 5F o X SE5F X A2 e HL i o 1 7= A2 9 B 47 8 mT LA S HH A8 ##L
(1) g 122 4 D RERE MR By .l 2 7 28 8 AL A9 5 A4 g 1 c 5 FR il 5 1) 9 MAC His ik D)
Je TPCT %) o ml AR i iz 0m b B9 B0E 26 4 4 A

MR ALY v O G A e H DR IRE R B T R LR M hE BB = S R AR R 4T
TFAC e ML g 11 22 A THRE . bR 1 U5 M ik Sy i 26422 4 Hb ik (9% A1 A0 & 33X A g 171K A F  Ho Al AT
fa] £, 7 BEOR M 4% i 2e A bk i AT LK MAC bl Fn TP Hbhk 48 d2 ok 1E W A
1 bl , S B SR A% B U ) BRI . AR, AT DA g8 e b iy — A Hb hik 0 28 e
MAC #ihikm AGEE 1P #hik . 55 AH K .

A ALY o 2 R I RE IR R IAE o] DUFR W — 3 1 b R 8241 4 bk #Y fe R 12K
WP OREACE N E 2w O, BB R R E et i e 38E, Y L EEESe
H 4k 9 5 H 38 3] e B B RSB 30Z s DR — A TR e Bk R TR T % v Db A S 4 ik
B L A2 Ho HUKE 7= A — A2 4 ]l R0

A2 AL v 11 & 4 5 4 ™ AR O L AT DA 4 22 b O SOk Ak 3 T 0] L A0 25 g i B Y B
ot , 7 32K 335 191 38 R B G A AE N v 15 . AR AC L BB om0 B R RN BCRE N 1,3
HoMiZ o 0 HECE T — A% 4 Huhk i, D) 5% 32 2 5> v 1B 9 TAE 5 CHEshohE o Bl & &
4 b hE ) R 522 1A 4 R A 9

e H UL ) A2 e ML v & 4 1 B A L R AR R S e L O b B A 19 MAC ik .
STl Xof ) 4% Y e ) 4 o R AR B 1] 2o R ) L A 1l O ) MAAC M hE 1) B R 0 U
XA 2k, B] DLPR ) 2 om FH P, JE 3 00 FH 52 26 4% 55 1l B 10 N 2% BB 45 . R BE BT R 4
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F 2% ORI ul

b PN I 2% 1 3% i A L 3 R I 4 v 3 R ) RS AT R

WA ML 11 P i e 09 2 s M bk 9 B B 38 B e B9 B RSB S B HLKE R AR — A
TR HEE A, e B AT LA E A e HIL, XA ) A 4 R i KL R R
i) FY) 22 423 101 i A BRAR X : Protect (X4 BT % 452 19 3 11 38 5o /Y &2 4 b ik ok 3] 5 R Y % 42 1
HEANBUG %84 0 TV 2 3 A B R 0 44 s bk B0 £1) L Restrict Trap (2428 42 3 01 72 4 i
B A5 B K3k — Trap 38580, S5 AL FE) A1 Shutdown (24 %2 42 ¥ 1 P2 A= 3 i F4F )5
B A g 1, [A] Bf b 28—~ Trap D)

%of A2 ML v 1 22 4 W) SE N L 8 AT LAAR 8 MAC #b ik BR il S 37F 77 19 285 485 FL, 502 it ) 6% 22
4L B e A AL MAC Hbht 5 32 e AIUAH & 9 o 48 . 3l 1o 78 2 e AL 3 48 8 i 1
e BR A e A & B MAC b hk il 3% 38 . DA T 52 B0 0F I 2% 19 &2 4 ) U5 0]
HAY,

MERE FHLE MAC #hht 5 52 # bl % Beom O 98 € J5 . R 22 e il & 3 F 9L MAC
#ihE 5 A2 AL E BB A MAC #hk A [, 238 8 HUA R Y S F -0 R P A Nz 38 45 it » 40
4 2 I Down 4.

SR A A WML b B E e A AT A 4 bk i 28 e B AE L VBRSO X T B L Tl DA
it LR APBRF TRLE — &m0 E S0 e 1)L ek .

switchport port-security ! §JH4 0 1) ¥m K 24 I §E
switchport port-security maximum value
Vi E R Ak ) e RSB TE 2 1~ 128, BRIA(E D 128
switchport port-security violation {protect | restrict | shutdown}
Vi R L 4 Oy 20 SR 1A Dy s ) i Ok A )R e A 1Y 3K
Switchport port-security mac-address mac-address [ip-address ip-address]
VTG B L R4 bk
switchport port-security mac-address 00-90-F5-10-79-C1

'S i S Y 44 MAC Hb bt
Switchport port-security maximum 1 v BRI A s 1 e R G MAC HBhEZECN 1
Switchport port-security violation shutdown YR S B s ] down
Show port-security address AT
No switchport port-security mac-address mac-address ! M BfiZ 4% 1 %2 4 #bhik
No swithcport port-security oG H— A2 O e 124 T EE
No switchport port-security maximum VPR RS i AL 11 RO B2 M hE S 5
No switchport port-security violation UK A ) A B R A BB

[ /RE]

AL U 2 R RT DL SR VR R E MAC HhE i35 4 432 A 31 1 2% v, MATi By Ik
FH PR JE 2 BOR S A A I 45 3 AR 2%, 5 HoaT DL BR il ¥ 1138 A RS U828 B0, B 1 FH P
Z B aE R AR M4,

[3855R]
(1) Ja v 1% %k
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Switch# configure
Switch (config) # interface fastEthernet 0/1
Switch (config-if)# switchport port-security

(2) FT.EE PC1 ) MAC Hihl R 224 MAC #ihk,

Switch (config-if)# switchport port-security mac-address 0001.0001.0001

(3) BCE w0 &2 oiF— 1% 4 MAC sk, B UE R4 PCL A LLEe A 2 s 1,
Switch (config-if)# switchport port-security maximum 1

(4) BCE 7= A Hohb 53 B OC F o 11 .

Switch (config-if) # switchport port-security violation shutdown

(5) HeuEd i,

¥ PC1 #:2 A Fo/1 #:10.PC1 5 PC2 ZIJa]a] L H 4 ping i,

(6) Ha ki,

B PC3 #2 AR FOo/1 £ 10 ,JF Hix & H TP #bhk o 192. 168. 1. 3. £ PC3 |k ping PC2
1 1P ik . Joik ping i . 1 HASHHLEE 7/~ 40 B A5 B B 1536 R . o5 11 8% G FA .

Nov 9 02:01:47 Switch % 7:Interface FastEthernet 0/1 violation occur.

Nov 9 02:01:50 Switch % 7:% LINK CHANGED: Interface FastEthernet 0/1, changed state to down
Nov 9 02:01:50 Switch % 7:% LINE PROTOCOL CHANGE: Interface FastEthernet 0/1, changed state
to DOWN

H T PC3 B MAC Hbhik A2 BT BC & /922 2 H ik (PC1 B9 MAC #bhb) . B i F i 0
W ARV 1% MAC #ihl . B L2455 H iR PC3 & a2k 09 BUE i s, 7= A4 T o 1 335 A9
Z v 9% G,

[(F=5=n)
o Bl E A4 1 Z AW FH Ay 4 switchport mode access ¥f ¥ 1 1% B & Access
g 11,

o Mg AT E e AR, il LLFE 4 ]t =X F f# H errdisable recovery iy 4 5 H
W42 3 UPRE.
o TERCLE %4 MAC Huhik 525 v H PC1 FHLM R A9 H 52 MAC Hiht .

[ZFEE]

Switch# show running config

Building configuration...
Current configuration : 1286 bytes

hostname Switch
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interface FastEthernet 0/1
switchport port-security mac-address 0001.0001.0001
switchport port-security maximum 1

switchport port-security violation shutdown

36

switchport port-security

interface FastEthernet 0/2

|
interface
|
interface
|
interface
|
interface
|
interface
I
interface
|
interface
I
interface
I
interface
I
interface
I
interface
|
interface
I
interface
|
interface
|
interface
|
interface
I

interface

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

0/3

0/4

0/5

0/6

0/7

0/8

0/9

0/10

0/11

0/12

0/13

0/14

0/15

0/16

0/17

0/18

0/19



2.3 ARP stE 5B #(ARP &2 &)

interface FastEthernet 0/20

interface FastEthernet 0/21

interface FastEthernet 0/22

interface FastEthernet 0/23

interface FastEthernet 0/24

interface GigabitEthernet 0/25

interface GigabitEthernet 0/26

interface GigabitEthernet 0/27

|

interface GigabitEthernet 0/28
|

!

line con 0

line vty 0 4

login

end

2.3 ARP IX &5 5[5 1 (ARP #2 &)

EX LT
ARP 5 5 B fH (CARP ki 4r) .

[X£38 BE /)

i H 2 # ALY ARP £ 2 Zh B 1 ARP 33 X5 .

[E=#iA)

B A 2R TR B R IR AW A i TR s I BB, 2 i HE A e , &
% P PC _EZAF M OCH) ARP 455 45 B 258 1% 10 . L B G2 7T LI H] 187 ) ) 4% vh i g
HEL T ARP BBt . F30% P um PC ANEEIRBUIE# 9 ARP 45 H . LLEUKR BE 1 ] 7h 3
) 2%

[FX5#]
ARP 9 B0t 72 B Pl ) 4% i 20 B fe it 35 B — FREGE o X 0 Rl 0 L A A
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¥ 05 ORI A A

K25 ARP 4R SCHI G e, SHHLAY ARP K A ShHE AT LA 2 X A4S ZR L By 1k ARP #k
T B 5

[E3E#H ]

&l 2-7 A& K20 W) Jay e v i+ B8 R P&, A B 90 B JRy e ) v el A2 48 AL Y g T S it
ARP K &L 28R AP P & P im e A PCLREARBUES Y ARP 25 B 38 538 M 25 2 A #Y
G IHE .

Attacker

IP: 172.16.1.04 ﬂ
MAC: 0008.0DF9.4C64 ¢\

FO/1

& F03
0 Gateway

‘sz IP: 172.16.1.1

MAC:; 00D0.FBAS5.56B8

IP: 172.16.1.2
MAC: 0016.D393.22C6

PC
& 2-7 AZ¥edlim 50 ARP fa & %24 AR

[LI81E %]
LAl 1 5:PC2 6 Hp — AT E L% ARP B 3w I H T. H WinArpSpoofer (Il 32
FDsBEH#AF 1 5 WE IR,

[ & %017 )

o THPLEL R,

o AHRHLIEAR E .

« ARP £ JsiH,

e Jay Bl o v o [ 265 v SI2 R A i ) ot 5 ot B TRT S AT H AR EHLEY MAC Hihk, £ DAIK
R, — A FEHLA A ELIE AT B AR . O ERGE B AR EHLEY MAC #ihk . B A4
HAxr MAC Hhik 52 anfe] 3R 45 A9 W 2 & it A2 8 1 Hb bk i B D3 OR 15 19, BT i« H bk ff By
S LR A& X Wi fiCRE H e TP bk 5% 48 58 H #8 MAC Hht 0933 72 . ARP (Address
Resolution Protocol, #s 1k f# At U330 Y IEAS T 58 5 72 38 1k H bR iz 2 39 1P Hbhik . 25 ) H 45
W) MAC #ht . DL Of k8 15 590 A 217 .

ARP fi &5 R 2 . e, B0 IS E A C K ARP & X P # — 1 ARP
§1 3%, LASRR TP #ihE A1 MAC Hohk iy X ¢ HR . SR EHLT 205 — D8R 25 3 H /Y
FHLH . S H KA HCE ARP IR 2 & A% [P Hhk X)W By MAC #uhk , 0 5247, 50
LR B A % 26 31X A~ MAC #hb s 40 52 3 A, 590 1m0 A 3 ) B & 2 — 4~ ARP g Ry T
6L, At B A EHLS N A MAC #ihlk . e ARP g R EHE 6L B a4 U7 = HLAY TP sk .
B H e DL K H ) FALE) TP Hbhk . B4 h T A i EHLI R X A~ ARP K5 . &K A& %
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2.3 ARP s+ 5 (ARP # &)

b H IP 2RMACH IP bt —2 ., WRAHHEF . 52 8% 2048 6 ; R AH R .
ZEVLE SR ks ) MAC Huht #1 IP shhEES 3| A & a9 ARP 5 &, i 2R ARP £
C A 7% 1P {5 B R B 35 AR R 45 TR WL & 38— ARP Mg b 288 62, 45 UR X
ACREWEAKRA MAC #iht . JE FHLIE]X A4S ARP i b 5 )5 65 21/ B ) 3
HLIY TP # kA1 MAC #ihk 3 m 3 A S 19 ARP 7%, I35 F) (5 BT 04 548 09 1% % .
MRV FHL— B A R ARP W R B0 40 . 28 ARP 2 i) 2R k.

« ARP H3g)s 3,

Jeiy 3o DX v g S A ER Y W (] 4 £ 3 O T AR Y BT I, R AR 2 ARP BRI FEAE S, M52 i
D0 2% 3 2 3 W 1) 7 OB TR ARP K 3 43 0 PR P . — 2 4 2% i 2% ARP R B9 KR s 5 —
B XF R PC Y R G 1k B

55— ARP B9 A9 JE 32— UK WM OCEUE . Bl A ES Ay — R IR N R MAC
ik , 742 B8 — 2 R AN W AT . (0 ELSE A M hE AR B el o R R A A B AR L 25 SR
B 78 B BT e HRE A X A AR 1R AY MAC Hbhik, & iIE % PC BB R, %5 - fF ARP
0 ) R R — P RE R G . B A R R AR G L LR B e R B PC iR G & B
T S 2 i 2o TF B B 2R A I, 7E PC BRI FAR T T MLk 77,

PLFEHL AC192.168.16. 1) [a] F=HL B(192. 168. 16. 2) K EE I MH] . 4 & % IR R,
FULASEACH ARP ZfRMIFHE2GH Bir IP bk, R 1, dwtmiE 7
Fr MAC bk, HEAHE H AR MAC #uik S A il BT & £ 8 rT DL T 5 W 2R 7 ARP &1 £
WA FR B A R ) TP #udk, FEHL A SESEM L FRE—AT #%&. His MAC #ilik 2 FF.
FF. FF. FF. FF. FF. X &R ][5 — M Be N B9 Fr A3 E 00L& B X FERY A R) . #192. 168. 16. 2 1
MAC Hbhik A f1 4 27 2% EHA F AL FF A m i, ARP i8] [a], B FHL B 820 25X 4> o 1+
A = AL A O X REE AR . “192. 168. 16. 2 A MAC #b ik 2 bb-bb-bb-bb-bb-bb,” X
ML EML A BLRGE 7 FENL B A MAC bbb, E8EaT DA FEHL B AXFE T . FE, B H
T HCOH ARP ZZAF38, T I FHL B ZXF BN, M ARP Z7F & B A& nl
LT . ARP ZZfERFH T ZALVLE . 7 — Benf ] N B R rp i — A HEH .5 &8t
I 5% L X B AT DL K 2> ARP 2847 36 A B L bR 2 1)

M ET RN ZE AT LLUE ) ARP Uil Y 28 6l 5 2 15 A8 J= B0 9 B A 89 5 IR 4 B AR %5
Sy LAE VIR M E ) ARP #3 , XF BHAR 0L A #4785 3w, =401 A % ping UL C.FE
W R EEEES FHLD A DD-DD-DD-DD-DD-DD Hihl b, 21 52 5 47 35 B i it
fiz 4 FHL C 19 MAC H bk 35 & FE4HL D #9 DD-DD-DD-DD-DD-DD, T2 F#lL A &% 5| F
L C EEREAMAERAZRELG T D 7. XAIELHZ TV D eI A % % 1) &
BT 2 BRI

FHLA XX — S EB A ERE L H 2R TR BB FEN A P4 T WEE.
R EILA MFENL C#EEA L, FVL D IR FEPL A Ziksn U0 C i &l B
A48 FHL C. 8 man in the middle, #47 ARP @& m . T EHL D 19 1P & & Thie . F4H1
A BE RO IEEHE 245 FHVLC. b — P —rF . Al B FEIL D xix ICMP
B 5E [|) B0 b TR

FHL D HEHATREA B, & R R AL A B4 VL C mEdRG, 2 72
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%2F muRPis
s PR A2 AL Cotn AL C Bl i8R 58 2 2 N EDL A Zakokiry. A, FH1C
Ik B RE AL X H AR B 4 EAL A fH AT AL C /Y ARP Bk . PRAE FHL D g€ 4

JJJJJ

W ENLA S FHLC ZEASFE T TP A MENL C ZE R EGE T UL T indg %,

[5e/RE]
SCARALHY ARP 45 A D gl LK 4 s W2 B ARP g SCHY -S540 JF 1T L& SRR
1) ARP 42 3C, B 1l ARP 29 B0

[X£18 7 IR)

(1) B & TP Hbuhk 058 o) 2% 3% 38 M .

fZ K 2-7 i Wb ENE R AC & PC YGE L, B i #4519 TP i hk , 8 H ping % 56Uk
WEZIA R EEME AT L E#E, &F PC A# A ARP 247, ARP £ N fEH IE#i /Y 1N
Ky IP 5 MAC #ihtgf % . & 2-8 P .

0 WINDOWS system32 cmdlexe

& 2-8 A if] ARP iy M L4 E

(2) HHHHL Fiz17T WinArpSpoofer 45, F-m B/~ 2-9 iz~ .,

£ untitled - WinArpSpoof v0.5.3 10| x|
File Action View Help
- I e “I::n_"-"‘.. HHESY - .|i @
f \_J Lgi (I L |_*-xu m
En SEVE Scan  Start  Stop | Oplions: About Livelp
IP Addrm HHHHHHH I AT A - [ II-\.I" r= I Cemrmk Trﬁ.: I Ra:lvl Tri
x|
FAdapter” spoofing |
Seleck a Metwork Device
Adapter: [Intel(R) PRO/100 VE Network Connection - #8814 =]
IP Address: | 172.16.1.64
Subnet Mask. 255.255.255.0
Default Gateway: 172.16.1.1
MAC Address 00-06-00-F9-4C-64
G MaC Address: 00-D0-F8-A5-56-B8
a s N
[11/09/07 16:36:43] —-- _ =]
[11/09/07 16:36:43] This ok cancel
Ready | 00:00:00 7

A 2-9 &L Fisdr WinArpSpoofer {4




2.3 ARP# &5 #H(ARP 4 %) mam

F Adapter ¥EI R, B AN R 5, WinArpSpoofer £

5O \MAC Hbhik DL G R MAC ik {5 B, .

2R MRy IP sk |5

(3) £ WinArpSpoofer M & #E Spoofing WK . Fm W& 2-10 Frs .,

EHEh2E 2 EH o) @
.Ll,'_l

[11/09/07 16:36:43] -
[11/09/07 16:36:43] This

El 2-10 WinArpSpoofer {411y Spoofing #£ T+~

1 Spoofing Ik . BL il X Act as a Router(or Gateway) while spoofing. & 1% HE

P23, ansR ek, Bk ks 1T
(4) 1§ WinArpSpoofer #4743 .

ARP W] AX iy, Bl'E 25 )m By OK #2241 .

B T HAS P Scan #2281, B R 25 4190 R 25 0 B9 =L L IR R IBCH: TP skl \MAC 3

bk SFAE B 2-11 s

4 Untitled - WinArpSpoof v0.5.;

M 172.16.1.2 RULJIE-FAMNGY 00-16-D3-93-22-C6
172.16.1.1 172.16.1.1 00-DO-FE-A5-56-B8
172.16.1.64 NOTEBOOKZ 00-08-00-F3-4C-64

[11/09/07 16:36:43] ------ Win&rpSpoof ¥0.5.3 (Freeware) ---—

[11/09/07 16:38:00] Start scanning!
[11/0907 16;38:05] Tokal 3 active hosts of 254 on LA&N,
[11/0907 16:38:05) Completed scanning!

2-11 WinArpSpoofer B4 14 M & b 1Y) =L

[11/09/07 16:36:43] This program |5 freeware, so you can use and redistribute freeby,
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oy _EF-

B2 ¥ SRR IS

(5) 47 ARP % .
By T HA PR Start #2481 A 817 ARP B My, il 2-12 P .

## Untitled - WinArpSpoof v0.5.3 -0 x|

2 d i @) W
pen Save Optione About Livelp

IF Address I Hostname I M Address I Status I Sent Traffic I Recy Tr
172.16,1.2 RUTIIE-FANGY 00-16-03-93-22-ChH Block ]
172.16,1.1 172.16.1.1 00-D0-FE-4A5-56-B8 Gateway 0
172.16.1.04 NOTEBOOKZ 00-05-00-F3-4C-54 This 1]

Eile Action ‘iew Help

) 7

Scan  Start

4| |

[11/09/07 16:36:43] - WinArpSpoof v0.5.3 (Freewarg) -----

[11/09/07 16:36:43] This program is freeware, 5o vou can use and redistribute freely,
[11/09/07 16:38:00] Start scanning!

/0
/il
i
[11/09/07 16:38:05] Total 3 active hiosts of 254 on LAN,
ji
J
/0

=

[11/0%/07 16:38:05] Completed scanning!
[11/0%07 16:38:40] Start spoofing!
[11/09/07 16:38:40] IP-forvwearding is off,

Ready | L1 o000

#l 2-12  WinArpSpoofer #17 ARP W 35 ¥ 5

(6) Bk

i 1:f# FH Ethereal 3R ICHHL & H A4 SC. /T LIE M ECE LA % T &l fh1E ) ARP
2 (Reply) 2 32, H B9 MAC Huhk % PC 59 MAC #iht (0016, D393, 22C6) . Hrifi &«
FR7I (TP Hhk b 172,16, 1. DAY MAC Hhk >~ H & ) MAC H#ihik (0008, 0DF9. 4C64) ,
JF“AFR” A S AP #ihk 2k 172, 16. 1. 64) B9 MAC #ihk 4 M 56/ MAC #i 4k (00D0. FSAS.
56B8) , W& 2-13 fh7s,

Ma. - Tirne Saource Deskination Pratocal | Info
1 0.000000 Toshiba_f9:4c:64 wWistron_93:22:¢6 ARP

QOO0 5S¢ Toshiba_t9. WisStron_Ysids:co

=0 A 0

at 00:d0:TB:a9:56:D8

Iu- F-'-- .--

L.64 15

6665ié Tnshiha_f9:4é5é4 wistron_93:22:c6 ARP 1?J.Lé

4 1.000480 Toshiba_fS:4c:64 wistron_93:22:c6 ARP 172.16.1.1 s at C0:08:0d:FfS9:4c:64
5 2.001408 Toshiba_fo:4c:64 wistron_093:22:c6 ARP 16,1064 95 at 00:d0:fR:a5:56:h8
6 2.001672 Toshiba_fo:4c:64 wistron_093:22:c6 ARP 172.16.1.1 s at C0:08:0d:fo:4c:84

H Frame 2 (64 bytes on wire, 64 bytes captured)

M Ethernet II, Src: Toshiba_f9:dc:6d4 (Q0;08:0d:f%9:4c:64), Dst: wistron_93:22:c6 (00:16:d3:593:22:CH)
= Address Resolution Protocol| Creply)
Hardware type: Ethernet (UX000

protocol type: IP (0x0800)
Hardware size: 6

Protocol size: 4

opcode: reply (0x0002)
sender mac address: Toshiba_fo:4c:64 (DD:DB:Dd:F9:4C:64)|
sender IP address:[172.16. 1.1 (177, Ta.1.1

Target MAC address: wistron_93:22:c6 (00:16:d3:93:22:C6)
Target IP address: 0.0.172.16 (0.0.172.16)

[ 2-13 Ethereal $ifi 35 Y h 1 A& 2 3¢
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2.3 ARP =& 5 B # (ARP & &)

(7) 5ukmi .

{5 PC ping MICHI#hE ., Z B L ping . & F PC ) ARP & 47, "l LA | PC
s T Ih3E R ARP MR SCE BB 7 ARP R, 2P & H M RZE &, BN/ TP
bk 5 B LY MAC HhkdE17 17 485€ , &l 2-14 Fros .

e LY WINDOWS' system32 ) omd.exe

Physzical Addreszs
BA-B8-WBd-F9-1c 64 d wn am ic

B 2-14  {hiE ARP WA SCHEH ARP %

(8) Fl'E ARP fiAfr,
EARRHLERE T E PC W 0 F B H ARP 82 IhEE . B 1l ARP B8 X 5 .

Switch# configure

Switch (config) # port-security arp-check

Switch (config) # interface fastEthernet 0/1

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0008.0df9.4c64 ip-address 172.16.1.
64 VR EGE A R MAC M hE 5 H SR 1P Hu bk O E

(9) B5UE M ,
BT ARP e & Ihae e . Hac bl O 2 dE i ARP i e, &8 H £ 5%, X i
£ PC F&FH ARP 47 . A ARP £y HEZIEH K. I B PC 7] LA ping 1 K ¢, 4

O WINDOWS system32 cmidiexe




F 2% ORI ul

FE. M T PCZMSEA TR ARP & H., Br Vs 2545 21 45 4% 25 B &8 e =55 ff
arp-d iy 2 1T F ML Z )5 . PC A BE M AT H E 6 A9 X 56 MAC Hb gk,

[FEE]
WinArpSpoofer {4 AX 7T HF 5555 .

[ZFEE]

Switch# show running-config

Building configuration...

Current configuration : 216 bytes

!

version 1.0

!

hostname Switch

vlian 1

!

port-security arp-check

interface fastEthernet 0/1
switchport port-security
switchport port-security mac-address 0008.0df9.4c64 ip-address 172.16.1.64

|

end

24 TER

é
T‘
5t
L]
Xt
s
4t
s
3
3

[SC18 2 FR])

i R Y s O SE B2 PR .

(L3 H/ry)

fifi FH 22 S AL AY A8 37 o 1 2 BE X S 137 i R AT 2 46

[E=mit])

HEREh . AW ERERE TR~ VLAN .3 HBEAR T 5880 E. N T
BRI T B R X T B RS as Z | Tl

[E k7]
XF FaX iy oK T B AE A H AL PR S v O 22 (8] BY 8 {5 . A2 S AL A A 4 o 10 450 1 AT L) 3G
XN ESK

[LIG M)
El 2-16 Pt 7~ 09 ) 28 Fh b & 55 Jay 3el R0 e ity 30 0 58 X (] L 75 B8 52 3 e 38 ) v R S iR 55



2.4 BRARPImO LA LM@E

e AEFEA AR — 6228l EF—A4 VLAN 15 IRE a0 LZ 2, B 1k X W 5
IR 55 %% 2Z (8] SE47 0 {5 . 18 0 X 25 AR 45 28 1Y &2 4215 [n) 32 i D RE .

PC1 PC2
g FO/T g FO2 g
192.168.1.1/24 FO/3 192.168.1.2/24

VLAN10 VLANI10

192.168.1.3/24
VLANIO

PC3

F 2-16 f£49'F—4 VLAN % G AR 55 2519 248 417 [a) 22

[SC56i% %)
L1 53PC3 A,

[ & &R ]

o ZZHHLE: ZIRHE

Jeiy 3o ) 32 i B AR 22 A D R e 52 Ry 3 0 L 2 A 250 R I B K] o B A R T R T PR
& AT DA RS P S AT fE Hb oy 5 3 I oK 9

LR ETE OS] L2 M2 A p gy 58 — )2, B Z0E 5 3% )2 dE A 384k . Y e A2 #a L
X BCHE £ e A S AE MAC fbht—— 9 B bk SE a2z b xbF IP M P SOk 3, &
e 125 B Y, B S ML 7E 5 2 204 AL, A FHE B S AU E F IR PLAE i L 1P Hbhk . B
H Y A, B MAC #iht,

TARHAE AR FE Y b, SR TR R E ST B AR B0 — bk 3R, 53X R AH Y
B BB T 54 MAC sk 2 A4 o6 0 Egli & 8. ALY s i pL ke 8] — 4> TCP/IP
B, EESE— TR B MAC #ubk, X —TF B & 09 hE R . LA N %
MBIBA i 1 HE R A1 & 2

T aX > o 2 B AR B, B X — T e i — & o8 i 1R 3E 47— ASIC ( Application
Specific Integrated Circuit) , B 0 B AH S P, — i B L+ loRb . 28 i HLAE ] e g — 4>
IP Bz MR, (HS A2, T — RIS — AN A B, 5 & U an 2R B
A MAC kA GEAE il 3% rp 82 i), 3 pl 248 TP E ™) # 7 H & B E N A —
A v AP 2 BN RS AL FE AL B — DR BN R TR B R A . ik, HEAD T AKX
JURETH B RE RS R B X S TE B A W R E T A T R B T S R A 4 [n) R AT ) 4%
T

o TRPLIEATLE .

o R4 R

P4 v 1 AT DLRR O [A] — 22 L B #)om B Z Bl JE T (R . A A T 2K —
5 2Bl b AT LE i 1 2Z 18] A BE T AH R (R - OR3P v E1AS 1) H A P 47 S 11 5 5 A AT 4% 4 L £
TR A 16, B4 A RETESS JE DR Im 1 8] 2017, B A DR 4P S 11 8] 59 4% S A A2
M = R R R .
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F 2% ORI al

SRR L O o R O 2Z )R R 1 Z 18] AR JC ikl A5 . DR 7 v B 5 R AR 7 i T 18]
Y 1% S A SZ AT AR 52 W o AT LLIE A

FEAC AL bt B AR Y v TR AN R

(D) f5EMBCER =T,

Switch (config)# interface interface-id
(2) B O RCE MR 5 1,

Switch (config-if)# switchport protected

[ /RE]

P47 i 1 52 32 4R LA Y — A~ 2k S 1Y i A 425 1 DO RE , e R LA B Lk 2008 £ v 11 22 (8]
BFE A, WA B 28w 1 2Z 18] Ol A5 o 37 S 12— > 3 SR BILAS 3t 59 45 14 AH [) 32 AL o
P43 1 2Z 18] JC 5 EAT 8 {R - (ORI o 1 -5 3R DR 57 i 1 22 [8] B 38 15 RF A 3222 00

[SL18 5 )
(D) BE&IFFALE VLAN,

Switch# configure

Switch (config) # vlan 10

Switch (configvlan)#exit

Switch (config) # interface range fastEthernet 0/1-3
Switch (config-if)# switchport access vlan 10
Switch (config-if) #end

Switch#

(2) 55 uk i

PC1.PC2.PC3 Z 8] f] LA B AH ping i ,
(3) Bc B R AP I 1T,

¥ Fo/1 5 Fo/2 ¥ O ECE A i 1,

Switch# configure
Switch (config) # interface range fastEthernet 0/1-2
Switch (config-if-range) # switchport protected

! e D FO/1 Ml 1 FO/2 N AR i 1
Switch (config-if-range) # end
Switch#

(4) 553k ] 3

HF Fo/1 5 Fo/2 Bl & MOy 5 0. Bl PC1 5 PC2 Z 6] TGk ping i, {0 & 2-17
T 7 .

{H PC1 5 PC3.PC2 5 PC3 Z[a], Bf {4/ ¥ 15 AE O 47 v 11 2Z 18] 7] LA ping 18 . 4N
E 2-18 7~ .
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2.4 AL AR

CzDocuments and Settings*“fAdministratorping 172.168.1.2

Pinging 192.168.1.2 with 32 bhytes of data:
Reguest timed out.
Reguest timed out.
Reguest timed out.

Reguest timed out.

Ping statistics for 192.168.1.2:
Packets: Sent = 4. Received

G:sDocuments and Settings“sHdministratorsping 192.168.1.3
Pinging 192.168.1.3 with 32 bhytes of data:
Reply from 192_.168.1_.3: bytes=32 time<ims TTL=128
Reply from 192_.168. bytes=32 time{ims TTL=128
Reply from 192_.168. bytes=32 time{ims TTL=128
Reply from 192.168.1.3: bytes=32 timedims TTL=128
Ping statistics for 192.168.1.3:
Packets: Sent = 4. Received = 4, Lost = 8 <8 loss),.

Approximate round trip times in milli-seconds:
Minimum = Ums, Maximum = Bms,. Average = Bns

M 2-18  fR 475 115 AR G 4P v 11 18] °] L ping i

[Z2FEE]

Switch# show running-config

Building configuration...
Current configuration : 1261 bytes

vlian 1

vlian 10

|
interface FastEthernet 0/1

switchport access vlan 10

switchport protected

interface FastEthernet 0/2
switchport access vlan 10

switchport protected

interface FastEthernet 0/3

switchport access vlan 10

s 1y
iy
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e

%

2T ORI RA

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

FastEthernet 0/4

FastEthernet 0/5

FastEthernet 0/6

FastEthernet 0/7

FastEthernet 0/8

FastEthernet 0/9

FastEthernet 0/10

FastEthernet 0/11

FastEthernet 0/12

FastEthernet 0/13

FastEthernet 0/14

FastEthernet 0/15

FastEthernet 0/16

FastEthernet 0/17

FastEthernet 0/18

FastEthernet 0/19

FastEthernet 0/20

FastEthernet 0/21

FastEthernet 0/22

FastEthernet 0/23

FastEthernet 0/24

GigabitEthernet 0/25



2.5 &A% 0 LEIATIR ZIEH

|

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
|

interface GigabitEthernet 0/28

line con 0

line vty 0 4
login

|

end

25 &

U M FH 28 317 i = 5

h-l

(3238 = FR]
o FH v 141 BH 2 8 47 I 2 221
(38 HrY)
okt FH A2 i HIL Y Y 1 BHL 28 27 BE XS v F1 00 R A7 45541
B=fit]
S ARk M 2 rp T 28 H B HE AU BCIEZ R il o A R AR 2B IR T
e AAEH A By EE . X T XA LR AR AT EE R M 45 A N &R MAC Z k80 .
[F ko]

X3 R 2% v B Rz BRI AR L AT LAAE A A2 R AL Y i 11 BEL 28 2 RE By 1k AN b B ) %X
Pz it

ENETEDY

El 2-19 &3 Ak oy 38 f K8 R 1 F0 . 3% Jay 38 0 2% v B i 28 S B R & Y B0 2 it B
% A R SC P A2 H ML A% v 1 BH ZETHRE L B 1k A 2 B A9 BoE 2 8t DU R 2% & 4,

[L56i% %)

ZHAL 1 75;PC 3 5 (PC1 216 Ethereal ¢ Sniffer S5t LA X T.H)

[Figz#0i0])

« XHALE K FH.



PC2
FO/1 F0/2 g
192.168.1.1/24 FO/3 192.168.1.2/24
0015.F2DC.0A64 0011.D8B9.74FE
VLAN10 VLANI10

PC3

192.168.1.3/24
0016.D393.22C6
VLANIO

A 2-19  Bc & A Bl v 11 B 2 L By 1R B0 12 Pt SE B JR B I 22 4

o ZHHLIEAT E .

o iy I PH 2E R 3,

b U B A WL AT A A2 R 2 1 R A0 A H AR MAC Hb ik #9208 i ot 22 & L 9 B B
ASFN 3500 B PR bk A O fE B AR CRM RB(NAEFHENGE R . sSBmHLIEA — 4 K/D
[ E RN AEAS 18], FH AR AEE 2 21 MAC ik 5 B A2 e HL el i 34 32 0 B AR 58 X sk ok
SR A a8 UL RS 2 2R 2 HLE Y

FEBNE T . IR 560 BA A& Hir MAC #ihk, IF A58 B LB B9 3 58
W 1T VAN AH [R] 8 B A s . (H8 o0 490 FH B 196 5502 3% 97 330 BH 28 1Y ek vl DLoRE e 70 A
o E R I 1 B SRR YO R a8 DA RE A e 1 Dk S T PR O R O s A AT L s
Tin P 2% 1) 22 4= BR ) o T ELIE AT DL By 1k 0 2% 15 2 L AR b Ak B G S 1) BOHE AL

AL A 45 HIL BY 3 1 BHLZE D RE , v DAAEFF € o O _EPHIE T 7% R H1 H B9 MAC B35 5y
AR H B MAC 4 4% i , WX > Fiz dk th 2.

Ao B R AT T,

(D #t AL,

configure terminal
(2) Pt AREAF,

interface $% [

(3) Fc & H ¥ M PHZE 8k
switchport block unicast

(4) P Ho O P ZE Z 88 3 it

switchport block multicast

[XI8/RIE]

AL v 1 PHLZE 2 8 AR Rl v O b L BEAE T HE AR R B ) MAC B8 5K %0 H 1)
MAC ZH 4 it X 4> F1 32 36 25 L SRR AN NS 48 17 96 95 DL ) el o b 4 1 24 0 18 28 U
2| 22 4% 1Y B o
50



(38 5&KR])

(D BIZ&FFALE VLAN,

Switch# configure

Switch (config)#vlan 10

Switch (config-vlan)#exit

2.9

Switch (config) # interface range fastEthernet 0/1-3

Switch (config-if) # switchport access vlan 10

Switch (config-if)#end
Switch#

(2) Bk,

PC1.PC2.PC3 Z[a] n] L H #H ping i .

(3) %ok,

1% 3% 7 [ 2R S 4T IR

=

=

3 4

EHE 2-19 PRI M &3 PC1 | .8 B Ethereal 3¢ Sniffer S5t L &£ T H, K ik KA
H i) MAC #b k- /) B8 4% i (A< 52 56 B & 0001, 0001, 0001) , 7 PC2 5 PC3 ] DI 3k
21| 4 3, S5 PR R A e AL 1 B AT e Tz it TR H A MAC kb i
&£ PC2 5 PC3 EHi3R 14 3¢, & 2-20 frow

Mo, - Time

uuuuuuuu

015637
. 029247
. 044845
. 061654
. 076095
LO09l721

) o B o
Lol av o o O

Source
B

Ba:
Ba:
Ga:
Ga:
Ba:
Ba:

2:dc:9a:64
00:15:f2:dc:

00:15:f2:dc:
00:15:F2:dc:
00:15:f2:dc:
00:15:f2:dc:
00:15:f2:dc:

64
64
64
64
64
64

Destination

uuuuuuuuuuuuuu

100
100
;00
100
100
100

0l
0l
0l
0l
0l
01

Protocal | Info

FC
FC
FC
FC
FC
FC
FC

mMa [Tormec
[malformed
[malfarmed
[malfarmed
[malformed
[Mmalformed
[Mmalformed

E 2-20 PC Fdigkmy s H iy MAC Hohb 4% b4

(4) FC & o 1 FHZE

BCE F0/3 %m M BHZE AR R0 H 7 MAC 3 Jik 3 B8 5% o

Switch# configure

Switch (confiqg) # interface fastEthernet 0/3

Switch (config-if)# switchport block unicast

Switch (config-if)#end

(5) Bk s,

' fid ' FO/3 M PH ZE i

Packet

Packet]
Packet]
Packet]
Packet]
Packet]
Packet]

HF FO/3 Bt & M PH 20 1, PC1 &5 1) H A9 #o ok 5 0001, 0001. 0001 #yfwi 24 PC2

Al LA, PC3 Joik i 3.
[Z2EE]

Switch# show running-config

Building configuration...

Current configuration :

270 bytes

o1



¥ 2F Ui,

version 1.0

|
hostname Switch

vlian 1

vlan 10

|
interface fastEthernet 0/1

switchport access vlan 10

|
interface fastEthernet 0/2

switchport access vlan 10

|
interface fastEthernet 0/3

switchport block unicast

switchport access vlan 10

end

2 6 it & RS {RIP ) &E

EXTEEY
ACE R SR IHE .

[538 HrY)

{if FH A B UL Y AR GE Ok 7 DD RE R 1L Al By PRI A BRL R ST o T

[F5=H#iE]

AR M 258 B 51 A B A5 b R B T G . T R B R AT e R S A B 5

— A O T IHBR & R 1 H R SR T 33 0 BT 2R R S5 (AN A L) i R Y BT TR TH
FE o e 22 BHL I 1 B

[FX5Hr]

FH 1 0 25 v B4 41 9 A0 S B 7 B TR 9% L AR G B IR T AR DL R e R SE B 4 L mT LA
FH A B ALY &R GE Ok 37 DI RE A 2R

EAEEEN

K 2-21 Fros 25 S g o e A b Y s Jmy Jai 1 245 00 3 265 Ay A B 590 it A 8 P Y AR G IR
P DIHE » i 2R T 2 TR R B S B T TR 9Y L R ST S IR TH A DL S A

[SL5815 7% )
L1 /;PC2 6((PC1LEFHAW T H) .
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2.6 BH ARG S

PCI  VLANIO VLANZ20 PC2

"

l92.I68.1.1;’24@192.]68.2.1;’24
FO/1 FO/2

192.168.1.2/24 192.168.2.2/24
Bl 2-21  SEjiti sC e AL A e 0 47 il DR I 6% B 105 T R S 2 &

(7 & %07 ]
o THPLEE &R,
o THYLIEARE
o RGP,
system-guard s&fE LLR M AZ L b LG R s DI ae . sc#plda B3 &
ACL 770, 8y 5 EVLF S, N TRE 2 5 005 W25 B 2, DR Tk 9 2% v iy Ho A 3= LA 52 8%
b PR L — i B[] J5 L A SR ILRE VR B AT X AN U B ML R B9 1E F R R R .
WAL E U, X S5 2 BRI 1T TCP I & ik 8254, bﬁkﬁﬁj'ﬁfﬂ—ﬁk‘lﬂgﬂmﬁ‘ﬁéﬁﬂ%ﬁ
E!f\gLLT RGN E LA EH I R R R el o ke . X2 8 T B Ik i
X 2 Y B U B o (H A2 btiemule X R Z AR GO 5 T HAB B R SFEXFF 1. T4,
AFF)E system-guard B, 55 HUm B0 S BOX F VL ; 7S system-guard B, FEAR 2 H P
BT #44 TAE %
system-guard Eﬁfﬂﬂﬁﬁﬁ A HE system-guard &g I T B L 5% B 24 1) e o< AT A I g9 4
B EHLECH I R b5 A OGS B
W DL A n] DL GE B 2K 1F system-guard F Il ZhEE. H A EE T system-guard
f M Th BB J5 » system-guard B ML BC B A GEAEAL., 2R T B E system-guard 1y
2> KL T RE

systemguard enable ' fil B systemguard £ ] 2] GE
undo systemguard enable I 2%} systemguard & ] 3 g

ERNIE O, 24 A d R Al A e 5 EHLAY R H S 30, 38 7T DL i LU B B A 2, B
FGe Ay Rl Al i e B EALRCH . BB S A de oK ] A il G v EALAY R H BRAE a2

systemguard detect-maxnum number Ui B AT R R Al R I ) e w5 FEALECH
undo systemguard detect-maxnum VR B e ok R ke i e w EALECH ZEOAE

FEENIE N T A HLEE | system-guard for U T RE - Ty B B A 2

(1) £ FH By K 3 D REwiy - o/ 0 P v 1 09 PE S G B AL T ERUCIR S B v F1 A P 6 2
M0, HAZHHLA T4 P Y cos RITBHAFIL.

(2) T HBE KB D RE IS - 8 A B ot 1 OC e e Be &, DL K 2 e i Bl 3 5 =X

[ RE]
AR FR GE B DR AP A A — b AR R ) B v 11 G 2 L B0l A v T 3 i
SC ) A W A A R GE L IR M TP AT BT R R B R A KR, R4
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% 2% OBy Es

] LR S R 547 o - B RS TP #bohik 28 1k B9 43 48 A1 e 6 4% rh AN AEE Y TP &% K
0 SO

[T &)
(D BlE Al s VLAN,

Switch# configure

Switch (config)#vlan 10

Switch (configvlan)#exit

Switch (config) # vlan 20

Switch (configvlan)#exit

Switch (confiqg) # interface fastEthernet 0/1
Switch (config-if)# switchport access vlan 10
Switch (config-if))#exit

Switch (config) # interface fastEthernet 0/2

(

(

(

(

(

(

(

(

Switch (config-if)# switchport access vlan 20

Switch (config-if)#exit

Switch (config) # interface vlan 10

Switch (config-if)# ip address 192.168.1.1 255.255.255.0
Switch (configif)#exit

Switch (config) # interface vlan 20

Switch (config-if)# ip address 192.168.2.1 255.255.255.0
Switch (config-if)#exit

Switch#

(2) Bkt
PC1 #1 PC2 Z[8] ] DL B AH ping 18 , G0 [&] 2-22 Fi7s .,

o

C:sDocuments and Settings“Administrator?ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:

Reply from 1922.168.2.2: ytes=32 time<lims
RBeply from 192.168.2.2: bytes=32 timedlims
Reply from 192.168.2.2: z time<lms
Reply from 192. 2.2: 32 time<ims

Ping statistics for 192.168.2.2:
Packets: Sent 4. Received 4. Lo=st B {8

Approximate wound trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

& 2-22 PC Z 8] 5 ping i

(3) BLE RGP,

Switch# configure
Switch (config) # interface fastEthernet f0/1
Switch (config-if) # systemguard enable
Switch (config-if)# systemrguard scan-dest-ip-attack-packets 100
U FCE BT H Y TP chk 2R b 4 4 A s i) 29 {H D BE P 100 AR E Y TP AR SC
Switch (config-if)# systemrguard isolate-time 600
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! AC L FR ES B TE]  600s

Switch (config-if)#end

(4) Souk i,

.6

BLE ALK TG weem

WA 2-23 Fros 78 PC1 B4 T2 X 192,168, 2. 0/24 W BLHY Fr A 1P Hi bk #E 47
1

RADMIN

- A o
h \ - ) remote control software
fast. secure. affordable

[12 %2 1 F i 16 2 oot |

2-23 14 T HXS [ R B fir A5 1P ik 419

£ PC1 B4R AY 4 3C, AT LU 2 PCL IEAE LLR 29 B F 100 254> 4 SC iy i 3k 17 H
i, Qo 2-24 prow .

LIRS i I

e

B 2-24 4T HAE PC1 FAHR IR 3

(5) %k,

—
—
—

L ET LA R il B ds , 306 TP #hhik 192,168, 1. 2 fe &5 . 3 s H &

Nov 30 02:54:49 Switch % 7:1ip 192.168.1.2 is isolated !!
it 1o A 4> A R ES B TP bk Az HORZS

Switch# show systemguard isolate-ip

interface 1paddress 1isolate reason remaimn time (second)

Fa0/1 192.168.1.2 scan ip attack 559

A LU B fe e B9 s A O B RS TP AR AR B 43 4 B0k O ELRR 2 R A b Ta) Dy 559,

Ky



% 2F WmuRPRL

[(ZXEE]

Switch# show running config

Building configuration...
Current configuration : 1505 bytes

!
hostname Switch
|
I
|

vlian 1
vlan 10

vilan 20

I

!

!

interface FastEthernet 0/1
switchport access vlan 10
systemrguard enable
systemrguard isolate-time 600
systemguard scan-dest-ip-attack-packets 100

!

interface FastEthernet 0/2
switchport access vlan 20

!

interface FastEthernet 0/3

!

interface FastEthernet 0/4

!

interface FastEthernet 0/5

!

interface FastEthernet 0/6

!

interface FastEthernet 0/7

!

interface FastEthernet 0/8

|

interface FastEthernet 0/9



|
interface FastEthernet 0/10
!
interface FastEthernet 0/11
!
interface FastEthernet 0/12
!
interface FastEthernet 0/13
!
interface FastEthernet 0/14
!
interface FastEthernet 0/15
!
interface FastEthernet 0/16
!
interface FastEthernet 0/17
!
interface FastEthernet 0/18
!
interface FastEthernet 0/19
!
interface FastEthernet 0/20
!
interface FastEthernet 0/21
!
interface FastEthernet 0/22
!
interface FastEthernet 0/23
!
interface FastEthernet 0/24
!
interface GigabitEthernet 0/25
!
interface GigabitEthernet 0/26
!
interface GigabitEthernet 0/27
!
interface GigabitEthernet 0/28
!
interface VLAN 10
ip address 192.168.1.1 255.255.255.0

2.
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interface VLAN 20
ip address 192.168.2.1 255.255.255.0
!
line con 0
linevty 0 4

login

end
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3 1: . i s T fr ke S T
Ky 3%, ) a2 FE 92 ¥R FAR

3:6&
I kR

3.1 MARFEHIE T EXSE

(338 = FR]

A FH A2 ) ) T 4 R

(38 Hav)

okt FH 32 9 AL B DA 4 ) 200 RE KT S 11 9t e i A o

B=it]

AR b 0 255 R T 28 W B K B BE 2 BE B Ll a0 BT L AR e A M S Y T
EAE VRS 5 A 38 ) ) 28 vp sk 4 S0, 77 AR 1 T 4 KU Bl R b AR 1 9 45 M RE L 3 A

[FXoir]

X R 2 b i B T i AR B R L mT LA FH 32 5 L B XU 5 D RE . B 1k T 5k KUz /Y
e o

CAEEEN

P 3-1 2 5 A oMb Jmy 3 ) 4% R A 90 F1 » A B2 St 32 5 L ) XU 2 ) D 6 - iy Lk T 3% XL %%
WY 7= B2 R 2% T AR RYRICR

PCI PC2

FO/L e FO2
» VLAN]U@VLAN]U »
192.168.1.1/24 102.168.1.2/24
0015.F2DC.9A64 0011.DSBY.74FE

B 3-1 52t 52 #0BL XU 2% 42 1 L B 1k o 245 1 9% KU %%

[L10ig %]
Al 1 5:PC 2 6 (PC1 2\ Ethereal 5¢ Sniffer Z5 i &£ T.H) .

[ & %018 )

o AL KFEFE,
o THALIEARRE .
o JRUZE PRI I



% 3% Ames

0 Jay ) v Ag e bl RSB R R B TR R 2R Il S R AT RNRE . Bk
X 60 5 B0 4% ok T RS SO A L X Al ) Sy B8 R 10 L JE R ORE A A B TR KL 2R
AU I T BN 48 AR 12 X AP g AL B, R AR R Y.

fis Bh A2 e bl 11 A T 48 XU 2 1 B2 R L v DA &0 58 S b 1 5 44 498 YK = B 3 e s 1T
o Y T XU DT R 2 e XU A B L A8 R AL v 1 ey B R rh Y T R L 2
BB — s O F A B RE XU TR IR . Jey el ) XU & A G 7 Jey dal ) iz it i ST G £
P9 I 2R T M 28 RE

FEBRAAE O T L Jmy 5l o vh A2 e bl v 11 7 4% L 2 36 A SR ik XU g AE . s 28
J 4% ) AR ) R S e HIL b G PR B R A TR R PO ER 2 100 %0 . {H AT LUA#E H storm-control
O a2 B E BRI 2 B —Fh AR A i & . AU 8 0 D RE X o 11 7 G 48252 S F b AT 1%
BT R A B[R] RN AT R AT P BN R B AL R O A F R R 2 Y L AT 3R A5 M)
IR L,

DAL 45 il By Lk 2 5 AL 1) s 11 8 Jmy S80I o 1) 4 L 22 i B — S B v 1| A R R LR
PITIESR . Jey dal ) XU 5 2 G0 7 Jmy el I v iz it i ST 2 R T A R T M SRR, KR
5 i) (Y P PR D 9 R SRR B9 RS L a8 1k — B s R] AT B I Y A T A E B TR
Hl O T BRIE R ok iG HR , TTRRAE R I b iZum O B ml A SE A ot . S8 bll S2 4
B E EERITTR 5T 2 MR, R mE AT REXS T, B 2 XA
1) Ui 2 52 B ], B RN gERR i i R RN TPR(IEZO LT,

V2B E RN AR, rfa it uh i a8 (3% 2 3% B S S5, HEIN
W FRERINIREH LT . B stp WE S . S #FMEFrRE e, B f
) PR A 0 B

214 A2 1 5 T S B A BB W A0 S T Y B R A i B 2R A R X N B R R R L 2%
W) . RIS 2 A BREEE B 1 BRI B S R R A AT
PRAEEGE T . XM EmES s £, XATIRUMT 8 #& 6 H SR HF A ot
R E .

FE A Wbl IR g KR L 3 4m AB AT A S8 89 B 43 b 0 B 45 0 R U
A 100% = FLVF A i . SR . B A B8 14 1 BR ) DA B2 60 KNI A ) & B 2= . 11 R
HADHE-TEMUE, 8. KBV EZER R EYEE A O T, EA SR
IR % TFERR T HEH REE T EES TR AmS.

[ /RE]

A AL B A 1 ) o — b AR AR ) B v 11 B DAl o 4 ) DL S B e R Y IS 1) R B
A S 11 WS 38 ) AR o, PRl e R B AT R WA T R s BB
Hf 25 1k AH NSRS B B s ol CR A1 H B MAC B 4% 23880 #%) BYF% A& B 3 2008 ik &1k
W URTHE .

[E30 5 R])
(D gl FFAlE VLAN,

Switch# configure
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3.1 AR RCE IR H) ) 3

Switch (config)#vlan 10

Switch (configvlan)#exit

Switch (config-if)# switchport access vlan 10

(
(
Switch (config) # interface range fastEthernet 0/1-2
(
(

Switch (config-if)#end

Switch#

(2) B5EM 3 .
FE 3-1 s #Ehh , PC1.PC2 Z 8] 0] UL H A ping # , W& 3-2 Frs.

(3) Boukm i .
£ PC1 Ff#f H Ethereal 8¢ Sniffer 84 3 &% T H., K5 # MAC Hb 4k 89 i, 78
PC2 it Ethereal 3¢ Sniffer 55 fix SCHH 2K T B 3 25 7] LA 2 £ 02 19 fiz SO iy 3 %

(pps) - WA 3-3 Fi7R

C:sDocuments and Settings“Administrator>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: hytes=32 timed<lims TTL=128
Reply from 192_168.1.2°: P £ims TTL=128
Reply from 172.168.1.2: bytes=32 time<ims TTL=128
Reply from 122.168.1.2:

bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.2:

Packets: Sent 4, Received 4, Lost B {@x loss>.

Approximate wround terip times in milli-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

A 3-2  EAEF—2Z#HAL i B AHEE

(ol
Descripkion P Packets Packets/s Stop
eneric dialup adapter LTRG ] Capture | Prepare | Details
ME 802.11q Wireless LAN USE Adapter(38874) (Microsoft's Packet Scheduler) 172.16.1.64 56 L] Capture | Prepare | Details
Realkek RTLS139/810x Family Fast Ethernet NIC (Micrasoft's Packek Scheduler) 192.168.1.1 3441 511 Capture | Prepare | Details

Close

A 3-3 PCl 33k g%

Kl 3-4 frzs 7E PC1 3@ AR Y4 3C, 1T LR 3] PC1 IEFE VAR ZY 5P 500 4 f2 1Y 3 36

RIET #E 4 3C.

0. 002085 00:15:T2:dc:96:ad T :TT:ff:fF:fT: 1 FC [Ma | Tormed
0. 003982 Q0:15:T2:dc:%6:ad4 TT:TT:fr:7r:717:tF FC [Ma | formed
0. 0061ls7 Q0:15:f2:dc:96:ad TT:T:r: 7717t F( LMa | Tormed
0, 011454 00:15:F2:dc:ob:ad4 Ff:ff:ff:ff:FF:Ff F¢ [Malformed
0. 014944 00:15:F2:dc:o06:a4 ffF:fFF:ffF:FfF:fF:fFf FC [MaTlformed
0. 018146 00:15:fF2:dc:96:a4 TF:FF:ffF:FfF:fF:fFf FC [MaTlformed
i O i T B B B CiMi=l E =+ | Y| F e FF e oFF - FF -FF = Fea = 1+ mememmd]

Packet]
Packet |
Packet ]
Packet]
Packet]

B Frame 1 (1400 bytes on wire, 1400 bytes captured)

H MDS Header (Unknown(0) /unknown(0))
[malformed pPacket: F/C]

& 3-4 PCI1 gk o R

& 3-5 FE 3-6 Frzs NEE PC2 FH3E A2 3¢, n] LA 3 PC2 1E7E DL K25 B8P 500 4~
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A Y R B U B R SC

(@ Ethereal: Capture Interfaces

K 3-5 PC2 ik Sk %

Moo frme  fsawce  Joesmaon [erotoco |

Q00000 00:15:f2:dc:06:a4 Ff:ff:ff:ff:fF:FF [Malformed Packet]

0.
0.002065 00:15:f2:dc:06:a4 Ff:ff:ff:ff:FF:fF [malformed Packet]
U 003932 00 15 f2 dc 96 34 Fr:ff:ff:ff:ff:ff [MaWFnrmed Packet]

50 0015 STTaffaffoft:
6 0.014944 00:15:f2: dc 96 a4 ff: ff Ff ff fF FF FiC [Malformed Packet]
7 0.018146 00 15 f2 dc 96 a4 ff: ff ff ff ff: FF FiC [Malformed Packet]

H MDS HeaderEUnknuin(DJfUnknuwn(O)J“
[Malformed Packet: fPC]

A 3-6 PC2 itER il %

(4) Be s K&,

Al & FO/1 % 1 GEHE PC1 S 1) XF 7 3% Hz SOk A7 XU 2 1 . PR i H: v 100 3] 0 4%
L E (pps) ,

Switch# configure
Switch (confiqg) # interface fastEthernet 0/1

Switch (config-if)# stormrcontrol broadcast pps 100

bR A S R (N B R 100 44l SC
Switch (config-if)#end
Switch#
(5) 5kt .

H T FO/1 BCE 1% # 41e SCHY 0 . PCL &2 38 BT # e SCHEEA FO/1 3 1Y
BEBR A AT R LY R R 100 A4 SCnT LAl i

£ PC2 EH3RAIHSC, vl UL B PC2 #4 SCHY 3 R b B FF 100 4~z 3¢, o & 3-7
s,

(@ Ethereal: Capture Interfaces

LNHRET

—

B 3-7 PRHIWEE PC2 Wi Scih i F

e B2 o



[(FEFm]

3.

1

AR R R 32 ) a7 ) )RR

S BE Ja B AR 8 ] Y o 11 P e VR o B O i 0T BE 2 S EC B Y BE A Y e 2=

[(ZXEE]

Switch# show running-config

Building configuration...

Current configuration : 1278 bytes

vlian 1

vlian 10

|

|

!

interface FastEthernet 0/1
switchport access vlan 10
stormrcontrol broadcast pps 100

!

interface FastEthernet 0/2

switchport access vlan 10

!

interface FastEthernet 0/3

!

interface FastEthernet 0/4

!

interface FastEthernet 0/5

!

interface FastEthernet 0/6

!

interface FastEthernet 0/7

!

interface FastEthernet 0/8

!

interface FastEthernet 0/9

!

interface FastEthernet 0/10

!

interface FastEthernet 0/11

I

interface FastEthernet 0/12
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el

% 3% Ames

interface FastEthernet 0/13

!

interface FastEthernet 0/14

!

interface FastEthernet 0/15

!

interface FastEthernet 0/16

!

interface FastEthernet 0/17

!

interface FastEthernet 0/18

!

interface FastEthernet 0/19

!

interface FastEthernet 0/20

!

interface FastEthernet 0/21

!

interface FastEthernet 0/22

!

interface FastEthernet 0/23

!

interface FastEthernet 0/24

!

interface GigabitEthernet 0/25
!

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
!

interface GigabitEthernet 0/28
|

I

|

I

line con 0

line vty 0 4

login

|

|

end



3.2 4# A BPDU Guard 325 STP % A%

30 fEH BPDU Guard 25 STP Z£& 4

EETERTY
ffi FH BPDU Guard #2& 5 STP % 4%,

[=532 HrY)

fE HA #ALEY BPDU Guard FefhE R R 30 #e M 4 iy fae k5 L etk

[ =#ix]

e AR b By 0 2545 HR D 2 B, e alr N 295 v ) S BRI A R 2 B AR RO DR IR EOR B AR
1T H. A2 R A WS, 5 B — Bt ] N A2 B bIL TGS e A P B R AR B PR 1 M S5k
AE » I HaE WM 25 i F B ANFE e o Zead oA, A B DR A S 28 P AL HORE S B AILIR AR T
Wi 255 v, o A SRR BRI WS 3 R S5 A AN ERE

[&E k75 #7)

X1 STP ki, 20 B30 5o 2 (CBUE B BY A2 AL A B M 2% )5 . 2= 1& p STP
O AT A A R 25 A TS S R L (d H AC R ML Y BPDU Guard F55 1 o] LB 1E ¥ F 432
e BPDU, Bjj 1k M 28 $rFh ekt 22

EEELEDNY
Bl 3-8 S A A b #Y Jey B 26 LRI 25 F P b o W 2B B A H LAY BPDU Guard $4%: .
By 1k ¥ H 220 BPDU , By 1k 9 28 40 Fh g 22, S Al o 2 4,

[256i% %)
AL 3 A,

[ & %05 ]

o CHHLE: R

o THPLEARE.

« STP = H,

A A PG — P R P, B A R
1 B 25 W 28 TU A B B R Sk BN R M 4% — 2 R Bk H iy, 3-8 BLEZZHAL BPDU Guard
] B JEL 5 i B 1 5 03 DI R XRAMSES

He A P 1 (Spanning-Tree Protocol, STP) fx #] &2
i 22 E 805 % & A 8] (Digital Equipment Corp, DEC) FF & B, &S H F TR IT% 4
(Institute of Electrical and Electronics Engineers. IEEE) #F 1718 2, S £ & 1 FH B BY
IEEE 802. 1d #r#fE. STP WM i) =L IIRESL 2 N 1 A e th T & 1 o 2 B 7 26 1Y 36 B
] 74 ,

STP P Y 3= 2 B AE 52 4 W 26 v 77 78 48 00 85 BE A, H o v 35 B B U070, 0 2R 32 6%
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% 3% AmRAas

B PR AR T g W IR L & FHEE B A S 8T . TEEE 802, 1d A= B A pp a3 A ) 31 k) 2 F A7
TEIREE I, B shly T30 BEBE o . 24 AC R AL IR A7 75 25 55 5 B I, 3SR LAY A2 lihs Bk H 3 ah
T 5B WY — SHE e, 1RE HL At B P AR PH 28 451 ORF X SU % BR A T AR BG . 4 Ak fe S B )
il (NF A R PR BORE B 30 5 & FH 8 B4 8 E8E R TAE AW Z AR N T

RZHGE , B AR A K B 2E A 2 I ER B BY , 0 2R ) 2%t B8 (R — AR 2 KA
SHBAE ., F2&,.STP hhillh e X 7 A2 #HL(Root Bridge) (# ¥ T (Root Port) (8%
it [ (Designated Port) fll %42 7F 5 (Path Cost) S5 H#E &, H R BLTE T8 #9185 — &L B A
(1) 7 1235 3 PH ZE T AR 0 3 [] I S0 R4 i 45 Oy M B A2 e 4k . STP W S0 A< o 0 A2 A1) H
B e v B9 A2 B 5325, ) I 4% 1 400 L2 ) AN el A T A o BB D B A B L B 2E R e AR
Bl F1 52 B0 38 [, 2 Bl — 0~ A RO o LA A oA 30 B iy 2 ) ™ L Je 2R

IEEE 802. 1d PpSGE i £ A2 # L Faz F7 — B & AR M 300k il 70 v o 1 1 BHL 28R
A7 S M g h TR AYLEE N A — S8 mE AR A 102X 8 RS I R R, TEEE
802. 1d PSR 25 HB 113 ) I 285 1Y) di D0 B2 ek R A T PH ZE AR 257 19 g 1 88 4T JF . AT
fify 4% I 285 3% 2 F5 E 1T &

* PortFast J&H,

f£—1J5 H STP w28, Fr 3 28 bl o H 7R I3 3 Z 5 - AR RF 28 T BHLZE RS LA S o
W A2z 2] X PR RS . IERBC & A um O i A S i @ 1R RS o P 28R 5 &b T35
FARZS W e 1 I 3k MR A2 AL d e i A2 T L A T B ZE R 28 B9 i WA R 45
i U ST e a5 W 271 IS L e T Al o O ale /[ R IS5 B NPTl AP 15 3 NS
(blocking) , W K4 (listening) |, 27 2] KA (learning) ¥ & R A (forwarding) 28 1R &
(disable) ,

N AT forwarding PR . port A fE&KEH P &R . WHR 4 port — IR 2T A
pc.— H pc # F .22 blocking—>listening—>learing—>forwarding . £ >R 2 B A8 46 2
28 i — B a] X AR B AL AT 3 AN PrBcif (E] L BOA RO BC B 2 50 B eh . XA M PC 2 B
2 s BIRE A& X P 203 - W 255 50 B Ry i [a] (H AN 2R & | PortFast, Jf 5 A 7 22 55 177 1X
50T,

* H PortFast A] DL iFiX 26 yg 1 95 44 Listening 1 Learning R 25 B9 B 8] . 57 B F A
Forwarding "R, W & F B M2, PortFast U ikdm 0 MK AT BB E N T, 5%
i A Forwarding PR, Mim D ARz 47 STP Wi, Fir DL a0 52 4G 0] 31 36 8%, 3 14758
Forwarding JRZ&4E B Blocking #R & . PortFast ¢ # v 8B {7 22 ALk o o1 Wy L 27 2R &
mit A STP ¥ &2 RE .

MM ERE D E B e O E R AT R AR . S EE & IR IR GE I A
Ja it AN S S RES 5 R SR GE I A 5 UG I v E IR B FE R SR ZER TS, S — N AC
AL 4K 5w A H PortFast J& » 3w F 57 B fE ARG AR 25 {H 22 e HILAS 0 2] &% 5, v 1 80
AR R REGHRBE R B 29)

a0 S v A I 2 — S ERER [l )5S H 1 PortFast THRE. Btk APHZERES ., HEW
7 ZFEE P PortFast {H 75 ¥ H 9] 45 16 A9 I A AR 280, 0 2R s 11 Hy 285 A i DR S 30 sk
AR ZEARES B 5 X7 2 0] 3 5 R3S AR E &3 IR Wiy, PortFast HEEHAERE A
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3.2 4# 8 BPDU Guard #£ & STP % 4%

JZ AR R A e WL A o 1 2 82 HOST 9 A REAZ ] PortFast, {15 2 A8 He HL 1 5k — &
ASFE A - A D] 25 3 B 1Y) B0 B

Fe & ik OB )3 Ham % Spanning-tree PortFast,

e BPDU Guard J&. 3,

Ml STP Hhae s H AN T i D B2 5 STP. KX Mk BPDU, &2l 2
6] f&18 12 BPDU @ iy A% 3£ 5k R X 7 & A8 Bl ik 258 PC., 34 BPDU Guard JF 5 )5 »
EERFMNT . — 4 FB O RS EE{ BPDU, J3 H BPDU Guard 35 M 3 fiE =2 .
XA F B4 BPDU L 5L Fi% A Error-Disabled AR7Z .

Kk PC FE M A BAHLER A 245 STP, A LA AR £tk BPDU, 43X 4> 1A A [ 3R
WA IBAE & H 28 BPDU FEJEME L B RIF 5. 820 A © B ], X 4> 1 s
BPDU Guard ¥t &= #2521 A Error-Disabled MRZ . X um H LA Y T#CH 1T, A
o AT AR B R V) W 1 R R PR T RS 4%

Z AL BPDU Guard $¢ERT L4 s )a BT DLEF 8 0 )5 H PR O i A A T .
ME B H PortFast S8y 0 4k 3 BPDU )5 .BPDU Guard %51 % & ] (Error-Disable) 1%
vig 1. ¥ F Ak F Error-Disable qRZS B} . 06251 F 3h 74 G {8 o 11 1] 5258 IE RS

ROOT Guard ZMRFART, — AL R Z B O JE M 2K E R — > W 2% /) AR
TR . AR RS SEBHAE. E£IF)1 7 PortFast f# 0 F X JF )5 BPDU
Guard, FF R R W R X -8 D3] 1T BPDU 4z 3¢, 5L 2% 82 1 B {i Error-Disable HYIR
. IR EA NS BPDU it U4 —VIIER . 7 Al A8 1 OGP LS GE & Bl I 2% 19 34
B, FECEAZHAHL BPDU Guard W R s .

Switch (config) # spanning tree portfast bpduguard default

| —¥£J3 H T PortFast 541 [ I 55 B BPDU Guard
Switch (config-if) # spanning tree bpduguard enable

| —#E A3 H portFast $#44 1% & F J3 Al BPDU Guard

[0 /FIE]

BPDU Guard(BPDU Bjj /) /& STP #)— g s HL il . 2 — L2l . S8l
¥ 1 J5 K 17 BPDU Guard J&5, 3w R 2 5203 a9 BPDU 4 3C, i HBC ¥ 7 BPDU
Guard 3% H Y] BPDU 4t )5, 4 H 248 4 Error-Disabled JRZ A HEE 661 25 B 7Y 7™
AT H ISR T A i I 4% Y 2 4 M AR GE

[SE30 5 R])
(1) BEE Trunk ¥5 1,
SW1 Y5 SW2 2 [a] 8 i 0 2545 B A % DU AL 0 v .

SW1# configure

SW1 (config) # interface fastEthernet 0/23
SW1 (config-if)# switchport mode trunk
SW1 (configif)#exit

SW1 (config) # interface fastEthernet 0/24
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% 3% ARAEs

SW1 (config-if) # switchport mode trunk
SW1 (config-if) # end
SW1#

SWZ2# configure

SW2 (config) # interface fastEthernet 0/23
SW2 (config-if) # switchport mode trunk
SW2 (config-if) #exit

SW2 (config) # interface fastEthernet 0/24
SW2 (config-if) # switchport mode trunk
SW2 (config-if) # end

SW2#

(2) )3 A A i .

SW1# configure

SW1 (config) # spanning tree mode rstp
SW1 (confiqg) # spanning tree

SW1 (config) #

SW2# configure

SW2 (confiqg) # spanning tree mode rstp
SW2 (config) # spanning tree

SW2 (confiqg) #

(3) 56 uk 3t
AL e A g R L T SW2 B E /G MAC #ihk . Frl SW2 g st B AR F .

SW1# show spanning-tree
StpVersion : RSTP
SyssStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f882.fdal
Priority: 32768
TimeSinceTopologyChange : Od:2h:37/m:57s
TopologyChanges : 10



3.2 4#H BPDU Guard 3£ 5 STP % A%

DesignatedRoot : 8000.00d0.£821.a542
RootCost : 200000
RootPort : 23

SWZ2# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f821.a542
Priority: 32768
TimeSinceTopologyChange : 0Od:Z2h:38m:28s
TopologyChanges : 14
DesignatedRoot : 8000.00d0.£821.a542
RootCost : 0

RootPort : 0

(4) Fit & SW3,
B SW3 L E N EAE/NEENT ., LIt SW3 A %A W g i, 3t 8 H
RSTP.

SW3# configure

SW3 (config) # spanning tree priority 4096

SW3 (confiqg) # spanning tree mode rstp

SW3 (config) # spanning tree

SW3 (confiqg) #

(5) K SW3 A SW2 1§ FO/1 i 7,

AR R TN,

SW2# Dec 3 23:09:37 SW2 % 7:% LINK CHANGED: Interface FastEthernet 0/1, changed state to up
Dec 3 23:09:37 SW2 % 7:% LINE PROTOCOL CHANGE: Interface FastEthernet 0/1, changed state to
UP

Dec 3 23:09:40 SW2 % 7:2007-12-3 23:09:40 topochange:topology 1s changed
Dec 3 23:09:41 SW2 % 7:2007-12-3 23:09:41 topochange:topology 1s changed

A LR A2 45 R AT LU B SW3 R BT AR BF
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el

% 3% Amies

SW2# show spanning-tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f£821.a542
Priority: 32768
TimeSinceTopologyChange : Od:0h:0m:36s
TopologyChanges : 16
DesignatedRoot : 1000.00d0.£834.6af0
RootCost : 200000

RootPort : 1

SW1# show spanning-tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f882.fdal
Priority: 32768
TimeSinceTopologyChange : Od:0h:1m:22s
TopologyChanges : 12
DesignatedRoot : 1000.00d0.£834.6af0
RootCost : 400000

RootPort : 23



SW3# show spanning-tree
StpVersion : RSTP
sysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f834.6af0
Priority: 4096
TimeSinceTopologyChange : 0d:0h:1m:56s
TopologyChanges : 6
DesignatedRoot : 1000.00d0.f834.6afl
RootCost : 0

RootPort : 0

3.2

1# B BPDU Guard 3£ & STP % 4%

BT LL EIE A LA H . SW3 BT A L i STP &3 ifrite .,
(6) % SW3 M SW2 1 FO/1 3% 01 FF A8 28 4% &2 DL AT B4R b .

(7) B.E BPDU Guard.

Ja B SW2 19 F0o/1 %% T BPDU Guard $#fE .

SW2# configure
SW2 (config) # interface fastEthernet 0/1

SWZ2 (config-if) # spanning tree bpduguard enable

SW2 (config-if) # end
SW2#

£ BPDU Guard RZ.

SW2# show spanning-tree interface fastEthernet 0/1

PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : enable
PortBPDUFilter : disable
PortState : discarding
PortPriority : 128
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PortDesignatedRoot : 8000.00d0.£821.a542
PortDesignatedCost : 0
PortDesignatedBridge :8000.00d0.£821.a542
PortDesignatedPort : 8001
PortForwardTransitions : 3
PortAdminPathCost : 200000
PortOperPathCost : 200000

PortRole : disableport

(8) ¥ SW3 HIKEEA SW2 19 FO/1 35,
SW2 #78 F0o/1 % 12 & down,

Dec 3 23:25:26 SW2 % 7:% LINK CHANGED: Interface FastEthernet 0/1, changed state to up
Dec 3 23:25:26 SW2 $ 7:% LINE PROTOCOL CHANGE: Interface FastEthernet 0/1, changed state to
UP

Dec 3 23:25:29 SW2 % 7:% LINK CHANGED: Interface FastEthernet 0/1, changed state to down
Dec 3 23:25:29 SW2 $ 7:% LINE PROTOCOL CHANGE: Interface FastEthernet 0/1, changed state to
down

BH FO/1 ¥ A BRI A

SW2# show spanning-tree interface £0/1

PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : enable

PortBPDUFilter : disable

PortState : discarding

PortPriority : 128

PortDesignatedRoot : 8000.00d0.£821.a542
PortDesignatedCost : 0
PortDesignatedBridge :8000.00d0.£821.a542
PortDesignatedPort : 8001
PortForwardTransitions : 3
PortAdminPathCost : 200000
PortOperPathCost : 200000

PortRole : disableport

A SW2 5 SWI1 g9 4 sl R 25 . SW2 588 MR #F .

SW2# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED

MaxAge : 20
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HelloTime : 2

ForwardDelay : 15

BridgeMaxAge : 20

BridgeHelloTime : 2
BridgeForwardDelay : 15

MaxHops: 20

TxHoldCount : 3

PathCostMethod : Long

BPDUGuard : Disabled

BPDUFilter : Disabled

BridgeAddr : 00d0.f£821.a542
Priority: 32768
TimeSinceTopologyChange : 0d:0h:20m:26s
TopologyChanges : 16

DesignatedRoot : 8000.00d0.£821.a542
RootCost : 0

RootPort : 0

SW1# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f882.fdal
Priority: 32768
TimeSinceTopologyChange : 0d:0h:20m:56s
TopologyChanges : 12
DesignatedRoot : 8000.00d0.£821.a542
RootCost : 200000

RootPort : 23

WL EW T DA H T SW2 /89 Fo/1 s T ECE | BPDU Guard, 2§ SW3 A
2 Fo/1 s A W3 T BPDU #Hz ¢ .BPDU Guard i FO/1 ¥ 1 7% & Disable k2. 37 H
FHZE | BPDU g 3C . {45 J5 /0 28 $h 1% A 52 B 52 W),
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[(FE5EIn)
Mug H i3 A Error-Disabled MK & J5, v DR 88 XA, £ FH A # 3C, 7 E 8 H
errdisable recovery g2 F 1. )3 H¥w 1 , 5 {# H errdisable recovery interval time fif 2 1% &

A B ] B ke Bs Ja] 8] B ek S o R H s ek s .
CEA N

SW1# show running config

Building configuration...
Current configuration : 1213 bytes

hostname SW1

spanning tree

spanning tree mode rstp
interface FastEthernet 0/1
!

interface FastEthernet 0/2
!

interface FastEthernet 0/3
!

interface FastEthernet 0/4
!

interface FastEthernet 0/5
!

interface FastEthernet 0/6
!

interface FastEthernet 0/7
!

interface FastEthernet 0/8
!

interface FastEthernet 0/9
!

interface FastEthernet 0/10
!

interface FastEthernet 0/11
|

interface FastEthernet 0/12
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interface FastEthernet 0/13

|
interface FastEthernet 0/14
!
interface FastEthernet 0/15
!
interface FastEthernet 0/16
!
interface FastEthernet 0/17
!
interface FastEthernet 0/18
!
interface FastEthernet 0/19
!
interface FastEthernet 0/20
!
interface FastEthernet 0/21
!
interface FastEthernet 0/22
!
interface FastEthernet 0/23

switchport mode trunk

|
interface FastEthernet 0/24

switchport mode trunk

|

interface GigabitEthernet 0/25
!

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
!

interface GigabitEthernet 0/28
|

!

line con 0

line vty 0 4

login

End
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SW2# show running config

Building configuration...

Current configuration :

hostname SW2

spanning tree

spanning tree mode rstp

1246 bytes

interface FastEthernet 0/1

spanning tree bpduguard enable

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

0/2

0/3

0/4

0/5

0/6

0/7

0/8

0/9

0/10

0/11

0/12

0/13

0/14

0/15



interface

interface

interface

interface

interface

interface

interface

interface

FastEthernet 0/16

FastEthernet 0/17

FastEthernet 0/18

FastEthernet 0/19

FastEthernet 0/20

FastEthernet 0/21

FastEthernet 0/22

FastEthernet 0/23

switchport mode trunk

interface

FastEthernet 0/24

switchport mode trunk

interface GigabitEthernet 0/25

interface GigabitEthernet 0/26

interface GigabitEthernet 0/27

interface GigabitEthernet 0/28

|
|
!
line con 0
line vty 0

login

End

4

SW3# show running-config

Building configuration...

3.2

1# B BPDU Guard 3£ & STP

17
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Current configuration : 1208 bytes

hostname SW3

spanning tree

spanning tree mode rstp
spanning-tree mst 0 priority 4096
interface FastEthernet 0/1
!

interface FastEthernet 0/2
!

interface FastEthernet 0/3
!

interface FastEthernet 0/4
!

interface FastEthernet 0/5
!

interface FastEthernet 0/6
!

interface FastEthernet 0/7
!

interface FastEthernet 0/8
!

interface FastEthernet 0/9
!

interface FastEthernet 0/10
!

interface FastEthernet 0/11
!

interface FastEthernet 0/12
!

interface FastEthernet 0/13
!

interface FastEthernet 0/14
!

interface FastEthernet 0/15
|

interface FastEthernet 0/16
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interface FastEthernet 0/17

!

interface FastEthernet 0/18

!

interface FastEthernet 0/19

!

interface FastEthernet 0/20

!

interface FastEthernet 0/21

!

interface FastEthernet 0/22

!

interface FastEthernet 0/23

!

interface FastEthernet 0/24

!

interface GigabitEthernet 0/25
!

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
!

interface GigabitEthernet 0/28
|

I

!

line con 0

line vty 0 4

login

end

3.3 {EF BPDU Filter 12/ STP £ &

ETEE |
{di i BPDU Filter $27% STP %44,

[£53 H/)

{d FHAC B ALHY BPDU i 28 i P 1 50 52 5 ) 2465 19 B8 7 4 5 54

[E=#it]

EHETEOT Al 2 B A Jg 42 0 & 5 BPDU ¢ 3C, DA A7 A2 AR 7Y 326 2
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SHIh ey, (HE R A LA 3 0 3 4 ) O Zeum i &, T PCLFT ERHILEE , 1 X LE
W& LmMZYS STP T8, Fr e BPDU 4z 3C.

[E k7]
A LU B ok & BPDU Filter THREEZE | BPDU i S st O B B = UB IE TGS 5
STP 5 /)% &3 £ 43/ BPDU Hz 3¢,

(X8R FH]
[l 3-9 S i oMl 1 Joy 4 1) 20 R Kol 25 g i 4b . T 2GRS HLEY BPDU Filter 4%
£5 1k BPDU 2 SCM i 1 5236 1 2% L LB I B2 5 STP SW1
TR MR 2 R0 BPDU 30, S84l % 4>

[SL081% %)
AL 3 5:PC1 A,

[F1 & &5]

o HALEE KFIE,

o TRPLIEATE .

« STP 73, [ 3-9 L2l BPDU Filter

e PortFast JfLH, R 1 S BRI 4% 2 4

« BPDU Filter J51 3,

A AL Z 18] 728 3 BPDU £ 59 4% 38 5k 5 01 X J7 72 A8 e tlad 723538 PC /Y . 28 e ¥
1 BPDU @ #N IR 1. WRFEZL B O .5 H PortFast Rt 5 A S 78 1%
&N BPDU [ B. BMIAZE D EEZN R E A ZZHIL, mE s RER HZEMN
Blocking Z% A Fowording.

R4 ECE T BPDU Filter i 38 Th &8 , (H KA v 0 210 ) 4E 2] BPDU , I 24 22 e #1L
Rtz OB g mlE % STP #:4F, sl 2 B ¥ 25 H PortFast #1 BPDU i JE%7 1. G0 RAE
0O FHBECE - BPDU it IE DI RE A S 8 WL A & X AR T B9 BPDU. I HoRf S B2k
F i Ir i BPDU # % 5.

JFJ5 BPDU Filter B9+ O A BRI & BPDU 4z 3C, 5 ZEAE £ DAL =0T e &

spanning tree bpdufilter enable

[SLIgRIE]
BPDU Filter B2 1F BPDU iz 3K M O &KX 2=, LIPi 1k B4 & 5 STP 8 /)%
IR £ 41 BPDU 42 .

[ 5 %]
(1) Bt Trunk ¥,
SW1 5 SW2 2 [a] 38 i< P9 &5 B AH % DL o4 1

SW1# configure
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SW1 (config) # interface fastEthernet 0/23
SW1 (config-if) # switchport mode trunk
SW1 (config-if) #exit

SW1 (config) # interface fastEthernet 0/24
SW1 (config-if) # switchport mode trunk
SW1 (config-if) # end

SW1#

SW2# configure

SW2 (config) # interface fastEthernet 0/23
SW2 (config-if)# switchport mode trunk
SW2 (config-if) #exit

SW2 (config) # interface fastEthernet 0/24
SW2 (config-if) # switchport mode trunk
SW2 (config-if) # end

SW2#

(2) Ja FHA R PR .

SW1# configure

SW1 (config) # spanning tree mode rstp
SW1 (confiqg) # spanning tree

SW1 (confiqg) #

SW2# configure

SW2 (confiqg) # spanning tree mode rstp
SW2 (config) # spanning tree

SW2 (confiqg) #

(3) B,
ELE R EREGE R T SW2 BHf H/h) MAC #hk . Bl SW2 #3% R A7 .

SW1# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2
ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20
TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
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BridgeAddr : 00d0.£882.f4dal

Priority: 32768
TimeSinceTopologyChange : Od:2Zh:37/m:57s
TopologyChanges : 10

DesignatedRoot : 8000.00d0.£821.a542
RootCost : 200000

RootPort : 23

SW2# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.£821.a542
Priority: 32768
TimeSinceTopologyChange : Od:2h:38m:28s
TopologyChanges : 14
DesignatedRoot : 8000.00d0.£821.a542
RootCost : 0

RootPort : 0

(4) Bit'® SW3,
¥ SW3 Bl & B A E/NEE G S g, LAT (8 SW3 B S8 5l b J iR 85, 37 8 H
RSTP,

SW3# configure
config) # spanning tree priority 4096

SW3 (
SW3 (config) # spanning tree mode rstp
SW3 (config) # spanning tree

SW3 (

confiqg) #

(5) ¥ SW3 A SW2 i Fo/1 3w H
WAL R RN,

SW2# Dec 3 23:09:37 SW2 % 7:% LINK CHANGED: Interface FastEthernet 0/1, changed state to up
Dec 3 23:09:37 SW2 % 7:% LINE PROTOCOL CHANGE: Interface FastEthernet 0/1, changed state to
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UP
Dec 3 23:09:40 SW2 % 7:2007-12-3 23:09:40 topochange:topology 1s changed
Dec 3 23:09:41 SW2 % 7:2007-12-3 23:09:41 topochange:topology 1s changed

A A O By S 45 2R, AT LU B SW3 R B FUARBF .

SW2# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d40.f821.a542
Priority: 32768
TimeSinceTopologyChange : 0Od:0h:0m:36s
TopologyChanges : 16
DesignatedRoot : 1000.00d0.£834.6af0
RootCost : 200000

RootPort : 1

SW1# show spanning-tree
StpVersion : RSTP
SyssStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f882.fdal
Priority: 32768
TimeSinceTopologyChange : Od:0h:1m:22s
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TopologyChanges : 12

DesignatedRoot : 1000.00d0.£834.6af0
RootCost : 400000

RootPort : 23

SW3# show spanning tree
StpVersion : RSTP
SyssStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f834.6af0
Priority: 4096
TimeSinceTopologyChange : Od:0h:1m:56s
TopologyChanges : ©
DesignatedRoot : 1000.00d0.f834.6afl
RootCost : 0

RootPort : 0

L L B e DR L SW3 BT L& B STP E it rit5a .
(6) FF SW3 M SW2 i FO/1 ¥ F B I, 58 B 289K 52 LA Y # b,

(7) E'® BPDU Filter.

A H SW2 i) Fo/1 % 0 ) BPDU Filter £ .

SW2# configure

SW2 (config) # interface fastEthernet 0/1

SWZ (config-if) # spanning tree bpdufilter enable
SW2 (config-if) # end

SW2#

2 F BPDU Filter R3S,

SW24# show spanning-tree interface fastEthernet 0/1

PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminLinkType : auto



PortOperLinkType : polnt-to-point
PortBPDUGuard : disable

PortBPDUFilter : enable

PortState : discarding

PortPriority : 128

PortDesignatedRoot : 8000.00d0.£821.a542
PortDesignatedCost : 0
PortDesignatedBridge :8000.00d0.£821.a542
PortDesignatedPort : 8001
PortForwardTransitions : 3
PortAdminPathCost : 200000
PortOperPathCost : 200000

PortRole : disableport

(8) % SW3 HIEEA SW2 19 FO/1 ¥ 1.

& B BPDU Filter 4% & STP % 4%

HH SW2 5 SWI1 g9 4 sl R 2, SW2 558 MR #F .

SW2# show spanning tree
StpVersion : RSTP
SyssStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2

ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 20

TxHoldCount : 3
PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
BridgeAddr : 00d0.f£821.a542
Priority: 32768
TimeSinceTopologyChange : 0d:0h:20m:26s
TopologyChanges : 16
DesignatedRoot : 8000.00d0.£821.a542
RootCost : 0

RootPort : 0

SW1# show spanning tree
StpVersion : RSTP
SysStpStatus @ ENABLED
MaxAge : 20

HelloTime : 2
ForwardDelay : 15
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BridgeMaxAge : 20

BridgeHelloTime : 2
BridgeForwardDelay : 15

MaxHops: 20

TxHoldCount : 3

PathCostMethod : Long

BPDUGuard : Disabled

BPDUFilter : Disabled

BridgeAddr : 00d0.f882.f4dal
Priority: 32768
TimeSinceTopologyChange : 0Od:0h:20m:56s
TopologyChanges : 12

DesignatedRoot : 8000.00d0.£821.a542
RootCost : 200000

RootPort : 23

i PL E AT DA . SW2 1 FO/1 4w M ECE T BPDU Filter, 2§ SW3 2 A
F) Fo/1 M5 ,4% % T BPDU 4 3. BPDU Filter % T Wk 3] i BPDU 2 3¢ . {# 15 5 M
RN A2 B 5,

(9) B4F BPDU Filter.

T B M b 5 e BPDU Filter DhRE . 9K — 5 PC A 2| SW1 1y FO/1 % 1, 38 i
fE PC Eddi R4 SC. AT LAFE R SW1 IEZE M FO/1 %% BPDU #e 3¢, Wi 3-10 i .

Mo. - Time Source Deskination Protocaol | Info

2 1.999081 00:d0:T8:82:14:
3 3.99996. 00:d0:f8:82:T4:
4 5.999946 00:d0:T8:82:T4:
3 7.999925 00:d0:f8:82:T4:

6 9.999907 00:d0o:f8:82:F4:

01:80:c2:00:00:00 STP RST. ROOT
01:80:c2:00:00:00 STP RST. ROOT

1C2:00:00: . RoOOT
01:80:c2:00:00:00 STP RST. ROOL
01:80:c2:00:00:00 STP RST. ROOT

RRRRRME
>
@ o o
(=] ..
i
P
(=]
L]
=]
]
]
=]
LA
pult
™
e
E]]
_|

© Frame 1 (60 bytes on wire, 60 bytes captured)

H IEEE 802.3 Ethernet

@ Logical-Link Control

= spanning Tree Protocol
protocol Identifier: Spanning Tree Protocol (Ox0000)
Protocol version Identifier: Rapid Spanning Tree (2)
BPDU Type: Rapid/Multiple sSpanning Tree (0x02)

M BPDU flags: Ox7c¢ (Agreement, Forwarding, Learning, Port rRole: Designated)

Root Identifier: 32768 / 00:d0:f8:21:a5:42
Root Path Cost: 200000
Bridge Identifier: 32768 / 00:d0:f8:82:f4:al
port identifier: 0x8001
Message Age: 1
Max age: 20
Hello Time: 2
Forward Delay: 15
version 1 Length: ©

El 3-10 i3k BPDU 3

(10) Bd & BPDU Filter,

SW1# configure
SW1 (confiqg) # interface fastEthernet 0/1

SW1 (config-if) # spanning tree portfast

SW1 (config-if) # spanning tree bpdufilter enable
SW1 (config-if) # end
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SWL#

(11) 55 uEm it
£ PC1 ¥ o3k 3 BPDU 4l XC.

[(ZXEE]

SW1# show running-config

Building configuration...
Current configuration : 1272 bytes

hostname SWl

spanning tree

spanning tree mode rstp

interface FastEthernet 0/1
spanning tree bpdufilter enable
spanning tree portfast

!

interface FastEthernet 0/2

!

interface FastEthernet 0/3

!

interface FastEthernet 0/4

!

interface FastEthernet 0/5

!

interface FastEthernet 0/6

!

interface FastEthernet 0/7

!

interface FastEthernet 0/8

!

interface FastEthernet 0/9

|

interface FastEthernet 0/10
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interface FastEthernet 0/11

|
interface FastEthernet 0/12
!
interface FastEthernet 0/13
!
interface FastEthernet 0/14
!
interface FastEthernet 0/15
!
interface FastEthernet 0/16
!
interface FastEthernet 0/17
!
interface FastEthernet 0/18
!
interface FastEthernet 0/19
!
interface FastEthernet 0/20
!
interface FastEthernet 0/21
!
interface FastEthernet 0/22
!
interface FastEthernet 0/23

switchport mode trunk

|
interface FastEthernet 0/24

switchport mode trunk

|

interface GigabitEthernet 0/25
!

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
!

interface GigabitEthernet 0/28
|
|
|
|

line con 0
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linevty 0 4

login

End

SW2# show running config

Building configuration...
Current configuration : 1247 bytes

hostname SW2

!

spanning tree

spanning tree mode rstp
interface FastEthernet 0/1

spanning-tree bpdufilter enable

!

interface FastEthernet 0/2
!

interface FastEthernet 0/3
!

interface FastEthernet 0/4
!

interface FastEthernet 0/5
!

interface FastEthernet 0/6
!

interface FastEthernet 0/7
!

interface FastEthernet 0/8
!

interface FastEthernet 0/9
|

interface FastEthernet 0/10
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|
interface
!
interface
|
interface
|
interface
!
interface
|
interface
|
interface
!
interface
|
interface
|
interface
|
interface
|

interface

% 3% Amese

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

0/11

0/12

0/13

0/14

0/15

0/16

0/17

0/18

0/19

0/20

0/21

0/22

interface FastEthernet 0/23

switchport mode trunk

interface FastEthernet 0/24

switchport mode trunk

interface GigabitEthernet 0/25

interface GigabitEthernet 0/26

interface GigabitEthernet 0/27

interface GigabitEthernet 0/28

line con 0



linevty 0 4
login
|

End

SW3# show runningconfig

Building configuration...
Current configuration : 1208 bytes

hostname SW3

|

spanning tree

spanning tree mode rstp
spanning-tree mst 0 priority 4096
interface FastEthernet 0/1
!

interface FastEthernet 0/2
!

interface FastEthernet 0/3
!

interface FastEthernet 0/4
!

interface FastEthernet 0/5
!

interface FastEthernet 0/6
!

interface FastEthernet 0/7
!

interface FastEthernet 0/8
!

interface FastEthernet 0/9

interface FastEthernet 0/10

& B BPDU Filter 4% & STP & 4%
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interface
|
interface
|
interface
I
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
I
interface
|

interface

interface GigabitEthernet 0/25

interface GigabitEthernet 0/26

interface GigabitEthernet 0/27

interface GigabitEthernet 0/28

|
|
|
|
|
line con 0

line vty 0

R & A

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

4

0/11

0/12

0/13

0/14

0/15

0/16

0/17

0/18

0/19

0/20

0/21

0/22

0/23

0/24



login

End

s 3.3 f£ 8 BPDU Filter 42 3 STP & 4% mam
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3 1: . i s T fr ks S T
Ky 3%, ) a2 R 92 ¥R FAR

4 %
AN A

41 DHCP I 5 5 Bf 1]

[ 5056 22 7]
DHCP % 5 P51,

[ B /)

i HAC e tIL Ay DHCP W Wr I G 14 55 W 26 % 21 .

[E=#it]

FeARMb M 25T, O 1 s RS bk B 2 R TOECE TP M hbAy TAER A T
DHCP b P £& v ()1 & 7 BC TP bt . (B EH R A R 4% A i TR T E VN
W28 s IR, el i PR HEE 5, R LK P PC il DHCP 3878 1 55 ix 19 TP #ihk , ML BE
AL DL BT ) 25 v AT BB R B T DHCP Yo . A5 AFA A 281% T DHCP ik 55 4% (04 DHCP fik
% #%) . FEE P PC AREARBIEHI A 1P Huhik 15 B . B RE V5 [n] 9 28 ¥E 5 .

[k 7 #7)

Xf 1 W0 26 b B B AE 2 DHCP iRk 55 %5 09 1) 8 5 22 B 1k 58 & P i 4 B TP bk LY 7
VFE R DHCP IRE s 2 LIR &5 . 288 LA DHCP W Wy 485 M vT DA 2 X A~ 222K, BH 1k
AR 55 8% 0 & P o B TP ik .

CAEEEN

Bl 4-1 B s M2 Hdh o o2 Ak 2% i FH DHCP O 2% s g 0 B 1P stk R Fh 25
WE . TR EE T AR E DHCP 55 4 el 24 DHCP W et . X R VR & %
1) DHCP Ik 55 #im 82 £ iR 55 .

[Z3eiz&]
SIRZEHAL 1 B GOFF DHCP W07 ; 2388 bl 1 & (32 4F DHCP W) PC 3 &
(Mo 2 fifi %% DHCP IR%4%) .

[ & %17 ]

o THRMLFE KRR,

o ACHRHLIEAECE .

« DHCP W73,

DHCP(Dynamic Host Configuration Protocol. a1 & F= L AC & Wh 30 & — Fih 7E M 2% h



4.1 DHCP =& 5 B f#

VLANI00
10.1.1.0/24

‘ DHCP Server

101.1.1/24

1.1.1.1/24

DHCP Client Rogue DHCP Server

VLAN2
172.16.1.0/24

B 4-1 A Mg (i FH DHCP 8 M 4% 1% 25 40 B 1P Fh b 25+ &

WA gAE AR T A F T RS A ZE b ik /9 T.4E. DHCP 2£F Client/Server
BRH, R R P e AC TP kb ARt EHLAC B S 4.

DHCP Snooping 4% A& DHCP % 4= 4¢1E . i i # 57 M 4E 7 DHCP Snooping 4 i& %
o UEA T AE AR ) DHCP {7 B, X 267 B 218 2k A A5 £ X 819 DHCP {5 & . DHCP
Snooping 4 € T4 & A EAF XA H P MAC #ihlk 1P sk F R B F VLAN-ID 40
FEE . Y3 LIT S T DHCP Snooping J& » &% DHCP $g 3CH#E 17 fui Wy . I 7] L £
#| 1) DHCP Request 3 DHCP Ack 4z 3Crh 2 BUFiE 5% 1P #ihk#1 MAC #bk{F 2 . 75k,
DHCP Snooping FLVFRF SV 3 b 1 B 85 4 5 B 8 F AR 0. (5 4E % 1 A LLIE
B WO 2 DHCP Offer 412 3C, i AMFAE 5 B 28 B0 2 89 DHCP Offer 4% 3C % 5.
XFEAT L SE i 32 e ML X i H DHCP Server BY B #ic/E H , 8 £ & 7 o & 2% 1) DHCP
Server 2k 4 1P Hbhk .

DHCP Snooping 1 5= ZEAE FH it 72 B 4 4E 2 19 DHCP Server, i i fic '8 JE 15 41 35 1 2
L ANZES—5K DHCP Snooping Y 4) i€ % . X 5K & — 2 if DHCP ACK @ rh iy IP Al
MAC #hbAER R, — & LF THeE . XKk £ 2 5% DAI(dynamic arp inspect) #l 1P
Source Guard FZEAH ., X AR ZERLAY F2 A, 2 o X 9k FE ok F & 1P 53 MAC #iht 2 & &
W o R PR FH P 32 42 31 9 28 1)

HE2REREAE B E DHCP Snooping B4 N

IP DHCP Snooping
IP DHCP Snooping limit rate 10
! Mc B DHCP {3 I ¥% & o 3, Mok e 8 70 4 10 b R R %4 A G P, B OACAS FR
TP DHCP Snooping trust
! AC XA R AR AT A5 AT s Ha) DL OE B B2 I3 % & DHCP offer i 3, ANk IP
I MaC Ml ik i1 28 7€, BN R AR (R AT 3
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[0 RIE]

ZHALE DHCP W W PEnT DL i oo 38 W 2% b3 A9 28 DHCP(AE 209 WA Al & /)
BiEH) DHCP 4 SC 3498 M 45 42 44k, DHCP W W38 0] DL A& DHCP & P i & 2 1
DHCP iz 3y -5 4% . Bl 1 DHCP DoS H i .

[ 3R]

(D fd® DHCP R % %% .

WKW PCECE N DHCP IR 8%, —a HM e E RS . 5 — 6 HMB RS &
(Rogue DHCP Server) ., A LI H Windows Server Bt & DHCP R 5% &%, 5 HZ —F
DHCP R #88K. &3k DHCP R P AyRbaEH S 172, 16. 1. 0/24 .04 DHCP R 5% %%
Pkt 1.1.1.0/24.

(2) SW2 BARE (AR,

Switch# configure

Switch (config) # hostname SWZ2
confiqg) #vlan 2
configvlan)#exit

confiqg)# interface range fastEthernet 0/1-2

SW2 (
SW2 (
SW2 (
SW2 (config-if-range) # switchport access vlan 2
SW2 (config) # interface fastEthernet 0/24

SW2 (config-if) # switchport mode trunk

SW2 (config-if) # end

SW2#

(3) SWI1 AT E (D).

Switch# configure

Switch (config) # hostname SW1
config) # interface fastEthernet 0/24
configif) # switchport mode trunk
config-if)#exit
confiqg)#vlan 2
configvlan)#exit

confiqg) # interface vlan 2

config-if)#exit
confiqg)#vlan 100
configvlan)#exit

confiqg) # interface vlan 100
config-if)# ip address 10.1.1.2 255.255.255.0

SW1 (

SW1 (

SW1 (

SW1 (

SW1 (

SW1 (

SW1 (config-if)# ip address 172.16.1.1 255.255.255.0
SW1 (

SW1 (

SW1 (

SW1 (

SW1 (

SW1 (config-if) #exit
SW1 (

confiqg) # interface fastkEthernet 0/1
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SW1 (config-if) # switchport access vlan 100
SW1 (config-if) # end

SW1#

(4) ¥ SW1 BL & & DHCP Relay,

SW1# configure

SW1 (confiqg) # service dhcp

SW1 (config) # ip helper-address 10.1.1.1
| Bc# pHCP "4k, 45 B DHCP il 55 %% b ik
SW1 (confiqg) # end

SW1#

(5) Bkt
WA 4-1 B MR B &5 DHCP IRF 27T LIIEHE TAE. K% P s PC il &
o H sh AR Ik S L A S W ML O L b B AT DL BN & P ui D DHCP iR %5 #8745 15 T 45
TR L, A 4-2 FiR,

Ethernet adapter {xrﬂ;§$;:

Connection—specific DNS Suffix

Descriptio

ernet NIC

& 4-2

Physical A

Autoconf iguration Enabled
IP Address. . &« &« &« o = = =« =« = = =
oubnet Mask . . &« « « & = « =« = =

Default Ga
DHCP Serve
DNS

n

ddress. . . . . . . . .

Dhep Enabled. . - . . . . . . . . ¢

teway
P

SEPUEPSE . . . & - & & & & = =

4.1

: Realtek RTL813%.-818x Fa

: AA-15-F2-DC-96-A4
Yes

t Yes

1.1.1.2

| 295.490.450 .8

1.1

:11.1
: 202.196 .46 .151

201.106 .0.20
Lease Obtained. . . . . . . . . . = 28@874F11 H14H 18:28:18
Lease Expires . . . . - - . - . . = 2807F11 H15H 1@8:28:18

% P g MO DHCP i 55 25 3515 55 02 Ho ik

DHCP =+ 5 &

Kl 4-3 Pis HAER P o b Ethereal 3K 4 3C. 7T LUG 3 & P om e 0] 1710
DHCP k% #% &% 1) DHCP Offer #z 3¢, J5 Y 238 18 DHCP Relay & 2% ) DHCP Offer
ik 3. M4EE H DHCP Pris iy 52 30, & 5 v B £ H i 2 89 58 — 4> o L iz 3¢ CDHCP
Offer) TG B,

& 4-3

EE P i fdi H Ethereal $f# 3K 4 ¢

(6) £ SW1 FAL & DHCP Wiy,

SW1# configure

Ma. - | Tirme Source Destination Protocal | Info
1 0.000000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction ID OxeSlef7zl
2 0.000858 1.1.1.1 1.1.1.2 ICMP  Echo (ping) reguest
3 0,002351 10.1.1.1 172.16.1.2 ICMP Echo (ping) reguest
4 0.501732 1.1.1.1 1.1.1.2 ICMP  Echo (ping) reguest
5 0.502822 10.1.1.1 172.16.1.2 ICMP  Echo in request
6 1.002745 1.1, 255.255.250.255 DHCP EﬁEE'éFFEgl"1- Transaction ID Oxe5l&6f721
7 1.003053 0.0.0.0 255.255.255.255 DHCP DHCP Request - Transaction ID Oxe5lef72l
8 1.0038%4 1.1.1.1 255.255.255.255 DHCP DHCP ACK - Transaction ID Oxe516f721
9 1.004165 [172.16.1.1 172.16.1.2 DHCP  DHCP offer | - Transaction ID Oxe516f721
10 1.005812  Asustekc_dc:96:ad Broadcast ARP who has 1.1.1.27 Gratuitous ARP
11 1.703921 aAsustekc_dc:96:a4 Broadcast ARP who has 1.1.1.27 Gratuitous ARP
12 2.703887 AsustekC_dc:96:a4 Broadcast ARP who has 1.1.1.27 Gratuitous ARP
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SW1 (confiqg) # ip dhcp snooping ! FJ5 DHCP Snooping I gE
SW1 (config) # interface fastEthernet 0/1
SW1 (config-if) # ip dhcp snooping trust ' fid B FO/1 A trust ¥l

(

(

(

SW1 (config-if) #exit

SW1 (config) # interface fastEthernet 0/24
SW1 (config-if) # ip dhcp snooping trust ! Ml ® F0/24 N trust ¥m
SW1 (config-if) # end
SW1#

(7) £ SW2 FFEl'E DHCP Wy,

SW2# configure
SW2 (confiqg) # ip dhcp snooping

SW2 (config) # interface fastEthernet 0/24
SW2 (config-if) # ip dhcp snooping trust
SW2 (config-if) # end

SW2#

(8) 5kt .

B2 I 22 W AR A5 B AR TP HhE B (i HH Windows iy 217 ipconfig /release) ,
i H ipconfig /renew HFraR B hl , o] LLE 2 % P um sk BUE 1 IE#G Y 1P Hohk . an & 4-4
R

|

oy
-

o

Ethernet adapter L:ﬂfﬁtﬁ:

Connection—specific DHNS Suffix :

Description : Realtek RTL8139-810x Family
2rnet NIC

Physical Address. . . . - . . - . = B8-15-F2-DC-96—-A4

Dhcp Enabled. . . . . . . . . . . : Yes

Autoconf iguration Enabled . . . . & Yes

IP Address. . . - . . « - - - - - F 17.16.1.2

£

Subnet Mask = 255.255.255.9
o,
i

Default Gateway S I S s
DHCP Server : 1A@.1.1.1
DHS Servers . . . . . . - . . - . = 282.186.46.151
201 .186.8_20
Lease Obtained. . . . . . . . . - : 2HH?£F11 E14[1 18:54:26
: 2087511 H15H 18:54:26

El 4-4 & P um sk BB IE 1P

HFECE 7 DHCP YWy, 3F HOh DHCP g 55 8% % 82 1 v 1 0 JE 45 4R o 11, BT LA AC 4
PILZEF 171 DHCP ik 5 %% & X 8900 b e 3C, A& 4-5 Bz, HAER P o E A9 A Ethereal
AR, T LA B, & P o H i E) 1l 8 DHCP Relay &3 ) DHCP Offer # 3C.
AEW I DHCP ik % %% &35 89 DHCP Offer i 3C.

Ma, - | Time Saource Destination Protocal | Info

1 0.000000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction ID 0xh76955a09
2 0.003803 Fujjanst 21:a%:4= Broadcast ARP who has 172.16.1.27 Tell 172.16.1.1

3 1.005166 |172.16.1.1 172.16.1.2 DHCP DHCP offggj - Transaction ID 0xb76955a%
4 1.005541 0.0.0.0 255.255.255.255 DHCP DHCP Regquest - Transaction ID 0Oxh76955a%9
51.000046 172.16.1.1 172.16.1.2 DHCP DHCP ACK - Transaction ID 0xb76955a%9
6 1.011260 AsustekC_dc:06:24 Broadcast ARP who has 172.16.1.27 Gratuitous ARP
71.011914 10.1.1.1 172.16.1.2 ICMP  Echo (ping) reguest

8 1.078342 AsustekC_dc:06:234 Broadcast ARP who has 172.16.1.27 Gratuitous ARP

O 2.078308 AsustekC_dc:96:ad Broadcast ARP who has 172.16.1.27 Gratuitous ARP

& 4-5 FEZ P im{d B Ethereal ff 383
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4.

1

DHCP = & 5 By ##

DHCP W HfERC EEY MmO FOAGERCE & VLAN £ 0 |

[(ZXEE]

SW1# show running-config

Building configuration...

Current configuration : 1427 bytes
!

hostname SW1

|

|

vlian 1

vlan 2

!

vilan 100

|

!

service dhcp

ip helper-address 10.1.1.1

ip dhcp snooping

|

|

!

interface FastEthernet 0/1
switchport access vlan 100
ip dhcp snooping trust

!

interface FastEthernet 0/2

!

interface FastEthernet 0/3

!

interface FastEthernet 0/4

!

interface FastEthernet 0/5

!

interface FastEthernet 0/6

!

interface FastEthernet 0/7

I

interface FastEthernet 0/8
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interface FastEthernet 0/9
!
interface FastEthernet 0/10
!
interface FastEthernet 0/11
!
interface FastEthernet 0/12
!
interface FastEthernet 0/13
!
interface FastEthernet 0/14
!
interface FastEthernet 0/15
!
interface FastEthernet 0/16
!
interface FastEthernet 0/17
!
interface FastEthernet 0/18
!
interface FastEthernet 0/19
!
interface FastEthernet 0/20
!
interface FastEthernet 0/21
!
interface FastEthernet 0/22
!
interface FastEthernet 0/23
!
interface FastEthernet 0/24
switchport mode trunk
ip dhcp snooping trust
!
interface GigabitEthernet 0/25
!
interface GigabitEthernet 0/26
!
interface GigabitEthernet 0/27
!
interface GigabitEthernet 0/28
!
interface VLAN 2
ip address 172.16.1.1 255.255.255.0



4.1 DHCP st & 5 b #

|
interface VLAN 100
ip address 10.1.1.2 255.255.255.0
!
line con 0
line vty 0 4

login

end

SW2# sh runningconfig

Building configuration...

Current configuration : 1254 bytes
!

hostname SWZ2

|

vlan 1

vlan 2

|

!

ip dhcp snooping

I

!

interface FastEthernet 0/1
switchport access vlan 2

!

interface FastEthernet 0/2
switchport access vlan 2

!

interface FastEthernet 0/3

!

interface FastEthernet 0/4

!

interface FastEthernet 0/5

!

interface FastEthernet 0/6

!

interface FastEthernet 0/7

|

interface FastEthernet 0/8
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|

interface FastEthernet 0/9
!

interface FastEthernet 0/10
!

interface FastEthernet 0/11
!

interface FastEthernet 0/12
!

interface FastEthernet 0/13
!

interface FastEthernet 0/14
!

interface FastEthernet 0/15
!

interface FastEthernet 0/16
!

interface FastEthernet 0/17
!

interface FastEthernet 0/18
!

interface FastEthernet 0/19
!

interface FastEthernet 0/20
!

interface FastEthernet 0/21
!

interface FastEthernet 0/22
!

interface FastEthernet 0/23
!

interface FastEthernet 0/24

switchport mode trunk
ip dhcp snooping trust

!

interface GigabitEthernet 0/25
!

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
!

interface GigabitEthernet 0/28
|

line con 0



4.2 ARP s & 5B # (5 ARP #&0))

linevty 0 4
login
|

end

4.2 ARP N 551 (zh 7S ARP #&1)

EERY
ARP Bt 5 it (sh& ARP &) .

[X58 HRY]
o A LBy DAT(EIZS ARP F i) T BE 5 W 255 2 =1

B=fid]

B AL rYy P28 G R IR 2 A T TR TR DT M BB, e i HE A R &
WE i PC EZ A7 B M ICH) ARP 2F5€ 2 H & fa e #Y » A B Z m] LA it I 25 v m] g
HEL T ARP 9w Xy . 5 208 P o PC A RESR UL Y ARP 2% H , LIEUA E VT ] 7h i 4
2% . WNSRIE o s ALY ARP A A T RE f D e ) 8L, 5 B AE R 42 A S O E G B b ik 28

5E . TAE R K, I 18R H DAT ZhiBff tke ARP 3R 3 X5 %) [n) 252

[E k7]

ARP B I o A2 H g o 3B 2% b B RS — R . X aX R L T R A A
g ARP i SCHY & ik tE. 28 PLAY DAL Th e nl LLig 2 X 2R, B 1 ARP HX 3y
B5 g

CEAEEEN
Bl 4-6 & B Al W 2% C B AS e HLAY DAT DIRE, K 4 W 4% b ARP i SCHY & 31 By
1k ARP 9k Xt .

[SC18i5 %)

TERZALL 6 (ZF DHCP a5 DAD; =28l 1 £ (£ DHCP 5 f 5
DAD;PC 3 & (HP 1 W E%E DHCP IkRF 25, 1 1 &% ARP g W & T. A
WinArpSpoofer (i H)) .

[ &5 %018 ]

© STHALEL KRR
© THHLEARRE .
» DHCP MWy J5 38
* DAT J5L 3,
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F4 T MBABANRAL

VLANI100
10.1.1.0/24

‘ DHCP Server

101.1.1/24

E E Untrust

Trust
F0/24

Trust
Fi/1

Trust
F0/24

SW2 g

Untrust Untrust
/le F0/2

PC] g PC2 a

DHCP Client DHCP Client/Attacker

VLAN2
172.16.1.0/24

B 4-6 Bt & 220 DAL B IF ARP K35 ok

ARP 92 — F A H B VLE 8 F 2O A LM 2% Tk IEF s 7 i HE L F B
&Yy ARP WA SR+ E ML X F i “ARP #03R 7 F B, Al ARP BRMSAY— A4~ “ B Ba ™,
%% ARP 35 23 = HL A 56 ARP 2835, #8548 T 78 9 2% P9 Ho At i 54 HL Y i {S
7 B I DA e pse g P H b 3 S ML Y 38 1 R

s ALH DAL £ K, 52 L DHCP Snooping #Y 2 5& 2 h JL Al , 2 &r MAC ik A1 1P 3
HER A, EASHHL ERAE TP Huhik A1 MAC sk 48 5E IR sh BT E X R . DAI
UL DHCP Snooping 48 3 2% 4 &4l , XF T B A T H DHCP 89 ik % #8 4> SNHLES . K H s S8
I ARP access-list 328

WNAIR Z 2 AR BE 9% By 1 ARP X ifi #% 00 )2 Gateway . (B 2 AN 6B 1R A3 %0 Hb B 11 4%
VLAN [a) @y 5. Bk VLAN [B] @9 X3k . 845 VLANG X F[A]— VLAN g2 0, DAL
Ac & Al LUFF S nl PLOGH] DAL, @it DAT nl PAE #5056 0B ARP i R it SCE i, X
FE AT DUAG 2 H HE 5 0 45 1) 2 4t N R e b

H T DAI #i#x DHCP Snooping # € & H1 Y IP F1 MAC X N ¢ £ , Jo ik 5206 v [\ A
Wi, Bt T B R0, ARP inspection 52 FHRAG M arp 15K 89 . B 1L JEE ) ARP 3§k . A
HEEE PR A DHCP Snooping f 8 7 iy ARk % . B M AR Fp £ & DHCP
Server 1E & [B] B A S ok ), B AL f& 2 EW ) ARP (5 8., R X H{EFA ARP
W5 B - FIH ARP inspection £ AR 5L Al PIF2# 2 X N HEE B ARP 248 0. H 52 A H
XANTT i A AT LABG 1R P AT S AE ek TP Hbhk , 38 ol b bk v 28 1) ) 25

FEAS ALY 4 A =0T BE & DAL ) 3K «ip arp inspection

# VLAN2 FJaH DAL By B8 . ip arp inspection vlan 2

Fe & O oM W G R OB ik 2 Te € R TS F :ip arp inspection trust

« ARP M3 7T,
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4.2 ARP s &5 (35 ARP &)

[X3w/RE]
ML) DAT I RE T LUK 4 5% H ) 9 ARP 41 SCH0 & 21, JF 7T DU & Fe R B Y
ARP 4 3C. Bj 1. ARP J 3 2 it

[X£18 7 IR)

(D) BCE DHCP R% %% .

B—f PCHECE & DHCP k% %% . 7] LI{# A Windows Server fit & DHCP filg 55 %% - B%,
% = DHCP IR & #5844 . DHCP IR s b i stk 3t & 172, 16. 1. 0/24.,

(2) SW2 JLAR E K DHCP WAl E (AR .

Switch# configure

Switch (confiqg) # hostname SW2
SWZ2 (config) # vlian 2

SW2 (config-vlan)#exit

SW2 (config) # interface range fastEthernet 0/1-2
SW2 (config-if-range) # switchport access vlan 2

SW2 (config-if-range)#exit

SW2 (config) # interface fastEthernet 0/24
SW2 (config-if) # switchport mode trunk
SW2 (config-if) #exit

SW2 (config) # ip dhcp snooping

SW2 (config) # interface fastEthernet 0/24
SW2 (config-if) # ip dhcp snooping trust
SW2 (config-if) # end

SW2#

(3) SWI1 AR & DHCP WiWrfd & & DHCP Relay B & (/0 )2) .

Switch# configure

Switch (confiqg) # hostname SW1

SW1 (config) # interface fastEthernet 0/24
SW1 (config-if) # switchport mode trunk
SW1 (config-if)#exit

SW1 (config) # vlan 2

SW1 (config-vlan) #exit

SW1 (config) # interface vlan 2

SW1 (config-if)# ip address 172.16.1.1 255.255.255.0
SW1 (configif)#exit

SW1 (config) # vlan 100

SW1 (

configvlan)#exit
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SW1 (config) # interface vlan 100

SW1 (config-if) # ip address 10.1.1.2 255.255.255.0

SW1
SW1
SW1 (config-if) # switchport access vlan 100

(
(
(configif)#exit

(config) # interface fastEthernet 0/1
(

SW1 (config-if) #exit

SW1 (config) # ip dhcp snooping

SW1 (config) # interface fastEthernet 0/1
SW1 (config-if) # ip dhcp snooping trust
SW1 (config-if) #exit

SW1 (config) # interface fastEthernet 0/24
SW1 (config-if) # ip dhcp snooping trust
SW1 (config-if) #exit

SW1 (confiqg) # service dhcp
SW1 (config) # ip helper-address 10.1.1.1

SW1 (config) # end
SW1#

(4) Bk ,

! Ji} B} DHCP Snooping M fig

' fid B FO/1 ¥ 1 A Trust ¥ [

' B2 ¥ FO/24 ¥ 11 A Trust ¥ 1

! fid & DHCP H 4% , 5 BH DHCP it 55 #& Hb 41k

Wit DHCP IRE # T IIE®H TAE. ¥& P um PC1 Al PC2 (XML B & 0 H 363K 1
Hb bt 5 B AR ML L eEsE AT PLE BN DHCP iR 2535545 1 #uhk .

PC1 bkl & 15 8.,

Ethernet adaptep ﬁﬂ":ﬁ -I'-:'.r- z

Connection—specific DNS Suffi
Description
ernet NIC

Physical Address. . . . . . . . .

Dhcp Enabled. . . . . . .« . . .
Autoconf iguration Enahbhled

IP
Subnet Mask

Default Gateway

Lease Obtained. . . . . . . . . .

Address. . . . . . .« « « .« .« .

AR HE A 172.16. 1. 2. & 4-7 Fizs.

: Realtek RIL8137/818x Family

: @B-15-F2-DC-96-A4
- = Yes

:_Yes

1 172.16.1.2

3 255_255.25
- P O s
210.1.1.1
: 2800711 H14[ 17:30:49
: 200874511 H15H 17:38:40

5.8

E 4-7 PC1 M DHCP it % 25 H 3h 3k 15 #h hiF

PC2 #bhhkFc & {5 8., 3 ek - 172, 16. 1. 3. 40 [& 4-8 Fizs

Ethernet adapter -ia”ikf%%:

Connection—specific DNS Suffix
Description

Physical Adderess. . . - - . . . .
Dhcp Enabled. . . . . - - . . . . =

Autoconf iguration Enabled . . . .
IP Address. . . . . =« = = =« =« = =
Subnet Mask . . . . . « « . . . .
Default Gateway

DHCP Server

Obtained. . . . . . . . . .

Lease

: WUIDIA nForce Metworking Controllew
: -16-D3-23-22-Ch

Yes

: Yes
: 172.16.1.3

: OCC
3 ifs o) o}

.255.255.8

- 172.16.1.1
: 19.1.1.1
: 2087011 H15H 19:13:14

: 2007511 H1i6H 18:13:14

F 4-8 PC2 M\ DHCP ik % #% H 3h 3k 15 b 1t



4.2 ARP s E 5B #H (545 ARP &)

1 SW2 F#&F DHCP IR E=E 8. .

SW2# show ip dhcp snooping binding

Total number of bindings: 2

MacAddress IpAddress Lease(sec) Type VLAN Interface
0015.f2dc.9%6ad4 172.16.1.2 79364 dhcp-snooping 2 FastEthernet 0/1
0016.d393.22c6 172.16.1.3 85420 dhcp-snooping 2 FastEthernet 0/2

(5) 563E M ,
#H ping iy 28R & 2Z B A& A FAIEr L 5, & F PCL LA A ARP 22

ff . ARP P AEA WA X OCH) TP 5 MAC #ihE 485 . i & 4-9 Frs .

C:s>ping 172_16.1.1

Pinging 172.16.1.1 with 32 hytes of data:

Reply from 172.16.1.1: bhytes=32 time=1ms TIL

Reply from 172.16.1.1: bhytes=32 time<ims TIL

Reply from 172.16.1.1: hytes=32 timelims
1

Reply from 172.16.1.1: hytes=32 time<ims

Ping statistice for 172.16.1.1:

Packetz: Sent = 4, Received = 4, Lost = B (@2 loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms,. Average = Bms

C:s>arp —a

Interface: 172.16.1.3 B2
Internet Address Physical Address T ype
172.16.1.1 BA-dB0-f8-21-a5-43 dynamic
172.16.1.2 A0-15-Ff2-dc-26—a4d dynamic

A 4-9 PCl1 A HL ARP Z1E{E A,

(6) FEHHEAL 24T WinArpSpoofer K44 )5 , #1170 K] 4-10 o .

File Acktion Miew Help

= = &% 75 72 |l @) W
DEn e | Ican stert  sto

Options About LiveUp
1P Address I Lm b mirmm | hamm ndae I : ET | Sembk Traffic I Recy Tri
Adapter |SpuDFing|
Select a Network Device

Adapter: |Realtek RTLS139 Family PCI Fast Ethernet NIC - 5% ¥ |

IP Address: 172.16.1.2

Subret Mask: 295,255,255.0

Defaulk Gateway: 172.16.1.1

MaC Address: 00-15-F2-DC-96-A4

W MAC Address: 00-D0O-F8-21-A5-43
4| I N
[11/14/07 17:54:46] - ;]
[11/14/07 17:54:46] This Cancal |
Ready ol ' [po:00:00

F 4-10 &AL izt WinArpSpoofer
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1 Adapter Y3 1 B E 6 H K 5 » WinArpSpoofer £ 7~ W /) 1P #b kil |
5L oG . MAC bk LA R SERY MAC i hik {5 B, .
(7) 7€ WinArpSpoofer - 1% £E Spoofing kWK, A m B 0E 4-11 s,

=10] x|

Options

[11/09/07 16:36:43] ==---
[11/09/07 16:36:43] This

P&&Vﬁ&&*@ﬁ-&&
g s

0 e 4
E 4-11 AL Fis17 WinArpSpoofer

fE Spoofing I+ 1, JLIE XT Act as a Router(or Gateway) while spoofing. & £ 4E
) 2) 3 SR e rh L B R K 6 AT ARP el AXLidy, Bl ESERE s B OK 4% 4.

(8) 1# HH WinArpSpoofer #4734 .

B THR Y Scan $2 81 AR 22 140 W 2% v i) 0L, 3 R BCH: TP ik . MAC i
hESFEAR B K 4-12 Frow .

& Untitled - WinArpSpoof v0.5.3

W 172.16.1.2 00-15-F2-DC-96-A4
172.16.1.3 00-16-D3-93-22-Cé Mormal
W 172.16.1.1 00-D0-F8-21-85-43 Mormal

[11/15/07 10:19:25] WinarpSpoof v0.5.3 (Freewarel
[11/15/07 10:19:25] This program is Freeware, so you can use and redistribute Freely.

[11/15/07 10:19:30] Start scanning!
[11/15/07 10:12:38] Total 3 active hosts of 254 on LAMN.
[11/15/07 10:12:38] Completed scanning!

4-12 I HL iz 17 WinArpSpoofe # 17 £14#
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(9) #47 ARP #i .

4.2 ARP &5 (35 ARP &)

Bl THEAEYRY Start #24] BARFEFT ARP BU3W BT . GNP 4-13 B,

#¥ untitled - WinArpSpoof v0.5.3
File Action WYiew Help

=101 ]

iy

=can  Stant

Options About Livelp

1P Address

| MAC Address

Status |

Sent Traffic | Recy Traffic |

172.16.1.2
172.16.1.3
172.16.1.1

00-15-F2-DiC-96-44
00-16-03-93-22-Ch
00-DO-F5-21-A5-43

This
Block

Gateway

82 0o
&0 0
0 0

[11/15/07 10:19:30] Start scanning!

[11/15/07 10:19:38] Tokal 3 active hosts of 254 on LAN,
[11/15/07 10:19:38] Completed scanning!

[11/15/07 10:20:44] Start spoofing!

[11)15/07 10:20:44] IP-forwarding is off,

[11/15/07 10:19:25] This program is freeware, so vou can use and redistribute freely, :'

Ready |

] 00:03:14

A 4-13

(10) BGaEimt 1,

Wil iz 17 WinArpSpoofe #1717 o

3 H Ethereal 3R BCEH ML & B4R SC, /T LUFR M BCE LA % T &3t b1 ) ARP
W2 (Reply) 42 3C. B B9 MAC #ihik 5 PC1 39 MAC #ihik (0016, D393, 22C6) . M & “
FR7IOC TP bk A 172,16, 1. DY MAC stiht o B 2 39 MAC H#hk (0015, F2DC. 96A4) .
FEFFRTAC (P #hk ok 172, 16, 1. 2) B MAC #hik 2k N 56 19 MAC #i 4k (00D0. F821.

A543) . A 4-14 P,

Ma. - | Time Solrce Destination Pratocol | Info

1 0.000000 AsustekC_dc:96:ad wistron_93:22:c6 ARP who has 0.0.172.167 Tell 172.16.1.2
2 0.000096 AsustekC_dc:96:ad4 Wistron_93:22:¢6 ARFP who has 0.0.172.167 Tell 172.16.1.1
3 0.001441 asustekcC_dco:96:ad Wistron_93:22:06 ARP 172,16.,1.2 95 at 00:d0:fR:21:225:43

4 g.uulels AsustekC_dc:bh:ad WIstron_9s5:27:£68 ARP 172.16.1.1 15 at OU:15:T2:dc2untad

5 0.991781 AsustekC_dc:96:ad wistron_93:22:c6 ARP .16.1. at rdO: T 21254

B 0,992035 AsustekC_dc:96:ad wistron_S93:22:c6 ARF 172.16,1.1 is at (Q0;15:F2:dc:596;a4

7 1.992028 aAsustekC_dc:96:a4 wistron_93:22:¢c6  ARP | 172.16.1.2 1s at 00:d0:f8:21:a5:43 |
8 1.092179% AsustekC_ dc:96:ad4d wWistron_93:22:c6 ARP 172.16.1.1 s at 00:15:f2:dc:096:a4

6 2.99156%4 Asustekc_dc:96:ad wWistron_93:22:c6 ARP 172.16.1.2 s at 00:d0:f8:21:a5:43
10 2,991842 asustekC_dc:96:ad wistron_S93:22:C6 ARP 172.16,1.1 s at 00:;15:T2:dc:596;a4
11 3.991678 aAsustekC_dc:96:a4 wistron_93:22:c6 ARP 172.16.1.2 ds at 00:d0:f8:21:a5:43
12 3.991828 AsustekC_dc:96:a4 Wwistron_93:22:c6 ARP 172.16.1.1 5 at 00:15:f2:dc:96:a4
13 4.991615 AsustekC_dc:96:a4 Wistron_93:22:¢6 ARF 172.16.1.2 s at 00:d0:f58:21:a5:43
14 4.991764 AsustekC dc:96:a34 ‘wistron_ 93:22:c6 ARP 172.16.1.1 s at 00:15:f2:dc:96:a4
15 5.0901641 Asustekc_dc:96:ad wistron_02:22:c6 ARP 172.16.1.2 45 at 00:d0:fR:21:a5:43
16 5.991788 AsustekC_dc:96:ad wistron_93:22:c6 ARP 172.16.1.1 s at 00:15:F2:dc:56:a4
17 5,991556 aAsustekC_dc:96:ad wistron_S93:22:c6 ARP 172.16,1.2 s at Q0;d0:T8:21:a5:43
18 6.9591722 Asustekc_dc:96:ad4 wistron_93:22:c6 ARP 172.16.1.1 45 at 00:15:f2:dc:%96:a4
19 7.991519 Asustekc_dc:96:ad4 Wwistron_93:22:c6 ARP 172.16.1.2 45 at 00:d0:f8:21:a5:43

H Frame 4 (A4 hytes on wire, 64 bytes captured)
E Ethernet II, Src: AsustekC dc:96:ad4 (00:15:f2:cdc:96:a4), Dst:
ess Resolution Protocol (reply)

Hardware type: Ethernet C(Ox0001)
Protocol type: IP (0xO0S800)
Hardware size: 6

Protocol size: 4

opcode: reply C0x0002)

Sender MAC address; AsustekC_dc:96:ad (00:15:T2:dc:96:ad)
sender IP address: 172.16.1.1 (172.16.1.1)
Target MAC address: wistron_93:22:¢6 (00:16:d3:93:22:ch)
Target IP address: 0.0.172.16 (0.0.172.16)

wistron_93:22:c6 (00:16:d3:93:22:¢c6)

&l 4-14

(11) S e 2.

Ethereal 3 3% X 5 1 % H i 3¢

i PC1 ping W ¢ i # bt . & ¥R o3k ping i, & FH PClL 19 ARP Z 4%, W[ LI F 3|
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¥ 4T WA A

PC1 W3] T fhiE i) ARP L& S5 . B8 T ARP 3R, Ry 2 H W55 IR A9 98 5E , B O
[ TP ik 5 B HLAY MAC Mtk 17 1 985 . A& 4-15 s,

C:“>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reguest timed out.
Heguest timed out.
Regquest timed out.
Regquest timed out.

Ping statistics for 172.16.1.1:
Packets: Sent 4, Received B, Lost 4 (188x loss),.

C=“arp —a

Interface: 172.16.1.3 —— Bx2
Internet Address Physical Address Type
172.16.1.1 B6-15-f2-dc—-?6—a4 dynamic
b R N s B8-dB-fB8-21-a5-43 dynamic

& 4-15 & F PCl1 1) ARP Z&4%

(12) BC & DAL,
£ SW2 EXFF VLAN2 B & DAL PG 1k VLAN2 iy =Lt T ARP H09s.

SWZ2# configure

SW2 (config) # ip arp inspection

SW2 (config) # ip arp inspection vlan 2 ' ¥F VIaN2 | J3 H DAT

SW2 (confiqg) # interface £0/24

SW2 (config-if)# ip arp inspection trust ' i B FO/24 ¥ I Ok W A T v
SW2 (config-if) # end

SW2#

(13) 55uE it 3,

JFH T ARP fiEEDhaEfe . M8 tllim MU 2 dE 2 ARP Ik e . &% H &5, XY
£ PC F&FFH ARP Z17. K8 ARP £ P& H 2 IE# A9, 3+ B PC1 A LA ping 8 ¥ %,
FEEE LT PC 2 RTZEAF T 45 ARP 4 H 7 LA 5 45 8 455 4 HUB A s (8 arp-d
it F e Br 2 J5 - PC1 A G B H 1E 56 19 B 56 MAC Huhik, an &l 4-16 Fis.

C:s2arp —d

Cz>ping 172.16.1.1

Pinging 172.16.1.1 with 32 hytes of data:

Reply from 172.16.1.1: bytes=32 time=3Ims

Reply from 172.16.1.1: bhytes=32 timellims

Reply from 172.16.1.1: bytes=32 time<lims

Reply from 172.16.1.1: hytes=32 time{lims

Ping statistics for 172.16.1.1:
Packets: Sent = 4, Received = 4, Lost = 8 {Bx loss>.

Approximate round terip times in milli-seconds:
Minimum = Bms,. Maximum = Ims,. Average = Bms

C:srarp —a

Interface: 172_16.1.3 A2

Internet Address Physical Address Type

172.16.1.1 AB-dA-fB8-21-a5-43 dvunamic

& 4-16 7 PC & & ARP Zff
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4.2 ARP =2 & 5B # (3 & ARP & @)

[FEFm)

« DHCP Iy HEEFC B EY MmO F L ARERCE A VLAN #0 |,

« DAI HfEECEEY My O FOARERCE E VLAN #10 I,

o R M O FEMK VLAN JBH T DAL I B & Untrust ¥ 5, 2455 0 03] ARP i
Wa . AAA R DHCP MWy £, | 2 55 ARP #2 3C . 5 5 9 2% v

* WinArpSpoofer X A4AL AT H TS5 4 .

[(ZXEE]

SW1# show running-config

Building configuration...

Current configuration : 1427 bytes
!

hostname SW1

|

|

vlian 1

vlan 2

!

vlan 100

!

service dhcp

ip helper-address 10.1.1.1

ip dhcp snooping

|

!

interface FastEthernet 0/1
switchport access vlan 100
ip dhcp snooping trust

!

interface FastEthernet 0/2

!

interface FastEthernet 0/3

!

interface FastEthernet 0/4

!

interface FastEthernet 0/5

!

interface FastEthernet 0/6

|

interface FastEthernet 0/7
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F4 T MBABANRL

|

interface FastEthernet 0/8
!

interface FastEthernet 0/9
!

interface FastEthernet 0/10
!

interface FastEthernet 0/11
!

interface FastEthernet 0/12
!

interface FastEthernet 0/13
!

interface FastEthernet 0/14
!

interface FastEthernet 0/15
!

interface FastEthernet 0/16
!

interface FastEthernet 0/17
!

interface FastEthernet 0/18
!

interface FastEthernet 0/19
!

interface FastEthernet 0/20
!

interface FastEthernet 0/21
!

interface FastEthernet 0/22
!

interface FastEthernet 0/23
!

interface FastEthernet 0/24

switchport mode trunk

ip dhcp snooping trust
!
interface GigabitEthernet 0/25
!
interface GigabitEthernet 0/26
!
interface GigabitEthernet 0/27
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4.2 ARP 2 & 5B # (3 & ARP & @)

interface GigabitEthernet 0/28
!
interface VLAN 2
ip address 172.16.1.1 255.255.255.0
!
interface VLAN 100
ip address 10.1.1.2 255.255.255.0
|
|
!
line con 0
line vty 0 4

login

end

SW2# show running config

Building configuration...

Current configuration : 1325 bytes
!

hostname SWZ2

|

|

vlan 1

vlan 2

|

!

ip dhcp snooping

|

!

ip arp inspection vlan 2

ip arp inspection

|

|

|

!

interface FastEthernet 0/1
switchport access vlan 2

!

interface FastEthernet 0/2

switchport access vlan 2
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e

%

4= WBENRL

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

0/3

0/4

0/5

0/6

0/7

0/8

0/9

0/10

0/11

0/12

0/13

0/14

0/15

0/16

0/17

0/18

0/19

0/20

0/21

0/22

0/23

0/24



4.3 A ABENE 802, 1x 2 MBHEN
switchport mode trunk

ip arp inspection trust

ip dhcp snooping trust
!
interface GigabitEthernet 0/25
!
interface GigabitEthernet 0/26
!
interface GigabitEthernet 0/27
|

interface GigabitEthernet 0/28

line con 0

line vty 0 4
login

|

|

end

13 FHABEANE 802. Ix ZREMBEA

EX X
FIHIEAZ 802, 1x LM EHEA

[ HH]

i A2 Pl 802, 1x THAESE L 2 M ZE A .

[E=#it]

o AN e K= 8 A by AT | o /A= DA i Y S Il i = 1 1 2N | /= I 1 4 S (%
N alfE B IEZ Bk, A B 50 T RYTHFEAALERE A B A 6 W2 Z i dH i S 5euk . A7 5
AEES M EUERH P A T DA 2 w] 2% .

[EXRHHT])
SR R 2% v 5L T T B DGIE L AR ALY 802, Ix A al DA X A Esk . B H A
WEIE o 5 A2 AL v A= T TF” . e P D5 ) R 4% 2 I,
[SC5GFR $0 )
B 4-17 Py W28 Fn Fh 2 Al N 2% v, Bid B A B WL AY 802, 1x Hetk . Uk R &%
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F 4T MBBARL

FH PR i 5 a2 e bl A2 AT I, sevF P U5 1) 9 2% 58 I8, 52 B R 268 Bl J0 48 4

ﬁDistributiun Layer
r—-——-———-———% ———————————————— ':

|
| Access Layer FO/24 RADIUS Server :
| 192.168.1.254 |
: FO/1 |
| FO/2 !

|
: |
| |
| |
| |
: PC1 PC2 :
| 802.Tx Client 192.168.1.2/24 |
|

|

] 192.168.1.1/24

Bl 4-17  FAlb W AC & A2 #a Pl 802, 1x #hifh

[L15i5 %]

ZHHL 1 55PC 2 6 (HY 1 545 802, 1x & Ui« A SZE6{f HBLEE 802, 1x & F s
) ;s RADIUS R % %% 1 65 (G RADIUS P Y RADIUS fiR % 28 « A 5] v i FH
5% =7 RADIUS Jik % #% ¥ WinRadius, £ 55 bR i H AR b L (I HBL5E SAM & GifE
9 RADIUS ik % 4 I SCFRFE Z R R RN HD .

[ &5 %017 )

o CHRPLEL )R

o RWHLIEARE .

e 802.1x JFLHH,

802. Ix hiEM () A5 W 7 T REIhth &5, 2 litr A — & IEEE
802 WIS 1Yy Jay du W 432 A5 il Pp 180, LA R Oy ik T v 1 A9 U7 ) 425 ] Bh L. & RE 98 72 A
IEEE 802 JayJak o £ 34 f4 JE it |, £ 430 — b X 32 332 3 Jmy 3 I 4 FH P 3 47 DA IE A2 AL Y
BL.RREZEFEHPEARPNEZE B R, #Ead 802, 1x U iGHE o YA IE . X FR
EAPOE JAiE,

802. 1x PhSGE IR T 802. 11 B, J5 & &2 i 4 BY JC £& Jay 8k I T3 i, 802. 1x WX HY &
L HW N T RIS a8 M P 882 AAE R &, A5 2k e 38 W a8 1o [ 7€ 2 Bl % 52 4
A TP v A X e e A B AL B e T S B e B A L 33 [ G ) )
vt 1 ¥4 AT 28 Ja 3ok IR 1) 5 PR Py B s (), (HR: L T T 26 e dak IR 1) 19 4% 5 ] 5L T 1 A
2% v 1] #% Zh P DR IR AR X 3 2k D 245 47 38 25 (] o Bt S 2 g 7 w12 9 &, LG A e S A
F AR 5K By 1k HoAt 23 5] 59 7 AL A A 2 | Jo e W 4% . 0 hl o — 30 3E & 30 S5 /Y ] 23
802. 1x IE /& 3k FixX — s 2K iyt BL i) — A uE R R .

Bifi 7 D i DA R 0 1 BB B R B KL W 28 B R AT BTN IE R GE ) 28 AN RE AR 4 3 3 1
FH P 80 2085 A e b 5 Z AR 2K . TEEE 802, 1x PR A UE 7 A ATAUE /& 5
SER AT T Ak B T 55 PPPoE 1 Web/Portal TAIIE 77 20 3 # [ B3, 3 3@ & 76 e
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4.3 FAEBENE 802, 1x A WM& IEN

LA R 4 i T

IEEE 802. 1x FK &y 4k T ¥ I 89 U5 0] 7% ] #3 i (Port based network access control
protocol) , IEEE 802. 1x WM WK R &5 1 6 =~ 8 B A9 58 73 : Supplicant System (% F
i) . Authenticator System (JAUIE & 4t ) #1 Authentication Server System GAUEIR 5 #5) .

2 PIEEZ G AN PR R TR S A AN PRk, P
i S X AN P i R &R TEEE 802, 1x WA A IE i . 8 83 Fum O A
i . % P i R G R F EAPOL(Extensible Authentication Protocol Over LAN) P31,

NIE R Ge H N 7 IEEE 802. 1x Phill i M 28 1% & . i 45 XN T A [/ FH P /Y Y
O CA DL 4 B 11t m) LU P i & B9 MAC Hihk VLANLIP %5) .4 P42 58 55 1
52 1% (controlled Port) ¥ F FA 52 ¥ 3 I Cuncontrolled Port) , A 52 4% ¥ 4R 2 4b T X [
RS, EERALH EAPOL Pl , o] PR P ¥ dn 24 v DL & M B OA IR . 32 4%

O R A AU T RS S AT, H T A% 3 W 28 B IR A ik 55, 52 955 3 1 A] BC B o XL

] 52 4% AN A A 52 75 W A 7 2 DA N AS [a] 89 B R B . G SR FH P AR ek DAk D 52 4% g
F1 AL T A A UEIR S DU P JE i V5 A IE 3R S 42 i 1 il 55 .

AR 55 %% 18 & i RADIUS Al 55 % » iZ ik 55 i 0] LLAFBf A G P B9 2 il F P Py )
) VLAN,CAR 2% e 2 JH P B D5 R385 . G H P Ak ARk S A 2B H
FEYAHICAR BAR 3 4 A UE R GE . th IR R GeA 2 sh A 007 el i 51 2% . H P 9 J5 20 ok 42
Z PRZEIRE . AERS % F1 RADIUS iR & s Z AlE i EAP PG i es .

(Hf3EERZ .78 IEEE 802, 1x P A9 nl v 117 5 “ JE n] 55 v 11 752 2 38 F A9 3¢
fit A NIRRT XFER W BRTF G, X TR P E L IEEE 802, 1x Phis(iy Ko
N 28 B IR T8 L %02 B T A P Je A RS A A v T T IR A P A
FH Y ] &t

IEEE 802. 1x PMY A R4F ST .

(D PR g, IEEE 802, 1x PRSCH 2 Bhisl, Aoy BB 58 =2, % 3% 4 #Y #E 4K
PEREZL R AN - T LAAT BB AC A3 M AR

(2) IEFNY 5435 . 1IEEE 802, 1x BN UER R L5 ok A 1T Al 58 0w 17 F1 < A Af
P Vg 17 /22 BTN RE . i o] LLSE 3l 55 SRRy 70 B . Pl b Ak )= ok 55 i A AR
Uit SE I 08, X T 22 BB s G0 A B A R R Rl 55 AT LAAR RGE 0 H & A8 T R 5 i 4
1% 55 7 A 55 A AR KRB A ok 55 48 A 52 AUk 7 CBR i

(3) FHAbAE S W . TEEE 802. 1x PMU AR IE T IEEE 802. 11 Jo4k LA K ¥
(EAPOW) HJE , EFE LR A 5] AR T 12581 PPPoE A1 Web/Portal 1Ak Jr 2
S FATE) 8, 1 o 1 O 8 TR 00, TRl 1 IO % R TR L BRI T P R AR

[L50/RIE]

802. 1x PPl 2 —F 3L T im 1 AY M 28 82 A $2 il (Port Based Network Access Control)
PR, BT v F1 A O 2% 2 A $5E i) 748 78 JR 3 I 2 A\ B 1Y s 100 ) BT B AN B A R AT
AR . a0 3R 2 3 o b A 1 2 RE 0 38 2 DA IR D0 S I 5 4 O A % i 1 5 AT
VF U5 ] Jay 3k ) v 59 2 305 5 0 2R 0% 52 2 v 1B 1Y 3 8 S BE A o DA E , W) S T BEAE 2 T OC
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¥4 T W IEN A

AT o AT 2 S5 158 B JC I 1 9] Jay 388 0 o g 3 9L

[T 3R]

(1) 55 F M 2% % 38 P .

& A FhAC & PC1.PC2 . RADIUS f[g 55 #5149 IP ikt . 7£ PC1 | ping PC2 @bkt . 56
uE PC1 5 PC2 1 W 2% 2 8 1 . 7] L ping 18 , WA 4-18 fiws .

C:“Documents and Settings“Administrator>ping 192.168.1.2
Pinging 1?2.168.1.2 with 32 hytes of data:

Reply from 192.168.1.2: hytes=32 time{ims TTL=63
Reply from 1922.168.1.2: ut e time<ims TTL=63
Reply from 122.168.1.2: hyte time<ims TTL=63
Reply from 172.168.1.2: ites=32 time<ims TTL=63

Ping statistics for 192.168.1.2:
Packets: Sent = 4. Received = 4, Lost = @ (8x
Approximate round teip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bns

& 4-18 3 9 4% 1% 38

(2) Ao AL 802, 1x TAIE,

Switch# configure
Switch (confiqg) # aaa new-model
Switch (config)# aaa authentication dotlx ruijie group radius

(

(
Switch (confiqg) # dotlx authentication ruijie
Switch (config) # radius-server host 192.168.1.254
(

Switch (config) # radius-server key 12345

U &b FE Y % B 25 RADTUS Al 55 A% b ACE Y — 3

Switch (config) # interface vlan 1
Switch (config-if)# ip address 192.168.1.200 255.255.255.0
Switch (config-if)#exit

Switch (confiqg) # interface fastEthernet 0/1

Switch (config-if)# dotlx port-control auto
U g H FO/1 3w 1Y 802. 1% IAIE

Switch (config-if)#end

Switch#

(3) 5kt
A PC1 ping PC2 Ay HuhE, a0 & 4-19 Fras.

GC:“Documents and Settings“Administrator?ping 192.168.1.2

Pinging 1?2.168.1.2 with 32 hytes of data:

Request timed out.
Regquest timed out.
Reguest timed out.
Request timed out.

Ping statistics for 192.168.1.2:
Packets: Sent = 4. Received = B, Lost = 4 {188x loss).

A 4-19 & Ak s Ik R 2% i i
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BT Fo/1 s 0BT 802, 1x AME.7E PC1 WA IAMEAVIBE N T - o1 0] 4% .
(4) B'E RADIUS IR % 25,
1217 WinRadius IR % %% . 3R mik 25 8 . & 4-20 fras .,

€3 WinRadius - FE45E - 10| x|

H:fE EIFE =i BE 5F Wb

IH:EBE:']IIHF
HERT:S...
fEcllkS. .

v Eid..
1 FhEES

FTENSSR

FTEMRER). ..
1B Hi(x)

e Wik (2 o ERRE ) s € LULMII 1812y 11 SR
t 14843451350 winRadius IETESHF Nas BY request jH B I0RIEH » 1#18E Nas B

kS | | Y

A 4-20  @hn WinRadius B % 28k 7 (= B

WEKPEE  HP 2N test, 2154 testpass, WHE 4-21 s,

x|
AP E: |est
¥ testpass
&
it -
i sik= & 0 A
BMAE:

HE: yyyyimmdd® R BMH: BFRRAT—K
EAFGHUHBXE: ZaFFKAEH.

HE: |
CEHBEPR o BEHaEp
Rk gt alit % =

e | B

E 4-21 AtE WinRadius R % 250 P {5 B

W E RADIUS ik 45 R G vE . A& 4-22 Froi .

W H RADIUS IR 55 %8 10 % 5 . 22 5 28 e L b B & 0 B B O 3 — 200 56 1E s 1 5 At
Fo O S AR AN EROS, IR EEEMAN OS5 . OHEAELHI A
RADIUS fiiz 55 i BC & HH 2547 FH R B &L a0 18] 4-23 Fiis .

(5) J5 H 802. 1x & P i kA7 56 41E .

£ PC1 B shBidE 802, 1x % F i . 4 A FH P 44 (test) FIZE 1Y (testpass) L “ i H”
TR E AT INUE , A0 (&) 4-24 Fos
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<3 winRadius - ok 5 ' =10 I

e B ‘rﬁﬂil-‘&ﬁ =E AR

1 o (1 =

2 2007512 WlnRadlus ﬂE%%EE.?&Eﬁ:Enb, CUAEER O 1812 5 (TR O A e
3 200712 WinRadius IETESEHF NAS B request HE. I0RIEH , 1HHETNAS
4 20075128128 149]‘455&55@ k2 R Th

4| I o

A 4-22 e ® WinRadius I 55 25 &2 40 = 1

v Ruijie Supplicant x|

6 eficmsnan
P 7473 HBRERS R

NAS EH: [12345] APE  |test
waEsRO: 1812 xR Aok
i ghag i [1813 EE [ox ]
 ERKEHT M Pl £ |Realtek RTLB139/810x Family Fast ¥|
 BEhHEMLEO _
Supplicant 3, 10
Wik W mE | e | FwER |  w=

A 4-23 % E RADIUS R % 25 1% %5 54 A 4-24 J3BhELHE 802, 1x & 1 i 2 )7

INIEREIN 5 .7 Windows £ T A BPR S i 7n DA UE pg 2 . an 1 4-25 B,
K 4-26 1E PC1 _EHE3EAY 802, 1x TAEL 2 (EAP-MDS5 JAGUE 20 )z 3C .

Mo. - Tirne Source Dieckinaticn Protocol | Info

(‘J nmnfun 0'] ‘l'i t2:iodc:o6: a4 (‘JI Hﬂ r?‘:ﬂ(:ﬂt‘]:lﬂ EaFol CT.=| T

Identity

-
0.001008 00:16:T2-0C:06:ad 00:00:T5 8. T4 a1  EAP Respunse Tdentity (RFC3748]

4 0.005013  00:dO:fE:82:F4:al O0:15:f2:dc:95:ad4 EAP rRequest, MDG-Challenge [RFC3IF45]
5

6

0.100908  00:15:fF2:dc:96:ad  OD:d0:fR:82:f4:31  EAP Response, MDi-Challenge [RFC3748]
0.104154  QD:do:f8:82:f4:41 0D:15:f2:dc:95:ad4  EAP SuCCess

H Frame 2 (60 bytes on wire, 60 bytes captured)
= Ethernet II, src: 00:d0:f8:82:Ff4:a1 (00:d0:f8:82:Ff4:a1), Dst: 00:15:Ff2:cdc:Qfrad (00:15:F2 :cdc:GE:ad]
H bestination: 00:15:T2:dc:96:a4 (00:15:T72:dc96:a4)
H source: 00:db:f8:82:f4:al (00:cd0:f8:82:F4:al)
Type: 802.1x Authentication (0xBE8e)
Trailer: 001311000000001311006%00000000000000000000000000, .
= B02.1x authentication
version: 1

lv'l'-.lIEﬁEJ.;h Type: EAP Packet (07
Length: 5
.IEE.IEF 100.0 I'-"Ibps = | Ex‘tgns’lh'le Authentication Protocol
Code: Requast (10
L THYY S 1516 1 1

!”‘@[&@@ ERi= I{frggfhéd;nﬁty [RFC3748] (1)
Kl 4-25 TAUERL I PRIR & 4-26 3R 802, 1x IAIEIR L

(6) BouEim i,
£ PC1 | ping PC2 Ay IP #uhik . /i Fal i 1 802, 1x tAuE.FO/1 %g 1 8 “3T 7. PC1
5 PC2 ] A ping i . Q& 4-27 s,
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C:sDocuments and Settings“Administrator>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.1.

: bytes=32 timed<ims TTL=63
: bytes=32 timed<ims TTL=63
: bytes=32 timedims TTL=63
: bytes=32 time{ilms TTL=63

[

a3

Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = B {(B:x loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

E 4-27 ) 3% 8 1 R Th

2 B/ A ALAY 802, Ix AUEARAS . Al IR 3] PC1 & i Ak .

Switch# show dotlx summary
1D MAC Interface VLAN Auth-State Backend State Port-Status User- Type

14 0015.f2dc.%ad4 Fal/1 1 Authenticated Idle Authed static
Switch# show dotlx user id 14

User name: test

User id: 14

Type: static

Mac address is 0015.f2dc.9%cad
Vlan id is 1

Access from port Fal/1

Time online: Odays Oh OmlOs
User ip address is 192.168.1.1
Max user number on this port is 6000
Start accounting

Permit proxy user

Permit dial user

IP privilege is 0

(7) FEHY 802. 1x AifF .
FEWE 4-25 vh R EZE DRI IR E R, A EECWT T E T, H A 802, 1x A
K 4-28 I7E PC1 EA3KH 802, 1x &1 F2 A ik 3C.

[(FEFIn)
fEGE S R, T SR LS RADIUS fIj 45 5 2 (8] 7] 53X

[Z2%EE]

Switch# show running config

Building configuration...
Current configuration : 1367 bytes
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2 IZI Qo059 I:i[] 'FS H2: f-‘-‘l al CID 15 'F2 dC 96&4 EAF‘ Fa1ur‘e

H Frame 1 (1000 bytes on wire, 1000 bytes captured)
3 Ethernet II, src: 00:15:F2:dc:96:a4 (00:15:f2:cdc:96:a4), Dst: 00:d0:f8:82:F4:a3l1
[ Destination: 00:d0:f8:82:F4:31 (00:d0:f8:82:F4:31)
[H Source: 00:15:f2:dc:96:ad (00:15:f2:dc:06:a4)
Type: 802.1x authentication (0x888e)
Trailer: FFFF3777FFFCEATFCTO00000FFFFFFFFFFFFFEFFFFFASS00, | .
Frame check seqguence: 0x00000000 [incorrect, should be Oxdb3c537a]
H 802.1x authentication
version: 1
Type: Logoff (2)
Length: O

& 4-28 PCl1 i3k 802. 1x EHoF 24 ¢

|
hostname Switch
!
aaa newmodel
|
|

aaa authentication dotlx ruijie group radius

|
!
radius-server host 192.168.1.254
radius-server key 7 0549546d577a
|
|
!
dotlx authentication ruijie
interface FastEthernet 0/1
dotlx port-control auto
!
interface FastEthernet 0/2
!
interface FastEthernet 0/3
!
interface FastEthernet 0/4
!
interface FastEthernet 0/5
|

interface FastEthernet 0/6
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|
interface
!
interface
|
interface
|
interface
!
interface
|
interface
|
interface
!
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|
interface
|

interface

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

FastEthernet

4.3 FAEBENE 802, 1x A WM& IEN

0/7

0/8

0/9

0/10

0/11

0/12

0/13

0/14

0/15

0/16

0/17

0/18

0/19

0/20

0/21

0/22

0/23

0/24

interface GigabitEthernet 0/25

interface GigabitEthernet 0/26

interface GigabitEthernet 0/27

interface GigabitEthernet 0/28
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|
interface VLAN 1
ip address 192.168.1.200 255.255.255.0

|
!
line con 0
line vty 0 4
login
|

end

4 4 FIRESHEE 802. Ix ZEMKIEN

[SC18 2 FR)
R4 )2 802, 1x &M Z A L

[ HH]

i A AL 802. 1x THAEL &ML HEA

[E=#iA)

Lol A TR S8 by AT o S /N DA S Dl i = 1 - N | /NI N B A =4
s alfE BT IR A2 B4k A B TR TS ALAE 32 A B 28 w) N 2% 2 i A7 B 56k, A B
AEES M ERUERH P A AT LB A R 2 a] (4% . W 2% 45 7 51 ol o 25 22 N 4% 5 & B, 72 )
SRRV PI T AR I8 B A Z IR ML O A I A2 H AL, S SZFRF 802, 1x INUE. L%
ETE 1 250 B 802, 1x, 4 MEIEA,

[&E k75 #7)

LS PH ) 28 b B A AE LSS AL EY 802, 1x FrtEnT LI X 2k, HAHP
AR i 5 S e bl vm O AT e iF P 5 [n) Y 4% 5 U5 .

(=38 Fh FM]

& 4-29 Frzs 2 5 A lb 9 2% v e B A2 Al 802, 1x 4 . 52 3 I 2% v 3k 1 3 11 A% A IE
fRAUE R G PG o J5 A2 bl 1 A2 3T I8, e H P U5 0] 0 26 95 5, 55 30 ) 2%
By % 4

[£56i% &)

T 2 & U R LT X35 802. 1x):PC 2 & (Hrh 1 A% 802. Ix B P
i« AN S 06 T B HE 802, 1x & P B f4F) ; RADIUS IR % #% 1 15 (ZF¢#r#E RADIUS
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RADIUS Server
192.168.1.254

‘ Distribution Laycer
FO/2

FO/I

FO/24

FO/24

' =3
= SW1

Access Laver

FO/1 VLAN2

PCl
802, 1x Client
162.168.1.1/24

Fl 4-29  HA4lk A & AS B pl 802, 1x #iFh

LS

LS

SW2 PC2
192.168.1.2/24

i) RADIUS fk % 25 . 4 49 v fdi B 28 = 7 RADIUS fIg 55 %5 3 F WinRadius , 7£ 52 bR i
R T B 4E SAM 24 /E 8 RADIUS IRE B U Y HFELZH SR LY E

W D .
[Fi& 18]
o THRHLE; KIJRFR,
o ZPALIEAT E
e 802.1x J5HH,

[ /RE]

802. 1x P —Fp It T 11 A M 25 2 A 2 1H) (Port Based Network Access Control)
PR, 3T 1Y I 25 22 A 5 1 748 78 ey B I 432 AT 8 1Y i 1 28001 0F By 82 A Y B B AT
NUEFN P ] o 0 R o 12 3 o 10 b i) 12 4 RE 6 38 2 DA IR D0 e 10 5900 9 T 8L % i 12 4 S B AT
VEU R] Jay 3k 0 Hp i) 9 0 40 SR 0% B2 3w O b B9 3 & AN e kA IE . ) s 1 50 AH 24 1 8O0

AT o A 22 S5 152 8 JC I 1 ) Ja 3 o v ) 5 9L

[SL1g 5]
(1) ZZWPLEEARBE Fhib P A& 40E T VLAN2),
PEA R A WL SW1 SEAC B E .

SW1# configure

SW1 (confiqg) # vlian 2

SW1 (config-vlan)#exit

SW1 (config) # interface fastEthernet 0/1
SW1 (config-if) # switchport access vlan 2
SW1 (config-if) #exit

SW1 (config) # interface fastEthernet 0/24

125



¥4 T WA AEN A

SW1 (config-if) # switchport mode trunk
SW1 (config-if) # end
SW1#

A=A AL SW2 AR E

SWZ2# configure

SWZ2 (config) # vlan 2

SW2 (config-vlan)#exit

SW2 (config) # interface fastEthernet 0/1
SWZ2 (config-if) # switchport access vlan 2
SW2 (config-if) #exit

SW2 (config) # interface fastEthernet 0/2
SWZ2 (config-if) # switchport access vlan 2
SW2 (configif) #exit

SW2 (config) # interface fastEthernet 0/24
SW2 (config-if) # switchport mode trunk
SW2 (config-if) # end

SW2#

(2) 56k 0 2% 3% 38 1 .
7 IR FMAC & PC1.PC2 . RADIUS iR 55 #5/) IP #hhit , 7£ PC1 | ping PC2 s hik , 56
ik PC1 5 PC2 By M 2% 3481, 7] UL ping 8 , W& 4-30 Fr7s

G:sDocuments and Settings“Administrator>ping 192.168.1.2

Pinging 192.168.1.2 with 32 hytes of datac

Reply from 192.168.1.2: bhytes=32 time<{ims TTL=63
Reply from 192.168.1.2: ut e time{ims TTL=63
Reply from 192 _168_.1_2: yt e ime<ims TIL=63
Reply from 1922.168.1.2: ites=32 timed<ims TTL=63

Ping statistics for 192.
Packets: Sent = 4, Received = 4, Lost = B (B8x
Approximate round trip times in milli-seconds:

Min imuwm Amsz,. Maximum Bmsz,. Average Bms

& 4-30  Tw ik X 2% 5% iE

(3) BLEmAp =232l SW2 802. 1x tAE.,

SW2# configure
SW2 (confiqg) # aaa newmodel
SWZ2 (confiqg) # aaa authentication dotlx ruijie group radius

SW2 (config) # dotlx authentication ruijie
SWZ2 (config) # interface vlan 2

SW2 (config-if)# ip address 192.168.1.200 255.255.255.0
SW2 (config-if) #exit
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SWZ2 (confiqg) # radius-server host 192.168.1.254
SW2 (config) # radius-server key 12345

Ut Ak Fic B Y % S0 25 RADTUS ik 45 A% b ACE Y — 3L

SW2 (config) # interface fastEthernet 0/24
SWZ (config-if) # dotlx port-control auto

U Ja H F0/24 ¥ 111 802.1x TAIIE
SW2 (config-if) # end
SW2#

(4) Bkt
HEFH PC1 ping PC2 Ay hE, a0 & 4-31 Frs .

C:\Documents and Settings“Administrator ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

guest timed out.
guest timed out.
guest timed out.
guest timed out.

ing statistics for 192.168.1.2:
Sent = 4, Received = B. Lost = 4 {188+ loss>).

Fl 4-31 TG E W 2% % 1

T SW2 1) Fo/24 s A 3 T 802. 1x AGE, 7 PC1 WA INIEW BN F. Lk S
PC2 15,
(5) Fit® RADIUS IR 5 2% .
iz 17 WinRadius IR 55 #% . FF a5 mik 215 5 . an & 4-32 s .

<3 WinRadius - 75 =10] x|

eff A% = wE HF WD

) 11, o=
fiLEAIE P, .
HExk=...
1E2ES....

itﬂn:
LR

MRER...
FTENESR

TEPRER)...
1B ()

E|14HT43§5‘13E WoReds HE%%%E%EWEEJJ UM 21812 » 118008 1 41
H148T 4345 1 380 WinRadius IETE 554 NAS BY request M B . IDRIRT , 1 FI8E Nas B

E 4-32 i RADIUS i 4 2ol F {5 B

WEKPEE HP 2N test, BN testpass, WIFE 4-33 fiw.
W B RADIUS ik a8 REt)m e, W& 4-34 Fis .
& H RADIUS IR 548 %40 . 2 5 8 Wbl bR & AR — 3. 50k iw O 5 Fit
P I SA R FF A AR O 5, R E MmO 5, b ZEZLHIL EK
RADIUS filk 55 s Bl & 0 647 FH N B & a0 1A 4-35 Fiw,
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x|
HP&: [test
#W:  |iestpass
L
ik
& i 0 Ak
PIHH -

’E:ﬁz immiddR=BIMH: HEFRAATZT K
ARGHA

AR XY ZaRFAATHN.

HeE:
CEHBHEP ¢ ERERP
WA |frtalit & |

wE | T

El 4-33 [e'® RADIUS iR % 2elily P (= B

<3 WinRadius - 755 =10] x|
e BHE Eﬂliﬁﬁ HE #Eh

F T

D = GEEE

E’.;

1 z ; e &0 ik =

2 200712 ppi winRadius [EE 8 S FiEsh, (LAEwON1812 118w O AL
3 Z007EF 12 pepevammrwmrers . winRadius TFTES4F NaS B9 request BB I0RIEH » 1F1EE nas e
4 2007512 B 128140 46555580 & hnik-S- B Th

E 4-34 %% RADIUSIR% s &4 B H:

25%EE Xl

NAS EH: [12345

WESRLO: 1812

W [1813

I~ AREXBEHHBFHNHR
I~ B EAMLE O

e | UL

A 4-35 % EH RADIUS iR % 2511 %5 44

(6) Ja H 802. 1x & P gk f7 56 1F |
# PCl1 g shEifiE 802. 1x & F'um . 5 A FH ' 24 (test) FIZE 1Y (testpass) , By “ 4 27
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4.4 AR oA E 802. 1x 44 M & 3N

el AT E . T A 4-36 Fiw .
H T2 A 2 AW HL SW2 WA BLE EAPOL 41 SCA] DL Tag, Fr DL IE 23 2
E 4-37 s,

£ Ruijie Supplicant

efiesusnar
£ IPIfs e RiE R

APE  |test

= P—

Sk = 4
Pl F  [Realtek RTLA139/810x Fanily Fast ¥| LAIE M

Supplicant 3. 10

EE | B | Fmme | #=

EEAsl |

E 4-36 3 BiHE 802, 1x & i F 4-37 IUERM(E R

(7) BB EZ#HYL EAPOL 4 304 VLAN Tag &0,

SW2# configure

SW2 (config) # dotlx eapol-tag

SWZ2 (config) # end

SW24

(8) HHINILE. —

W v i AR AT AR . AKIEEN )R . £ Windows £ _}Eﬁgﬁé%“gbpi

— . | :

FARRESE S B AERL ], a1 4-38 s, Lr:‘g.qa@m E
K 4-39 MAE PC1 FH3RAY 802. 1x TAIE T #2 (EAP-MD5 tAIE I

20 Iz S,

MNo. - Tirne Source Destination Protocal | Info
O.000000 00:15:F2:cdc:96:a4 01:80:c2:00:00:03 EAPOL  Start

i ITd L S G T EAF Reguest, Identity |RFC3/748
0,0015928 00:15:f2:dc:96:a4 0Q0:d0:fE8:82:f4:al EAP Response, Identity [RFC3748]
0.005013 00:d0:T8:82:f4:31 00:15:72:dc:96:a4 EAF Request, MD5-Challenge [RFC3748]
0.100008 00:15:F2:dc:06:a4 QO0:dO:f8:82:f4:a1 Eap Response, MDS-Challenge [RFC3748]
0.104154 00:d0:f8:82:F4:a1 00:15:f2:dc:96:ad4 EAP SUCCess

[ R R SN PN -

H Frame 2 (60 bytes on wire, 60 bytes captured)
= Ethernet II, Src: 00:d0:f8:82:f4:a1 (00:d0:fR:82:F4:a1), Dst: 00:15:f2:dc:96:a4 (00:15:F2:dc:06:a4))|
@ Destination: 00:15:f2:dc:96:ad4 (00:15:f2:dc:96:ad))
H Source: Q0:d0:fE:82:F4:al (00:d0:f8:82:T4:al)
Type: B02.1x authentication (0x888z)
Trailer: 001311000000001311006900000000000000000000000000. . .
3 802.1x authentication
version: 1
Type: EAP Packet (0Q)
Length: 5
= Extensible authentication Protocaol
Code: Request (1)
Id: 1
Length: 5
Type: Identity [RFC3748] (1)

(9) B& s,
1+ PC1 I ping PC2 0y TP H#ufik . b Fafi iF 17 802, 1x tAIE.SW2 B F0/24 ¥ 1 #F“FT
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7, PC1 5 PC2 a] L) ping i , W0 & 4-40 Fr~ .,

C:xDocuments and Settings“Administrator>ping 192.168.1.2
Pinging 192.168.1.2 with 32 hytes of data:

Reply from 192.168.1.2: bytes=32 timedlms TTL=63
Reply from 122.168.1.2: bytes=32 timedlms TTL=63
Reply from 172.168.1.2: bytes=32 time<lms TTL=63
Reply from 192.168.1.2: bytes=32 timedims TTIL=63

Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = 8 (B loss),
Approximate round trip times in milli—-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms

&l 4-40 Gk X 4% % 8

A B ALY 802, 1x AIERAE . v LA F] PC1 2 b Ak,

SW2# show dotlx summary
1D MAC Interface VIAN Ruth-State Backend State Port-Status User Type
7 0015.f2dc.9%6ad Fal/24 1 Authenticated Idle Authed static

Switch# show dotlx user id 7

User name: test

User id: 7

Type: static

Mac address is 0015.f2dc.%ca4
Vlan id is 1

Access from port Fa0/24

Time online: Odays Oh OmlOs
User ip address is 192.168.1.1
Max user number on this port is 000
Start accounting

Permit proxy user

Permit dial user

IP privilege is 0

(10) 7E454 802. 1x tAiE,
FEE 4-28 h L R EEM K ERE A R W E T, F A 802, 1x AUk, Kl 4-41
BTE PC1 FHREEAY 802 1x Ay FE A4 3.,

[[FE5FEm]
EME S R, W EAUE A LS RADIUS R & #8 2Z 8] 0] 35,

[(ZXEE]

SW1# show running-config

Building configuration...
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2 0 Qo059

EAF‘

B oA B 802, 1x &4

H Frame 1 (1000 bytes on wire, 1000 bytes captured)
= Ethernet II,

srcy 00:15:F2:dc:96:a4 (00:15:F2:dc:96:a4), Dst: 00:d0:f8:82:F4:a1
[ Destination: 00:d0:f8:82:F4:31 (00:d0:f8:82:F4:31)
[ Source: 00:15:f2:dc:96:ad (00:15:F2:dc:96:a4)

Type: 802.1x authentication (0x888e)

Trailer: FFFF3777FFFCEATFCTO00000FFFFFFFFFFFFFEFFFFFASS00, | .

Frame check seqguence: 0x00000000 [incorrect, should be Oxdb3c537a]

E 802.1x authentication

varsion: 1
Type: Logoff (2)
Length: O

B 4-41 PCl1 FHi3E 802, 1x FF&Y it FE i ¢

Current configuration : 1184 bytes

hostname SWl

vlian 1

vlan 2
|
|
|
|

interface

FastEthernet 0/1

switchport access vlan 2

|
interface
|
interface
|
interface
!
interface
!
interface
!
interface
|
interface
I

interface

FastEthernet 0/2
FastEthernet 0/3
FastEthernet 0/4
FastEthernet 0/5
FastEthernet 0/6
FastEthernet 0/7
FastEthernet 0/8

FastEthernet 0/9

M 28 3=\
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interface FastEthernet 0/10
!
interface FastEthernet 0/11
!
interface FastEthernet 0/12
!
interface FastEthernet 0/13
!
interface FastEthernet 0/14
!
interface FastEthernet 0/15
!
interface FastEthernet 0/16
!
interface FastEthernet 0/17
!
interface FastEthernet 0/18
!
interface FastEthernet 0/19
!
interface FastEthernet 0/20
!
interface FastEthernet 0/21
!
interface FastEthernet 0/22
!
interface FastEthernet 0/23
!
interface FastEthernet 0/24

switchport mode trunk

|

interface GigabitEthernet 0/25
!

interface GigabitEthernet 0/26
!

interface GigabitEthernet 0/27
!

interface GigabitEthernet 0/28
|
|
|
|

line con 0



4. 4

linevty 0 4
login
|

End

SW2# show running config

Building configuration...
Current configuration : 1456 bytes

|
hostname SW2
!
aaa new model
|
!
aaa authentication dotlx ruijie group radius
|
|

vlan 1

vlan 2

|

I

!

radius-server host 192.168.1.254

radius-server key 7 151b5f72467e

I

|

|

!

dotlx authentication ruijie

interface FastEthernet 0/1

switchport access vlan 2

!

interface FastEthernet 0/2
switchport access vlan 2

!

interface FastEthernet 0/3

I

interface FastEthernet 0/4

B - B 802. 1x &4 M 4& 3N
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interface FastEthernet 0/5
!

interface FastEthernet 0/6
!

interface FastEthernet 0/7
!

interface FastEthernet 0/8
!

interface FastEthernet 0/9
!

interface FastEthernet 0/10
!

interface FastEthernet 0/11
!

interface FastEthernet 0/12
!

interface FastEthernet 0/13
!

interface FastEthernet 0/14
!

interface FastEthernet 0/15
!

interface FastEthernet 0/16
!

interface FastEthernet 0/17
!

interface FastEthernet 0/18
!

interface FastEthernet 0/19
!

interface FastEthernet 0/20
!

interface FastEthernet 0/21
!

interface FastEthernet 0/22
!

interface FastEthernet 0/23
!

interface FastEthernet 0/24

dotlx port-control auto
switchport mode trunk
|

interface GigabitEthernet 0/25
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interface GigabitEthernet 0/26

|
interface GigabitEthernet 0/27
!
interface GigabitEthernet 0/28
!
interface VLAN 2
ip address 192.168.1.200 255.255.255.0
|
|
!
line con 0
linevty 0 4
|
|

End
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WIZARDS

SYSTEM
General

IP Services
Ports

VLANS

Access Points
Services

AUTHENTICATION
Users

Devices

General
IP Services
Ports

Access Points

Services
AUTHENTICATION

Users

Devices

RADIUS

. ________________________________________________________________________________________|
Welcome
.|
Quick Start wizard will replace the current configuration
with a new one.

F 5-4  AeE oLk s il

Configuration Type View Help £O

Select the management platform you plan to use for
configunng and managing this switch in the future.

How will you manage this RingMaster
?

system? Web browser

El

5-5 EFEE PRI A HALAY T H

General

IP Services

Ports

V0LANS

Security
WIRELESS

Access Points

Services

AUTHENTICATION
Users

Devices

IP Configuration View Help EO

Specify the following parameters to connect this
switch to the network.

1 2 -..192. 168. 100. 254

Default router "19;2158 1 DD“

] =]

[ 5-6  BCE LA HILAY 1P Hiht




General

IP Services
Ports
VLANS
Security

WIRELESS
Access Points

Services

Devices
RADIUS

& 5-7

Password View Help O

Specify the password for future management access
to the system.

E=]
Aic B JC 2k 22 fe bl 2 40 19 5 FR 8 0

General

IP Services
Ports
V0LANS

Access Points

Services

AUTHENTICATION
Users

Devices

RADIUS

Date and Time View H

Set the time and date on the switch.

oate [p/s/200s |
Time _|13:45: 15 i

C—

Timezone |{GIT+E:DEI} Beijing, Chongging, Hong Kong

!

(Beek| ]

o p————
Kl 5-8 A& &4y Bt LA i) X

General

IP Services

Ports

V0LANS

Security
WIRELESS

Access Points

Services
AUTHENTICATION

Users

Devices

Configuration Summary View Help EQ

Review the configuration settings.

IP address 192.168.100.254/24
Default router 192.168.100.1
Admin password Modified

After you click Finish, web management will be
disabled.

=

B DA 5 5€ B TC 2 3 e 1L 1Y) 2k A T
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v.v RingMaster 7.0

— - c o | E
‘N | ﬂ.lllg!‘-fl-.'.';.i.e: services Connection

T 4Q=
RingMaster w.m.—

Paszword | |
|E| Remember uweel neme and password

H P4 R
TRIA 2

TRAPEZE MOEILITY SWETEM

TRAPEZE

smart mobile.

|' Frevious I Fimaszh || Cancel J

Al 5-10 =47 RingMaster ¥ {4

@ ##E Configuration, i A B & 51, I 45098 B AY JCLL A L. 40 &l 5-11 Frow
P10,

.y RingMaster 7.0: Plan (shdd)

File Services Tools Help

a g | B B ==

Folicies Configuration] Verification Devicas

L T ? E:' ¥ o T Ay .
2 R o R v S T e o

G- Third Party APs

Fetwork Plan s Create Mobility D¢
Hetwork Plan Name | shdd | © Create Mobility Es
&) Create Third Party

5 GHz Channel Set 149, 153, 157, 161, 165

Hetwork Domnin

Metwork Domain Seeds |1T|:|t Azzigned |

Network Domain Members |Hut Assigned |

| aﬂnrwert. Auto AP
aRemwe Auto AP
aﬂetunrk Donain

Config: 0 Errors; 0 Varnings Local Changes: none Network Changes: none  Alarms

E 5-11 AL # RingMaster

© AR E BT LAY IP Ho bt 71 Enable % 3%, 0 &l 5-12 ~ & 5-14 fiR
P
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vy RingMaster 7.0: Plan (shdd)

vy Upload MX
; Upload NX

Enter the MI' s IF address and enable password and click Next to retrieve its configuration,

IF Address 192 168.100. 254 .
Enable Fassword | @@ ﬁ

Updated [Enable Password] Value [#ockoisions]

Config: O Errors; 0 Warnings Local Changes' none Network Changes

Bl 5-12 AT LA HILN IPFE (D

vy RingMaster 7.0: Plan (shdd)

vy Upload MX
" || Uploading NX...

Please wait for the MI's configaration to be retrieved and click Next to save the changes.

Querying Boot Status and Serial Mumber: 192.168.100.254:8889
M Device Mode| = MXR-2

Booted Version=6.0.7.2.0

Mext Version=6.0.7.2.0

Image Location = boot0:Mx060702.002

Configuration Location = configuration

Sarial Number= 0721600029

Uploading device: 192.168.100.254:8889

Waiting for response from device: 192.168.100.254:8389
Received network data for. 192.168.100.254.8889
Processing network data for device: 192.168.100.254 8888
Done processing uploaded data.

Successfully uploaded device MXR-2-560CB8.

Click Next to continue

Config: O Errors; O Warnings Logal Changes: nons

B 5-13 & A F LA AL 1P {5 B (2)

@ SERESING E A ALy ESom . Wi 5-15 s B,
(3) ALB T AP,
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vy RingMaster 7.0: Plan (shdd)

File — e -
wy Upload MX X "
Upload Complete

g Click Finish to complete the wizard

ﬂ Adding device to the network plan. Please wait...

. g
t "I Successfully added device MXR-2-560CB8 to the network plan. B
L
Ez
bt
¥
a

Pravieus | | Fext L I Finish I Ceneal |
Config: | Error; 2 Warnings Local Changes. mnone Hetworlk Changes. nons .-'-..lat'-..f.- 0 | [ _L‘_‘| 0 | - o
Kl 5-14  fg A FRICER AR PLAY TP 5 B (3)

w RingMaster 7.0: Plan [shdd)

File Services Toolz Help

« 5 B

Paliciec

% &f % 'S @ e

Varifieation lewices Mami tar Soemrity Alarms Roperts

=-B02. 1E Aeeocs Rules
~"MAC Aceess Fules
~-Webh Acoess Fules
~Open Boeess Rnles
“-Bdnin Acceas Holes
~-Third—Pariy APs
“Locatien Pelicy

] ~-Mobtlity Prefiles
E"‘-Third Farty AFs

NI Asgociztiens
Wobility Domuin | oy Bssigned «
l:i.r:i.:n.E Closet et nsﬁiﬂlEﬂ. .:

il et > 20| Tasks =
aan v | | Iizoar l el
- e T (3-2-560CES Cherges %
¢ ESysten Mobi1lity Exehsnge Q Raview
-Parts
ME O o AT
. - ane | WER-2-S80CHS | © Dapler
“Managemeni Services [ o |I.'.IT2[E|EIE02'3 | —— :
“Log — Setup L
TP Serwinas NE Madel NER-Z aE tem Set
- wstem Sedup
VLA Software Versieon 6.0z :
ACLE ﬂ Software Version
: Qa8 dystan FIAMIP[ default iL): 192.18B. 100 254/24 1} © Madel
I5h-Wireless Couniry Code Fet Accigned ﬁ Tine
“"Wireless Services T
~Radis Profiles Damein Security ene | © System Infornation
“RACL R Managoemont Imterfacae -
~Mcceaz Points 'Go. T s
Radios Hosaged EI
: ~FF Deteckion IF Bddcens 1a7 1558 100 75 aﬁq 1o Monitor
=t : aGﬂ te Warificaiion
~Lozal User Databsse 'EL!.RIII"[ defanit S J02 1608 100 254 2L ':J © Go to Alarms
--RADLTE
P Enskle Pazsword |.. | . © o 4o BF Vien

a Convert Auto AT
E) Rancva Ante AP
&) MI Web InterFace
© 551 to NI

E) Talnat +a ME

Config: | Frror; 2 Vormings  Losal Changes: acne  Network Changes: aene  Alarnc L0 0 | 0 | 0 | &£ |
Kl 5-15  #F AL ML EAER B

D #EEE Wireless—>Access Points 20, 450 AP, Wi 5-16 Frzs Fim .
S,
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Ly RingMaster 7.0: Plan [shdd)

File Services Tools Help

@ 5 B w2 % ¥ @ e

Paliciex BEF Plannin VWer: ficat: on lewicas Mama tar ot Al arm= Ropert=
BE +d 7
Orgamines Y | entone T Renuas asnte 5| Tasks = |
:.hﬂ.d. | | Toat l o e
&= NER-2-S60CE MIR-Z-5B0CES Chengez &
i H’"E"i‘ﬁt o Accors Paimis e Bavicwe
“Parts ; :
=-Port Groups SEREER s a Daplow
~"Managemeni Services Enable Auto AP [ |
i : Load Balancing f;"' 2te i
"'IP giﬂlﬂi: a AP
-~ WLATs |Q- |
--MCLe T -
i 88 o (]| Hams Corar. . [3) |Seriat [ Motz [|Tome || B | [Sate s
= h i e
[=HWirelass |_E= ﬂ AP Bedunidariey
Wireless Serwvices :l :
~-Badt o Profiles - ﬂ Lond Balancing
“Local Swiiching a AP Hoot Confignration
—— i TN = = O ke 4
!’"'R!El.dllils ii'__'.':'.'l.:: | delaie |
b FF Deteckion —
“‘Locel User Database a Catirir ¥ -hits 5P
--BADCTE
ﬂ Be=nowve Autc AT
~-G0Z. 1E
802 1% Aseoce Rulas &) Convert Diresy AP

~"MAC Acocess Fules
""th !.EEEEE R'IJlEE
“-Opzn Aocsss Holes
A.dﬂl.n &EGEBE H.'DJ.EE
= Third=Pariy APz
“Location Palicy
] “-Mahtlity Prefiles
E--ﬂmm Farty Afs

Config: | Error; 2 Warnings Local Changes: nema Natwork Changes: none  Alarns -LHLI =

& 5-16 HC & JoZk AP

n KingMastar /.1k Man (shdd)

File Services Tonls Help

« s © & * e % 9 9 ®©

Falicies HF Plunning VectEication Devices PMon Ler Securily Alams Bepariz

Organizer ¥ | Confireration - Aecass Faimts | ue : |
shdd | L
£~ Y} 2-CRICRS = -SBOEES Chenges &
: '.: SyeLan ¥ Lreate Access Point L
1§ b-Rords AP Tdentifier _
' i :"'"?urt Groups Pegly
;‘--"ngment g Entar B munber, umiqose neme, and conmeetipn Evr the AF.  Conoeeting the AP to & part
o i removes ths part fram ell WLAT=. X
i § hbeg e = |
Eﬂ_:_ﬁf“m 82 Wanbas E@ iF
I TACLs Hane [AP'JL
I - ’ . y e i -
: ‘ Wirelesa srmeckion = Ji]:% ﬁﬁﬁﬁﬁ AP Bathirdasey
i i’"".l'l'll-ll: g"ﬁl‘. -
Db el TR lead Balancing
Pl bifsed Seitehing AP Eoot Configmration
AR c:=s Foine:] v i

i ?""Rnd'i.ﬁs
1 | “BF Teleollon
PoA S
""" Loeal User Dnisb Coniart kats P
R T
: : Fonowe Buta AF
| - EIZ. 13
LoBO2 1T kecezs Bu Comvert Drcael AP
n_u_._ boress Bules B e puk || e I| Finish J I it J
i i Web beoese Bules —

f"'"Elpul. Atesss Rules
: """ Bdmin Mecess Fules
; : """ ThirdFariy AF=
- - Loeatdon Paliey
b Wabili by FraFilss
# g Third Farty A=

Config 1 Ereor! 2 Wornizgs Lowal Chenggs: mans Betworl Cheniges' peae:  Alarme “ﬂ =

A 5-17 BLE ok AP

Q@ K HEER M AP YL J5 m iy SN 8 AXTiEHE . T AP 50 A pl ot i M
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©.» RingMaster 7.0: Plan (shiid) A %
File Zevicez Teal: Heln

&« 5 @ % [T & = <L ¥ ] G

Bolicies BF Flonning Enh'm:.ﬂ._at Yerification Davices Momikor Security Harns Baparts
Orgamizer ¥ 9 | CowEiguragion = Accaxy Paintx o Tawky 4
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. _____________________________________________________________________________________________________]
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AUTHENTICATION
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Davices

5-35

WIZARDS

SYSTEM
General

IP Sarvicas
Ports
WLANS
Security

Access Points
Senvices

AUTHENTICATION
lJsers

Davices

Configuration Type View Help 2

Select the management platform you plan to use for
configuring and managing this switch in the future.

T

How will you manage this Ringlaster |w

5ystem?
—h

Weh browser
EingNaster

]
I =L w5 Rtak 5| N B B =

IP Configuration View Help EAI

Specify the following parameaters to connect this
switch to the network.

ﬂwz. 163, 100, 254

_dwe. 166, 100, 1

IP address

IP mask bits

Default router
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IP Sarvices
Ports
WVLANS
Security

Access Points
Senvices

AUTHENTICATION
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Dievices
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Password View Help EE|

Specify the password for future management access
to the system.

Password ﬂ |" |
Re-enter password =il 0 |
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— Date and Time View H
SYSTEM Set the time and date on the switch.
General
IP Services Date 8/08/2008 |
naves Time 13:45:15 |
V0LANS -
. Timezone [II(':'r]'l'lT+E:IZIIZI3I Beijing, Chongaqing, Hong Kong
Securnty
WIRELESS r
Access Points
Services
AUTHENTICATION
Users
Devices
RADIUS e —

T — R
 5-38  IE AR G ]

© #HAIF7E MICE S HAL Y FEABC & WA 5-39 P,

WIZARDS
— Configuration Summary View Help [
SYSTEM Review the configuration settings.
General
IP Servicas IP address 192.168.100.254/24
Ports Default router 192.168.100.1
VLANS Admin password Modified
Security
WIRELESS After you click Finish, web management will be
Access Points disabled.
Services
AUTHENTICATION
Users
Devices
RADIUS
""""""""""""
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FT 7R .

@ H ABE PR TCL A LAY 1P Hihik . Enable 255, WAl 5-42~ & 5-44 Fiis,

@ FERM NG A O 22 LAY 454 S, an &l 5-45 B .

155



RS F AAABRAL LA eem—

.3 RingMaster 7.0
File. Scrviess -Teols Help

.y RingMastar Services Connection

- pairess (R[]
2 Pt a5
RingMaster .. ...

Fassward

E R_EI'I'IBE]’ nes mame __B‘.'I'I.l] IJB‘EE!HI'&
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smart mobile.
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File Services Toolz Help

« » 6

Policies 1 Lol i _--- i o] Verification Devices

llrm:u‘ Y &= l.'.gﬁ;:_n.tin = ﬁﬂ .

o

g Third Party APs o — Create B
Fetwork Flan 0 Creats Mobility D:¢

Hetwork Plan Name shdd © Create Mobility Es
Country Code China (CN) &) Creste Third Parts
2. 4 GHz Channel Set (1, 6, 11

5 GHz Channel Set 149, 153, 157, 161, Satag ¥

FHetwork Domain AirDefense

Hetwork Domain Wame Hot Assigned

Network Domain Seeds Mot Assi gred

Hetwork Domain Memberz Wot Assigned clfplul.ﬂ. MI
w/ Convert Auto AP

© Remove Auto AP
e Networle Domain

Config: O Errors: 0 Warnings Local Changes: none Network Changes: none
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156



s 5.2 AR MAC JGE K AN IS m—

v RingMaster 7.0: Plan (shdd)

wy Upload MX

UOpload NX

Enter the MI' s IP address and ensble password and click Wext to retrieve its configuration

IF Address |07 165.100.254 <=
Enahle Password ..| ‘=

Updated [Enable Pazsword] Value [okkssckiok]

Config: O Evrors; O Wermings Local Chemgss: mone  Network Changes: none Alern:s 80 0 [ ] 0] £

& 5-42 Bt ® RingMaster W& 30 4F 1P #ohik (1)

v.y RingMaster 7.0: Plan (shdd)

wy Upload MX
Oploading ME...

Please wait for the MI's configuration to be retrieved and click Next to save the changes.

Querying Boot Status and Serial Mumber: 192.168.100.254:6889
Device Model = MXR-2

Booted Version=6.0720

MextVersion=6.0.7.2.0

Image Location = bootD:Mx060702.002

Configuration Location = configuration

Serial Number= 0721600028

Uploading device: 192.168.100.254:8889

Waiting for response from device; 192.168.100.254,8889
Received network data for: 192 168.100.254:8889
Processing network data for device: 192.168.100.254:8888
Done processing uploaded data.

Successfully uploaded device MXR-2-560CB8.

Cliclk Next to continue.

“:I'rwim| Finish H Emel_l

|
Config: O Errors; O Wernings Locel Changes: nene  Netwirk Changes! nome ﬂms- 0 ﬂ 0 [ P

A 5-43 At B RingMaster 4 30 {F 1P #bohik (2)
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v.» RingMaster 7.0: Plan (shdd)

wy Upload MX

UOpload Complete

Click Finish to ::m'nple‘r.e the wizard.

Adding device to the network plan, Please wait...
Successiully added device MXR-2-560CB#E to the network plan.

Config; 1| Error; 2 Wernings local Changes: none
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Set the time and date on the switch.

General

IP Services Date 8/08/2008 |

i Time  [13:45:15 |

YLAMNS

. Timezone |{G]'|'[T+E:DEI]I Beijing, Chongging, Hong Kong
Secunty =
WIRELESS w
Access Points
Sarvicas
AUTHENTICATION

Users

Devices

RADIUS
E=1

El 1 |

B 5-77  TCE T AL 2R SR A
@ WAF TN TCE AL IEARBL S ANE 5-78 Pras .

Configuration Summary View Help C1
Review the configuration settings.
General
IP Services IF address 192.168.100.254/24
Ports Default router 192.168.100.1
VLANS Admin password Modified
Security
WIRELESS After you click Finish, web management will be 3
Access Points disabled.
Sarvices
AUTHENTICATION
Lisers
Devices
RADIUS
1
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. Per [ a2
RingMaster ... |

Pazzword | |

lununher mE name H.'ILEI PH.EE.HI&

AP AR

TRAPELE MOBILITY SYSTEM

TRAPEZE

smart maobile.
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wy RingMaster 7.0: Plan (shdd)

File Serwices Tonls Help
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I »
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ﬁ I‘l”“ﬂ!;?%‘.i}; ? {:‘ -'f' }_- o e
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SEve | | Discard | =

L4

E

-
1

g Third Party APs Creste s
Fetwork Plan @ Create Mobility De
Hetwork Plan Name shdd | © Create Mobility Es
Country Code China (CI)| &) Create Third Party
2.4 GHz Charmel Set (1, &, 11
5 GHz Channel Set 145, 153, 157, 161, 165 G ¥

Hetwork Dommin

Metwork Domain Seeds |H|:|t Assigned |

Tatworl Domain Members |Ha+. Az=igred | a-uPlﬂaﬂ ME

| aﬂun\fert Buto AP

aRemwe Auto AP
aﬂetuurk TDonain

Config: 0 Errors; 0 Varmings Local Changes: none Network Changes: none  Alarms
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vy RingMaster 7.0: Plan (shdd)

wr Upload MX

Opload NX

Enter the MI'z IP addrezz and enable password and cliclk Next to retrieve itz configuration

- —
Enable Fassword |@@| ﬁ

Updated [Ensble Password] Value [woikoksoione]

Previcus . | Finizh . | Cancel J
Config: O Errors: O Warnings Loeal Changes: mnons Network Changes: none ﬂlﬂs! 0 I 1] J 0 =
Kl 5-81  Hg ABCE FRICE A2 B ALY 1P M hk (1D

v.» RingMaster 7.0: Plan (shdd) i LI
wy Upload MX . X
¢ Uploading NX...
e Flease wait for the MI's configurstion to be retrieved and click Next to save the changes.
LLEY I Querying Boot Status and Serial Number: 192 168.100.254:8889
& @l Device Model = MXR-2 :

Booted Version=6.07.2.0 e
MextVersion=6.0.7.2.0

Image Location = boot0:MX060702.002

Configuration Location = configuration t3
Serial Number= 0721600029

Uploading device: 192 168.100.254:8889

Waiting for response from device: 192.168.100.254:8889
Received network data for: 182 .168.100.254:88849

Processing network data for device: 192.168.100.254:8889

Done processing uploaded data.

Successfully uploaded device MXR-2-560CBE.

Click Next to comtinue.

PP g |

Config: O Errors; O Wearnings  Local Changes: nine  Metwork Changes! none l;l&nts_ 0 | 4 I 0 | o

K 5-82 g A GUE R ICZR AC B LAY 1P Hbhik (2)
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vy RingMaster 7.0: Plan (shdd) '.'_ (52

Fale Ay Haln
5 Upload MX X Ees
UOpload Complete
el Click Finish to complete the wizard.
Adding device fo the network plan. Please wait... s
E-‘ W Successfully added device MXR-2-560CB8 to the network plan. i
i D¢
Ex
ity
b
B
'

% Pravious || ext 2

Config: | Error: 2 Varnings Locel Changss: none Network Changes! mome Alarms

5-83 Hi AR FRTCLE A H AL 1P Hbhk (3)
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Mariapement Seewdl| ERLEr wnmmber, wnigue ams, wd cormetion for the W, Coamscting ks A0 te @ part
i removes Lhe part fron all VLAN=.
- Log pite -
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“irelers Service
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L BF Tetection

~~Logal User Dateh b Convert hate AF
i~ RADTIS

b Renows kuta AP
+-BOE. 1T

© HOZ 1T Mecacs fufVedated [Serial Bumber] Valus (07128002301 C i € Bavmct AP
NAC Aceoss Bules

Wab hecess Bules
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Tasks |

MXB542 Changes a

a Review
6 Deploy

Create S

&) 802 1% Service Profile
e"r'oi ce Service Profile
O'ﬂ'eb—Portal Serwvice Profile
OI'.'lp-m heecess Serwvice Profile
& Mesh Service Profile
OCustnm Service Profile

K 5-93 {] & Service Profile

wy Open Access Service Profile

Sexwvice Profile Identifiex

Enter a unigque name to 1dentify the Service Frofile and specify the SSID. You can also configure whether
wireless traffic sheuld be encrypted

Fame |open

S5ID test—wep

A Service Profile already exiztzs with the zame key [Name]

¢ Previous I Fext » Finisl Cancel

& 5-94 & A S {d 1Y Service Profile Z%{

@ EEEFHESN WEP g =, i 5-95 s,

wy Open Access Service Profile
Wireless Security

Select ome or more wireless security standards. You can configure an S5ID to support any combination of
ESH, WPA, and non—WFA clients. RSH (zometimes called YFAZ) and WFA prowide stronger security than WEF,

RSH (Pa2) [
¥ra [ |
Static KEF |

Updated [RSHN (WPAZ1] Value [Hol

5-95 ML E &S WEP N
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w OUpen Access Service Profile

WEP Kevs

Configare WEF kewys and aszign them to unicast and multicast traffie.

fEfF Koy | 0000000000

WET Kay 2

WEF Key 3

WEP Key 4

WEF Unicast Key Index

WEF Multicast Eey Index

Updated [WEF Key 1] Value [#tmihink]

I < Pl‘l?in'ﬂ.l] Hext » Finisl I Cancel I
Kl 5-96 T i A%

© VLAN Name # default. & 5-97 i~ .

r- Open Access Service Profile

Open Access VWLAN

Select the VLAN to use for Open Access users.

VLAN Name | dofault -|

Updated [VLAN Wame] Value [default]

l { Previous ] I Hext >

E 5-97 Bf'®™ VLAN Name

(D Radio Profiles i FH default,®R J5 B Finish ¥4 . & 5-98 i~ .,

X FEAE B DA 2R 58— 2 F 8 Open [y Service Profiles, I 5-99 Frx .

KR A O BC B B & B R E AL, 4l & 5-100 Frzs .
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wy Open Access Service Profile
Radio Profile Selection

Select an existing Radio Frofile or choose to create a new ome to associate with this Service Frofile. Each
radio 135 associated to a single Radio Profile which can associate to multiple Service Frofiles. This allows
a radio to support multiple wireless services.

Dl:reate new Radio Frofile

Eadio Frofiles

(Properties. . ]

< Previous Hext . Finish J[ Cancel J

i 5-98 il & Radio Profiles

Yireless Service Profiles

# Neme SEID Type [¢] Beacen Radio Profile(s)
1 [[l:lpnn test—wep Encrypted - [v] default
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wy Deploy Configurations

Mobility Domain B BX (Versiom) B Status 'T"B Details B :

(=] Status: Completed (1 )
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SYSTEM
General

IP Services
Ports
VLANS
Security

Accese Points

Sarvices

AUTHENTICATION
Users

Devices

Configuration Type View Help E2

Select the management platform you plan to use for
configuring and managing this switch in the future.

How will you manage this RingMaster
system?
¥ ¥eb browser

Ringlaster
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o] Bet]
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@ BB TTL AL 1P ik 7 R FERS DL S BRIA M G, i 5-163 B .

I

WIZARDS

SYSTEM
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1P Configuration View Help E2
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ﬂlEE. 16@, 100. 254
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1P mask bits
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Set the time and date on the switch.

General

IP Services Date |§?ﬁsf 2008 |
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Security

WIRELESS I
Access Points

Services
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RADIUS

)
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— Configuration Summary View Help [
SYSTEM Review the configuration settings.
General
IP Services IP address 192.168.100.254/24
Ports Default router 192.168.100.1
VLANS Admin password Modified
Secunty
WIRELESS After you click Finish, web management will be 1
Access Points disabled.
Services
AUTHENTICATION
Users
Devices
RADIUS
[ae)
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Wetwork Domain Seeds WNot Assigned |

Network Domain Members Wot Assigned |

0 Convert Auto AP
ﬁ Remove Auto AP
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Config: O Errors; O Warnings  Local Changes: none  Network Changes: mone H.lrll =&
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v.» RingMaster 7.0: Plan (shdd)

Upload MX

Enter the MI's IP address and enable password and eclick Next to retrieve its configuration

- —
Ensble Password | @ | ﬁ.

Updated [Enshle Password] Value [sesssus]

Confrg: 0 Errors; 0 Wernings Local Changes: none Hetwork Changes! nome

F 5-169  Hig A B H L A ALY 1P 15 B (D)

v.» RingMaster 7.0: Plan {shdd)

wy Upload MX
Uploading MI...

Please wait for the MI's configuration to be retrieved and click Next to save the changes.

Querying Boot Status and Serial Number; 192.168.100.254,8883
& @ Device Model = MXR-2
Booted Version=6.0.7.2.0
MextVersion=6.0.7.2.0
Image Location = bootd:MX0D60702.002
Configuration Location = configuration
Serial Number=0721600029

Uploading device: 192 168.100.254:85849

Waiting for response from device: 192.168.100.254:8889
Received network data for: 192 168.100.254:8889
Processing network data for device: 192.168.100.254.8884
Done processing uploaded data.

Successfully uploaded device MXR-2-560CB8.

Click Next to continume.
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el Click Finish to complete the wizard
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5-176 BN AP 119 5 AR 5 F0 4% Fa P i
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Password View Help £

Specify the password for future management access
to the system.

Password .ﬂ |+u
Re-enter password  —liy *®

] E=]

5-199 & H RGN E %Y

General

IP Services
Ports
V0LANS

Access Points

Services

AUTHENTICATION
Users

Devices

RADIUS

Date and Time View H

Set the time and date on the switch.

T 8/08/2008 |

—

Timezone |EGIT+E:EF[I] Beijing, Chongging, Hong Kong

1

= o |

3
Bl 5-200 & E F S0t E] LA A ET X

General

IP Services
Ports
V0LANS
Security

WIRELESS
Access Points

Services
AUTHENTICATION
Users

Devices

& 5-201

Configuration Summary View Help EQ
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(1) Fo & LAY IEARZEL,

D LA LAY ERIA TP Huhk & 192, 168. 100. 1/24 , K k¥ STAL i#Y 1P bk Fc &
192.168.100. 2/24 , I+ 4T IF 0l %3 25 % 5 3] https://192. 168. 100. 1, 35 4 [&] 5-236 ff i~ Ft
[T b /251

RGNS P 42 admin, B K25, 0K 5-237 Fis.

X Bk 3

Wb | SiZih & = - EAE « {Bi%iL 5
;,;i él %géﬁ _ﬁ%%?éhrﬁ HHEASEREW. (BiZih

P 192.168.100.1

R

A EEERHEEHIEEEHRATME. TUEE .
IFRLL EwREEE2E E M IEilid. System Administrator
o ZE2 i Prl BERE . RP&): € adnin v
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@ WA P2 MEWFERIEAT BRI Web B & U1, B4 Start $ZHL, JF
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Welcome

SYSTEM Quick Start wizard will replace the current configuration
General with a new one.

IP Services
Ports
VLANS
Security

WIRELESS
Access Points

(1}

Services
AUTHENTICATION
Users

Devices |3

5-238 i ATCZ A AL Web [ & 01
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AL L& E M Pag WPA e 5

General

IP Services
Ports
VLANs

Access Points

Services
AUTHENTICATION

Users

Devices

RADIUS

]

WIZARDS

SYSTEM
General

IP Services

Ports

Access Points

Services

Devices
RADIUS

View Help L

Configuration Type

Select the management platform you plan to use for
configuring and managing this switch in the future.

How will you manage this

system?
-

RingMaster

Web browser
FingMaster

E=]
5-239 EPFEEH LLACHEI T H

View Help 3

IP Configuration

Specify the following parameters to connect this
switch to the network.

—=y192. 168, 100. 254

4
Default router wlgz' 108400, 4

IP address

IP mask bits

5-240  HCE KL L HmLI 1P

© WHE RGHEBEN . A 5-241 Fros,

© BB RS ETE LR IX, anE 5-242 Fis .

@ WIAIF 58 LA ALY FEAS AL &, A&l 5-243 BT .

(2) i#3f RingMaster W8 R 1T DA AC R DL S HFCHE .
D iz171 RingMaster, i ik 2 127, 0. 0. 1, 3w H A 443, FH P 24 M E S BN b=, W

&l 5-244 P .

11}

11
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General

IP Services
Ports
VLANS
Security

WIRELESS
Access Points

Services

Devices
RADIUS

General
IP Services
Ports

Access Points

Services

AUTHENTICATION
Users

Devices

RADIUS

Password

Specify the password for future management access

to the system.

Password -ﬂ |“

) E=]

View Help £

5-241 & H RN E %Y

Date and Time

Set the time and date on the switch.

Date \8/08/2008

Time  [[13:45:15

View H _

Timezone |EGIT+E:D[I] Beijing, Chongging, Hong Kong

t

= o |

3 O

Bl 5-242 & E RS9t E] DL ET X

General

IP Services

Ports

V0LANS

Security
WIRELESS

Access Points

Services
AUTHENTICATION

Users

Devices

 5-243 B IA I 5€ BTG 2k 32 5 HIL 19 2 A iC

Configuration Summary

View Help L

Review the configuration settings.

IP address
Admin password

192.168.100.254/24
192.168.100.1
Modified

After you click Finish, web management will be

disabled.

o
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o.» RingMaster 7.0

File Services - Innls J.Ipl'p

— = B » S
. RingMaster Services Connection

Addeacs 1-;-‘. 0.0,

. e [
RingMaster .|

Pazsword |
Eemembzr usef name =nd password

HIP & AN
ERIA N

TRAPEIE MOEBILITY SYSTEM

TRAPEZE

smart mobile.

& 5-244 £4T RingMaster W4 % {4

@ £ # Configuration, #f A BC & F* 1m0, F& 45 0 g% 45 By T & 22 AL, 40 &l 5-245
Fi 7S

wy RingMaster 7.0: Plan (shdd)
File Services Iools Help

«s B &[] s @ 6

Policies EF Planning Verification Devices Mona tor

@y Third Party APs

Fetwork Plam © Create Mohility D¢
Network Plan Name shdd © Create Mobility Es
Country Code m ©) Create Third Parts
2.4 GHz Channel Set 1, 6, 11
5 Gz Chamnel Set 149, 153, 157, 161, 165

Hetwork Domzin

Hetwork Domain Hame Tot A= _'.:'-_i_gl__.'l_.l!_l_i_l

Network Domain Seeds Mot Assigned |

Network Domain Members WNot Assigned |
w/ Convert Auto AP

0 Remove Auta AP
a Hetwork Domain

Config: 0 Errors: 0 Warnings Local Changes: mone — Networlk Changes: mome  Alarms

Bl 5-245 #EARCE B M

O B A EMPTLLAZHILE 1P Hihl . Enable 2555 . & 5-246~ & 5-248 Fiw~ .
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vy RingMaster 7.0: Plan (shdd)

vy Upload MX

Upload NX

Enter the MI's IF address and enable password and click Next to retrieve its configuration,

IF Mddress 192 168.100. 54 .
Enable Fassword | @@ ﬁ

Updated [Enable Password] Value [#ekoiosion ]

Config: O Errors; O Warnings Local Changes: nine  Wetwork Changes: nons llumn_ a | 1] J 0 l =

K 5-246  Fi A BEE FR L A HHLAY TP(D)

vy RingMaster 7.0: Plan (shdd)

vy Upload MX
Uploading NX...

Please wait for the MI's configaration to be retrieved and click Next to save the changes.

Querying Boot Status and Serial Mumber: 192.168.100.254:8889
M Device Mode| = MXR-2

Booted Version= 6.0.7.2.0

Mext Version=6.0.7.2.0

Image Location = bootd:Mx060702.002

Configuration Location = configuration

Sarial Number= 0721600029

Uploading device; 192.168.100.254:8889

Waiting for response from device: 192.168.100.254:8389
Received network data for. 192.168.100.254.8889
Processing network data for device: 192.168.100.254 8889
Done processing uploaded data.

Successfully uploaded device MXR-2-560CB8S.

Click Next to continue

Config: O Errors; O Wearnings Local Changes: ndins Metwork Changes: none ll:l.mn_ 0 | 1] J 0 l =

Kl 5-247 F AR PR G A HHLAY TP(2)

@ SERCH NG  JEATCE 3 AL AU 54 5 i, A 1] 5-249 Fiow .
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vy RingMaster 7.0: Plan (shdd) '.'_ (2

File . Sara

s Upload MX X

Opload Complete

Click Finish to complete the wizard.

Adding device o the network plan. Please wait...

i Fa
E-‘ W Successfully added device MXR-2-560CB8 to the network plan. i
- o i
E»
ity
w
b
'

Config: | Error: 2 Varnings Locel Changss: none Network Changes! mome Alarms

5-248  E AREE PG A ILAY IP(3)

we RingMaster 7.0z Plan (sh dd)

Fila Sarvices Iools Help
i : Fat
a 9 % lit % <2 ) ¢ @ @
Felieias EF Planning [Eonfipwation WVerifiestisn Davicaz Maomt ko Samnrity Al zrms Bapart=
Orgamizer *f ' Configaration - MIR-2-560CES UL Tasks '
zhdd o ¢ e ond
=R T2 560008 e e || Bisewd | WIR-7 SE0CHE Changes 5
i [E_.:"'E,F:““ Nahility Exchsnge '@ Rovras
3 WL I i, i I=arne
N — ame | WER-2-C60CD9 | © Tealay
Memsgenent Serwices T g - |I:|.'-QIEI:I:I:IZ'EI |
LDE SI‘LL‘I:F =
IF' Serwiges RE Modsl | MEF-0
i 5 ﬂ Spetan Setup
WLEDTs Software Wersicon 'é O.x :
AL ' " ﬂ Software Verzion
P LefeS Syeton VLAWIF | gefeylt §10: 182 168,100 254/24 "'J &) Nodel
[; Ricpieea Comntey Code |Tot Assigned D Tins
i pWireless Services ; (R
E""Rndiu e Damuin Saowmrity {Neme ﬂ Swsten Informaiion
foLecal Swiichi
i "_u e Hansgement Imierfice
hccess Foints EaTa oo
‘-Radiss Moz cpme
H g P AR | aﬁ-n ko Maora tox
= Akk ' & 6o to Verification
E""T_-:-cal Tser Datsbase WLAN/TE I defeuli (L): LE2. 165.100.254/24 TJ a e
i Engble F d e s
a0z, 1E nriinas |.. I ) G o BF View
‘BIZ. 1% heeess Bulez BE Aizacisticud
flll.L' Accazz Falas e ; Othar =
LMeb Aceess Rules MR LEAT: Bumiata © Corvart fute 27
i OTVaE a
iOpen Reccess Rules Wiring Closet
;""Ad'nin Kecocr Rulas 2 . ﬂ Benove fumto AF
polbirdFarty APz & NI Web Toterface
]'_A:-r:?lt:i.un I'n].in-:y a T
i ~Mobility Frofiles
Hgeh Third Farty AFs € Telast o ME
Eonf:i.;: 1 Error; 2 'm—.n:i.nga Loeal C]'l.mgez:i rone Hetwork E]m.ngea: none Aoarms E‘

Kl 5-249 B A HAL R EAE Fm

(3) A& L&k AP,

D EFE Wireless—>Access Points &I, 750 AP. W& 5-250 Frz~,

@ HMasimpy AP A ran 2 Pk 8 32 07 30, B ] Distributed FE =, W0 [& 5-251
Fi 7S

259



— %5'% TR IR 455 2 mm—

we RingMaster 7.0: Plan (sh dd)

Fila Sarvices Iools Help

Felieias EF Planning Comfi pration Warifiestion Davicas Mont bar Sammrity Al srms Hoports
Ox gami zer "t Configaration — Accesa Points 75| Tasks ’=
zhdd
5} S®NgE-2-560083 s || sk | MIR-2-SSCCES Changss &
: [?"S:?:““ hecesz Foints &) Rovize
i i roPorts 2 T )
Memzgenent Services Enable Auto AP [
i Le Craat &
i & g - Load Balancing S -
i TP Serwiaes a o
o bVLANS Q- |
{ beals : : —
P i...qqg AP M. 'T[:_|| Tane H| Connec. .. m Serial# H Madel H | Twpe [:Jl @ Setup -
- [T.: '5151'533 -ﬂ '#} AP Redundamey
i1 iWireless Services = o
4 : L Laad Balsmeoing
-Redia Profilas - &
- L:-cu]. Seiiching ﬂ AP Boot Configuration
i ' 1 = ':-} knta AP
! : E""RF Detection
=] Ak Othec A
E""T_-:neal Tser Datahaze ﬂ Conwert Mivta AP
e ) Ranove Ato AF
B0 1E hecess Rules ) Convart Diract 42

'fﬂll.L' Heeass Fnlas
;""‘E‘b j.f{tEE MEE
Open Recess Rales
é"".ﬁﬂnin Aecocr Rulaes
b-Third-Farty APs
Loc=tion Folicy

i “-Mokility Frofiles

Hgh Third Party AFs

Config: 1 Error; 2 Warmings  Local Chanzes: none Network Change=: pone  Alarms =

5-250 Jit'E gk AP

i.» RingMaster 7.0 Plan (shdd)
File Semdeen  Teals  Heln

@ w W G 73 % a o g P @

Policies BF Pll.n.n:lng I:ql..k,i'm'.n.ti_m lL"vl:l.'i.f':i:-:l.t:i.lt:vcl:\u DBavices Woma b or Sl:nr:i.t}' Karn: Rlpurtn
Oresmizer 0| Comfigmration — Accass Feinty Tusks
shdd
£ S0 Mg F 7 - SROCHE £
: = -Systen
i Rarts AP Identifiex
mofare Groups g
Wasipemanl Seryi|| CREE % ammber, wniges ams, end comeeticn for ke A, Coamscting ks A0 i ow pert
B removes tha part fron all VLANs o -
- JF Serwiees
i AP Thams ax E@ =
e =
i I e N S gl s B .
- Wireless e h J&Eﬁﬁ] I:t,[_%j:_{{ b A Ry
“firelers Service .
i B [ Laed Balancing
Lacel Switching b AF Eock Confipe-itics
butz AT
BF Tete=okion
~Lagal User Datah N —
E_“m[“s b Henowrs Aunfa AP
BO2 1T
HOZ LT Aecses Ho Conver £ Direct &F
Mhedempss: Mher Frevious I Texe > I[ Finizh J | Carcel _J
Wab hecess Bules |

=-Dpan decass Bulasm

‘- hdnin Access Boles

- Third-Facty AFs

{~Lotation Foliey

- Mability Frefilss
b gl Thised Favey AR

Config: 1 Errior) @ Warnings  Looal Chongds” oont Fetwetrk Thomges® nime  Aloams I"'_"'|:'“n &

E 5-251 AN AP 4y 44

Q@ K EARME AP LS /5 mm iy SN 55 AXHIEHE . H T AP 5 o & Ac # L n% 7 Mt
AR K 5-252 Fr s,
@ eI AP 19 BARARY 5 ML il 5E B AP B8 in. an &l 5-253 Fras .
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File Dovieas

Toals

Heln

5.9

Be E L&A B F 8y WPA e 5

| i BF Det=ction
=TT Y
: ~-Lapal User Datab
-~ RADTIS
B0 1T
- HOZ LN A ees
NAC Aceoss Bules

Iﬂ-ﬁ Thiri Peocey AF=

;_' 'irll-lt! Elﬂ"’l‘.l:i
i-“Baditc Frofiluc
“-Lacal Switching

Wab hcocess Bules
=-Opan dereass Bulasm
‘- hdnin Accezs Bole=
i Third-Pacty 4Fs

I~ Lotcution Foliey

o Mability Erefiles

M amd the AF

fullVedated [Serial lhanber| Valas [0713800230]

& B [ % Ve B & B ¥ @ =
Policins BF Flanning I:qif.i[mt..‘l.;i_m Yerification Devices Moma Eor Secority Klarnc Baparts
Drpanizar 0| Comfiguration — Accaxs Faintx Tasks
shdd
[ == MER—2-SROCHE — : 2-SE0CES Chorges &
Bt v Create Access Point o
I ST AP Serizl Humber .
;-' Fare Groups Timg
i Maragemant Serwi Enter ibe serid mmber of the AF
‘- Lag : . |.i.'l.:i e
E P S AP AL STy SN & (23]
- NLATIE Entsr the zerisl manbsy of the AF ' ' i
FMCLs
: c : i 4
| Gt Fragmia | +— APALISEHEI RSA(TE ) |©
B i T Ezter the fingerprini. A fingerprini vs rogqoired 1f o seeure comneclion 15 used belwean the b AF Fednndamey

b Loed Baluncing
b AP Eorkt Confipmation

| 53 A
b Comvert date AP
} Benows Auta AP

Darwet AF

[rrevious || moxe > || Fimish || cumem |

Config: 1| Ertior! @ Warnings  Looul Changes’ oone

& 5-252

wm AP HLE J5 11 SN 5

Fetwerk Changes® mims .Iluw: &£

i:¢ RingMaster 7.0z Plan {test)

Rnd:l. g Erofilas

5""Endiu:
P LBE Deteetion
- oA

- BALTUS

02, 18
802 1% hrcess

g Third Party AFc

o Wireless Service

“oLecel Swi iohifg

t-Locgl Vser Tatsh

Open Recess Rales
E""ﬁl:hin hecess Rules
E""Ih:.rd‘Pn.r{}: APs
Lecstion Folicy
SWebility Prifiles

Updated [AF Modell Valne [MP-372]

Fila -Ssrvicos - Isols  Help
: s = e - =7 i
Feligias EF Flanming Emflwﬁihﬁ Werificstion Devicas Nom tae Samarity Al=¥mz Esports

Organizer % © Configeratien — Access Points Tasks
tent .
B} S NEE-2-540CEI - " m =
| [Hesyiean ¥ Lreate Access Point
: C Em’t: AP Tnﬂ o

Pext (Groups i 2l

- Managenant SaEvi Selact the AF iype

e hata =

[ e o

IF Sexwices =‘ AP

= WLAHS 2

] Radic 1 Tvpe |ij, |

By
PE s Radio 2 Type |ifa w A
’.?"';irzle:s s T

Lasd Ealcreing
AP Boot Comfipuration

- -]
Conwart Bute AP
Renows Bute AT

smfart Drrael AF

H.lllI Keesss Rulas
E""ﬂe'l:- Kecess Buleg

[ 4 Previous | | Hext > _JI Fisish [ [ Comcel |

Config: O Erzors, 2 Warmings

Lycal Changes; nune

Betwork Changes: pone  Alacms

(4) FeE LZ s Hmlny DHCP ik 5 % .

9-253

PRI AP 19 85 £ iy P X

D #E#E System—> VLANs &, 2K J5 £ default vlan. #HF A JRPEECE . W0 & 5-254

AR .
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&) Pesh Service Frofile
a Cosion Sarvice Frefils

Saiup &
&) SrariPazs

ﬁ Femded dth Vamsgenent

5-257 Bl 'EH Wireless Services

@ ) & — 1~ Service Profile. 7E4& ¥ vl 1 £3 i1 Create By F M B 7 Open Access
Service Profile #3% . & 5-258 Frs,
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Tasks e

MEB542 Changes b3

{) Review
9 Deploy

Create ~

& 802 1% Service Profile

&) Voice Service Profile

© Web-Fortal Service Profile
OUpm heecess Serwvice Profile
e Mesh Service Profile
el}ustnm Service Frofile

A 5-258 fi#—1~ Service Profile

Encrypted, Bpin%5 a9, a0 & 5-259 i,

264

wy Open Access Service Profile

Service Profile Identifierx

Enter a unique mame to 1dentify the Service Frofile amd specify the S53ID. Tou cam alzo configure whether
wireless traffic should be encrypted.

Hame |"P‘l

351D tezt—wpa

s T

Updated [FHame] ¥alue [wpal |

I(PrtvinulJ Rext > Fini sl m|
& 5-259  Hg AW 1 Service Profile 44

@ PEEETH WPA % =0, an &l 5-260 Fhzs .,

w Open Access Service Profile

Wireless Security

Select one or more wireless security standards. You can configure an 55I0 to support any combination of
ESH, ®PA, and non—WPh clients. ESH (cometimesz called WPA®) and WPA provide stronger security than WEE.

ESH kRaz) ||
WPA
Static WEP [ ]

Updated [WPA] Value [Ye=]

5-260 1EFE WPA N



—— 5.9 ﬁiﬁiﬁ%#ﬁlﬂ]ﬂ?% WPA?ﬁu%“ —

G i AFEE 4 1234567890, A 5-261 A .

E Open Access Service Protile

IX

Pre—shared Key

Enter the encrypted pre-shared key to use for client authentication To generate an encrypted key, enter
elther a raw pre—shared key or a pass—phrase and click on Encrypt

Fre-shared Key 1234587800

Eru:r:-'pti

Updated [Preshared Key] Value [1234567520]

| 4 PIIViﬂnEJ Wext » Finish
Bl 5-261 g AR %54

© By Encrypt #2850 2 i 5 A h 1 Wi 5-262 Fiw .

wy Open Access Service Profile

X

Pre—shared Key

Enter the encrypted pre—shared key to use for client amthentication. To generate am encrypted kew, enter
either a raw pre—chared key or a pass-phrase and click on Enerypt

Fre-shared Key |540356125f06040e525aT51b1 aEEIldl

Encrypt

Updated [Pre-shared Key] Value [D25TS30£08055e224d4c5e495c4e4752. .. ]

l(PrevinrusJ Next > I Finisl
Bl 5-262 38 ki 5k AR B A

@ By Next #7858 09 & 1 rp i HECGA R & . B TKIP #yhn % &5k, & 5-263
FI 7 .
VLAN Name & default. W& 5-264 Fi7s .
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vy Open Access Service Profile

Wireless Encryption Cipher Suites

Select one or more cipher suites. WFA and ESH support the following cipher suites for packet encryption,
listed from most secure to least secure:

AES comp) [
Counter Mode with Cipher Elock Chaining Message Authentication Code Protocol (CCMP)-CCMP provides Advanced
Encryption Standard (AES) data encryption. To prowide message integrity, CCMP uses the Cipher Block Chaining
Message Authentication Code (CEC-MAC),

TKIF [v]

Temporal Key Integrity Protocol (TEIF)-TEKIP uses the BC4 emcryption algorithm, a 128-bit emcryption key, =
48-bit initialization wector (IV), and a message integrity code (MIC) called Michael

WEF-104
Wired Equivalent Privacy (WEF) with 104-bit key=—104-bit WEF uses the RC4 encryption algorithm with a 104-bit
key.

WEP-40 | |
WEF with 40-bit keys-40-bi1t WEF uses the EC4 encryption slgorithm with a 40-bait key

’ £ Frevious | | Hext »

€ 5-263 A E A R BN TKIP 9 s 58k

w Open Access Service Profile

Open Access VLAN

Select the VLAN to use for Open Access users.

VLAN Wame |gefault -

Updated [VLAN Wame] Value [default]

[ < Frevious I | Hext >

E 5-264 FECE VLAN Name

@ Radio Profiles ffi H default.#RJ5 B Finish &4, 40 1& 5-265 Fh7s .,

F AE Y 6] #E 5E — A2 F A wpa 19 Service Profile, W& 5-266 Fiw .,

0 B3 % 1A 1 Deploy s #5 WA Fr i BC & F & B o4 s L, an & 5-267 Fiw .
@ A% I Deploy completed i, BC & T & 5€ 0. @&l 5-268 7 .

I I G B 58 G, T2 Jay S I 25 ) 4% R WEP i J7 XY SSID test-wep.

(6) M TC L & P i .

O FTHTXLM K, F L mE N, ZZMAH test 19 SSID, I Bk A% SSID, U



wy Open Access Service Profile

Radio Profile Selection

5.9

Select an existing Radio Frofile or choose to create a new ome to associate with this Serwvice Frofile. Each

radio 135 associated to a single Radio Profile which can associate to multiple Service Frofiles. This allows
a radio to support multiple wireless services.

Dl:reate new Radio Frofile

Eadio Frofiles

(Froperties. . ]

Wireless Service Profiles

&l 5-265

< Previous

fid B Radio Profiles

Finish || Cancal |

# Name SSID SSID Type Beacon Radio Profile(s)
1 |Dpen test-wep [Encmtad 'J [v] defanlt
2 |wpa test—wpa [Enurv‘ute-:'l ﬂ [v] default
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e Open fecess Service Profile
a Mach Serviec Frofile
e Casiom Jervice Frofile
Setup 3
ﬂ SmartFa=s
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&) WAL fccess

ﬂ feb Fortal Access
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w» Deploy Configurations

Mebility Domain B MY (War=ionl B Status "T‘B Datails B:

(2] Status: Completed (1 )

I

ME-8 (B 2. %) Completed Deploy completed.

1

rHistory

M-8 Deploystarted.

-2 Sending configuration changes
Mx-2; Applied configuration changes
M-8 Saving M configuration

Wi-3: Deploy completed.

A

rSelected Exrvors

Deploy compleied — O failed; 1 =succee ded

| ——
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RSSIE ({758 ) , 17 i B e T A H LT3 AR AP 50 7 o 76 I A KB &
H TR T BIES B R AL H Z P45 M A B2 0, [, RingMaster i
2 M 1 SE LB Tl B, DI IR D) RE T T 2 — BB RE L EOR R BIR Y S 5

[Xe T R]

(D FLE RL YL AR S,

D FTLAcHHLERIA 1P Ho bl 2 192, 168. 100. 1/24, H ¥F STAL By 1P Hb bk Bl & -~
192.168.100. 2/24 , I+ 4T IF 0l %3 25 % 5 3] https://192. 168. 100. 1, 35 H K] 5-273 A m Hit
[TiTE A P 7 71

RGNS P 42 admin, B K25, 0K 5-274 s,

3

Wb | 5iZih & - - EAE « {BiZiL 5
;,;i él %géﬁ _ﬁ%%?éhrﬁ HHEASEREW. (BiZih

P 192.168.100.1

i

System Administrator

A EESERHEEHIEEEHRATME. ATUEE
IEREEmREEEE & DEIElie.

P& W: € adnin v
W E): |
(132 AT ®)

%222 R0 BRiA .

)
A REEBERERERN , BE S S S,

LT

F 5-273 IR B 5-274 Bl

@ WA P2 MEW RN T T AL Web BC & 01, B4 Start fZHL, JF
APERCE R R - W&l 5-275 Fs

Welcome

SYSTEM Quick Start wizard will replace the current configuration
General with a new one.

IP Services
Ports
VLANS L
Security

WIRELESS
Access Points

Services
AUTHENTICATION
Users

. ______________________________________________________________________________________________|
Devices |

E 5-275 A LA YL Web FC H 01 m

@ EHEEH LA YL T. B RingMaster, 11E 5-276 Fras .
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WIZARDS

— Configuration Type View Help [

SYSTEM Select the management platform you plan to use for
General configuring and managing this switch in the future.

IP Services

Ports How will you manage this RingHaster
system?

VLANS Web browser

Security .

WIRELESS
Access Points

Al

Services

AUTHENTICATION
Users

Devices

E=:1 &
Bl 5-276 mFFEF LKL T H

@ BT ASHmLEY 1P Hohk | 7 HERS LA S BRI N 5C , & 5-277 s .

— 1P Configuration View Help

SYSTEM Specify the following parameters to connect this
General switch to the network.

IP Services

Ports . - ﬂgz. 168. 100. 254 |
VLANS

Security IP mask bits ﬂ

192, 168. 100. 1
WIRELESS Default router -d
Access Points

il

Services

AUTHENTICATION
Users

Devices

RADIUS

= o
5-277 BCE LA EALEY 1P Hhhik

© HE RGNS R, GNE 5-278 P,

© WE RS EE LR X, anE 5-279 Bras .

@ Bk IF 58 L TC L ACH AL ZE AR B & L a0 & 5-280 i .

(2) i 1d RingMaster W 447 T AC R LAY & R ACE

@ 547 RingMaster #{4  Hohk>ky 127.0. 0. 1, %% 1 K 443, FH P 24 A B ERA R as .
mE 5-281 Fizs.

@ P# Configuration, ¥k A L B 5t 1 . I 7% 0 8% 45 J0 0 0 2k &2 6 HL . fn 1A 5-282
T 7
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5.10 3dEZE AP = Client ¥ XI5 £ 4% o

General

IP Services
Ports
VLANS
Security

WIRELESS
Access Points

Services

Devices
RADIUS

General
IP Services
Ports

Access Points

Services

AUTHENTICATION
Users

Devices

RADIUS

Password View Help O

Specify the password for future management access
to the system.

Password — |
Re-enter password  —liy *® ]

=] Bl
5-278 B ARBEMEFREW

Date and Time View H

Set the time and date on the switch.

Date 8/08/2008 |
Time [[13:45:15 |

Timezone |EGIT+E:D[I] Beijing, Chongging, Hong Kong

t

=1 o |

o —————————————
B 5-279 i E &g ndaa DL X

General

IP Services

Ports

V0LANS

Security
WIRELESS

Access Points

Services
AUTHENTICATION

Users

Devices

View Help

Configuration Summary

Review the configuration settings.

IP address 192.168.100.254/24
Admin password Modified

After you click Finish, web management will be
disabled.

= [

& 5-280 B IA I 5€ BUTC 2k 22 # L 1 i B
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E; RingMaster 7.0

File Help

E_E_‘l."?i ces - 1uuli

wy i naMastar Services Connection

atreee | RN
443 %'

R

Fori

Uzer Fame

Faz=word
Ru-nu-nl:er nsel name end password

I Z R
NI

RingMaster

TRAPEZE MOBILITY SYSTEM

TRAPEZE

smart mobile.

%l 5-281 &17 RingMaster M4 8 {4

wy RingMaster 7.0: Plan (shdd)

File

@ 5

Tools

Policies

Services Help

=

Devices

3

EF Plamnming

B

Verification

.. I!E ...- |!I i T

gy Third Party APs

Hetwork Plan
Hetwork Flan Name chdd

Country Code M|

2.4 GHz Channel Set 1, 6, 11

5 Glfx Chennel Set 149, 153, 157, 161, 185

FHetwork Domain

Hetwork Domain Name ';fn_t_ Assigned

Netwerk Domain Seeds Mot Assigned

Hetwork Domain Members _Hnt lssi_gne:l

Create. &

© Create Mobility De
© Creste Mobility Es
9 Create Third Party

w/ Convert Aumto AP
9 Remove Auto AP
9 Metwork Domain

Config: 0 Errors; O Warmings Local Changes: none

Q@ W A#EHKYITLZHEIA IP H k., Enable 2 05, 1 & 5-283 ~ & 5-285

[N

274

Network Changes: none llmﬁ &£
Kl 5-282  ESTINAE FRAY JCEK S2 He bl




— 5. 10 JEE AP A2 Client ﬁéii,@—% FAL e

v.» RingMaster 7.0: Plan (shdd) =1k
vy Upload MX X
b Upload NX

Oxe Enter the MI's IP address and enable password amd click Next to retrieve its configuration

shdd
L'_H- IF Address 192.168.100.254] i,
Enshle Fassword |@@)| ﬁ i

t

Updated [Enable Pazsword] Value [#ssshiso]

Config: O Errors; O Warnings  Local Changes: none  Metwork Changes! none ll&nts_ i | 0 1 ] | " o

Kl 5-283 g A#EFR L ALY IP(D)

w.y RingMaster 7.0: Plan (shdd)

wy Upload MX

Oploading MXI...

Please wait for the MI's configuration to be retrieved and click Next to save the changes.

Org:
Querying Boot Status and Serial Number: 192.168.100.254:8889
= @ Device Model = MXR-2

Booted Version=6.0.7.2.0

MextVersion=6.07.2.0

Image Location = boot0:MX060702.002

Configuration Location = configuration

Serial Number= 0721600029

Uploading device: 192.168.100.254:8889

Waiting for response from device: 192,168.100.254,8889
Received network data for; 192,168.100,254:8889
Processing network data for device: 192.168.100.254:6889
Done processing uploaded data.

Successfully uploaded device MXR-2-560CB8,

Click Next o continue.
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m Adding device to the network plan. Please wait...

= Sl Successfully added device MXR-2-560CB8 to the network plan. 2
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