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Your machine currently has CD-ROM autorun enabled. Autorun can have unexpected
interactions with virtual machines,

Do you want to disable autorun now?

¥ Yes disable autorun
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Please wait while the installation wizard installs VMware Workstation, This
may take several minutes,

Status:
Finishing file operations

InstallShield

B 1.2 VMware Workstation 2 3£ 17 8

r? Vlrvare Workstation :il

Installation Wizard Completed

The installation wizard has successfully installed YMware
Warkstation. Click Finish to exit the wizard.

VMware
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Windows XP Professional

. Home B
VMware Workstation ACE Edition

VMware Workstation ACE Edition lets you create, configure, distribute and support managed
virtual machines that users in your organization can run at work or at home.

Al
i
' Click this button to create a new virtual machine. You then can install and
run a vanety of standard operating systems in the virtual machine.

New Virtual
Machine

i
@ Click this button to create a new ACE master for distibuting managed

virtual machines to users. You can then set policies for these vitual
Mew machines.
ACE Master

machines and connect them with private team LAN segments.

e0
E D Click this button to create a new team. You then can add several vitual
Bl=

war T =

s |k

B 1.4 VMware Workstation &

rj_?I'arE York=ztation ACE Edition

I File Edit View VM Team ACE ‘Windows Help

[EShHY B||lenbp@||@GR|OBE|DE
x|

 Home

VMwai
Viware Welcome to the New
virtual Virtual Machine Wizard

This wizard will guide you through the steps of
creating a new virtual machine.

{ VMware
Workstation
ACE Edition

-
ﬁ <o [F—fm>]  my |

| K
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JFile Edit View WM Team ACE Windows Help

[$SHY RN @|GGR|)|DEEIO0EE

VMwal Select the Appropriate Configuration

How would wou prefer to configure wour new wirtual
machine?

-):z Create a new vitual machine with the most common devices and configuration

E options.

New This Waorkstation &x vitual machine will not be compatible with ESX Server
3x, Server 1x, ACE 1x. Workstation 5x or older versions.

Ma:
" Custom
Choosa this option f you need to create a vitual machine with addtional
devices or specific configuration options, or if you need to create a vitual
machine with specific hardware compatibility requirements. s

% <t—$o[FZ2w>]  BE |

-
| &

1.6 ERVAEE
PSS — VR LR R TR 2 P RIS B MBS N 1.7 B
—Ioix

J File Edit View WM Team ACE Windows Help

VMwal Select a Guest Operating System —

Which operating system will be installed on this
virtual machine?

VMware
virtual n
— Quest operating system
&+ Microsoft Windows
3% | C Linux
E " Novell NetWare
" Sun Solaris
New | " Other
Mas .
ale
Iy
N
ACE
&l
ﬁ <r—so[F-sw>] mE |

| K

B1.7 £FEEMVNNENMES



PN 7L, DL B E T B a0 R SAHL S S 4, FE ] B R AL
. nE 1. 8 fas .

r’T VYlware Workstation ACE Edition _Inlﬂ
J File Edit View VM Team ACE ‘Windows Help
[ESELY R||enbe||@GR|DEE|DEES
VMwal Hame the V¥irtual Machine ﬂ
fhat name would you like to use for this wirtual
Viiware machine?
virtual n
3
E ~Location
New IC:\Usm\zhanhw\Ducuncnts\‘nﬁmJal Machines\Windows XP Prc . Browse... I
Mas
Sle
t
|
ACE
a |
<t—sw[F%w>] mE | r
Plmnsn
A

Bl 1.8 EXEWMIZH

PR — AR WU ] DABCE HE LA RO SR L AR 1.9 Fras . 5 1 RlORBREA R
(use bridged networking) , ZEIZ BT« 0] LU A BB SUMLEE & — A~ F M TP Hohk . 0] g2 S0 0L A
% 1P Mk e H A% 1 55 2 Fh ok 2% ik 5% 3 B o0 (NAT) L iz B L i SUPL 1 0 3%
R FEHLRIGAIUE EHLD TP Mkl s 55 3 #hoy FHE R EIZERT R AT DL &
B FEHL RN B AR 5 55 4 Fh A0 25 455X L BRIV $ELAIL G I 2% 34 4%

T BRSO MLAFRBE L TALEEMIEE T RGKRE,

B TR — 2B B R LA B A /N AN 1. 10 R . AEIRE XS, B
AR R ESS

B 58 B W 58 B T RE AU BIL Y S RO .

1% F ok 7 B Windows 118 2 %5 3% AOGIK, DUE 423635 € 1 Windows #8241 R4, #
T W

WIS EMIRAE R G )G AR AT DL XT R IHL Ar 3 1918 45 S 80k 47 8 5,
F 1,11 s,

) an  WGE B 1,11 4 F 77 Devices £ 51 1) Memory . W 25 5t Memory XT 35 HE . 78 1%
XF A AE H AT DL REAABIL ) P A7 AT EE R L AN IAT 1. 12 R

MR L 11 A T AR = A L 0 RT LR Bh 2 300 Windows #:/E R 4L
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Hetwork Type
fhat type of network de wyou want to add?

F 1.9 ERVHMNEERE

ﬁl‘hﬂ'ﬂ Hew Yirtual Bachine Tizard

VMwar Specify Disk Capacity
How large do wou want this disk to be?

] _ mH

B 1.10 &5 E BIYLEE KN



Tindows IP Professional — VHware Torkstation ACE Edition
J File Edit View VW Team ACE Windows Help

=10l x|

EEREIL

5h Windows XP Professional

@ Edit vitual machine settings
@ Clone this virtual machine
& Cloneto ACE master

Windows XP Professional

State: Powered off

Guest 0OS: Windows XP Professional

Configuration file: E:\Vitual Machines\Windows XP Professional\YWindows XP Professional wvmx
Version: Worlcstation &x virtual machine

Commands Devices

B Start this vitual machine 88 Memory 256 MB

& Hard Disk (IDE... 20.0 GB

Q USB Controller  Present

&5 CD-ROM (IDE ... Auto detect
& Floppy Auto detect
B Ethernet Host-only

4%) Sound Adapter Auto detect
(] a1

Bemory i

— Memory

B 1.11 ZEEHERI

Specify the amount of memory allocated to this wvirtual
machine. The memory size must be a multiple of 4 ME.

Memory for this vitual machine:

=N [ 256 = B

_
£ A 7312

& Guest 05 recommended minimum: 128 MB
& Recommended memory: 256 MB
A Madmum recommended memory: 3556 MB

(Memory swapping may occur beyond this size)

0K | Cancel | Heb

B 1.12 NFEHE
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1.5.2 Team ByZ&3E

AP ELTAER Y, 2N LT EMG AW SR A 7R X S50 1Y 2ok . 7 2
£ VMware H% 3 Z - E UL . 45 X 26 1B LPL I A B — 4> Team o, LI#E JE Bl — 4> J5 3k
MFREE . FHEST Team WYX E .

B File>New—>Team, # A Team MBI 17, WK 1. 13 s .

=10| %]
I File Edit View WM Team ACE Windows Help
[EsLd B|lewra|@@aR||DE0DEE
8 HOME |Wew Teom Wizard
Windo =
State: Welcome to the New Team
Guest O¢ == "8 Wizard
Configur=
Version:
This wizard will guide you through the steps of
creating a new team.
Commanx
P Startl I
| VMware |
& Clone WOI'kStatiOI'I
ACE Edition
A | =
3

E 1.13 Team BJiIEH

B — 2B I B Team TR PR AT Team SCAFRIRAAOLE , Gnl&l 1. 14 Fiox,

B — AT L ) AR LA Team RO 2., AE 1,15 L i AT 11
Add FZ 51, AE 3 H 9 R H7 38 b £ £ Existing Virtual Machine, 75 3t Hi 9 SO #1711
Ve FE— 45 € 1 kg DL SO an & 1. 16 [ s

FEE 1,16 L, 3 —A 2 AT B9 KE DL SCOF I s “ 47 FF 7 ¥ B WK 122 K 8B ST X6F 1
M REAPLMAF] T Team 7.

PP 1L 15 FFGS R — L U AT LR Team 3 E— AN R M IR B AEE 1,17
A 3 FpIEI Al — DN RPN A Team ZH M9 M2 . LANI ,Bridged Fil NAT. 7¥iXx B ik
i LANT BB a] (3 . 33X 3 A0 28 fE B nl DLAEAT ] 5 (8] R L 3 5 5 40 3% . Team—Setting
menu #H 1T .

ERBERBEAE UG . )5 3 Team ). Team ) Ay B UBRAE RGN ITE . X4
X 88 R LHAE R 500 8 SR T W25 08 B — A JR 3k o 2%« SRy T 465 114 S5 I o



r"_'lindu-rs IP Professional — YHware Workstation ACE Edition
J File Edit View VM Team ACE ‘Windows Help

=101 x|

[sshd R||en )8R ||DEEIDEE

Hew Team Wizard

: . Hame the Team
Windo fhat name would you like to use for this team?

State:
Guest 0%

Configurz

Version: ~ Team name
MNew Team

~ Location
C:\Users‘\zhaohw'Documents*Virtual Machines\New Team Browse. ..

Comman

P Startil

< F—#®) |F—+ﬁfm }l BUH

wl =

® 4

B 1.14 & E Team X4

Flinﬂnf!: IF Professional — YHware Workstation ACE Edition
J File Edit View VM Team ACE ‘Windows Help

=10 x|

E I O GIEERIEREE =T

Hew Team Wizard

: - Add ¥irtual Machines to the Team
Windo Use the Add and Eemowe buttons to set up the wirtual
State- machines 1n this team.
Guest Of
Configurs
Version: Virtual Machine Guest Operating System
Comman«
P Startil
flh Edt vi
i® Clone
&8 Clone
i Hemoye
New Virtual Machine. ..
N Existing Virtual Machine. ..
New Clone of Virtusl Machine.. . T—$® > _ A

<1 =
® 4

1.15 B3 EFELUVZHEARE Team



MR SEER @
SMETE S €

() Add Existing Yirtual Nachine X

( j\\*’ ) | v Virtual ... - Windows XP Professional ~ - @| $FE Windows XP Profes. .. |
940 v FREWHR =~ 0 @
2 g - REG=E: | zem

i ?ﬂﬁ . Windows XP Professional. smx. lck 2011/5/3 15:47 wit®

El E_l:'l- .I'-'J Windows AF Frofes=sional. wmx 2011/5/3 19:16 WMware Configz

< 4l | 3

pra s ==1(\)E IWinduws XP Professional vmx | |VMware Configuration Files =

AFAH(9)] I HliE

B 1.16 ZEFCERREMEMIIH

r—--lindﬂ's IP Professional — VHware Workstation ACE Edit
J File Edit View W Team ACE ‘Windows Help

S8 GF R|[an > @ =l m=l=

=10 x|

= - & F

Windo Hetwork ¥irtual Machines i1n the Team —

Conniect the wirtual machines to the team’ s LAN
State: segments (or other external options) using the
Guest DS checkboxes.
Configurs
Version- ¥irtual Machine Adapter LAH 1 Bridged HAT

. findows XP Profes. .. Ethernet -1

Comman
B Starttl -
[ Edtvi
{# Clone i
di§ Clone ! I 2
Note that you can change the team’s connections options at any time using the
Team > Settings menu.

<t—so| z=H | mA | .

B 1.17 MNEEER
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BAHNREWS

2.1 LU HS %K

FRE W ARG WL,

2.2 LUSABE

o A Mg EZER PC —
o« A TCP/IP FJ}L)UI@ Windows ¥:/E R4t .

2.3 HEHIA

& Windows FR 4G5, n] LU i BUbs B0 o 19 07 s A7 SO AT /5%
PR AT /28 1k L 3 Rl B S i 5 4E O X B WL 2R, gl A ATT T 22
o BRitZAh, Windows REEAHE ML 1 55 b — Fh /e T B, BI AT ] LA
fEar 2 AT % H it i A DOS i 2 B X RGEHATHEAE . /B X PP EAE
J1 AR SRR Y 3 A7 50 ek 488 ohy B3 {H A LSS B0 R - 4 i 2 AE
XT 7R G0 119 W 268 I 858 F A7 B0 B 04 PR 200 B0 ks g A B B RE
¢ W i FUbR B ok 58 iU 2 fig

2.4 SEIAE

AN SE 0GP 2 B s oy 2 AT M5 9T S DL & Ping . Nbtstat,

Netstat, Tracert A Net iy 2 2 55 iy 2 09 2 S B0 2 68 A FH 7 .

R d X 2E i 4 A 6 S BUNU T P A A Ml Ry B R H Y i 5
DL X 265 B0 358 1R A5 L - RE B8 A7 AH L 1Y 1 25 Bic

2.5 iR

1. BHa<ITEH

£ Windows 2000/2003 s Windows XP &% .o “FHiH"—" 1z



LG 2 AR: oY e A 17

P A5 0I5 7 REEAE TP A CMD A 86 ™ 1L 6 A 4 7555,
& 2.1 fr s,

-« CHWINDOWS' system32'\cmd.exe

Microsoft Windows [fR A 5.2.3790] |
(C) MRALFTHE 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator>_

2.1 Ba&adiTEO
2. [ Ping &

Ping i 2 & F R K A X 485 2 75 0 i ol 35 X 2% 3% 322 i B i o 2 . iz m 2 A R 19
P W28 RS PLAs AR A ME—f o 1y 1P Huhk . 3RATT45 B b 1P Mok Aok — 2l A . X 7
LR ] —A~ [a] A /N RS AL AR 3R [l fR B SEEE 0 € H o E VL2 A48 JF it — 2
FIT i HAs EVLEAE R FE L.

TEM 21T 8 i A Ping iy 4, WHETS 2 A 2 Ping iy 2 00 HEN44 . A 2. 2 Fros.,

=10l x|

C2\Documents and Settings“Administratorping

Uzsage: ping [-t]1 [-al [-n count] [-1 sizel [-f1 [-i TTL] [-v TOS1
[-» count] [-s count] [[-j host—-list] | [-k host-listll
[-w timeout] target_name

Ping the specified host until stopped.
To see statistics and continue — type Control-Break;
To stop — type Control-C.
Resolve addresses to hostnames.
count Number of echo requests to send.
size Send huffer size.
Set Don’t Fragment flag in packet.
i TTL Time To Live.
TOS Type Of Service.
» count Record route for count hops.
count Timestamp for count hops.
i host—list Loose source route along host-list.
host-list Strict source route along host—list.
¢ timeout Timeout in milliseconds to wait for each reply.

C=“Documents and Settings“Administrator’

B 2.2 Pingan< A
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H, 25" A m W e H AR 1P & %

C 2H &1

C=“Documents and Settings“Administpatorlping —t 192.168_.1.1684

TZ9b) L nE 2.3 Fros .

Pinging 192_.168.1.104 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from
Reply from

122.168.1
192.168.1
192.168.1
192.168.1

192 168 .1.
192.168.1.
192.168.1.
.104:
104:
.1684:
-.1684:
-1084:
.184:
.104:

192.168.1
192.168.1
192.168.1
192.168 .1
122.168.1
192.168.1

172.168.1

192.168.1.
192.168.1.
.184:
.184:
.1684:

192.168.1
192.168.1
192.168.1

.184:
104z
-.104:
.104:

164 :
184:
184:

164:
164:

bytes=32
hytes=32
bhytes=32
bhytes=32
hytes=32
bytes=32
bhytes=32
hytes=32
hytes=32
bytes=32
hytes=32
bytes=32
bytes=32
bhyutes=32
hytes=32
bytes=32
bytes=32
bytes=32
bytes=32

Ping statistice fopr 192_.168_.1.104:

Packets? Sent

= 19, Received

time="ms
time<lims
time{ims
time{ims
time{ims
time{ims
time{ims
time<ims
time<limse
time{ims
time{ims
time=3ms
t ime =4ms
time=3ms
time=3ms
time{ims
time{lms
time{ims
time<{ims

= 19, Lost

XS AL, B B 9k i 25 0k Hoaz 17 (3% Curl+

ITL=128
ITL=128
TTL=128
TTL=128
TTL=128
ITL=128
TTL=128
ITL=128
ITL=128
TTL=128
TTL=128
ITL=128
ITL=128
TTL=128
TTL=128
ITL=128
ITL=128
ITL=128
TTL=128

=@ (B2 loss),

Approximate round trip times in milli—seconds:

%ﬁn_lﬂr‘—! /[
mE 2.4 i,

et C:\TINDOYS\systean32\cnd. axe

E 2.3

18 B LAY KN BRIA O 32 77

Microsoft Windows XP [ff7R 5.1.268081
(C> WRATPNE 1985-2001 Microsoft Cowp.

-t SHHEH

1 FHE A DL K LH

C:\Documents and Settings“Administrator>ping -1 1824 192.168.1.104
Pinging 192.168.1.184 with 1824 hytes of data:

Reply from 192.168.1.184: bytes=1824 time<ims TTL=128
Reply from 192.168.1.104: hytes=1024 time<ims TTL=128
Reply from 192.168.1.184: byte2=1024 time<ime TTL=128
Reply from 192.168.1.184: hytes=1824 timellms TTL=128

Ping statistics for 192.168.1.104:

Packets: Sent = 4, Received = 4. Lost = 8 {Bx loss).
Approximate round trip times in milli—secondss
= Bms, Maximum

Minimum = Ams,. Average = Bms

C=\Documents and Settings“Administrator>

5 500 523

2.4 -1 Z2HPER
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ZB-n"E X Hbr IP BRGS0 E . B 3 Ik, M &g B isE . & X1
KEPa] L niE 2.5 o,

ea C:ATINDORS\systen3Ziend. exe

chruﬂnft Windouws XP lﬁﬁji £.1.26001]
(C> MiTETE 1985-2001 Microsoft Corp.

GC:NDocuments and Settings“Administrator?ping —n 1 192.168.1.184
Pinging 192.168.1.184 with 32 bytes of data:
Reply from 192.168.1.184: bytes=32 time{ims TTL=128
Ping etatietice for 192.168.1.104:

Packets: Sent = 1, Received = 1, Lost = 0 (B2 loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

GC:\Documents and Settings™Mdministrator?

B 25 -nZ2HPEH

f£ Ping 4y 4 1& [ {5 B A “ B 18] 2o D\ &t 080 21 422 f5c 315k (] %5 908 A e A6 %% 1 It
(6] 3% 2 B50n] LLBI T 1R 266 3% 223 B ) B

TTL(Time to Live, A7} [8] ) j& 45 B0 01 7F P 25 1% 5 19 1 #2 i » 78 0 2% 37 Z A0 R VPl
W HAaNEE., B8 —1TEmas. TTLHMK 1. B2 0 EF 288 A, i
TTLEMRE, T DLREGER AR r 204 mdr. B, =0 TTL {54
117, D ml DA 55 Rodhs B s o IR b ik i g TTL ﬂ&ﬁu{aﬁ 128 CEP kb3 [0 TTL {5 B A 1 —
D2 WA ERUE X 117727 =128) . XA, n] DUESR L P ik 2 H A5 b ik 75 2 5e 11
g e B, MR EAE RGE RN AR IR AR TTL BRI 4658 AN [F] . — 1 &
F.TTL=32 0.7 #¥4E 248 &~ Windows 98/Me; TTL=64 ., HEAVE RS~ Linux o¥
Win 7; TTL=128 i . i 1E &2 4.~ Windows NT/2000/2003/XP; TTL=255 I}, 51k
4% UNIX. {HEMSFEME, @ TTL 19 BE kA B B bR e 2 4800 Jr 3235 A e
fffi » O TTL 3% BN E 2 o] DL i 3 0 13 2oy .

3. {& FH Nbtstat & &

Nbtstat g2 {fi H TCP/IP |-y NETBIOS(Network Basic Input/Output System , [%] 2%
AR A R240) Bos P E i F 2\ {8 B NBI(Network Binding Interface. [0 2% 3¢ Bk 2%
Oy TCP/IP #45. # i izan 2 ie 45 2l 72 E P9 NETBIOS 5 & . L P 24 &
1) TAEZH MR 19 MAC Houhb S5 T ITZE XS B bn EVLR G AHA .

h T Ref i Nbtstat iy 2, 76 3E 17 50 50 2Z /il » 75 2 A6 A Ml % 27 19 J& M7 % 3k Al v B
i LR R R N 2R A RS R X ARAE , AN Al 2. 6 P . AEIZON TS HE A 2R 3 B
WO T BT USSR A1 L SR e A s Y 3 R I 2% T U 6 R AE Pk 4% N'W Link IPX/SPX/
NetBIOS Compatible Teansport Protocol #&£31 ., 4n& 2. 7 Frn .



20 MES5EER
SMUTE S
AL
= BEESSEMPGEEAE , 2ERE “RE" « NRERTTE
G o G
e PE P50 P 2%
Pl -
B E BT FISE 2 () S Microseft TCP/IP BRE 6
ggFﬁ :—.;}'Hetwork Moni tor Driver
S5l R4 S
=t
&L
% _Eﬂﬁ}lb{%fﬁﬂﬂfrﬁmﬁﬂ% SEEHE MR mEeED )
Ehe ) (mE ) = | me
B 2.6 “EHFEMEHGERE I IGIE B 2.7 “EFEMNMEZHBILITIEE

Nbtstat iy 2 1 EEZSECH LT JLA
e -a RemoteName #I| i §5 % 24 PRIV FEHL &5 19 24 FK
-A IP Address #4585 1P Hohl 09 FE VL g5 09 24 R 2%
o ¢ FHIEFRTTR LA PR ACH TP sk 19 NBT(NetBIOS Over TCP/IP, 3 F TCP/
IP 1) NetBIOS) 2 1F ;
o -n B A MY NetBIOS 24 75 5
o -r FHE ) A WINS #8719 24 F5
o S HHEA HEx IP Mihk Ak £
o -s FHDK Hbg 1P Mo hb %3 5B HL NetBIOS 24 5710 216 4
flan, e 247 8 A . nbtstat -A 192, 168, 1. 105, W a] L5 3] 1P stk & 192. 168. 1.
105 MR A FRE WA 2.8 s,

e4 C:ATINDOWS\systemn3Ziend. exe

Microsoft Windows XP [ffi7F 5.1.2600]
(G Hﬁ$ﬂhﬁ%§ 1985-2001 Microsoft Corp.

C=Documents and Settings“Administrator>nbhtstat -A 192.168.1.105

Node IpAddress: [192.168.1.101] Scope Id: [1]
NetBIOS Remote Machine Name Tahle
Status
WINZBO3S <{BB> UNIQUE Registered
JHOME <B@> GROUP Registered

WINZP@3S <28> UNIQUE Registered
JHOME {1E> GROUP Registered

MAC Address = BA-BC-29-4C-20-66

C:\Documents and Settings™Mdministrator’rg

2.8 JHEEITEVNHRARE



4. {# FH Netstat i &

Netstat iy 2> 0] FH 5 {8 £ 1 25 B A< 1 9 265 1 2 R 4
F22 Rt Wy o 11, 4n A& 2.

9 FIT 7

o CWINDOWS system 32 cmd.exe
C:\Documents and Settings‘\Administrator>netstat -a

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
UppP
upp
UDP
UDP
upp

Local Address

sdf1-oyt4rTudnu:
sdfi-oyt4r7ubnu:
sdfi-oyti4r7udnu:
sdfi-oyt4rTubnu:

sdfi-oyt4rTudnu

sdfi-oyt4rTudnu:
sdfi-oyti4r7ubnu:
sdf1-oytH4rTubnu:
sdf1-oyt4r7udnu:
sdfi-oyt4rTubnu:
sdf1-oyti4rTubnu:
sdfi-oyti4r7udnu:
sdf1-oytl4rTubnu:
sdfi-oyt4riudnu:
sdfi-oyti4r7udnu:
sdfi-oytl4rTubnu:
sdfi-oyt4riubnu:
sdfi-oytiriudnu:

162

.a-*w..‘l:[:l * %ﬁ"_a“ﬁg

NHIRG w2

21

http
pop3
epmap
https

Foreign Address

sdfi-oyti4riubnu:
sdfi-oytiriubnu:
sdfi-oytlriubnu:
sdfi-oyti4riubnu:

State

LISTENING
LISTENING
LISTENING
LISTENING

:microsoft-ds sdfi-oyt4riudnu:o
912 sdfi-
sdfi-
sdfi-
sdfi-

1025
1026
6001
netbios-ssn
netbios-ssn
netbios-ssn

microsoft-ds

16842 *: %
1735 1%
1737 ¥
1738 T
ssdp T %

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

oyt4riubnu: 0
oytl4riubnv: 0
oytlriubnu:0
oyt4riubnu:o
sdfi-oyt4r7ubnu:0
sdfi-oyt4r7uBnu:0
sdfi-oyt4r7ubnu:0

XY

E 2.9

-a SHAEH

We s Ir 5 1%

ZR0 b7 RE S /s A6 B B A 1B 2 50T W I 1IN 90 R g T ST R . AE R SRR AL T,
C ] AT R Y R R 2 I L 2 A X S BT s s B 8 A 4% el Ao T S 1 9P R 20 A
P, AR OL R . Rl AT R Ty 19 24 PR AL TR 15 = L) e R H A H AL T 5L B 2k
2| TCP/IP., & Wik n] EAR FENT . I HAE BcA 2 08 AR I n] BE R ML, anf&] 2. 10 fras.,

¢n CHAWINDOWS system32 . cmd.exe
Microsoft Windows [ffi#4 5.2.3790]
(C) KFAYFHE 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator>netstat -b
Active Connections
Proto Local Address

TCP sdfi-oyt4riubnu:
[360SE . exe]

Foreign Address
210.44.128.105: http

TCP sdfi-oyt4riubnu:
[360SE.exe]

210.44.128.103: http

TCP sdfi-oyt4riubnu:
[3605E.exe]

210.44.128.105: http

TCP sdfi-oyt4riubnu:
[360SE .exe]

TCP sdfi-oyt4riubnu:
[360SE.exe]

210.44.128.105: http

113.108.239.107:http

=10] x|

State
ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

B 210 -bZHE{EHR

ZRC v n] ) YA B S B BE s A M =ML OGN s L 42 11 A e L B iR
M EZIEMER ., Za oS EmE 2. 11 fin,
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SMETE S €

¢y C:ATINDORS\system3Z\end. exe

C=\Documents and Settings™Mdminictratordnetstat -p

Interface List
I . s - NS TCF Loopback interface _ _
Bx2 ...00 Bc 29 ea 73 84 AMD PCNET Family PCI Ethepnet Adapter - FESI]T

AR iR i A

Active Routes:
Network Destination Netmask Gateway Intertace Metric
0.0.6.0 n.0.0.0 192.168.1.1 168.1.161 18
127.8.8.9 255.0.08.8 127.0.0.1 127.0.8.1 1
122.168.1.8 255.255.255.8 192.168.1.181 d68.1.1681 18
192.168.1.181 255.255.255 255 127.8.68.1 127.8.8.1 18
192.168.1.255 255.255.255.255 192 .168.1.161 T )
224.80.8.8 248.8.0.08 192.168.1.1681
255.255.255.255 255.255.255.255 192 .168.1.161
Default Gateway: 192.168.1.1

Persistent Routes:
None

C=Documente and Settings“Administratop>

211 -rHHAERB
5. {E A Tracert ff &

Tracert oy 2 0] DLER BRI L 00 B% th 5 2 . & 10 B s S A A s WL 25 & 5 2 H br 3 PLAK
ﬁiir'l@ﬁ]?ﬁmé:%dﬁ:ﬁﬂb??ﬁﬁ?lﬁzﬁﬂﬂﬂ%m“ﬁ mE 2,12 fros .,
- O WINDOWS system32 cmd.exe :
C:\Documents and Sett1ngs\ndmlnlstrator}tracert WKW . sdfi_edu.cn Il

Tracing route to www.sdfi.edu.cn [210.44.128.101]
over a maximum of 30 hops:

1 1 ms Z ms 1T ms 210.44.134.865
2 <1 ms £1 ms <1 ms 210.44.128.101

Trace complete.

C:\Documents and Settings\Administrator>_

B 2.12 Tracert ip < HI{ER

& 2. 11 158 B &8s MAS b 383 P % 322 3] www. sdfi. edu. en IFZE0Y EHLET . B &S T
— K%,
Tracert g4 1 EFEZZSEUNT .
o -d ANKFHLHE TR EDLA
e -h maximum_ hops {82 H PR 1Y 5 JCEK 15 %
- host-list 5 F P & — i iy A 5l i i (& T TPv4)
-w timeout %f*a"‘%’i“lﬂlﬁflﬁﬁﬂﬂ“ﬂﬁl’tﬂ(L‘l%?ﬁl‘»‘i’ﬂ’—’fﬁ);
R BREFEIRAT R R A2 (DS H T TPv6)
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o -S srcaddr EAH MY PE M A (AGE FHT 1Pv6) s
o -4 sRH{ER 1IPv4;
« 6 sRHIEH IPv6,

6. Net fp < &ERI{E A

Net fif %52 Windows R4 —Fp LLax 247 J7 =S FAT 19 L 20 BE 5 K Y 1 2% 457 7 iy & 5
L HITEe 5 1 S B 58 A 0 FNAC & AR 55 i Jg Fiss 1k P k5 8 B DL M R G5 SRk G
AL ER Net 1y 4 5 190 F RE 05 5154 5230 R 28 119 &5 PP 45 PR DT RE

Net i 2P AL E 1 & Fhar S W E 2. 13 fios.

w CUUWINDOWS  system32 5 omd.exe

Microsoft Windows [Hfi# 5.2.3790]
(C) HWEFFTH 1985-2003 Microsoft Corp.

C: \Documents and Settings\Administratorinet

b B TE 2

NET [ ACCOUNTS | COMPUTER | CONFIG | CONTINUE | FILE | GROUFP | HELP |
HELPMSG | LOCALGROUP | NAME | PAUSE | PRINT | SEND | SESSION |
SHARE | START | STATISTICS | STOP | TIME | USE | USER | VIEW ]

C:\Documents and Settings\Administrator>

2.13 Net <5

T Xt Net 28 LT ZE M) Net in 2 #1704,
(1) Net accounts

Net accounts iy 4 1] F T4 B2 4 H P K S B0 2 1) BB 61 3648 o T A5 1K 7 1) 2% 1
FIPE iR, R P s & 2.
Net accounts fig 2 W FHEWF .

NET ACCOUNTS [ /FORCELOGOFF: {minutes | NO} ] [/MINPWLEN:length]
[ /MAXPWAGE: {days | UNLIMITED}] [/MINPWAGE:days]
[ /UNIQUEPW : number] [ /DOMAIN]

MG AN TTAL T Z 500 Net accounts #y 2 I Ff I /- 24 77K P22 4585 PR fic B 15 00 . 40
& 2. 14 fifF7s .

o CHWINDOWS \system32'\ cmd.exe

C:\Documents and Settings\Administrator>net accounts
E‘i#dm Jf’ElﬁlETlxrfJ#ﬁ‘_J‘— Z AT A
SRR (K): 0
2 T IR (K): ;2
TERAREFRKE: None
B8 AT

ﬁ"f.'"f-fﬁ'?ﬂﬂﬁ 1)

Bl eI O ( H): 30
HEHAE: SERVER
AT AR SE K

& 2. 14 Net accounts f5 < B {& F
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Hr, 2% /forcelogoff : {minutes | no} A T & 4 H P k5 R, fE 45 ) P 5 R
% A M 2 TE AT T L F R P8 . No L35 GE 4% By 1k 28 i 1 55 .

(2) Net use

Net use 4 H T 5 Z B H L ILZ 0T IR0 % 42, ol 8o 5 P10 o3 ik 9% 06 19 %
LR

Net use fip 2 HZEUF -

NET USE
[devicename | #* ]| [\ \computername\sharename[\volume] [password | * ]]
[ /USER: [ domainname\ Jusername ]
[ /USER: [ dotted domain name\ Jusername ]
[ /USER: [ username(@ dotted domain name]
[ /SMARTCARD ]
[ /SAVECRED]
[[/DELETE] | [/PERSISTENT:{YES | NO}]]
NET USE {devicename | * } [password | * ] /HOME
NET USE [ /PERSISTENT: { YES | NO}]

i AT ZEM Net use 52 I 7R 25 il A W3+ 5000 2% FE 05 0

250 A C.\Net use \\ 192. 168. 1. 99\ipc $ "pass" /user:"admin"#y 2> I5f , W 15 74< Hb
THETHLAENS 55 192, 168. 1. 99 & — 4> IPCS %4 4% A C:\Net use z:\\192. 168. 1. 99\
C$ "aaa" /user:"bbb"#y20f, 05 192.168. 1. 99 1y C #2204y Z #. &7 17 IPC$
I G i n] LA A Bl &% 1n] H A PL45 48 D1 ST 17, copy c: \test. exe z:\ hack. exe
FoRAEANH Y test. exe 1£F| L FE F AL Iy 24 i hack. exe,

(3) Net user

ZAan A T8 A B AR B sl b T EL R P KSR L, nl RLSE IR P K S 19 S
] B3 A A6 53 5 6 B 2

Net user g2 M HEWT .

NET USER [username [password | * ] [options]] [/DOMAIN]

username {password | * } /ADD [options] [/DOMAIN]

username [ /DELETE] [ /DOMAIN]
username [ /TIMES: {times | ALL}]

ki AR S B Net user fir 4 I+ 6 57 A% B2 0L b 0 190 0 2L 2. 15
FF 718

WA net user abe 123456 /add 4y 41, W2 B — A JH 11 44 4 abe, %505 3 123456
AT P kS . R R B AR CET S I P % i 1 AL AT A Net accounts iy 2 H 1%
B A R

i A net user abc /del fiy & B, U 25 M BR FH P K5 abes #i A net user abe /active:no
i 20 2 P K-S abe 255 1 A net user abe iy 2 I, & B A RH P IKS abe 17
B nE 2,16 fFros,

(4) Net view

iz 2 T Bt SN 51 2 GRS R aldE TP L s BT RS 3R
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-« CHWINDOWS'\system32'\cmd.exe

Microsoft Windows [MiZ 5.2.3790]
(C) KFALFRE 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator>net user

\\SDFI-OYT4RTUGNU [£H Pk P

__umware_user__ Administrator ASPNET
Guest IUSR_SDFI-0YT4RTUBNU IWAM_SDFI-
SUPPORT_388345a0 useri user2

zhan

fr 4 I

C:\Documents and Settings\Administrator>

& 2.15 Net user fip 2 89 1{# F

abe

000 (BRI IAE)
Yes

o

2011-5-9 HefEALM1T 14
2011-6-21 FHEHEAL16:01
2011-5-9 FifEAL1T: 14
Yes
Yes

All

T
#E
HF
JeiF
L E
Fi P
E4=
K

A A

All

&l

E2.16 BEF-HRKSE

Net view i 2 FHEW T .

Net view [ \computername | /domain[ :domainname] ]

/network:nw [\ computername]

ELTPN “%@mwmwwﬁfme#MﬁMﬁ%mWﬁﬂwwlmeu
M5 A\computername S | 1235 F B A& F H PN A
(5) Net start aig 2 F1 Net stop iy 2>
Net start a2 0] H T8 s sl o EVL AR 55, >4 S # FH0EE 7 % #7297 B HUS Shell
5 s AN2R 2 B e R A G R 55 1A JE 3. 9 Al DA Net start 4 R 3 sh iz e 55 . W 2R R 55
APk LL F Al . in Heep SSL 8§ Event log. W22 55 (") 5[4,
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o5 CHWINDOWS \system32 ' cmd.exe

C:\Documents and aett1ngs\ﬂdm1n15tratnr>net view
F"i“"f'-ncr tl-f'J'l ¥

\\C203ARBE4AESCH30
\W\LENOUD-T7T838B21
WASDFI-0YTHRTUBNUY
\\ZHAOHW-UAIO

it 4 L] TE ke

C:\Documents and Settings\Administrator:>

2.17 Net view s 2 891& B

Net start g 20 HEW T .

Net start service

AT Z B Net start a2 0, W Bon AR AV FE FE MRS K 2,18
AT 71

« CUWINDOWS\ system32 cmd.exe

Microsoft Windows [Ai 4 5.2.3790]
(C) WRAXFAE 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator>net start
S BT Windows % :

360 AELHT RS

Application Experience Lookup Service
Ati HotKey Poller

Certificate Services

COM+ Event System

Cryptographic Services
DCOM Seruver Process Launcher
DHCP Client

DNS Client

Event Log

HTTP SSL

IIS Admin Service
LiveDeamon

Logical Disk Manager
Microsoft POP3 Service
MSSQLSERUVER

Network Connections

B 2.18 Net start i S RI{EH

M7 A Net start alerter i, W )3 T i 55 alerter, An[& 2. 18 fff s .
Net stop g2 Al FH FEIEEN FRS . HAHEWT .

Net stop service

iﬁﬁé%ﬂ;i MR % . N alerter iR 55 I, Al i A net stop alerter iy 2. WK 2. 19 s,

B2 RG2S AT B T I Lk 4 A BB 9% (5 M K A 0% & Y A 19 P 28R A . A

P 265 R 28 19 K6 A 7 1 . AN HE 98 4G 2 24 BT S HIL 1 I 2% 0 42 02 A 1k R DL RO 2% 2 22 1 R

A& 1 H #5898 £ & Ry 3 ) P A7 A IR BE AR 28 1 R BL - DA K o {e] A e @Jiﬁﬁ%ﬁ‘%*ﬂ; £

W 26 R A T B 7 1 FRATT RE 0% i BEG ST R LK P B H TR DL AL ZE 558 DL K 5 R
A #E T I FR S8R 55 -



LG 2 N REZwRS 27

v CHWINDOWS \ system32\ cmd.exe

Microsoft Windows [fi#4 5.2.3790]
(C) KFAYFTH 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator>net start alerter
Alerter fR&IEEEE) .
Alerter fE% &SRB

C:\Documents and Settings\Rdministrator>net stop alerter

Alerter fE%& CAkIN{ZIE.

C:\Documents and Settings\Administrator>

E 2.19 F B alerter fR %

2.6 SLEREE

(D) 58 %, 4 Ping — & BT 5 PLET & A D, W n] §87E (2% F it 5 ML i B b A7 A
A 4 ] 5T 2
(2) 1 L5 & 56 Administrator Ik P RER #EAEH .
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3.1 LU H S %R

o PR AT BRAS 20 ) R Gl 55 DA 5 R AT K e 1

o FEiRMIT I EH R IR L 2BCE .

o FEIR e M R 1 U7 ROk 9 Windows 2000 & 4t T H 48
Hiz 75 Bk (9 HETT .

o FE R EH 1k ICMP Z6t

3.2 SEUS AL

e XA Windows 2000 241 PC — &,
o FLAEH AR H K

3.3 HiggHnR

1. Windows BJEIABL B

Windows #/E RGE T E T V5 2 BONBCE DU T84 R 42 LA
KOt BB IR L= AR XA E N AR IFZ N LS
PR 25 5l R AR B A m . BN, 7e B 5L F  Windows 2000 F
gt o ) il ad Net share A2t o] LLAE AR M H L & B admin $ |
IPC$ .C$ DS SFBRINILZE L 0 B 2R e 5245 1] F ) 26 45 B 53 (o 4 ol 4
PO MR AR A X 2o B b9 2 o kS5 g 2R L I8 A
SR ) Tl g X e L B PR AR HAE B AR B .

At . Windows 2 48 11 BRI BL B U —F % & 73R R 583 38 0
RS &0 00 T B & 7 XL M4 A SR HIR S %A Windows
PeAE Z G0 TSR PUET o X H A BRI B AT B 2. LB R TR L &
SER L. AL XTRIANRE P - 5%/ e &1 17
B, AR SRR G & Pk

2. SC.exe

sc. exe N — T 5 0k 55 ¥ 0 & 2125 FIR 55 981738 15 09 oy 2 47 1
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Jv . &R EEA LT I
o R AN E A KM W S
o BHRIFFEEY 0. MR R R B Al 55 )
o BB RE AR TR R R 55 JE v R TR S sh il gs RRE
sc.exe [WHIEUN T

sc < server > [command] [ service name] <optionl > <option2>...

Horp % 1 <7server = 4% =X A\ \ServerName, H 745 %€ Ik 55 it 78 19 12 72 Ak 55 a5 24 FK .
Z 8 command JTP L& 32 a4 H P a2 A

o query AR5 AR s I 55 28 R RS .

o start SRk 5%,

o privs SR 55 19 Ar G AURR .

o qc AR FMACEEE .

» qdescription i) it 55 WA .

o delete (AT M BR AR 55 .

o create @& ARS CBH A N3] E M2 .

3. EMRMEE

M2 Windows ZR 40 7 94O 80l B B Rt s A7 ir e 5 i o 280 . T IE R
N B R TR T R S8 T N R SO R P N R ST W 2, o &R G v N 3R SR A
\system32\config F ¥ Default,SAM,Security,Software,Userdiff Fil System 6 >3 14: H
FFEM R S AL45 \ Documents and Setting\ | Y ntuser. dat,ntuser. ini fll ntuser. dat. log 3
A3, il Windows R 48 H 4 (19 regedit. exe 7 JF 26 4 45 4% T H nl DUIT I 3 0 3= 04
P b b W 2 SO A g B R AT B b A IC B RN B T A AR B ) S 5 o i s n ] 3 ok
i eheE M oKk i sE Windows R GE4T DoS i AV HE T

4. ICMP thil B I i

ICMP (Internet Control Message Protocol) il & TCP/IP p il ik b A 2 Pp il i) —
A A EALZ ] AU 8% Z (8] L 36 4 2Z [0 0 28 il 5 2 . X s il {5 B
J& T H P Bl 1 — 380 B Z X TE AR L8 10 1 F S AT Mge Ak A EEEM, teinm o
ICMP 3F B ] DAA3 50 9 285 1) 3% 8 14 L FE LS A A2 26 B A 3 7] S5 R .

T ICMP Pp i — i 0 26 322 11 B 150, PRI i e D) 268 4% i b i o 2 55080 A T AL O O
B AR E 2 8 R Bt 2 th i E L RS s . B an . K iy ICMP 2098 1 258 i ICMP
A ZE 35 FEHLZ B X A ICMP 208 XU 2 11 ek i, 5G4k 3 6 25 48 9% R i 19 0% IR oK A 35X Bk
ICMP 245 . iX e & 22 T BOE A VLR Ge e fe

3.4 SEUSINZ

AT N A F BT 4 35
(1) 8 75 qn Ay £ A i 47 A9 i > EH AT R cinesvr AR 55 .
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(2) {7~ Q0 o] BT 9K 2l 45 28 1k SR Ik 7 LS A% R G A TE I YE 28 192 2 L LU
o A G0 7k

(3) {8 73 A An] 38 ook X 79 W R 48 2R B Y DoS Mk .

(4) Ja 71 Q0 An] 38 1k 9 o o 38 400 0] >R i & TCMIP 4z 3C o DT 4800 JEC A & 33 b ks

3.5 SEUSDUR
3.5.1 EPEFLFOMIBE tintsvr AR 55

HoeEEm L AE TR R, AR PR R A e B HET L T R FPL A
PRVET 10, FEZAEHEAL DT R P RIS M HEF.H w5 TR kS5 %
X FEE TR LS B A4 2 A M SR LT SRR & AR 55 . an /] 3.1
FF 7 .

O HEEHR
= oTHE ®fEe FEFEW FOW® W
- @@ @

1T EALETE (FH) % T
-3 RHTHE % Task Scheduler
+ () FrESH 88 TCP/TF NetBINS Helper
- FREIAFFR %Telephun}'
i Iﬁ%ﬁﬁ img %Telnet
: = EE;EE=E %1:2:2:31 Services

= @ g %TP AutoConnect Service

2 oot o oF Mo cb

+ g ATEETTAE
REE R EPRERF
BRER

%Uninterruptihle Fower Supply
%'Universal Flug and Flay Dewice Host
%"i’isual Studio 2005 Remote Debugger

-1 [2 RS TR AEF

+ Microsoft SHL Servers
WM 1215

* Eﬁ SOL Server ACEB HFis
¥
* % Internet {5EJRS

%"ﬂu‘lware Descheduled Time heccounting Service
%"ﬂﬂware Tools Serwice

%"f’ulume Shadow Copy

88y WebClient

%‘ﬁinduw; #udio

o

BT

%'ﬁ'induws Driver Foundation - User-mode Driver Fra...
%'ﬁ'induws Firewall/Internet Commection Sharing (ICS)

S EORBOR T 5 5o

<
T ) e/

B3.1 “fEIIEE"®O

WUt B g Telnet 51265 W AT X2 B 25 06 45 05 0 . B 1 7 456 FOD A 3884 L 1 21 3. 2
B fFLJ  Windows 35 28 5 204 8 1 P T 1 0 e 52t 06 A .
T sc. exe Ay A K jE s WA H1 2K Telnet AR 55 (B TlntSvr AR 55) .
R E 77 a2 AR R B9 B T XTI HE TP A CMD Ay 4 Bl il E TR
B, NTITAT i 2478 1 .
fEAar A AT el Ll A sc qe tintsvr. &8 & tintsvr AR5 WAC B {5 B . WK 3.3 Fr/w.
a] LA B tintsvr [k 55 7 X5 L 0 #E iR 70

c:\windows\system32\tlntsvr. exe.
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Telnet WM (AMiHEH) %X
= BB e | REER
JE&&E TlntSwr
EREHme: M
wie  AWEERPERIIGIENNETES, F -
TRITEAHABE 00
C:WWIKDOWS \system32htlntsvr, exe
Bah=E E): B=h v
R EBah
(it |[ BR® |

= MLt BEDARSET . ERIEEEANBEEEL

[ =

| B

E 3.2 Telnet REBBE

¢n C:\WINDO¥S\system32\cad. exe

icrosoft Windows XP L[Hff>

~ 5.1.26801]

<> IRATFAE 1985-2801 Microsoft Corp.

s\Documents and Settings“Administrator?>sc gc tlntsur

[SC] GetServiceConfig SUCCESS

SERUVICE_NAME: tlntsvr
TYPE
START_TYPE
ERROR_CONTROL
BINARY_PATH_NAME
LOAD_ORDER_GROUP
IAG
DISPLAY_NAME
DEPENDENCI ES

SERVICE_START _NAME

18 WIN3Z_OUWN_PROCESS

2 AUTO_START

1 NORMAL
C:~WINDOMS»system32:tlntsur .exe

a

Telnet
RPCSS

TCPIP
NTLMSSP
LocalSystenm

:\Documents and Settings“Administrator>

E 3.3

tintsvr fZFEHEEE

R T H tintsvr fi 55 HI12, ey 217 & 1l iy 2 sc stop tintsvr (55 1R 1Z AR 55 R G5

W a2 sc delete tintsvr % tintsvr AR 55 76 Al 55 %1 & o i)

LA 3.4 s .

st DU S R o T LR ™ G ™5 LU 25 92 3045 4734 0 T 5 902 o 3%
A T Telnet k55 (B tintsvr AR5 . NE 3.5 s,

R 26401 05 32 vl DA 11 01

o B 2

AHERIEZE 24 . [y A 28 0%

———

b HoAfth — SuAH B B 9 Al 55 . 151 40, Schedule AR 55 4E & %
& FFH SR PR AT — 85 22 40 4 2 Fin] $OAT 30 - S A 2 87 5 4 152 1k Schedule filR 55 . 4l
2T HA DL fEH S iz k% .
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co C:\WINDO¥S\systen32\cad. exe

Microsoft Windows HP [ﬂifk 5.1.268081]
<G> RRiIVET'E 1985-2001 Microsoft Corp.

Cz“Documents and Settings“Administrator>sc stop tlntsur
[SC] ControlService FAILED 1862:

Cz“Documents and Settings“Administratorrsc stop tlntsvr

SERVICE_MNAME: tlntsvr
TYPE
STATE

i HIN32_OWN_PROCESS
3 STOP_PENDING
(STOPPABLE., PAUSABLE ACCEPTS _SHUTDOUWN>
8 <(@8x8>
8 <(8x8)
Bx8
Axa

WIN3Z2_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WAIT_HINT

Cz“Documents and Settings“Administrator’>sc delete tlntsup
[SC] DeleteService SUCCESS

C="Documents and Settings“Administratorl

B 3.4 1=1EFH MR tntsvr fR 5

O dineEnl
= ) ERfER) EEW BEOM
& Eal 2

= TEAER (FH) kot i
E{; HIA %SEL Server Browser
+ L@ FHETSE %EQL Server ViS5 friter
+- g FEZ LR 68y SQLSERVERAGENT
+ EF:EE'EHFIEFH%E %SSDP Discovery Service
L % TEH::EEE%?E %System Event Hotification
ﬂ%‘;ﬁfaa&ﬁ %System Restore Serwice
%T ask Scheduler
&8 TCP/IF FetBIOS Helper

% Telephony
S Terminal Services

%Themes

e @)

e 3

e o5 T 0

+ i AIREENTT

g HEE R REEF
HREE

i REFEAREF

+ ﬂ Microsoft SOL Serwvers
< %TP fatoCommect Service

WNMI =i
+ |8 SOL Server BCEE 3%
+ B FoIRE
+ ?5 Internet {5 E8RS

%}'Lfni nterruptible Power Supply

%'Universal Flug and Flay Dewice Host

%"fi sual Studio 2005 Eemote Debugzer
%WWEIE DEEEI‘I.E&UJ.E& Time I!|.L'L'D'LIII.‘|.i1'LE SEI"?i ce
%}Wware Tools Service

o o o o 3 R

$
\F %) it S

B 3.5 MiBE tintsvr REZEROMR

3.5.2 {#H Windows AR EXIITEIHITEZ O E

SR BT A AR 1 s T SRR HE TP A gpedit, msc, 8L S 1 E VL
FL B AT H“H AW " & 1. an & 3. 6 Az, B i PURP 22 4 10 B 0RF AE 20 R 7 7 11 A
5C 1 -
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MHFE BER ZEFW HFEIW
- @ EB 2

3 FHTEL R £ “AbtEN- %
+ @ T ENERE

BT B R ES CaE. e |
e ERE
SLAFRE

+ & APECE

\F B A/

B 3.6 “HRE &GO

1. BE i B 2%

TP E” > “HRBR” > “Windows 4 {47 —“Windows ¥t Il 7 B 2% " — “ PRk
Y L R R X SR 5 E B SR B e T ST T A DL RO XS B AE L An P 3. 7 BT s A R O HE APk R
ORI IR N T RIS R Pk — A S R e TR LS S E ik
19 8% 3 g 15 = WA 2 th BUAE AR E 1 5T A 3 HE A

BRE “HPER” PRREEERNESDE B E]EI
WE R

S Faid “FAVENE" PRNZEIEERIEShE

O#EE ©
OFEH®
OEZRA

IEFTIEES PRI~ FRBIFTEIESDSE v

#HT Z/ Wicrosoft Windows 2000
(I—e=® |[ Te=m |

o [ =m | =Re )

E 3.7 PEEKzh=EER
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{H A5 BT 1 2 X ISR M (S B B 30 2 19 B A P A7 % mT LA ok At 77 2377 1) 3K 5
o A PR 28 A0« 0 ek 7 RS R 2% BIK Bl i XA s A IR AR el > B 1 A A — SR B 4R 1Y
Hg g4 . RN, R B8 AN 23 B 1k FH P 2 7 7 1ol i 26 3K 3 8% sl 8 28 A 23 By 1k P
(o ] 1 4 8 R4S B A 0 B T B SOOI Bh AR R

2. I kEKRPRERIEFR

SO I B FF T AR AR I L T AT — S T () SCRY A A AL B 2, g T R A Al A B
P B » — 20 B B . (ELJR Y LR A T R B PO 3R B R B AT RE 7 S b F i - A
TSR K P DU A A P2 SRR . g Pl
A5 A A A LA X B BRI SRR S BT | sesees -
W5 IR SEATA M S S SRR S0 T Y SCRIAL B | oy mse
TAESE B . T AR e i% R B ) LLGE it A
RGN B AR b — SR R K S I A Ml S, | [
(AR B2 2 AT 100 190 405 25 S ALRR .

0 25 5 7 11 104 20 AR IR 3 B B WL IR
B >“Windows il § 7% il & " 7K {5
B 7 — ] FORURI 45 JR 7 - SR 5 A6 SR e 11 110
A7 0 Rk 1 44 A il B %7 DU 8 4 AR i
& OJEPETXHENE N E 3.8 .

FEVZOA T HE A oam o B Es i P skl R | = ) mE |
B D05 e Pl g R AE L an A 3.9 B
ORIG A T I B e e g kg B8 TIRBFRER RHTHIEE
T F B 2 0 7 B A R HE A L 4 ZE TR E R Oy o AT B T A T L
B 3. 10 T o 36 T 3 I Y temp  Sili B 2 T HEARL WS temp F P IIA B A 1k B S 1 K
Fa R anE 3,11 fras.

([ FnRFEEw... | [ BER® |

et ek
EEHSEB 5
RPRAERL RN CEECTONN

BHHAE )
' 151F34F3AB9EATS [ fEL. .. ]

Fi AR BIRAIEFE (T E):

RESIC)

| AW, |

B39 “EEMASAIEIE
3. IR W% KRB

A ZH SRR A A ZE AR IR G PR T SR HLAC &7 — " Windows AL & ™ > "L 2L H "~
TN M AW T R TR AR R AR A R T 1 A A 2 S A R AR e i I
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K 3.12 T,

xR PR
IR 3):

)X

APEAEREHEMN

BEETONN

=HHNE F):
151F34F3089E4TS

— Wi |

(=rm

EEFRT R Rt
FFEEEE
BEFHEF

151F34F3AB9E4TS \ temp
ASFHET
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(] Security
[ ServiceProvi der
(] TDPIFE
(] TOTCP
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F RO \HEEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tepip\Parameters
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1. £ HKEY LOCAL MACHINE\SYSTEM\ CurrentControl Set\Services\ Tcpip\
Parameters [{v B F X VL F#{EAEBA .

H)%WL&H%M%Q Hk 55 s i BT 24 MG XX AR R 25 A 38 g 1Y B e R 4

R A AN OG 3l A ] LlUL”ftﬂifﬁ@

Bk, “EnableDeadGWDetect” =dword : 00000000

(2) ZE1EAHN ICMP H5E [ 4 3C. 24 SCf vl 58 1~ Tk BIr DA &R 40 i 4B 468 5 52
[ICMP H € [n] 4z 3C .

Bk, “EnablelCMPRedirects” =dword : 00000000

(3) ARiFREE NETBIOS 4. M43 # & A i ik 55 28 NETBIOS 24 09 i 5K I5F, aJ
DIAH Al 55 a5 b R . TE R R G AERE SP2 DL

B3, “NoNameReleaseOnDemand” = dword : 00000001

(4) RIRFGUEPR I S &G 61 . e ik 2 TCP tﬂ%?"“ﬁ‘“tﬂﬂ%ﬁﬁim#ﬁ 1% % AL
THEEIRE ., HAZE. WRSGL R 2 /PR TCP e A NEEREITRE . XHRiXE
5[] A 5 3%l .

Bl . “KeepAliveTime” = dword : 000493e0

(5) B8 b #EF T KA BE B A A I . i I0U{E O 1 IFKE [ sh A i H el DA% 1) B8 £
(19 /I o n] DL SR 3 o A% i 2803 an i 300 il e 3 22 Aol DL L I (A Dl O & s (i H 1L 2 1Y
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Bl ;. “SynAttackProtect” = dword : 00000002

(7) [AJI; FRVFAT 5 09 2 % 80, g 4%, R R BE N TCP 2% . A
netstat 52> 1l LA & B 5 SYN_RCVD R M5 . 3% B A S8 ) at 10ME, Ik 55 a4 i R
100, = 55 25 R 500, BT DL S/ — 55

Bl : “TepMaxHalfOpen” = dword : 00000064

(8) J| Wt J2& A A7 A6 Tk 1 10 e o, a3k B R B i 2 13U IR 55 4 R 80, I IR 55 #5 A
400,

Bk, “TepMaxHalfOpenRetried”= dword @ 00000050

(9) & FRF SYN_ACK if[a] . BRIAIRAE R 3. BRINX — i FEIH FE A [E] 45 b5 T {E A
2 HFERTIE] D 21 Fbs W{E 8 1IHAERTE] 9 9 #b. sl nl LA A 0, oA S5 15 TH #E 1 (8]
R 3. XAME R AR P68 52 Yo IS el . PR R R R 2.

Bk, “TepMaxConnectResponseRetransmissins” = dword @ 00000001

(10) &¥E TCP HEAZPA K By E ., BOAIESS 5, BN — i F2E #E T [E] 5 240
o PRS2 3.

B, “TepMaxDataRetransmissins” = dword * 00000003

(11) & E syn BRI AIIG A 5. 240] MY backlog 2824 0 . e S BUHE il syn I
i DR AP 09 R & B R L R A 5.

Bk, “TCPMaxPortsExhausted” = dword # 00000005

(12) 5\ TP PRk . BRANI(E R 1. RBR A LR A W{EEN 0. X eiik
K WHR R 2. 8m EF A EW IR el . el S 27 R 2.

&I . “DisableIPSourceRouting” = dword : 00000002

(13) P4t T TIME_WAIT iy it E] . 2RI 240 B, m AR 30 #b. & @ o 300
o BUEN 30 #h.

Bk, “TepTimedWaitDelay” = dword @ 0000001e

2. £l HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\ NetBT\
Parameters |[{i B F X UL P #{EAEBA .

(1) 7% NetBT [y B INiE . BN 3,35 Bl 1~ 20, J(EBOR , 78 7% &k 2 i
PR PERE. B EREBRIAFE 87 FV.

&g, “Backloglnerement” = dword : 00000003

(2) e K NetBT & MECH . JEH 1~40 000.3x BLi% 84 1000, X {8 8K , 76 %
150 22 I i o 2

B mi. “MaxConnBacklog”= dword : 00000003
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Parameters [ & FXT UL F#{EAE B,

(1) Pe##Esh & Backlog, X T M8 Ml # A ¥ 52 SYN WGhE R 4, @iz &
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« FRAF NTFS A5 UL R FAT RGO NTES XC
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« FE 48 NTEFS FBBR A3 SO ST AR 19 i B 5 % .

4.2 SLUSHABE

Windows XP #:/E 24 .

4.3 HEHIN

B A X1 &R 4 (New Technology File System, NTFS) &
Microsoft A ®] 28 T 78 4b FAT 3O & G0 19 — 28 A 2 111 4 H 39 — 3050587 (19
% B SO B EOR  Hoime K94y 2 By R 2 1 . &5 45 1 i &2
. B Windows 2000 Server H#E7E {8 F 19 5 1 RE SCF R 48, HETE 71
Windows XP &% , Windows Server 2003 & %] , Windows Server 2008 %
FILL J Windows Vista FHAERSG FRRA 72N AHEHE K
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NTFS 4.5 FAT RGAMH . A 18 200 58, NTFS 38 o {8 Hbr i 19
155 b B0 S FNA IR B AR SR R FF B0 — BohE , R R S0 B, NTFS
R fdi FH H 35 30 Fks & R BRI SUF R G — 3ok, 4k, NTFS
i ] LA AR SO R0 S e BRI g | £ I AR e 48 55 R UTRE

1. X F0 3 14 AR

NTFS 4+ X o, XF F8— A S0 LA B SO NTFES #5474 A8 R 14 1
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2. &

NTFS 119 5 s 2 R FRAE In 8 S04 &2 48 (EFS, Encrypting File System) , 1] L1 EFS
fn#E NTFS 40X g %cds . Windows 2000, XP b kg LA &2 Windows Server 2003 #f 3% 45
EFS, {42, Windows XP EERR %55, EFS & — - 7 U119 3C 5 0 0 55 » & 12 91 JE T
&t (PKI.Public Key Infrastructure) A& .fff F CryptoAPI 2245, EFS #2241t a] 3% (1) £ $ig
VRIZHE ST - R GUE B 61 n] LIRS o — H P s R &S . EFS i n] DL BE 22 P (BT nl 1
PO LA — A2 20 %% 19 S0 ke

3. WiiZECEN

£ Windows 2000/XP R H . NTFS 3L ¢ &% B . LA 6 H P A il 55 4% 0 i g 25
wy PR T — MRS s m UG &Rl L. O MEL; Ok Xk ss
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(D) R A FE Windows 2401 NTFES fili4 5,
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STI64 @ TFS3C - A G000

28], XA RAEXT T H P 2@ IR AT R — - NTES Jk 48 19 3O e i I8 &/ A
PIfR I 4a 0 B2 . SR A S AT e 4 SCPF el SR e AT Ui IRl i, R GUAE A & A S R 4a

(2) 8 7 anep i o w2 A7 77 20O 3t J7 20 FAT RGee% 6o NTFS R4t
(3) {H /R A NTEFS R8T A SO ke 52 i 452 A% ) B 2L

4.5 SCUS PR

4.5.1 &HNTFS A S

D il TR B

@ FEFH M B 17 7 X TR AHE A emd Ay 2 AR
Ji By XP R HE B O B E AL . AnE 4.1 P

@) MY emd. exe & 1 HEg A . “fsutil fsinfo
ntfsinfo C.:”.3% F Enter . W~ WE 4. 2 Ffrs 1 ,

¢v Cz\¥WINDO¥S\system32\cmd. exe

Microsoft Windows HP [mifw 5.1.26801]
(C> RRIVETE 1985-2081 Microsoft Corp.

[

=T
= E? 3 N E
FIF: =R

B Yindows 3G AIEST

?)X

I, THNER Tnternet BHIPANE
METHE.

L

|[ ®m | (a%e. |

Cz“Documents and Settings“zhaohw>fsutil fsinfo ntfsinfo c:

NLFS 'E“ﬁ_?ll% - Bx6410ef3cl1Bef1438

A = 3.1

= Bx0P0BABBABR2 711675
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(2) {8 71 an ey A 4 4l 2K ) B dig A ICMP B SGH AT 704

(3) {7 qnfar X — R FTP {96 53 o B2 b 47 850808 A2 i AR 3 By o 1] 38 s el 25 r
M I B SR

9.5 SEUNPUR

9.5.1 ICMP thil Z B BV HE 3k

1. % BSOS IR S

T Sniffer Pro T. H . 76 3 B2 i Hi i Capture 3¢ BLI0 . £ 58 HY 19 F $7 3% B 3 o
Define Filter 452, 0K 9. 2 s,

-Sniffer Portable - Loecal, Ethernet (Line =peed at 1000 Bbp=) _Iﬂ-Iﬂ

File Mondtor Igtptuﬂ Display Tools Database Mindow Help

' Start Fi0 -

P]- "I .lﬁ Stop Fid j -
|| @i stor wa nisle F =) 73 gl EI gl

Display FS

Capture Fanel

Select Filter...

Trigger Setup...

Define filter | = NI Y b8 A z
B 9.2 ENTERS

£ 3% Y Define Filter-Capture Xf i #E H 3% £ Advanced J& M vl . £ 7 11 ik £ 1P Py
78R 5 s < TP UG A9 A6 & FF I D i A ik FE < ICMP Ppill ™, an & 9. 3 i .
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Define Filter — Capture ) 2 x|
Summa:r}'l Address I Data Pattern Adwvanced ]Euffer I Settings For;
— Default
% IBM SHA = —
#- % IEEES02. 11
5| EGP
A cop I
2| HELLO
% | ICHP
= | IGHF
%" | IGRP/EIGRP :I
—FPacket Size —FPacket Type
a1l :l W Normal -
WICEC Error s
All =izes [w|Tabber 64
THE Wi | Profiles...

9.3 EEHILTIERS

2. FTF Traffic Map {1 [&

£ Sniffer Pro B E & 11 3%E$E Monitor P72 8, 88 5 1k iz 2 0 i) Matrix f5 2,
BB LT MM Traffic Map FLE LU0 9. 4 Fas,

:::_.:_T:_'S;Sni ffer Portable — Local, Ethermet (Line speed at 'i ;IEIE,
File Monitor Capture [isplay Toolz Database Window Help

‘ hl II| llﬁlﬁl -ﬁml |Default :]

=] 8|5 ls|u|e=welR 2l e &

" fHatrix [ 15 Conversations

Traffic Map
58.60.14.239
224 01.24

192.168.1.102

192.168.1.104 192.168.1.100

15| |@|Bie i @)

202.106.1.20 58.60.14.184

= Ealn Lo Wl
230 FRA[ PP
P - - -

All Routers on this Subnet

B |x

For Help, press Fl é | A | m | [E | 22 p

E 9.4 Traffic Map



104 Wﬁ'—ﬁﬁ%&@
SMIE g

3. EBEMITB iR

f£ Traffic Map #81& 5 BRbRE B 2 804 nd 1P Miak 192, 168, 1. 1028 H i A
N s SRIG FE 1% TP Hiuhb Ab 9o BROPR A B8 A8 51 i9 PR SR o rp 2R 8 capture g2, W1 9.5 B
o M, Sniffer Pro i A% W Wr B B

:::Z.:_E‘-Sniffer Portable — Local, Ethermet (Line speed at 1000 li ;IEJEI
File Monitor Captuwre Display Tools Database WNindow Help

‘ Il I|| llr'ilfml i\l |Defau|t j

E’“lEII 8|5 @|smlylo=welr 2l ¢ &

atrlx - 16 Conversation=

Traffic Map

A8.60.14.239
224.01.24
192.168.1.105 o i
132 02 e T 238.255.255.250
Show 11
Show Select Nodes

Hide Select Hodes "
Zoom = 596014183

192.168.1.100
58.60.14.184

Pause Tpdate All Routers an this Subnet
Refraszh

Rezet

MAC A P,

Capture
Define Filter. ..

For Help, press Fl Properties. .. é | NL] | n | fE | 22 A

F9.5 HESFSEEWHHEHRTEN

4. BT Ping i &

5 1P btk A 192.168.1. 102 19 FHL . KR Bk "= 177 a2 76 Y
“BATXIEE S B A emd 452 IF 6 *”#—’fﬂaﬁﬁﬁfﬂ%.uﬂﬁ&%ﬂ 7 11 H i A Ping
192.168. 1. 104 ,3% Enter 8 ,00& 9.6 [ 75,

5. il

1% 0] Sniffer Pro AT 71 FHL . 7 Sniffer Pro B F F 1M I ¥ii stop and dispaly F& 4 , 15
EINAEL P I L Pk £ 242 F M 1Y decode &30, 7 11 7 23 I 7~ BT 4 405 21 i 504G . an
Kl 9. TR,

9.5.2 ICMP thil 894 4

& 9.7 P E/ER 3 AE M me L AE 8o 1 4 a8 Gk B a0 IR TP Meak  H iy 1P
L1001 | AW E € IRIDE T B Bviks s N LR 3 €71 E=p ¢ el |51 IR I L a9 = e 25 o 1 R T A7



¢ C:\FINDO¥S\system3Z\icmd. exe

Microsoft Windows XP [f7 5.1.26001]
(C> hRIYFhA 1985-2081 Microsoft Corp.

C=“Documents and Settings“Hdministrator’ping 122.168.1.184
Pinging 192.168.1.184 with 32 bytes of data:

Reply from 192_.168.1.1084: bytes=32 time=3Ims TTL=128
Reply from 192.168.1.184: bytes=32 time<{ims TTL=128
Reply from 192.168.1.1084: bytes=32 time<ims TTL=128
Reply from 192.168.1.184: bhytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1084:

Packets: Sent = 4., Received = 4, Lost = 8 (B2 loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = 3Ims, Average = Bms

C:NDocuments and Settings“Administrator

509

BIRIRL I

105

9.6 H4T Ping 4

::_.-'_‘:;;Sniffer Portable — Local, Ethermet (Line speed at lﬂﬂﬂm
File Momitor Capture Display Toolz Database Window Help

| v | 1] m|¥|dd] X [oeiau =]
s\d| 85| olnloeEsleln 2 ¢ o

|+|Sni£2: Decode, 1/10 Ethernet Frames g

5
M

goooo0o40: 7% 61 62 B3 64 65 6bH 67 6B

| Ne. Status | Source Addiess Dest &ddress | Summary H
[ 111 M (192 163.1.102](T192.168.1.1047] | ICHP: Echo
[1]2 [192.158.1.104]|[192.153.1.102] |I:£P Echo reply =
11" Ed 505k 4O 0 A SN P40 4,0 Hd 4549 T T | PRy
< | I >
B3 ICHP. Type - 8 (Echo) a]
&) ICHP: Code = |
'E% ICHP: Check=sum = 425C {(correct)
Ay ICHP: Identifier = 512
@ ICHF: Seqguence number = 2304 i
o1 .
« | 5
00000000: 00 Oc 29 4f 43 2a 00 Oc 29 ea 73 B4 08 00 45 00O .. )OC=, HK?. E.
00000010: 00 3c 01 68 00 OO0 40 01 £5 3a cO aB 01 66 =0 a8 . < . h. . @ 5 {15
00000020: 08 00 42 5c 02 00 09 00 SINGZHI 6465 B6 [ abcdef

01 6B ? § h
00000030 67 68 69 6a 6b bc 6d 6e 6f 70 71 72 73 74 75 76 ghijklmnopgrstuv
59 wabcdefghi

For Help, press Fl % | A

oy

=10j x|

9.7 Decode B O
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MBESEEER @
SMIvE S

I B0 0 i A

(1) e b & ook s — 580 MHE 3R (Summary §1)) 0] DLE B A& — 5% [
WA M TP Mk 192,168, 1. 102 &1 192.168. 1. 104, M A EIAE I Fa] LLE H %5
i 1 A2 8 ARSI 0, P F 5 2304 0 G35k Bl X A AR IS ER T 1 2 s B
JR 5 23

(2) feEde B E H Ak e 2800 . NHAR ARSIl DUE e — Al i R A E 2
JE M TP Mtk 192, 168, 1. 104 % 1F 192. 168. 1. 102, bkthlﬂﬂﬁ%m‘fu%mﬁ%ﬁﬂﬁﬂﬁ%i
H 0 AL A 0, JF 5145 R 2304, 3315 B 3% (0] 5 1 2505 2 5 55 — 2% 19 [a] i 3 2002 X N 19,
K 9.8 s,

_ Sniffer Portable — Local, Ethernet (Line speed at 1000 Hbps)
File Monitor Capture Jisplay Tools Database WYindow Help

pI ||| Ilﬁlﬂl -&I IDefauIt :l

=101 %]

Dest Address
_192 163 1., 104

Surmmary

ICHP . Echo
ICKP. Echo reply

- Type = 0 (Echo reply)

© Code = 0

© Checksum = 4ASC {(correct)
: Identifier = 512

;. Sequence number = 2304

- [32 bytes of data]

Th

00000000: 00 Oc 29 ea 73 84 00 Oc 29 4f 43 2a 08 00 45 00 )FE?‘ JOC*. . E.
00000010: 00 3c 00 £5 00 00 80 01 bS ad =0 a8 01 68 c0 af .<.?.¢. #$E . his
00000020: 01 66 00 00 4a Sc 02 00 09 00 EING2NSINEUNESIES £ N
00000030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmnopgrstuv
00000040: 77 61 62 63 64 65 66 67 68 69 wabcdefghi

" Expert , Decode A Matrix 3 Host Table A Protocol Dist, }y Statistics /

For Help, press Fl Q | s |

2| A 22 #

9.8 EENEHE

9.5.3 FTP X EIERIHIXFN 1

T2 R FTP 203k . N T L i & PGS JE4F . 7E Define Filter-Capture X 3%
HERY Advanced J& 14 01 rp B B £ TP B 0, SR 5 B 5 TP By BRI 9 =, 76 & FF 1 D i
fik k3£ TCP HML 5 “FTP L an &l 9. 9 FifR .,

il 37 Monitor 251 R Matrix fiy 2§ HF Traffic Map #L1& , 46 1% 00 & % 8 192, 168. 1. 102
YE BB T i 0L (192. 168. 1. 102 5 FTP & AL LSR5 76 i% TP b8k A B L £ 58 1 11
PdiE e s rp ik 5 Capture” g 2 - 3 A KU B2 1 4 AR S

£ FTP 2 P AL AT T TE 37 % 4 ElﬁiltFEF'fﬁJ)\ FTP = //192. 168. 1. 105, 4K J5 @il il
Enter #8 . 76 3 1 (198 5k B " S RE 5 A P 22 5% 05 . me)s Wb 8 s 7 H . an &l 9. 10
Ffr 7 .

£ FTP % P LS Y e - V)3 322 3% Sniffer Pro 19 ML . FH1E Sinffer Pro 19 T. H &2
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Define Filter — Capture _?IEI

Smmaryl Address | Data Pattern Advanced |Buffer l Settings For;
D efauilt

- [ G} IP-VINES A
L[ &) TS0-TP4
-V ] TCP L
o <= DNS (TCP)
...... 3 G,DP]-ER
..... 3 ) :I
—Packet Size —Packet Type
811 ,:I WHormal e
WICRC Error  —
All sizes w|Tabber ;I

= I i | Frofiles. ..

B 9.9 EFF FIP #iY

=]
g

[E] £tp-//192. 168.1.105/ — Microsoft Internet Ezplorer

THE EE FEW dMe IAD BB ‘Q FE - ol
Ak @) | £rp: /7192, 188 1. 105/ ~| ¥ 3

? RSHEARTFESET » RETEIEHEFHMTHILE.

FTF IRs5as: 192, 168. 1. 105
HPia - userl -

= (P Fdok Aok

ERR » ALFSETRSSFmalEami , LRERER.

A\ EIP BAEEED RSS2 i A NEEmEEREE. ERIPEETE
15 1 ER Web ICHIE (WebDAV).

Learn more abhout uszings Web Folders.

I~ E3EF Q) [ RFESE)

HR L mig |
EEETEE

|‘ Internst 7
E9.10 EERHLERFIPRSE R

Hr iy Stop and Display $#%4H , 4T H Bp i 2 Hr & 11, 8 % 11 F J7 9 Decode 3£ 30 , i A
FTP PrisC Y o0 #r S - anie 9. 11 o

ME 9. 11 nf LUE AR e P st 1.2.3 ok 17— TCP #E &g Py
“WRETF IR, Em b E O ks — 28 IR RE O 192, 168, 1. 102, H iy Hiht 4
192.168. 1. 105) . feH [a] () & 11 7 af LLE B 55 — 7 Bodlg 19 U o 11 28 1102 (Source port=
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KIGH IR

(= Sniffer Portable — Local, Ethernet (Line speed at 1000 Hbps) ;Igﬂ
File Momitor Capture Display Toolz Jatabaze Window Help

‘ o] w|tn|dal K| [ Defauit |

&|d| 8¢ QlmloeEelE 2l e &

35nif2 Decode, 1/66 Ethernet Frames _-||:|I_E|

.HEI Dest Address

192 . 168.1.10: J2.1b60 P D=21 5=1102 SYN SkEQ=34%941.-23556
.102] |TCP: D=1102 S=21 S5YHN ACK=3494123557 SEQ=1]
+105] [TCE:; D=21 'S=1102 ACK=1183641035 WIHN<«
1N21 IEFTP: R PORT=111172 2200 Mirrn=nft FTP Ser
k
= @) TCP: ——— TCP header ——— |
% TCP
@ TCP: Source port = 1102
\% TCP: Dmstination port = 21 (FIP-ctrl) gl
@ TCP: Initial s=equence number = 3494123556
@ TCP: Hext expected Seqg number= 3494123557
5 TCP: Data offset = 44 bytes
% "l‘.---'lr-u 'l'ua 1 :I 1 E' i ™ 1 i ™ 1-5'. E T AT i b | 4 i1 rrY ™ % -n:J
00000000: 0D Oc 29 4c 20 66 00 Dz 29 =a 73 84 08 00 45 00 ..]]'_ f..jFE?. E.
00000010: 00 40 02 8f 40 00 40 06 b4d 09 c0 a8 01 66 c0 a8 @ G . @ 7%5 . £ ¥5
00000020: 01 69 04 4= 00 15 d0 44 18 24 00 00 00 DO bO D2 .1. H W $....7
nnnonn=2n- £f £f ~6 13 00 NN A2 N4 AS KA N1 N2 N2 N2 N1 Nt i S
For Help, press Fl é | s i n [ ﬂ | 22 A

B 9.11 FTP i #) Decode &

1102), H M9 % 1A 21 (Destination port = 21) ., £ Hs £ 119 J¥ 3 5 & 3494123556 ( Initial
sequence number = 3494123556, ] 5 Y B 19 B ¥ 12 19 7y 51 5 & 3494123557 ( Next
expected Seq number=23494123557), ¥ [ M A9E I 3E H 55 = F 808 Can &l 9. 12 frR) .,
BN & el DL B AR 8RR v 1 o 21, H 3 o 1102, H A6 Ty 51 5 24
1183641034, 10 8 1521k 51 19 K HE 19 7% 512 1183641035 , Hoafi ¥ 51 2K 3494123557, 5 H
19 b ik (192, 168. 1. 102) fr I 15 42 W i B dls G0 1 ) 91 5 — B, DS = SR A0 dlE T LU i
9. 13 i), KB A ¥ 315 1183641035, 5 H A Mk (192, 168. 1. 105) HA 15 32 Y ity % s
Y5 —8. 2. TCP 1y =k F 45 .

(=Sniffer Portable - Local, Ethernet (Line speed at 1000 Wbps) -IDLE]
File Monmitor Capture Jisplay Tools Database Window Help
‘ rI ||| I|“'i|!ﬁ| .hl | Default |
=W 8|7 olnmloeEseld 2 e &
dﬁm f2: Decode, Z2/66 Ethernet Frames __||:||£|
No. | Status | Source Address Dest Address | Sumrmary A
(111 |¥ [192.168.1.1021/[192.168.1.1057 |TCP: ‘D=21 5=1102 STN SEQ=3434123556. LEN={(n
L]]2 |[152.153.1.1'.'|5] [192.168.1.102] |TCP: D=1102 S=21 SYN ACK=3494123557 SEQ=1
[1]3 [192.168.1. 1027 [192.168.3.L05] [TCE: D=21 S5=1102 ACK=1183641035 WIH<«
(] 4 [192.168.1.105]|[192.168.1.102] |FTP: R PORT=1102 220 Hicrosoit FTP Serx
[ 1|5 [192.168.1.102]|[192.168.1.105] [FTP. C PORT=1102 USER anonymous
E 6 [192.168.1.105]|[192.168.1.102] |FTP: R PORT=1102 331 Passvord required
7 [192.168.1.102]|[192.168.1.105] |FTP; C PORT=1102 PASS 111
,: = [192.168.1.105]|[192.168.1.102] |[FTP: R PORT=1102 £30 User anonymous car
I‘EI 192 cleg 1 Au i 192 . 168 1. 1051 TTCR: D=2 5=I11I:IE FIN ACK=1183641135 SEQ:iLI
4 [
&y TCP: -]
~&9 TCP: Source port = 21 (FTP-ctrl)
@ TCP: Destination port = 1102
% TCP: Initial =sequence number = 1183641034 e
% TCP: Hext expected Seq number= 1183641035
.48 TCP: Acknowledgment number o Shel W A
% TCP: TNata aoff=s=t = 44 hortes ]
For Help, press Fl @ | s i n [ ﬂ | 22 P,

E9.12 TCP=XEFHE2LEE



Fortable — Loeal,

(=Sni ffer
File

Ethernet (Line speed at 1000 Hbps)
Database Window Help

=
| & |oEs@ld 2 ¢ &

Monitor Capture Display Tools

Ilﬂl ﬁl -i'-‘zl |Defaul
=lE

o
=

ESnifE: Decode, 3f/66 Ethernet Frames ‘IDJ.E]
Mo. |Status | Source Address Dest Address Sumrmary A
[1]|1 |M [192.168.1.1021|[192.168.1.105] |TCP: D=21 S=1102 SYN SEQ=3494123556 LEN=(Ng
[]]|2 [E92:368 2005 1] [FA2: 168 3102 ] ['TCP: D=1102 5521 ‘STl ACK=54941 23557 SEC=]]
[1]3 B O W L O i L - s 0 b e S B R o 1 ACK=1183641035 WIN<«
(14 [192.168.1.1057|[192.1668.1.102] [FTE: R FORT=114% 220 Microsoft FTP Sex-
115 [192.168.1.202]|[192.168 .1.105] PFTP: C-PORT=1102 USER anonymous
(16 [192.168.1.105]|[192.168.1.102] |ET¢: R POCHT=11023 331 Passvord required
117 [192.168.1.102]|[192.168.1.105] |FTP: C PORT=1102 PASS 111
(18 [192.168.1.105]|[192.168.1.102] |#FI1¥: R PORT=1102 530 Uzer anonymous car
[_l 9 i A I ) - GO - 6 O - O P ey O o e i i s S=I11I:|2 FIN ACK=1183641135 SEQ=:X
1 k
| -]
: Source port = 1102
: Destination port = 21 (FTP-ctrl)
: Sequence number = 53494123557 inged
- Hext expected Seq number= 3494123557
] P: Acknowledguient number = lld bi.LlLl-«S ‘ﬂ

For Help, press Fil

%h.;_i )24

E9.13 TCPIEFHEILHE

e 9. 14 Fras s A FIN AR LA 5 9 315 12 R Bon 1T —A4> TCP 245 R 1)

4 PEARLIR. Bde 9 Bonth FTP Z P HL(192. 168, 1. 102) [a] FTP Ak 95 2% (192, 168. 1. 105)
KA R AR LY TCP &% . ity 10 & FTP i 55 2w X 2 - LA sl AR 60 . % £
11 J& FTP il 55 #i 0] 2 7 HLAC H A9 BT TCP 3% 32 1935 K& 60 Bdls 4 12 8% P L a) i
% g KM EE RO LB . AR 9. 15,18 9. 16 FIIE 9. 17 n] DL H 3k S 5048 40 1 )y 571

5 EHX R
(.“Sniffer Portable — Local, Ethernet (Line speed at 1000 Nbps) =10 x|
File Monitor Capture Display Tools Database ¥indow Help
iI III Ild'ilﬁl -E-l |Defaul :I
S\ 8|7 omloleEeln 2 e &
ESnifE: Decode, 9/66 Ethernmet Frames __ __-IDIEI
No. |Status | Source Address Dest Address Summary a
Ak 192_163_1_ FTP: R PORT=110. £30 User anonymous car
168.1.102 171 ] g.1.105 TCF: D=21 5=110Z2 FIHN ACK=11535641135 SEQ=.
[192 168.1.105] . _1_1D2] TCP: D=1102 S=21 ACK=3494123584 WIN<«
[192.168.1.1057|[192.168.1.102] |TCP: D=1102 S=21 FIN ACK=3494123584 SEQ=1
[192.168.1.102]|[192.168.1.105] |TCP: D=21 S=1102 ACK=1183641136 WIHN<«
[192.16B.1.102]|[192.16B8.1.105] |TCP: D=21 S5=1103 5YN SEQ=2131499673 LEN=
r92 1R8 1 1N51r192 1A 1 1021 ITCP- D=1103 [';=?1 SYN ACK=2131499Rr74 ‘-.F'L_'_I
2
: Source port = 1102 _-_-__I
P: Destination port = 21 (FTP=ctrl)
P Sequence number = 3494123583 e
© Hext expected Seg number= 3494123584
¢ Acknowledgmnent number = 1183641135 b
| 3
gooooooD: 00 Oc 29 4c 2U 66 UU Dc 29 =a /3 84 08 U0 45 OU A B o)MER R ﬂ
uoo0ouil0: 00 54 02 35 40 00 40 06 b4 01 c0 a8 01 ob cU &b 4.5 0. %5 .1
00000020 01 63 0474=7007157d0744 18736146 8ciee 26 80711 LN 4d PFEA |

For Help, press Fl

E9.14 F1£FINEER
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LI

(“Sniffer Portable — Local, Ethernet (Line speed at 1000 Ebps)

File Monitor Capture Display Tools

Database Window Help

=T

iI III Ild'ilﬂl -Ev:l |Defaul

hd

S\ 8¢ omlole =R 2 e &

ESnifE: Decode, 10/66 Ethermet Frames | -IEIIEI
MNo. |Status | Source Address Dest Address Summary -
[192. FL92. 168, FTP: R PORT=1102 530 User anonymous car_,
192. 192.168. TCP: FIN ACK=1183641135 SEQ==
192 . e [192. TCP: D=1102 S=21 ACK=3494123584 WIH<:
[192.165.1.105] TCP: D=1102 S=21 ACK=3494123584 SEQ=1
[192.168.1.102] TCP: D=21 S=1102 ACK=1183641136 WIHN««
[192.168.1.102] TCP: D=21 S=1103 SYN SEQ=21314996¢73 LEN=(
r9” 1AAR 1N51 TCP- N=1103 [':=3"| CYN ACK=7131499A74 SFN="

Source port

Destination port = 1102
'+ Sequence numnber = 1183641135
© Hext expected Seqg number= 1183641135
Acknowledgnent number = 3494123584

21 (FIP-ctrl)

00000000: 00 Oc 29 =a 73 84 00 Oc 29 4c 20 ob 08 00 45 00 . . J)PE? )L .. E
00000010: OO0 54 01 37 40 00 80 O6 75 bd c0 a8 01 63 cO ab .11_.?@'.E.1.1.J11]’E'.1T§
00000020: 01 6 00715 04 4= 46 8c e 26 d0 44 1874078010 ¢ NFER/8 @,

e ¢l

For Help, press F1 % s 22. | @ | s Y
E9.15 F£2&FINEA
;Z';:_Sniffer Fortable — Local, Ethernet (Line speed at 1000 Ebps) _|I:I|5|
File Monitor Capture Display Tools Database HYindew Help
iI III II&'“I El |Defaul :I
S|d| 85| Qlm|oleEen 2 e &
ESnifE: Decode, 11/66 Ethernet Frames __-IDIEI
No. | Status | Source Address Dest Address Summary a
[192. F192. 368, 1. FTP: R PORT=1102 530 User anonymous car_y
[192: [192.168.1.105] |TCP: D=21 S=1102 FIN ACK=1183641135 SEQ=:
182 . 192.168.1. TCP: D=1102 S=21 ACK=3494123584 WIN«:<
92 = [192 .168. TCP: D=1102 S5=21 FIN ACK=3494123584 SEQ=
[192d:1a0 1102 ] 168 .. TCP: D=21 S=1102 ACK=1183641136 WIN«<
[192.168.1.1027| [192.168.1.105]) |TCP: D=21 5=1103 S5YN SEQ=2131499673 LEN=]
r9? 1A8 INS511M192 1A/A8 1021 ITCP- D=1103 [';:3'1 SYN ACK=2131499R74 !;F'.L':ill
k
Source port = 21 (FTP-ctrl) _-:-_I
De=ztination port = 1102
¢ Sequence nunber = 1183641135 =
© Hext expected Seqg number= 1183641136
Acknowledgnent number = 34941235864 o
| >
o0000000: 00 Oc 29 ea 73 84 00 Oc 29 4c 20 oo 08 OO0 45 00 . . J)PE? )L f.. E ﬂ
0000D010: 00 34 01 38 40 00 80 06 75 bCc c0 &5 01 &3 c0 &6 .4_.8@.'3.1.1.13]%'.1%
00000020: 01 66 00715104 4= 46 8c e 26 d0/44 1874078011 ¢, NFER/8 @, |
For Help, press Fi % s 1'2. | @ | viss Y-

W 9. 18 Fran s N5 4 R34 8 REWE L BoR 1 FTP & P AL A B 44 ik =5 5 5% FTP
M55 e iy — A B KPS 7 RIHE B TEAKSWEM Sy 111, 5 8 K iH Bl i E

2 SRS BB S5 AR R4 T

WA 9.19 s, W& 28 55 32 2RI B /R T FTP & F AL K 5% 7 FTP iR 55 &%
M —A~ it R, Hp s 29 KB X B RS P 40 userl W5 31 4578 B B X IR & F

E9.16 F3IXTFINBEAR

AR D 111,55 32 2500 B o B sl ).
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(" Sniffer Portable — Local, Ethernet (Line speed at 1000 Ebps) -10] x|
File Monitor Capture Display Tools Database Window Help
iI 1l Ild'ilﬂl -E:l |Defaul ;I
S\ 8¢ omlole =R 2 ¢ &
ESnifE: Decode, 12/66 Ethermet Frames __-IEIIEI
MNo. |Status | Source Address Dest Address Summary -

168. TCP .

TCE :
TCP-

105 ]
1n27

168 .
1RA

102 ]
T

168 .
168

[1922
r192

[192.
[192

qTH

— s

530 User anonymous r:ar‘_l
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’:,. 2| WARNING: HOST IDEHTIFICHIDI HAS CHANGED!
o 2 Ilth.er the sdministrator of the remote host computer has changed the host identification,
ar - - o i, i
2. The SSH protocol has been upgraded from SSHI to 55HZ, or
g ﬂ:ﬂEﬂHE COULD BE EAVESDROFPPING ON YOU Hﬂﬂ lﬂﬂ'
(man—in-the-middle attack)!

It iz HOT RECOMMEFDED to commect to the remote host computer until you have
contacted the system administrator and found out why
the host identification has changed. '

The fmgerprint of the host public key is:
“roteb-gykos—z nt:l.r-m vuz-mimoh-zini s—kac nv—l'n}g'h-lqrsj-'n—ruznc-b]rryz_”

To j'm-wa;i_: to continue with the _l:l:_b:n:_m_m:hnn?
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HOST IDENTIFICATION HAS CHANGED i‘.l

'b '] You can save the new host ltp'f to the local database by clicking Yes.
O Gl You can comtinme without sawing the new host key by r:lmkug Ha.
You can also cancel the conmection by clicking Cancel.

Do wou want to save the new host kew to the local datahaza?

Ho I Cancel I
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P2 e T,
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