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| &m)... || BRE
EEETEE T

B 1.25 wEMNEREZTR

W RWAES 1-1

Bob 72 WYL 23w () M 2% % iz 2k TR, SETE K B 20 AN BEE £ TR M, fil 48 52
W 3 B TFR LA LM 25 Y% 228 . Bob B APLEH 3 it FHLTE,

LR . B ETEWIEAL | (Bob AYTHRE ML, FEANME 55 S AR BRAL) )5 3 K UL 1
Z PPl Windows Server 2008 5 Red Hat Enterprise Linux 6. 2R 5% VMware B M~ 1% &
I, Host-only J5 =, B H 238 B L L P 19 & P YL Windows Server 2008, Red Hat
Enterprise Linux 6 S/ HALH VMnetl i 2% 3k 35 & A — 4~k B, P FEALSE AT LL 5 9
& P HLAET U,



HARBAE L IR AT

(1) B3 Windows Server 2008, 1% & 1P bk . 3£ 405 B & 1. 26 s, LH Bk

hELINE 1. 27 FTos .,

b AibE RS x| A EN LMERTS Vindows BiKIE X
dé4i% B F AN R x| BEE T | SRmE: | AREERE | IPsec BF |
‘fﬁfﬁmﬂ s SR HAE R O AT A e
EEBFERY DNs 54 g ¥
fEE Intel (R) PEOS1000 MT Wetwork Cona e .
SERRHIhE 00-0C-29-E4-63-45 * FRAIBAE ©:
S8R DHCE = Mg @ PRI @hAE) ]
IFv4 TP HH} 192. 168. 100. 2 S : — p— —
IFvd FRHER L& 255255 255 0 e I @i -
IFPvd Ej:ﬂﬁgig _ipe
IF+4 IHS fR . o b .
IPvd WINS fRE 22 = ﬁt‘fﬂﬂ #indows BRALEAT Y BEY©...
TCPTP @I WetBIDS. = £
EdE-A 0 IPve il £e80: : dBeT:31b8:9:38: 11c9%10 =
IPve FhARIE B .
IFv6 DNS BRESSE fecD:0:0: FEFE 191 #EEFE:FﬁlEﬁ%E*]EIEﬂ:Ev BEX ...
fach 0:0; ££££; (2%] u
fecl: D0 £££F; (31
<] | 2
50| e BE | mRw

K 1.26 i&%HE Windows Server 2008 IP # il J5 B 1.27 XM Windows Server 2008 B Bi X Ii&

i 40 15 8

(2) Ja 3l Red Hat Enterprise Linux 6,71 & 1P bk, A B kB . ag 20 .

[ root(@ localhost ~ ] # ifconfig eth0 192.168.100. 3
[ root(@ localhost ~ ] # service iptables stop

(3) TEY ML FBE S VMnetl 19 1P #uhik RS WE 1. 28 Fras .,

4 VEware Network Adapter VEnetl 3EZ% El@

EBEEE
EEE
- Hut2=8 - FahicE
L 1P Hudt: 192, 188. 100, 1
+ FIHERS £55. 255. 255. 0
LN PR

PRERE @ |

Yindows {EHGNEBIEEEA. 07
ﬁEﬁEE - ig E.E li%g!l a

A 1.28 BECEWHIL L VMnetl IP #iht 5 B R A

(4) FEEWHLP I Windows Server 2008 5 Red Hat Enterprise Linux 6 Z& P HLAY ¥ 2%
KA B A Host-only. W& 1. 25 Frs .

M 2%

A

>

L

i — W
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(5) M, FEPHHL Windows XP . f#i B ping an2 i 2 5 HE 15 M Windows Server
2008 5 Red Hat Enterprise Linux 6.2 W T .

C:\Documents and Settings\Administrator>ping 192.168.100.2
Pinging 192.168.100. 2 with 32 bytes of data:
Reply from 192.168.100.2: bytes = 32 time = 1lms TTL = 255
Reply from 192.168.100.2: bytes = 32 time = 1ms TTL = 255
Reply from 192.168.100.2: bytes = 32 time = 1ms TTL = 255
Reply from 192.168.100.2: bytes =32 time = 1éms TTL = 255
Ping statistics for 192.168.100.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli — seconds:

Minimum = 1ms, Maximum = 16ms, Average = 4ms

C:\Documents and Settings\Administrator > ping 192.168.100.3
Pinging 192.168.100. 3 with 32 bytes of data:
Reply from 192.168.100.3: bytes =32 time = 1ms TTL = 255
Reply from 192.168.100.3: bytes = 32 time = 1ms TTL = 255
Reply from 192.168.100.3: bytes = 32 time = 1ms TTL = 255
Reply from 192.168.100.3: bytes =32 time = 16ms TTL = 255
Ping statistics for 192.168.100.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli — seconds:

Minimum = 1lms, Maximum = l6bms, Average = 4ms

UL EZE RV T, Y LT A Host-only J7 L BE# 5 VMware i) & F L Windows
Server 2008 5 Red Hat Enterprise Linux 6 fH Bl {5,

1.3.5 Cisco Packet Tracer % {& A

Cisco Packet Tracer &3k Cisco CEEL) M 2% 1% & F 0L a8 4 M 2% i & A L JE % B
9. TE Cisco Packet Tracer Hi#A4FE 576 B 5 rp 3 E i & JL-F-4H 3 .

i 1. 29 fi7n,Cisco Packet Tracer 5 B AL 4 F T HA HFH T HE ZH/
PP TAE DB A | TAEIX Ry /B e A M 28 i a5 JE P R i 055, B — T
HARTDhgemn .

1. e

S BRSO SO L T VRS B AR . FE AT AR B BE IR A A L AT T PR AF AT ED
AT U B, 38 ] LA [ 3% 2 ) &

2. FT HE:
T EA R T Ay A P B 2, AT LR A W 00 X 25 AE B AL L A 24 AT 25 s n 1 B

3. WH LRE

WHTHERAE THE G TAERX T H AL R &E B A N3
4, B/ PRI Rt

FH P AT DL A A vh i 4 4 57 B B T AR X R B T AF X 2 18] %) e e



lew Cluste vove Obiec set Tiled Backarount /iewpor

A

Time: 00:16:41 | Power Cycle Devices Reall:ime
'*7.1 ol L N NG 1.»;| i ‘Scenariu 0 9 |Fire Last Stal S
Routers | 1841 | |2620xM |2621%M | 2811 | |Generic ‘ New ” DEIEte

L —_— |£ >| _
;’ s Device to Drag and Drop to the |T0g_g|e PDU List Window _

& 1.29 Cisco Packet Tracer 5 4 [

5. TIEX

TE I DX B, P AT LA R 28 b, I B 0L 7%, & R & AP (R B ST 80k .

6. SNt /BEALLHE 15 £

FH P AT D ek S o i) 5 L 58 A i AR RS DL =X 22 [] A e 48k

7. WA

VLA T 2 R P AR I & T

(1) BB WAL & AR 28 Y /Y B 4, A0 i vl A S L SR 2k A D4 i L 0%
2 A Ui A 5

(2) FREBSE : WHEMAE AR & ZE A h AR 85 5935 6, 8 Rl A 5 28 B R 1Y) ik
PRI BoR .

8. J B n

I FAE EE P A a4 .

7E Cisco Packet Tracer #E17i B W) HAREAE LD TR 40 F .

(1) TEWRFRAFE P RS 2R 0 20 A M A SRl R dn L B2
W HE2Z B EZ (Connections) i & 7 BT 5 M , Custom Made Devices( H 7€
M) .

(2) FEFFE B P A R B s 28 8L HE N Cisco2811 [ i am - Hodt 22 7 11 ] 1Y
TAEXEPA], e M T HA DX &I T4 88, iz TR Py T B3 8 |3 IR Ol it

P 24 2= 2~ Wi

i — W



I el e NP =

E/WOH B i R A R e, FE R AR PC BT B & R 3R a0 Bt R SE) VIR
0 R B AL S & e B s L

(3) TEFEMLE VL& Z A B e i, 78 W # 2R rh % 4% Connections YEI . 78 45 € 1
HIFE PR . MRS A B E % Hil 4 38 X2 64 \DCE 445 DTE.

Pl — 1 EAK YR AT & K i # Cisco Packet Tracer B9 .

W RS 1-2

Bob N T R UEZ A H P A M4 1L 2 A TE A R A JZACBRILE TR Tim H &4, B
RAVFEA PC B A B A2 LM 5] BB, HHE A PC # AL . 3¢ LS
F i 12 UL OGP b8 O, BRI B 52 F o g b0,

SRR . B JETE Cisco Packet Tracer #4F H 38 @ 5250 40 b . FE X HIA G dE 17 FEAC AL
B ARRTEAC ALY EE T Fa0/2 B b SE i s F1 42 42 S 56 die J X HA 3t

HAREAE LR E .

(D) fFEmE 1.30 FraamyihFhEl . J5 3 Cisco Packet Tracer 4, BB 7R ik &2 M JE
W BRI A AR AL, TR € WA R TP B 2960-24 Switch R H H BUbs 28 46 &2 TAEIX s 4%
FoREEE PC,ERFRMIEPRFR S PC,EFE & FE P e PCRH H bR A2 8 4 2
TAEX R 5 — g4 2 T AE X PC dy 24 0 PCOLKE S 94 B TAEIX ) PC an 24 N
PCl; V& FE B FE v i Connections. 76 1 € 1 25 JE P ok 5 B0 38 26 0 RUAR R
PCO,PC1 5 Switch0 ) Fa0/1 5 Fa0/2 tHi% .

Fa0/1
2960-24
Switch

—

=,
PC-PT PC-PT
PCO PCI
192.168.1.1/24 192.168.1.2/24

Kl 1.30 w0 %L2LmHH

(2) L PC 1Y 1P Huht 5 + W HERS , I3 K % @ % . By PCO. 783 A0 & 1 v e
Desktop #%E51 | , 7£ 1P Configuration B 2H H1 £ 4 Static BB L], 78 1P Address LA HE
i A PCO % 1P H#hE“192. 168. 1. 17, 7F Subnet Mask SCAHE g A PCO 114 1 [ 4 75 Hb
“255.255.255. 07, 10 1. 31 fra~n. AR ik BLE PC1 ) 1P #ihk 5 v A% . 73 0l
M 192.168. 1. 2.255. 255. 255. 0,

IR 1. 31 Fros 9 & 10 h 3k $ Config & W F, £ PCO 1 6y 2 17 1 i A “ping
192.168. 1. 274, M ik PCo e & 5 PC1 #i#, WA 1. 32 fras, PCO 7& 7] DA ping i
PC1 .

(3) BeE s N%& 4, Eimd Fao/2 g Him 0% 4, R i PClL X & FHLEE# T Fao/2
AR, R H A FHILE AR LI, 2K S G om0, B A8 il
SwitchO, 7E 38 B9 % 0 gk CLI 3ET . X% Switch0 HFACE . BLE AT .



Physical Config Desktop

IP Configuration

) DHCP

(&) Static

Web Browser
IP Address 192,.168.1.1

Subnet Mask 255,255.255.0
Default Gateway

DNS Server

PC Wireless Traffic MIB Browser
Generator

K 1.31 PCO Ry IP bk 5+ MM E

Physical Config Desktop

Command Prompt
acket Tracer PC Command Line
PC>1pconfig

IP
E: ]_11-_-|I_1E.t :II'III'-:i Ir:" ]-: - - L] L] - - ] - L] - - - - - - - - L - L] - :
Default AN & v e ms a s e mnn e

PC>ping 192.168.1.2

Pinging 192.168.1

d

oz

=
m M D D

d

Sent = 4, Received = 4, Lost
Approximate round trip times 1n milli-seconds:
Minimum = &2ms, Maximum = 125ms,

K 1.32 PCoMmdizfrim

P 24 2= 2~ iE
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Switch(config) # interface fa 0/2

Switch(config — if) # switchport mode access

Switch(config — if) # switch port — security

Switch(config— if) # switchport port — security mac — address sticky
Switch(config — if) # switchport port — security violation shutdown
Switch(config— if) # end

Switch# show port. security interface fastEthernet 0/2

Port Security : Enabled
Port Status : Secure — up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Bbsolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses 1

Total MAC Addresses 1
Configured MAC Addresses : 0

Sticky MAC Addresses -1

Last Source Address:Vlan : 0001.C7E9.46B3:1
Security Violation Count : 0

(1) wim—6 PC,illm 0% 4, FERERMEPEFERS PC.EFERTEDLE
PC ¥ HH Bbr A28 4 2= TAEX BRI TAEX M PC a2 PC2,. 25 AR (2 BLE PC2
() 1P Hbhik 5 1 RO4ERS R 192, 168. 1. 3.255. 255. 255. 0, % FH T BA b g M Bx 1T &, M
bR i # A AL Switch0 5 PC1 B9 Hal 2k . 7% & A FE h #E £ Connections., 7E F5 € W & JE
vh R B O 2 H BRARRE PC2 5 SwitchO B Fa0/2 MHi%E , WKl 1. 33 Fras . 7 PCO B A H
ping 2 Mk 5 PC2 4% @ Pt . 38 #L SwitchO 5 PC2 Z [a] i E R B NG A B T 41
o, BN AZ AL 7E Fa0/2 3 1 i 3 H & 2D REE I O up REFH LK down KE T .

Fa0/1
960Fa0/2

Switch0
= B8
"d b e ——
PC-PT PC-PT PC-PT
PCO PCI1 PC2
102.168.1.1/24 192.168.1.2/24 192.168.1.3/24

Kl 1.33 #&pmm—& PC

B h A2 AL SwitchO, ZE#H A9 O b e £ CLI 3810 K, A& 75 28 e ALY o AR S e i
AL SwitchO Y Fa0/2 # 0 #) H {5 B~ administratively down; £ A ¥ [ Fa0/2 Y Y
14 4>, B SwitchO B Fa0/2 3 1 ¥m H AR S M Z 7 Y Secure-up ¥ 28 i, | Secure-
shutdown, W& 1. 34 Frs,

UL E 525G BH , Cisco Packet Tracer s&— X ARG 1Y T.H il & KK H R M5 M 2% % 4
KW LY, APIEeei [P agnuh o 3 uk S VPN SZ85 58 7] LIdE FH Cisco Packet Tracer



Physical Config CLI
I05 Command Line Interface

configured MAC Addresses : 0 2

Sticky MAC Addresses : 1

Last Source Addreszs:Vlan : 0001.CTES,.46B3:1

Security Violation Count : O

Switch#

Switch#

¥LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively do

WTL

FLINEFROTO-5-UFPDOWN: Line protocol on Interface FastEthernetd/Z2, changed state t

o down

Switch#

Switch#zhow port-security interface fastEthernet 0/2

Bort Security : Ernabled

Port Status ¢ Secure-shutdown

Vioclation Mode : Shutdown

Bging Time : 0 mins

Bging Type 1 Absolute

SecuresStatic Address Aging : Disabled

Maximum MAC Addresses : 1

Total MAC Addresses : 1

Configured MAC Addresses : 0

Sticky MAC Addresses |

Last Source Address:ivlan : 00DO.FFe0.047D:1

Security Violation Count : 1

Switch# =
[ Copy H Paste ]

Fl1.34 EFRZBILW Fa0/2 4 0 & 21F M

1.3.6 GNS 94 A

GNS(Graphical Network Simulator) z&— X0 75 i) B A EIE AL 5 1 59 7] Lhiz 17 7 2 °F
& (245 Windows. Linux.MacOS ) i M Z& B4 8% . GNS3 1Y — i KL S 2 B B AL U |
SEHY 10S, BT LU a3 B L, 1 Hoad a] LB Cisco PIX, Cisco ASA . Cisco
IDS . Jniper HY# H % %1% % . GNS3 AA T Boson NetSim for CCNP 7. 0, # A F Cisco
/val 1Y Cisco Packet Tracer 5. 8 Boson NetSim for CCNP 7.0 5 Cisco Packet Tracer 5
PR T AR AL 10S 194247 19, 1 GNS3 &K H B SE Y 10S A AL I 45 FR458 1Y , iX
B K — A

GNS3 & M ARG SR TR A 35 (i R AR 1 5 & 48 Lt ML S & 4% B TAEIX
B, Hrp, TR R ER Pl riRE&. sk N+ E. G Cisco 1700, Cisco
2600, Cisco 3600, Cisco 7200 V-3 Bt 7w » bR 1 3 i 5w 7b o 8 A7 S AL PIX firewall L ASA
firewall \IDS, Jniper router,Frame Relay A2 #2155 , B i 7] DAFL 4L A9 AL 7= AR 22,

Fic B 5 6 FH GNS3 By KA TR F

(1) ZFIFACE GNS3 b, i Wiliiz 17 GNS3 B FE s g an &l 1. 35 Frs i &
Ak EElg 4R Y Lar 2 ) i 5 i E& b .

(2) BLHE 10S b5,

(3) WHEE A 5 E W& R TAEIX

(4) P E M8,

(5) EREBF.

(6) AR &R 1dle PC {8, FEAR CPU il %,

(7)) X AT ECHE
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I S ek e NP =

IHE &HEE EFW EH s #HiE #She

@A N QA ey fﬂﬂl
Hude Types 7 X BINCE
Router <1700
Router cZE00
Router <2691
Router c3600
Router <3700
Router <T200
FINEA:A IE
ASABS Ak HE
Juniperfh B E3

|21 FIAE s
KTHEF

ATHAF AT,
L i EETringL

= QemuEPHL
W VirteslBox B L) —l
B Host EHE
Cloud FHS53 management comsole. Rorming on GHSS wersziom 0.5 3.1
Capyright (z) 2008-2012 GWS3 Project

=

Al 1.35 GNS3#&HH

i L — A AR A SR AT 55k DR GNS3 BIBCE S5 H .

A RWES 1-3

Bob & 1 E vt F2 4 B £ U2 4 b R FH SSH art F2 4 B 7 i ol B A0 B SOAL 4 B s 4
) Telnet, Bob fEi#&H#% F/RH T SSH kR % .

SRR . B EX GNS ST IR EC EIF e B S 4 . 32 T ok e RS &% b5 F SSH.,
T Je 0k H R

HAEBAEL TR T .

(1) LFIFACE GNS3 i, i Wiz T GNS3 8, e Bl 4 48 >0 2 i Jam 4
1E 58 P 6 35 AE 2 B Dynamips iz 17 U 42, BRIATE & F i & A C.\ Program Files\
GNS3\dynamips-wxp. exe, LM R 1% & 3% H, 415 H I Dynamips ) 3 M5 & . W
F U B A . Dynamips I B A 1. 36 AN,

(2) BL'® 10S ¥ &5, Al AN BB M E 8 5L iy 10S, #4811 [10S H
HypervisorsYan2 . 78 51 H i 0 & 1. 37 Frzs 69 % 05 HE 1% & LR 189,

o BEAZSCHF. B FEHL . EFE unzip-c7200-advsecurityk9-mz. 124-11. T. bin T ,

S Aﬁﬂi%ﬁTLjﬁﬁ#J% T 7200, ¢3600,¢2600,c1700 45, 3% B & $E <7200

01 L
1 e

o M5 XHEBEEE 7200 BT,

U A YA & DL B i & AT R AT

(3) BEFEMKEH. XEFBEWS 7200 1Y H i85 787 & KA EH 4 o 2EFE Router
7200 FF4t 2 TAEIX 6], B 52 ARRAE — IR KR S B s a0 il im 24 8 R4 5 R5.



Dvnamips

Dynamips | Hypervisor B |

VirtualBox wE

Dymami psA] TRETE :

|dynamips. exe ]
Dynamips T TERB{E

D \GHS3\ tenp )
BalEETEE S

Hitiw O Eafuor: Hifconsole: EFE s

7200 TCP % | [10000 voP % | 2001 1CP % | [2s01 Tce

B ehost T0SKFF

BRAmmapE

(] BEIITHEH#F (Mynanips » 0.2.8 RC2)

BRAAIMATFER

A% E | Dynamips 0.2 6-RC3 FETHBED

& 1.36 Dynamips X &

"% I0SH Hypervisors

I0S #FEBHypervisors

I0s

10S 1EER /=R
127.0. 0. 1: D \GHE3\I0S vunzip=eT200-advsecuri tyk3-mz. 124-11. T. bin TZ00

=E Hypervisors
HiRr || | g FHpervisaxrBE

ZEHRACE: |D: \GHS3\I0S\baseconfig txt [ .. ]

|eT200 v|

M= T200 v

IDLE FC: |
BRIAPITE: |0 MiB

wEMNEFSENALOS

X)) e ()

E1.37 #ias IOSHEE

i — W



B S s N 24

) BLEMMBARMEER, AR A S R & EFELR & Ym 4, 78 5 0
P 1. 38 Firs 19 X% i HE b e B A Yk 11 <, 78 slot 0 F $i 51 FAE h ¥E$E C7200-10-FE £ 5,
e Ja By OK #2481, BT 58RI 28 i I 28 A B it ', (W) 3R, T35 B RS 1 45 19 I 48 A B il

P PEEE

i3

= @ Routers oT200

R4 T
2R | mFEs | W | EmE

iBfc+

slot 0: |CT200-I0-FE v|
slot 1: | v|
slot 2: | v|
slot 3: | v|
slot 4: | v|
slot S: | v|
slot 6: | v|
slot T: | |
8 Pl = (IC)

wie 0: |
wie 1: |
wie 2: | |

| ok || cencal |[ apply |

Bl 1,38 [ic BB i A R4 BO M 4 B

(5) el iy, By THEAP LR MeE R ML . N E 1. 39 Fros B 4h $M % 4

&,

"3 GRS3

IftE &EmE FEFQW EH fEF i B

a. e

YT F?

W Qo EE | ey -3

o
B3

Hode Types q X
. Router <1700

Router cZB00
Router cEB91
Router c3600
Router «3700
Eouter oT200
PIXRA Xt

ASABA K b

Tuni periEf HER

|21, 74 AT A
ATHETF

ATITFERAT,

L g TR IR
LIEErE R eaed
D3

QemuE P AT
¥irtualBox B

E4

K5

-

A

DD
I el

M

&

IHE EO

&

Host

pmn

& x

C1oud

o o oam
vvvﬁd‘-‘- vvvvvﬁf‘
=
-

]
=

A I

L= = =)

Ta00

Type
T200
Tann

AU

stopped

State
FUNDINE

stopped

LB = PR = P

127. 000017200

Server
127. 000, 1: 7201
127,.0.0. 17201

[ ==

2002 pal -

Conzol
2004 25
2005 25

wIEES

A 1.39 SERAFh




(6) T EE Idle PC{H, [ CPU 2, FEWE 1.39 FroarE N hit4E Re, 8
HTHERETRHSGE =ME0E s Y. 5 3h R4 B&h 5. T HERAEE K H 20 1dle
PC {H . K e B R4 B H 8 / CPU %N 100% ., 115 1dle PCEM L2 HEARA
& R4 B H 2%, 7R Y PSR B rh ik 8 Tdle PC A4, i3 B LA - B R BUE B 2 7
A Idle PC{H., iR &&ER Idle PC{E . A F| TR CPU =, MR A/ &R
R5 % i #%#Y Idle PC 1.

(7)) Mg ThcE . HEARA & R4 B b &%, 78 58 1 iy PR Sk B v 26 #% Console iy
LTS — A Putty T HLAT DI A T B R4 B AR JEITACE . A 1. 40 Frow.
H R FERY J7 %) RS B g AT AC & .

& R4

Connected to Dynamips VM "R4" (ID 3, type cT7200) - Console port
Pres=s ENTER to get the prompt.

R4§
2L E -
ratf]

& 1.40 f#H Putty B3 GNS F i & R4

AAF 5 5K E RA B 28 13 T SSH MRS . 76 RS B ph 25 F {8 1 ssh i 4 ok i 5 5
R4 B8, R4BEMBHEERENT.

R4 # conf t

Enter configuration commands, one per line. End with CNTL/Z.

R4(config) # ip domain — name thxy. edu. cn

R4 (config) # username thxy password 123456

R4(config) # line vty 0 4

R4(config— line) # login local

R4 (config— line) # exit

R4 (config) # crypto key generate rsa

The name for the keys will be: R4. thxy. edu. cn

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA keys, keys will be non — exportable...[ OK]

R4 (config) #
¥*Dec 2 16:10:41.391: % SSH—5— ENABLED: SSH 1. 99 has been enabled

P 2% 2= 4~ HE i

o — W



M 2% = o KRG 5

R4(config) # interface fastEthernet 0/0

R4 (config— if) # ip address 192.168.100.1 255.255.255.0
R4 (config— if) # no shutdown

R4 (config— if) # exit

RS BHAs) T EAE W T .

R5 # conf t

Enter configuration commands, one per line. End with CNTL/Z.
R5(config) # interface fastEthernet 0/0

R5(config— if) # ip address 192.168.100.2 255.255.255.0
R5(config— if) # no shutdown

R5(config— if) # exit

(8) M3
@ W3 R4 w1 gr 5 RS B e Z B 1Y@ . 78 RS i 4r b ping R4 g e . WK
s R R UL RH R4 B a5 RO Av Z 18] 2 3% 8 1Y .

R5 # ping 192.168.100.1
Type escape sequence to abort.
Sending 5, 100 — byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

+++++

Success rate is 80 percent (4/5), round — trip min/avg/max = 68/83/120 ms

@ £ RS f i ar B H ssh r AGEfR8E H R4 B R4 R a0~ W BB 7E RS
e i e B PT DA A2 B R4 e 4w

R5 # ssh — 1 thxy 192.168.100. 1

Password:
R4 >
R4 >
Z 3] A
1. EFEH

(1) Ja ik [a] PN 1] X 2% vh 1 B 65 ik 55 4% % 08 K i R RIO% B2 iE oK, N i 30 i P R
TG 5 0] il 55 4 B9 BC A7 M A2 IR 1 ( ) o
A. LV B. Sk C. 7 D. 7] 44
(2) X T Alice [d] Bob & £ EU 72 A WIH B M, A IR #1575 72 ( ) o
A. Alice A] IFE Bob Y2 3E B M
B. Alice ARETRIANEEHE M
C. Bob AigdwmiE sl ZH B M
D. Bob 7] PLEGuE7E B M #if 32k JF F Alice
(3) A2 KM 5 Gt 5 Xt ( ) [ A BN FE . DUHS Bl 3R G2 %A I 4 T i
A. AL B. %A% C. M5 D. Bk
(4) IRIEGETT B~ - 80 Yo i W 28 Tr 7 U5 T PN B 10 6% o L abe o 2 250 0 e 3oF PN 38 ) 2468 /) 2 4



e B . B E i T, A BESR R R M N Z TR C ).

A. 8 H Bj oA B B B. fiFHHEHITARS
C. fif FH A=Kl % 5t D. {3 H By k55 By 1k a8 Bty
2. HEFM
(1) PIZ% 22 4 iy 3 A B2 R F2 B AU 45 . . AT 5 A AT R
i
(2) FE T8 TE 73 A 70 M 4% B B b o6 (5 S AR (k2 2 A4 | A i 2 AR A% a2 A

AR A AL AL G A U5 R R AR O, DL IR B (R B N 2Rl B IR B R L T
By 1k 1 25 A 55 P T | 45 48 ik 55 L B AR SR AL FH AN B 2,

(3) e I A SR PR Y g — R B X 2 o T B, SRR EE S — S sl i 3 AR
AT G It b R DX S R S I S L 5 B P U )

(4) = 28 1 5 — 8 B £k L B A T B TE R A I 2 RN A1 I 4% 2 ] ) — 3
B, DA By Lk 72 A A AT F0 i i) 5 7R IR M A

(5) 72 W25 1 505 B B £k . AR A T 2 45l i X AT O & e H AL TR R B
HoAth 1 2% | n] DAZRAS 905 B R AT A ARG DU 20 % 22 Ge 9 3] A B AR A 1]

(6) BHDLH M4 EEA 3 F, iR . il

(D) PLEmHIEWERGEEAREES ) AR SRR

3. BEA

(1) FIARMEEE 2R IEARER,
(2) Ak X 28 22 4 F B IS WP L 4 R
(3) Tk Cisco Packet Tracer 5 GNS3 X 5 .

P 24 2= 2~ iE

i — W



F2E W 48 I & 5 Bh 38

MR N, IR T 92 L6 Hacker. J7 & 218 IR LE 85 18 15 4F 2 42 A1 N 25 F5 R . JF
FIH LA AR g dDH 2 i N . X8 AAEE AR B JE FLag H 5 LA TR AT N 28 AR BR T
TG 38 3 0 25 1 T B PR s SR A A B9 T LA R B A N R R AE R A HoA LT 4
KR B S AL AR A AT AR AT L3 3 (99 2% A5 3 , 5 W A0 Al AT S HL L A= I iR 55 2% 5
iz Mk 9 o1 A E YL EBOFE LR R SO, BREREM R EH A L H
e W IE T SOFAZ AR E SRR F WAy X O 3, 35 A I F 43 L R 2% IR
TR WA 2 A 45 4 ik 55 By L ARP Yt DL ROK B s

» SE3BxR.

TR LR B k.
g LS M E S BT E i N
R MR IR IRFIR
R AR .
R A ik 55 AE TR
R ARP B Hi AR .

« ERADGHEREA,

» IRWES.

AT L 7 A EPRRMAT 5. R AR S 8 O oA 48 BRI R IR M O i LA ROR
T8 W 1 — e P R

A RWES 2-1

Bob 72 WYL Al & iz 48 TR, A8 1% 10. 0. 8. 12 Ik &5 &% 09 VLIRS TFHHY
v 5 B BT EAE R 2 A ONANLE] B br EHLAIHFNE R B shid a5 S

BE 71 W =

v T4 2 8 Nmap 845 Hbr EHLEH .

W RWES 2-2

Bob #& WYL A Al B4 42z 48 TR i, A A8 1 % 192. 168. 100. 1 iz 55 4% JT K #9 iRk 55 .
NT-Server 55 14 NetBios {75 B EEFAE RS FTP 55 04 I I & 0 A 55 40 A5 B

BE 71 W =

A AF R fdH X-Scan BAEX B AR EHLFE .

A RWES 2-3

Bob j& WYL AR % i TR . AR LIl EA 4 om0 .1 00 7% il
AT ,2.3 OEZNME PC.4 Mi%EFR Bob B PC, BL7E Bob EFHC W PC F&% T



Sniffer B, 2292 B IR Fr A7 b W 15 B0 308 F0Re AT P9 ) 1 25037

BE 71 T &=
v B AR R T TR 248 A2 7 A e AL b ey 5 i v 1 B8 152
W RBIWAES 2-4

Bob i H it B HLAY 1P Hbsik & 192. 168. 145. 1/24, 23 6 FTP IR % %5 i 1P b hik 2
192. 168. 145. 2/24 , ¥ Bob 8 F|FH Wireshark T HAf 3510 FTP IR 55 %% 19 088 1231 k470
B, DLB PR R AU P i) FTP RS 2% .

BE 71 W 2=

NEAEF AR, {f FH Wireshark 343/ 3k ™ 2% 2048 11,

A RWAES 2-5

Bob Fr{fi HitE AL 1P H#iht 2 192, 168. 100. 1, f7E F 43 17—/ DDoS i T H.,
R M 192,168, 100. 2 @9 Hbs EHLK T @ 2B 1 DDoS Yy i) 4 oF 2 DL 47 %) ) 4%
AT P

BE 71 W =

DoS Y R 3 s {8 DDoS Yy % S % H s EVLIEf7 i

A RWES 2-6

Bob FrfE /A ml B HHRALE H % 3 ARP Yy, b A FH 28 %€ 1P #ihk 5 MAC Hb bt 042 3¢
ARP Bi k850 5 ok B e .

BE 71 W 2=

ARP i 53 ; ARP i Bl .

A RWAES 2-7

Bob A 1 i 5 2 /) B9 T H SR AL L oKl K 5y, Al 25 8 w) 51 T3t 7 LA B e AR S i 7 ik .

BE 1R =

AR E; KEXE TR BFRIE; A XE PG .

2.1 wOA#EFEAR

2.1.1 3% o 42 44 & /)

A it 15 A — T R Y Rl L kR — D ARaEE, X B AR Lm0 A
fii BB FNFZAHNGER . #HfraMm BB L, v LLF T3 36, nT DU v 14
BT EM . EaF T T EEE S EAR S Far S e a2 YU T R Wt R AT
Br . PG00 D817 43 4 IF L V7 2 43 3 A R A e A BUEE i D RE . AR 32 U O
nmap 7 %5 X-Scan {34 T HE X EVLIE T .

A — A B SR I e B B A Hb 3= ML & 4 MR 55 o AR T, i i H A AR 3 4 B e
FAL . AT LAAS B8 IR 320 b & B0 e 78 5 AL Y 28 b g 11 0 BC A 42 L 19 il 55 A0 B AT B0 R A X ik
RE 7] 422 55 B0 00 b 1 A 3] 28 A2 3= ML A7 7 1 & 2 ) 7L

AP AR HELE NS RFOEF . ENEF M REEH L 2N H s EPLAYH L
WTERSS & . — DEHAAMIS R B AR T o . B REE M A A H s =00

M 24 ot A 5 e,

o W



M 2% 2o KRG EH

Wi BAZREAR - DREWTFMLIR, Affiafy 3SWIIHE: — &, KW P EHLEL
MIZHIRES s . —H A -5 £l e xR T EX G £V LRSS BEET; =&,
i 3 ) 3R 28 R 55, A B TR B RE T

2.1.2 Nmap 42 4%

Nmap 7&— 23K P £ 33 1 84 R 33 36 = A0 TF 50 v 1, 5 2 W 26 ik 55 7642 17, JF B 1
Wit BZ LT RE RS, EMRZEHEH TN Z 2 T B, Nmap 2D BKE
M T H ., R85 M A H Nmap R8I TAE B b AR TF B0 k% . R % A H Nmap 2k
184 Hbs LAY 48 Be B, i il e e T &

Namp A 3 PIEATRE .

SR —H LR B AL

T A DL F L PR B 4 AR Y Y 4% iR 55

=EVEW LT ERIER S,

W RWES 2-1

Bob /& WYL ARl iy % iz 4k TR AR 1 ## 10.0. 8. 12 IR & 4% 19 EVLIRE JF Y
i G B BTN EERG A AAYLE BAr EVLWHNE )5 B ahifE & FE B, BiK
PR RNE .

(1) F# Nmap-Zenmap GUI # 4,

(2) 4% Nmap-Zenmap GUI {4,

(3) ¥TJF Nmap-Zenmap GUI B4, 7F Target SCAHE v A Z 14009 H bs EHLAY 1P #b
Ik AT %4 A“10. 0. 8. 127 3R G B8ty Scan 541, EATHM  HMMER WA 2.1 i,

(4) FTEWE 2.1 Frn 5 0 gk Nmap Output 2630, 7] LS 3 41 10. 0. 8. 12 1
HERER . BEKM T,

@ FHL 10.0.8.12 #4424 dnsl. thxy. edu. cn,

@ FHREZE up.

Q@ FEHLIF A 46 05 B mE 2.1 s,

@ BN EERSE LR, NZE Linux 2. 6. 32, #1F &2 5% 2 Red Hat Enterprise

Linux,
2.1 FNFRMREOEGEER
Port State Service Version
22/tep open ssh OpenSSH 4. 3(protocol 2. 0)
53/tcp open domain ISC BIND 9. 3. 6-4. P1.el5_4. 2
111/tep open rpcbind 2(RPC #100000)
10000/ tep open http MiniServ 1. 530(Webmin httpd)

(5) ZEWE 2.1 FraaiyE 0 £ Ports/Hosts ¥E5 1, 7] LIA2 2] F 41 10. 0. 8. 12 FF Ak
i B TEARAR B . A 2. 2 s,

(6) FEINPE 2.1 Frn By 8 O rh k4% Topology #EM . 0] A5 2 AHL 235 FHL 10. 0. 8. 12
N E L an i 2. 3 Bk,



- BX]

Scan Tools Profile Help
Targat: .1EI.EI.EI.12 %  Profile: Intense secan w Sean

Command: |nmap -T4 -A -v 10.0.8.12

[ Hosts ” Services ] Hmap Cutput Ports / Hosts | Topology Host Details Scans|

05 4 Host nmap ~T4 ~A -v 10.0.8. 12 v

A dosl thxy edu en Nmap scan report for dnsl.thxy.edu.cn (18.8.3.12)
Host is wp (8.88s latency).
Mot shown: 986 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpensS5H 4.3 (protocol 2.8)
| ssh-hostkey: 1824 24:8b:55:cd:bd:af:5@:ed:5b:40:61:52:5F:d5:2e:1a (DSA)
|_2848 43:p9:51:29:36:801:82:7c:2b:al:f7:e5:23:93:808:49 (RSA)

[

S53/tcp open domain ISC BIND 9.3.6-4.P1l.el5 4.2

| dns-nsid;

|_ bind.version: 9.3.6-P1-RedHat-9.3.6-4.P1.el5_4.2

111/tep open rpcbind 2 (RPC 2100000)

| rpcinfo:

| program version port/proto service

| legeaa 2 111/tcp rpcbind

[ le8eea 2 111/udp rpchind

|  1eee2s4 1 986/udp status

|_ 1leeez24 1 989/tcp status

135/tcp Filtered msrpc

139/tcp filtered netbios-ss

445/t filtered microsoft-ds

593/tep filtered http-rpc-epmap

1823/t cp 'ilTl""": netvenuechat

la25/tep filtered NFS-or-IIS

1868/tcp filtered instl_bootc

4444 /tcp Filtered krb524

S808/tcp Ffiltered vnc-http

5968/tcy filtered

180608,/tcp open http MiniServ 1.530 (Webmin httpd)
| _http-favicon: Unknown favicon MDS: 9A2086C267DEG4E262669D821B57EADL
| _http-git: @

| _http-methods: Mo Allow or Public header in OPTIONS response (status code
288)

| http-robots.txt: 1 disallowed entry

|_/

| _http-title: Site doesn't have a title (text/html; Charset=UTE-8).
| ndmp-version:

| _ ERROR: Failed te get host information from server

Device type:_general purpose

Running: Linux 2.6.X

05 CPE: cpe:fo:linux:linux_kernel:2.6

05 detazils: Linux 2.6.9 - 2.6.38, Linux 2.6.32

Uptime guess: 41.672 days (since Thu Nov @1 17:41:83 2812)

Network Distance: 3 hops

JCP Sequence_Prediction: Difficulty=193 (Good luck!)
IP ID Sequence Generation: All zeros

service Info: 05: Red Hat Enterprise Linuxy CPE: cpe:/f
n:rkdhat:Enterprise_linux

| >
v

%
/2.1 Nmap 5l ERLILE R

S[=1S

Scan Tools Profile Help

Target: | 10.0.5. 12 ¥ Profile: |Intense gCan

Command: mmap -T4 -A -+ 10.0.5. 12

[ Hosts ][ Services ] | Hmap I:Iu.tpu.t: Ports / Hosts I'Iop-:-l:-g]f|_ Host Detailsl| Sca.n5|

1 Verzion
22 tep open DpenSSH 4.3 (protecel 2.0)
53 tep OpEn domain I5C BIND 9.3.6-4.F1. <15 _ 4.2
tep Spen rpebind 2 (REPC #100000)

05 4 Host
M dnsl. they edu. en

tep filtered msrpe

tep filtered mnetbios—ssn
tep filtered microzeft—ds
tep filtered http-rpc—epmap
tep filtered netwenuechat
tep filtered HFS-or-1IS

tep filtered i1nstl_boote
tep filtered lab524

tep filtered wme-http

tep filtered wmc

tep open http MiniServ 1 530 (Webmin httpd)

| >

Filter Hosts |

2.2 FAHL10.0.8.12 s H K iF41{5 B

o W

M 243+ 5 B

&



BEX

Scan Tools Profile Help

Target: |1.I:I.[I.E|_12 W Profile: |Intanse =oan V| |5ca:|.

Command: |nmap -T4 -A v 10.0.8.12

[ Hosts ][ Services ] | Bmap Output Ports i/ H05t5| Topolegy Host Iletai15|| Sca.ns|

05 4 Host ’]{osts U’iewu‘][Fi:hey&”[fantrnls]

“.'b dn=l. they. edu en

dns1 thxy edu.cn (10.0.8.12)

localhost

Filter Hoste

F 2.3 AHLBEEFEN 10.0.8.12 B FHE

(7)) WA 2.1 Fras & i #E Host Details #50K , 7] LR 3] 41 10. 0. 8. 12 BYTF
52 2.4 Fos, BRI R

O Tenmap E| @WE

Scan TJools Profile Help
Target: |1I:I.EI.B. 12 % Frofile |[Intense scan A4 Scan

Commend: |nmap -T4 -A -v 10.0.8. 12 |

[ Hosts ]l Services J |Hrntp Dutpu.t| Forts / Hnsts" Topology Host Details Scans

0S 4 Host = idnsl. thay. edu. en (10.0.8.12)]
A dnsl they. edu, cn =] Host Status

State: up
(pen ports: 4
Filtered ports: 10 \

Closed ports: QER

Scanmed ports! 1000 i
Up time: JE004E1 ! '
Last boot: Thu How 01 17:41:03 2012

=l Addresses

IFv4: 10.0.§ 12
TFvB: HNot awailahle
MALC Hot awailable

=l Hostmames
Hame — Type: dnsl. thewy edu en — FTR

= l:lperating Sjrztem
Name: Linmx 2.6.9 - Z.6.30

hecuracy: ENENNELEINRRRNR

|+ Forts used

[+ 05 Classes
[# TCF Sequence
# IF ID Sequence
[# TCF TS Sequence

[+ Comments

>

Filter Hosts

B 2.4 FHL10.0.8.12 WiFE4H{E A



O FHLIRE A up.

@ T EAA 4 1.

@ FHLAY Up time B [E] 2 3 600 4815,

@ FHLEIFR R A Z 2012 4 11 H 1 H 17 & 41 41,

2.1.3 124 B 4244

X-Scan & EZLEL "I AN — K EHNMHESHA20EE TR . e, owmEM. LW
e (B EAa B nl iz 17) , T B/ IR sh A2 7 4 . B oA HAH A At 0% 35 /F 57 i A R ity 43
fMRE MR~ H P 5% .

X-Scan k H Z 28 )7 XX 38 € 1P Huhk Br (B P8 47 % 4 T 1] 4G I o S 45 486 2F D1 RE
FHM N ARG RNk 52 R AERGE B FRA & 5s 02 TR s T 0 H IR 55 TR .
W 2% 1 & Rl | 4B 48 Ik 55 e R 5 — LA KRR, T2 e M. 4 0 17 AN 8 s i

W RWES 2-2

Bob s&2 WYL /A Al iM% 40z 4 T #2 i, b 48 7 ## 192. 168. 100. 1 ik 55 i T ik 19 il 55
NT-Server 5 1% .NetBios {7 B R #AE RS FTP 55 12 iR A I bR AS 55 40 G 15 B
HARBAEL IR T .

(1) F % X-Scan FF#E17# H L 18 2 X5 FT F X-Scan W )5 31 #2 JF¥ xscan_gui. exe, .7~
X-Scan & 0, WKE 2.5 s,

% K-Scan v3.3 GUI (=13

T BEY FTEQ THREQ Lenguege WHE)
e b I =m E & | @
FERER |FilES | #H2EL |

I=-Sean—v3.3 EMHIHEA

— . FIZEF : Windows NT/2000/XF/2003
B FANET T indows FTEFIERERLSE » FET TV indows 2000EL_EEDS erver iR indows F3ta

—. LhaefaEr
GARSER HR ISRl RS RAS S N ST e SERT TRk am. wan Rl R A AR
R RS , SR i 4= H 2 jiel

3. URF&&HEE#TM_‘!EME&#}F&E Eﬁ“ﬁﬁﬂﬁitﬂﬂﬂﬂﬂzﬂ:ﬁEﬁ’%’!ﬁﬁ;ﬁ:ﬂﬂﬂi_ﬂm&ﬁ-ﬂ&&iﬁx Scardfiftf. B S HescusIEMEMENIZFT (ECE
Jhis, TUOFAE TR e MRS 5. BE “NessusTIEBES|ZE” B, X-S a:dﬁ#ﬂlm TOEFEAREERS SHEMET ERME , ol

FEE CY-Scan” T HEFERFINFAEE]L 1 “hetp /lwwn. xfocus. net/projects/¥-Scan/index, htnl"
= Fimiit:

MECAN_gul. exe - -ScanffESEMERFF

checlhost dat = iR iR

update. exe = Ifzgﬂ&gﬁﬁ#

# dll -

BRI txt - I-5c mﬁﬁ%

/dat/language. ini —  EZ@ESEEIT, REWE “LANGUAGE\SELECTED" T TE S VI8

Fdat/language. ® - FIES T

fdat/config. ini HEACE I, AT RTFSIEERNATEE

fdatfe cfg - HPEENEET

Fdatf® dic -- HPIE/SEFHTE, ATENSOSHERP

/plugins - RTFRMEES UBR84. xpn)

fscripts = RTFRPAISLEE (5% 57 nasl)

& 2.5 X-Scan £&H O

(2) FEWE 2.5 i E O EELEEYI IS )a S EwERE R WE 2.6 Frw
P O FELFE € 1P Ju B Y SCAHE i A 4 my 1P #uhik , AT 555 A “192. 168, 100. 17,
LIS E 1P JE B Y CAKER] DL AP Sr i TP #b b s B8 45 . vl & A LS — " /1“0 B i 1P

M 2% 2 & 5 T

o W



I el e NP =

5 Bl 41192, 168. 0. 1-20,192. 168. 1. 10-192. 168. 1. 254”7, B 2 1 192. 168. 100. 1/24”
HER R .

EFEE
« 2REE e
5 RS {EEIFEHE:

|192. 165. 100, 1|

HutiE3

[ MWEHFEREVIIFR

2.6 IPHiHHEE

(3) FENE 2.7 Frn 9 & 1 rp e B0 4 Jey 52 B Yot 001, I o LR I o B il A B ] i
T, AT 55 5 B 4 00 4 1F L e BT UK %5 ) INT-Server 55 0 4 Y. [NetBios {5 B 1.
CEBRiRERSEY.LFTP 55 02 Y Diw iR A B A Y e fE . s B4 )5 . B o D0 e X% 41, 5
i [A] | X-Scan F FH .

il v FiRE %ﬁ;ﬁzﬁz 14
- ERGE . 4 M'Sgrveriﬁﬂ‘@' FRTEE : glacier
iR v ﬁﬁg E%E
gﬁﬁﬁ v Eéﬁﬂiﬁiﬁ Fh{F R o _
EpaE TSNS AT R At b 5
) ﬁiﬁ&ﬁﬁaxaﬁ v ﬁgg%@gé} "
?WIP*E;EEE SOL-Server3gSr
WETBIOSHRZE R E m‘gggg
RS EE e E AR
CGIFERRE POP3SEIS
FHETHEE SMTP33 0%
IMAP3S 4
HHTPS3 <
SOCKSS38 S
TISHR/ SRR
i A5 LB E.

7N F | Wi Bt

~nasl - nEmE R EE

2.7 ®RKEE

(4) FEWE 2.5 Fraa iy & O pak BE0CCH Y= 0T G 3 40 Yar 2 JF 4R 40 33 40 1 25 3£
&l 2.8 B . AT LA BT o H RAE RGEZE B FTP 55 14 Tl A 25 R 5515 B

(5) AMTENE K AR R W E 2.9 Fras, A g T 33 Hi sk E]
Rz B R Lelnii L T Z5G 8



% E-Scan v3.3 GUIL
W BEW HFFQ TARQ Language #EH@
@[ P m B @ % @
=- @ 192168, 100.1 Microsoft Windews 2003/ FET)
=] % FRRE
-0 445/ tcp
O 139/tep
O 80/tcp
O Z21/tep
(] IDEEHtcp
(9] 135ftr:p
THetBlﬁsf—‘_E < i
o )RR R
ALY Mierosoft Windows 2003/, FET BERR Iﬁ?‘ﬁ‘ﬁﬂ I ﬁﬁﬁ;ﬂ-l

X-Scen v3.3 - [MERZE IR e
TEHES hitp:ffwww. xfocus. net (PICEE), http: /fwww. xfocus. org GEIES)

IEENNEHR
LK i)
EEBH%}E?H&MHEE

| BitaTiel | heFETE | EEhesis | LEnE

€ £p/[FOS] (192,168 100.1:21)
=--ﬁ anorgmous/ [FFOS] (192, 168 100.1:21)
= A iR
* O 445/tep
I_ o 21:’*.1:]:-
- A FTERESRIEETER e 192 153 1001

~4%| Anonymous FTP ensbled [192. 168,100 1] EEtail"FRBE "
7| FTP bounce check [192.168. 100 1]: IEFEAGI"NT- sen-erSSl:I%
10 [192. 168, 100.1]: EjIPcstf.-_ jg
tep [192.168.100.1]; “FT-Server EliIEmﬁE
135/ tcp Emz_ 168, 100.1]: IETEARM" Hetnms{*ﬂ .
192 185, 100. :
137/udp [192. 168, 100,11
1025/ tep [192. 166, 100. 1] Eﬁ:ﬁiﬂj"ﬁ;ﬁﬁaﬂmﬁ"
1028/ tep

80/ tep EEsEeiz

Artive thread: O

F 2.8 AR

/> I-S5can Report — Windows Internet Ezplorer

o
b‘i’ w £ | C:\Documents and Settingshdmini sirator B H -5 earv3. 300z 192_168_100_1_report. himl

UHE HEE BFEFQY EWEQ TAD MR

o R | o B RUFE - ) FITEEE - ] FiEke

E ¥-Scan Report | |
L

FIRFEFIH TSNS ERRE B, R T E B e M TR ¢ TS -Scan B FERFTH E

2012-12-12 T4 08:50:53 - 2012-12-12 F9F 08:54:17

AT
i A 2
EEE
lETHE 23

EX
192,168,100, 1
[ [EITHET
o xR 1921680000
E e b Bo/ B % RHE
152,168, 100, 1 microsoft-ds (445 /top) EflEeiRT
192,168,100.1 nethios-ssn (139 tcp) EflEeiRT
152, 168,100, 1 wyew (80/tcp) Efle®E
192,158,100, 1 fip (21/tcp) EllEsimR
152, 168, 100, 1 network blackjack (1025/tep) EMEEET
192,168,100,1 epmap (135/tcp) ENEERT
192, 168.100.1 netbios-ns (137judp) EHZEERT
192, 168, 100. 1 DCE/12345778-1234-abed -ef00-0 123455 78%ac (1025 /tap) ENEeRT
192, 168, 100, 1 DCE/82ad4280-0360-11cF-5372c-00aa00688 700 (1028 /i) EHEeRT
192, 168, 100, 1 DCE[ 123456 78-1234-shod-»f00-0 123456 789ab {1025/tep) EfEiRT

WmO/ s
microsoft-ds (445/top)

Bl 2.9 X-Scan i 6 9 4 3£

M 24 3t & 5 B G

o W



I ek e NP =

2.2 IR )R I¥

L1l

2.2.1 ERZE

WL R 2 AVE N — Fh 5E 98 4/ 35 ) 288 B0 48 60 19 1% 25 - ISS(Internet Security System) s i X B H
HE XY MR AT (Sniffer) 2 F FHTHR LAY P 45 32 183k B /Y H o HAR T H 5L B i 3C
Ay —Fp T H . MR — R FH WS 20 B9 A &80 B 3% 5508 n] RE A2 H P YK 5 53085
] e — SR b AL B 5

MR 5% A 47 AR 19 B0 J TR HL B A% 28 09 — ok i B4 . BN RRERRR e 0 200 KR E 1Y
P 265 Ip IS0k 4 e MR PR B 1 BOE . HAT XRE L MRPR A A HE DU H WA B O N T X A R
B, DO a8 47 150 9 fff i

) 2% MR A X {5 B &2 1 RO E T H g sh vk 5 4 T P04k . X 15 N 28 iR 5 5 A7 1R v 1Y
B P AR LM 28R Bl R A B R 0 . BT 2R T TPv4 19 9 28 X5 By A3 Y B0 4R 18
FHBA SCAR 53X g B2 056, B AR 815 XU /9 e AR e H € SCEUR I 28 V4 5 DI 5X 2615 2
HRRE F B SOy . X R0 BB B H IR K 4 ok B3 I SE RA R Y ARV

MR R e B VE FH 32 2202 40 N 2% i 1 5 DA 4K B G0 B9 9 25 v P FE Y Rl . 491 2 1Y) 2%
A B 48 i 55 Bty AT DLE a9 3R e SC o B BIE 2 WE— b 4R 48 IR 55 Mo SR . TE R A mREE
shor X0F O 25 5 T O AE B O 2 I O AT DO Ak MR R A 12 W R 2% rp S B A T DL Y R
A, BTS2 . IR R A Y R ZAE T

(1) fifp i 19 4% b A% i 19 412 3 5

(2) R W25 B 5132 7 I 265 S (AL 56 B

(3) I 28 78 B 03 53y I 288 44 RE 2 41 2= 2%, Jc 900 I 2468 L 51

(4) BHMLEARZIBL AR RESE

UL 52 43 4 PSR 8 5 LRI LR B8 5 1 00 B P15 46 20 B0
Fram AR AN A 89 AR Y RSO B A . BRI R R . R IR A B T A [a] (R AE R 4T
X PR AT S A — S, AR B R R . TR R 2 B R A i A T AR,
P A MRIR AR A Sniffer Pro 4. 8. Wireshark . IRIS 5. I i 5 247 3 IR IR R T. H. Wireshark.

2.2.2 HEERE

Rl b R AR AR A 7E X R b R 4 2K N 2% B iy e SCHY L Fir DA S b 20 1 R TR TR B
o 5 2 AR S i ) MLAC s ik o e e 2 75 3 0% B0 ot i)

XEF MR VEA I 4 Fh TAEBSL,

(D TR ZEBN T MR M by #%EE .

(2) HFERA . ZHX TR ERMETAHERFR.

(3) BEREAIC. BT B9 X R BB 95 2 i I 4% v i Bk (R S it 2 B i it B
MAC A K i MAC Hihk .

(1) RZA R 2T /Y W R BB 0% B 5 ) 4% v iy — U0 38 3 09 808 oA B iz B
=Rl n e,



EFEBOT MR BAFI B 58 HaEAT.

TE W) B A B A% 26 8008 i, 30 0% & 5 30 0 15 & e Ak BB it R X B, T i 4 )
DFff 7E L IR B8 5 A2 e IR BE T Qg 3 5B PR AR A%

1. AR SBARE B i) i B R 2s

B R Hub 4H M 302 S0 . E%IEL%Hfi’éﬂfj!,ﬁ'l‘ﬁjz‘ft%r“%ﬁ
. WELZUE . Y Hub BU 8] — -8 i) . 258 A B XA FE A 2% Be] Lb s o8 R T 5
() RIEAT &% L BRSO O 22 A Y AP A i AR &2 % E:zﬂﬂﬁéﬁrlﬂT FHL A Rk
THLB BB, EULC siaElE R, HEFH C S — T, R B MAC #hht A2 A
CL.ERHEFZM, MEFHC EERHEFEI A S5 EI BZEFAHEG. REREA MR
wE IR 24 R AT,

2. fEASHREAKE PR EWR IR

22 o 25 AT FH AS e WL A7 2 1 B DA BSCHE A0 A 3l i s e pL i AT B R Y . i AS B AL 32
PR R H T 4E 5 i) MAC Hohik R AT BUE 8 % A R T 8% L ZEAC B 3R B
P =T T 2 2%, BARAR B MR A A R 7 1

(1) i Hub & E7E ML Y,

(2) TExc# L b om 1B .

A RWAES 2-3

Bob /2 WYL A w4 TR, Aw PS8l EA 4 4w 0,1 148 00 55
ar RO ,2.3 HEFENME PC.4 HiER: Bob B PC, B7E Bob HFHC M PC E&¥R T
Sniffer #F , ZESCEH IR T A b I 0% B8 A BT A P I A SO

BRI B B, TR B DR TE AR AR | AR MR AR A (1) . R3S
5 AR ZEGUE — Hub. 2Rk 58 Bob Y PC # A& Hub i — ¥ 0 |, 50 0] P52
PRI R Y B A B .

S AR A NN _E A 2R T DR B T F i FE A PR I T A E AR AR iR (2, TR
WAL B O BER. S,

Switch(config) # monitor session 1 source interface fa0/2 - 3 both

Switch(config) # monitor session 1 destination interface fa0/4

s R T LR 2 T A P I e
2.2.3 442 % Wireshark ¢ £ A #%

Wireshark J& 24 Aif 4F & ¥t 17 B9 () 28 0 0 T. B Z — . ‘B Al & 4 Ethereal. B 5
Sniffer Pro JfF5 A % 2% MR XUME

1. Wireshark %)%

Wil Wireshark Z2 3 7, im 17 &% 30, R — 2020 iy Next $2 41, it Ja AR 4 $2 78 &
Ja RG B ] SE R AR . AN s BRI FE B, Wireshark 25 [ 28 IRL3R 444 AR 75 2= Winpcap Y
SCHF BT B2 %8 Winpeap 8F

2. {4 H Wireshark W i [%9 2% % 4%

Ja 3] Wireshark 8 J5 . B 96T 22 B Wireshark 22 W5 A1) I <, £ 4 Capture—Options

M 2% =t F 5 e,

o W



I el e NP =

G o i PR Col KB A 2. 10 Frs 95 1 . 78 Interface 2630 J5 09 F 47 %)) £ HE
b B BRI R A N R L AR S B Start FHL L, BEPT AT WA AR X He R E A B IR T

" Wireshark: Capture Options [__l@"Z]
Capture
Interface: Local “ | |Marvell Tukon Ethernet Controller: “Dewice'\WPF_{331595DE-CEAR-4C: V|

IP address: 10.48.0.64
Link-Ryer header type: |Ethernet =«
Capture packest=s in promiscucons maods

|:| Capture packets in poap-ng format

Buffer size: |1 2 meagabyte(s)
[] Limit each packet to | bytes
[Eaptu.ri Filtir:] | V.
Capture Fila(s) Display Options
File: [ﬁrown. i ] Update list of packets in real time

[] Use multiple files
[ | 1 Automatic serolling in live capture

| Hide capture info dialog

— Mame Resolution

Stop Capture Enable MAC mame resolution

D ... after |:| Enable networl name resolution
[]... after
[]... after

= ) e

A 2.10 IR ETE O

Enable tranzport name reszolution

3. MR BRI ABL A

FEWE 2. 10 Fr~ i & E 3£ Capture packets in promiscuous mode & ¥ AE , Bl 7] #4
P = 1 B TR 2R 5

4. TIEER

TR M E XMW e an & 2. 10 By & H R Capture Filter 4
GHETEE SIEMN , Capture Filter At JE LN E SN E 2. 2 s,

% 2.2 Capture Filter 3 J8 # W i5 7%

wk Protocol  Direction Host Value Logical Operations Other experssion
1+ tep dst 10.1.1.1 80 and src 192.168.1.1

(1) Protocol WA §E{H : ether.fddi.ip.arp.rarp.decnet,lat.sca,moprc,mopdl.tcp and
udp., A05R BA 038 B 2 A2 B s, D BRI H Ar i S i i i

(2) Direction B ] BE{H : src.dst.src and dst.src or dst, 05 %A ¥ 548 BH 2k )5 5% H
(1 3, D ERAE HH sre or dst /E N S,

40, host 10. 2. 2. 2 5 src or dst host 10. 2. 2. 2 f&=—FE /Y,

(3) Host(s) @ P] §E1H : net,port,host,portrange,

IR BA 35 7E MAE W BT host 1R GBS,

. sre 10.1. 1.1 5 src host 10. 1. 1.1 A#H[4],

(4) Logical Operations 1) 7] f8{H : not.and,or,

not R EEBIEHR . or Ml and HAME R iz T o WA 2 H T,



) 4n .

not tep port 3128 and tep port 23 5 (not tep port 3128) and tep port 23 1A,

not tep port 3128 and tep port 23 5 not (tep port 3128 and tep port 23) AfdA],

FEAEAE BRI BS.

(1) tep dst port 3128: ®7~ BAEY TCP %% 024 3128 WY EHE €1,

(2) ip src host 10.1.1.1; B/R¥E 1P Huht & 10. 1. 1. 1 BEIEf .
(3) host 10.1.2.3: /8 HSIE IP bt 10. 1. 2. 3 B EHE .
(4) sre portrange 2000-2500: /84 UDP 5{ TCP, 3 H &/~ % 15 7E 2000 £ 2500

70 Rl P B B e

(5) not imcp: BARKE T icmp VLN P A B4R 42
(6) src host 10.7.2.12 and not dst net 10. 200.0.0/16. /¥ IP #uht K 10.7. 2. 12,

HEMH AR 10.200.0.0/16 HIEIEAL,

(7) (src host 10.4.1.12 or src net 10.6.0.0/16) and tcp dst portrange 200-10000 and
dst net 10.0.0.0/8; B /R IP 2 10.4. 1. 12 SR M4 10.6.0.0/16, H iy #h TCP %5 1

T 200 & 10000 Z 8], 3 H H B AL F 4% 10.0.0.0/8 N FT A £E 42 .

2.2.4 4& A Wireshark #i # FTP # i 4,

W RBIWAFES 2-4

Bob fiffi FH i+ B HLAY 1P Hbhk & 192. 168. 145. 1/24, A ®] FTP R %5 % /9 1P #b bt 2
192.168. 145. 2/24 , 3 Bob #HF| F Wireshark T EAF 370 FTP k55 25 00 808 5. 38 17 90
B LA R A AU P viin) FTP IR %5 &% . BARBAEL TR T .

(1) £ Bob BYiTE-HL I )3 3 Wireshark 4, £ 4 Capture—>Options g4 . FE 38 H & K
i) Interface BEWf5 19 & 7 41 R HE P e BE LA 2K 19 M < L 2R J5 B2ty Start $&281, 5 7] LI R

AR X N R ER R T A 2,11 Bras.

" Wireshark: Capture Options

Capture
Interface: |Local
1P address: 192.168.145.1

Link-layer header type: Ethernst w

Capture packests in .prumiscuous. maode

|:| Capture packets in peap-ng format

[ ] Limit each packet to | bytes

[Qapturi Filt&r:] .

Capture File(s)

File: Erowse, ..

[ ] Vze multiple files

Stop Capture ...

[]... after

[]... after I
[]... after I

=13

W WMware Virtual Ethernet Adapter: “Device\NPF_[SDFOIAEI-SSE1-4CEF- "U’|

Buffer size: |1 2 megabyte(s)
2
Display Options

Update list of packets in real time
D Automatic serolling in liwe capture
Hide capture info dialog

MName Resolution

Enable MAC mame resclution
[] Enable networl name resolution

Ensble trancsport name resolution

| Start I | Cancel

&l 2.11 i%# Capture Options

M 24 ot A 5 e,

o W



S S i 3 N

z-"‘ ,!F%

(2) Bob &38| FTP IR& w5 -5 AH P A&, 3 & ¢

v C2\WINDO¥S\systemn32\cad. exe

C:“Documents and Settings“Administrator’

C:“Documents and Settings“Administrator?

C:“Documents and Settings“Administrator>ftp 1972.168.145.2
Connected to 192.168.145.2.

220 C(usFTPd 2.8.5)

Uzseyr (192_.168.145.2:Cnone?>: thxywang

331 Please specify the password.

Password:

93@ LDJiH successful.

PORT command successful. Consider uwsing PASU.
1580 Here comes the directory listing.
—Pu—p——p—— 18 a 12 Sep 11 B83:16 1.txt
226 Directory send OK.
WE 63 FT1, FAE 8.88Seconds 63000.00Kbytes/sec.
ftpr get 1.txt
208 PORT command successful. Consider using PASU.
158 Opening BINARY mode data connection for 1.txt <12 hytes).
File send OK.
W 12 F£7, B 0.90Seconds 12000.00Kbytes sec.

Goodhye.

C:“JDocuments and Settings“Administrator’
C:“Documents and Settings“Administrator>

1L ixt, TE 2,12 Fias .

(3) BobiEH FTP IR% %% )5 - Bob i1 &L Y Wireshark T 4
AN 2 I

B 2.12 ZFFTPHTFTHRXH

thxywang, %5~ 123456,

BRI, wE 2. 13 Fr

FTP . ME Rl DL rtr Wl A & ¢ FITP IRF & H P 24 -

| YEware Virtual Ethernet Adapter [Wireshark 1.6.1 (S¥N Rev 38096 from /trunk-1.6)] Q@
File Edit View Go Capture Analyze Statistics Telephony Took Internals Help
S e BEEXLE AedsdT L BE QQAQB MM B
Filter: fip %  Expressziom. .. Clear
Ho Tima Source Dastination Frotocol Length Info
7 15.037068 192.168.145.2 102.168.145.1 FTP 74 Response: 220 (vsFTPd 2.0.5
11 17.454936 192.168.145.1 192.168.145.2 FTP 69 Request: USER thxywang
13 17.455352 1092.168.145.2 192.168.145.1 FTP 88 Response: 331 Please specify the password
15 19.789392 192.168.145.1 192.108.145.2 FTP 67 Request: PASS 123456
16 19.797272 192.168.145.2 192.168.145.1 FTP 77 Response: 230 Login successful.
18 22.386296 192.168.145.1 192.168.145.2 FTP 79 Request: PORT 192,168,145,1,4,39
19 22.386711 192.168.145.2 192.168.145.1 FTP 105 rResponse: 200 PORT command successful. Co
20 22.388209 192.168.145.1 192.168.145.2 FTP 60 Request: LIST
24 22.389276 192.168.145,2 192.168.145.1 FTP 93 Response: 150 Here comes the directory 11
20 22.390068 192.168.145.2 192.168.145.1 FTP 78 Response: 226 Directory send OK.
32 27.317390 192.168.145.1 192.168.145.2 FTP 79 Request: PORT 192,168,145,1,4,40
33 27.317763 1592.168.145.2 192.168.145.1 FTP 105 Response: 200 PORT command successful. Co
34 27.319259 192.168.145.1 192.168.145.2 FTP 66 Request: RETR 1.txt
38 27.320256 192.168.145.2 192.168.145.1 FTP 117 Response: 150 Opening BIMARY mode data ca
40 27.321470 192.168.145.2 192.168.145.1 FTP 73 Response: 226 File send OK.
46 29.0690540 192.168.145.1 192.168.145.2 FTP 60 Request: QUIT
47 29.690822 192.168,145.2 192,.168.145.1 FTP 68 Response: 221 Goodbye.
>
+ Frame 7. 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
# Ethernet II, src: Vmware_4e:06:5b (00:0c:29:4e:06:5b), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)
+ Internet Protocol version 4, Src: 192.168.145.2 (192.168.145.2), Dst: 192.168.145.1 (192.168.145.1)
# Transmission Control Protocol, Src Port: frp (21), Dst Port: kiosk (1061), seq: 1, Aack: 1, Len: 20
+ File Transfer protocol (FTP)
0000 00 50 56 O 00 01 00 Oc 29 4e 06 5b 08 00 45 00 BV L., IN.[..E.
0010 00 2c 4c e2 40 00 40 06 43 84 c0 a8 91 02 cO as LB E, J.......
0020 91 01 00 15 04 25 5Cc 27 Bc ed Ob 11 6b 4a 50 18 ..... %N kP,
0030 16 d0 36 da 00 00 32 32 30 20 28 76 73 46 54 50 .6...22 0 {MSFTP
0040 64 20 32 2e 30 2e 35 20 0d 0Qa d 2.0.5) ..

@ Fie: "C:\DOCUME~1\ADMINI~1\LOCALS~...  Packets: 62 Displayed: 17 Marked: 0 Dropped: 0

F2.13 fRERNEHEL

Profile: Default



(4) FEE 2. 13 A7 o2& 8 09 4E o) 28 40, 76 58 W 9 B £ 352 3 vp % & Follow TCP
Stream g2 . M B E Ot LA VL EEH FTP RS0 f 2, E 2. 14 Fras,

" Follow TCP Stream

Stream Content

220 (vsFTPd 2.0.5)

USER thxywang

331 Please specify the password.

PASS 123456

230 Login successful.

PORT 192,168,145,1,4,39

200 PORT command successful. Consider using PASV.
LIST

150 Here comes the directory listing.

226 Directory send OK.

PORT 192,168,145,1,4,40

200 PORT command successful. Consider using PASV.
RETR 1.txt

150 Opening BINARY mode data connection for 1.txt (12 bytes).
226 File send OK.

QUIT

221 Goodbye,

Entire conversation (440 bytes)

| Find || Saveas || Print |O ascir O EBCDIC O Hex Dunp O € hrrays ® Raw

l Help I lFilter Out This Stream ] Cloze

E 2.14 fHH FTP RS 250 &1 72

(5) B AR — Py 258 O B0 A, s AT E A /] 2. 10 frs 3 1 Y Capture Filter
HEMWEP I E S TERN, AEFS 4 A “ftp-data”, % Enter 861\ J5 . BP ] F 2 a0 & 2. 15 Frs
s . ME el U L5 8 39 By &R 63 B 1Y Data #7041 like thxy”, Hi I AT
UL ETP By 208 61 7 W 4% A% S e S DL BA SOE A& i 19 48 H P 28 V3 DL RCBE & o

VEware Virtual Ethernet Adapter [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)] =13
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

oM EEXEE A¢90T2(BE QRAQARN DB % B

Filter: fip—data %  Expressziom. .. Clear
Ho Tima Source Destination Frotocol | Length Info
25 22.389945 192.168.145.2 192.168.145.1 FTP-DAT 129 FTP Data: 63 by‘tES
390 27.320958 192.168.145.2 192.168.145.1 FTP-DAT 78 FTP Data: 12 bytes

Frame 39: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet II, 5rc: vVmware_d4e:06:5b (00:0c:29:4e:06:5b), Dst: Vmware_c0:00:01 (00:50:56:c0:00:01)
Internet Protocol version 4, Src: 192.168.145.2 (192.168.145.2), Dst: 192.168.145.1 (192.168.145.1)
Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: jstel (1064), Seq: 1, Ack: 1, Len: 12
FTP Data

FTP Data: I like thxy'\n

i B B B E

0000 00 50 36 <O 00 01 00 Oc 29 4e 06 5b OB 00 45 08 PV IN. [..E.

0010 00 40 54 e5 40 00 40 06 42 76 c0O a8 91 02 cO a8 AT @R, BV.. ...

0020 91 01 00 14 04 2B 5d 32 Bf 23 56 e bf a6 80 18 ..... (12 .#v.....

0030 00 5c cc fO 00 00 01 01 OB 0Oa 00 3c db c3 00 00 s e raas e <. ...

0040 00 00 49 20 6Cc 69 6b 65 20 74 68 7B 79 0Qa LI Tike  thxy.

@  Fie: "C:\DOCUME~1\ADMINI~1\LOCALS~... | Packets: 62 Displayed: 2 Marked: 0 Dropped: D Profile: Default

E 2.15 FTP ##EHiL

M 2% 2 & 5 78

o W
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2.3 Z I

2.3.1 BRUEZHLEDHEFEL L

HELWATHIRIERE T EZAPE. ~LXRRFXALXN Windows BIERS. 71— L2
K UNIX #1ER S . A/MTLIZE UNIX #1F =24 Red Hat Enterprise Linux 6 A %1, i #
T2 H T el 8% f#% root YRS, BAKIR/E2LIR T .

(1) Jash Linux #4/E &% . ¥ A GRUB 328, WA 2. 16 frs.

GNU GRUB wversion B.97 (638K lower - 1846464K upper memory)

Red Hat Enterprise Linux Server (2.6.32-228.el6. ib686.debug)
Red Hat Enterprise Linux (2.6.32-228.elb. ib86)

Use the T and 4 keys to select which entry is highlighted.
Press enter to boot the selected 0S, 'e’ to edit the
commands before booting, ‘a’ to modify the kernel arguments
before booting, or ‘¢’ for a command-line.

& 2.16 GRUBS3EH$

(2) 7 2. 16 Fronmy At mmrp sE g sh o, 4% E 8, JFE A Fir s & 2 GRUB
e Fimm MNP TS, — R E 8L, 3EA K 2. 18 Fros B ek N S 800w

> IS
[~
3

GNU GRUB wersion B.97 (b38E lower - 18464b4E upper memory)

root (hdH,8)
kernel “umlinuz-2.6.32-228.el16. i686 ro root=/dev/mapper-UolGroup-lv_r+
initrd 7initramfs-2.6.32-228.elb. ibB6. img

Use the Tt and { keys to select which entry is highlighted.
Press 'b’ to boot, ‘e’ to edit the selected command in the
boot sequence, 'c’ for a command-line, ‘o’ to open a new line
after ('0" for before) the selected line, 'd’ to remove the
selected line, or escape to go back to the main menu.

Bl 2.17 #HFAZI GRUB T3 3

Enter 8 6f1A , & Bl A0E 2. 17 Fras 91228 GRUB iyt #imm . ¥ B #5951 $ 2 5.



L Minimal BABH-11ke line editing 1s supported. For the first word, THB
lists possible command completions. Anywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes. ]

REYBOARDTYPE=pc REYTABLE=us rd_NO_DM 1}]

Fl 218 BHAZSHAT

(D FHBREHHAEZZHI FRSE . S A Linux W P, 7E Red Hat
Enterprise Linux 6 14— Bug. e SELinux &% 8 8 RIF R, A 880 B passwd
i 2 KB CERS L IE 2,19 Fias.

Telling INIT to go to single user mode.

init: rc main process (1163) killed by TERM signal
[rootPuuww ~1#

[rootPwww ~1# setenforce H

[rootPuwuww ~ 14

[rootPwww ~1#f passuwd

Changing password for user root.

New password:

BAD PASSWORD: it is based on a dictionary word

BAD PASSWORD: is too simple

Retupe new password:

passwd: all anthentication tokens updated successfully.
[rootPwww ~ 14

[rootPwww ~ 18 _

& 2.19 BB root Y

(5) R BB A RSE . WK Z P53 F - (0 58 A X 235 0 L st A 0
ARG FBENR GRUB AL E 4/ ete/grub. conf, 7F title BT FEM X AT AT N A password ik
i, E 2. 20 fr 7w

zsplazshimage= sigrubssplash.xpm.gz
g L I g

redhat

suml inuz : .2lb.1b8b.debug ro root=s/dev/mapper-UolGroup-1

v _root rd_NO_LUKS rd_NO_MD qulct rd_LUM_LU=UolGroup-lv_swap rhgb crashkernel=aut

o LANG=zh_CN_.UTF rd_LUM_LU=UolGroup-slv_root KEYBOARDTYPE=pc KEYTABLE=us rd_HNO
DM

sinittramfs-2.0. 00— .elb.168b.debug . 1mg

K 2.20 &k GRUB fg & 34

(6) Bt GRUB it & e . EH ol T R 50, W Z WM root 3 it w6 701 H1 38 4 37
GRUB M8 A 47 L GRUB SEBIE 2. 21 Frs.

WM 24 5 4+ 5 B e,

fir ™o W



GNU GRUB wversion B.97 (638K lower 7 18B46464K upper memory)

Red Hat Enterprise Linux Server (2.6.32-2208.el6. i686. debug)
Red Hat Enterprise Linux (2.6.32-228.elb. i686)

Use the T and 4 keys to select which entry is highlighted.
Press enter to boot the selected 05 or 'p’ to enter a
password to unlock the next set of features.

&l 2.21 GRUB 3H#

2.3.2 Office X 15 4o %

H TR EE RS Office SCHFE% 4, AT LIXE AR SCH 217 nss . T Al Word 2y il
PFAE Word U INE 5 M % .

1. Word H:'ibn'ﬁﬁ

J5 3 Word 2003, e K T 5 1L 39 Y 4> 78 58 Hy i 3 200 0 i3 A v e Bl %2 Pk Yok
1, AT L Ry e 5 B LT T SO i i 25 55 Y5 D& ok Se it Y % S 1k I, n [E 2. 22
B 7

WA 2. 22 7 iy X ik AR v B G s 20 )9% H . 7 5 A R 5 RE A RT DLk B OSCR

B, 4 %k BE RC4 , Microsoft Base Cryptographic Provider v1. 0 % 28 #1, a0 & 2. 23
N

EREZ | BT | APRER | ®EE | P | IHLE

b=y
|

e wHE i FTED {R7F Tt
A== A ) A
FIFF IO ERTEOEES Q) - oo

TR e = T
(ST EATAOETED (M) ¢ |okkoen

(] s 2L PG T FF 303 @)

FES D). . FIFEE). .. .
[ J | ] Po— X
EERIEIR
3 = -
(] B7RT MR TR P BB T AR ®) ’?ﬁﬁjﬁ;ﬁ@ —
[ FTE0. @ FEmEt s SiERX G lfisnEs o) 0ffice §7/2000 FE =
ﬁﬁ#m:}:mgiu‘#ﬁfiimmmﬁ-g © BC4, Microsoft Bas DSSlani;l.]:l1ff1e —Hellman Crtug;rapluc Provider
FRFerLar ) BC4, Microzoft DH SChannel Cryptographic Prowider
e;::--'v . RJ:'iiJ Microzoft Enhanced Cryptographic Provaider +1.0
e RC4, H:Lcr-:ns-:nf_‘r. Enhanced D55 and Diffie=~Hellman ;rj'ptng;t_'aphic Pr-:nvi-:].erx
BEE e Rl 3T o R e < SimEm ir et , 1His [?Iiﬂf G ] EC4, Microsoft Enhanced ESA and AES Cryptographie Frovider (Frototypel %
EAEHNELERESS. ISR () : |40 -
(V] hnEEirakE i E)
[ wm= [ mwm | L= | [ Bl |
2.22 i Word 3CH I B 2.23 kEEIMEHLER

2. WEfiR Word SCAS %Y

ARZ T HA] LI Word U, A A8 7 A Advanced Office Password Recovery
[ H N6 DF i Word SCRY Y 1% A



(1) J8 31 Advanced Office Password Recovery, 5 H 0 & 2. 24 Fras i & 1

It 1§ EWEF vea B0 5 B

2 .

FIFFILH...

Q@ <&

Ms E{TIE MSOutlook  vBA GBI

xE g&» Fa KD | E5ER | TREF

TR INEE ASR AR AR

O FAHER ( SZFRETRANES)

O & 188 ( ECENTSTRFS)
©) FRER (EE)

SCFTEEE

AE®EO

BHA » Efial Bt
(3 2012-12-10 F4 09:... AOPR 5.03 Professional Editon B0
@ 2012-12-10 FF 09:,.. BERIERIEATE 1 Windows XP [5. 1. 2600] Service Pack 3
(&) 2012-12-10 F¥ 09:... CPU: 2, Nvidia CUDA: 0, ATI CAL: 1

EFERTE LENERE
HEIE T ee 0%

{EZR BE B2 Pk P AR AR € 824D
Advanced Dffice Password Recovery Professional Edition, fE4 5.03. Copyright 71993-2010 ElcomSoft Co. Lt

[ 2.24 Advanced Office Password Recovery % [

(2) FEWNE 2. 24 Bros iy & H b BLdy U] SO 3% L, 08 £ 2 B0 1Y SO, By T R
HOKTT 4 X2 AL, e A il - N 1&] 2. 25 PIros » S0 e #5 SCAF RO 3T T3 i 02 asdf. 5 R 9 3 A5

B asdf,

Y] Advanced Office Password Recovery Professional Edition - abc. doc
e I Yord FRC#EES
=am Word JIIHFTHERS asdf -
EE 8 (
ﬂ word SRIFPER ¢ asdf 'y
RNy i
O 1R Word vBA EH8 <Fo> e
O FRE] e
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2.4.1 EBHBREHFHAN

DoS(Denial of Service) W7 B & 20 48 Ik 55 W5 . X P ECH T s FE AR 2 ) 0 R
e — R B A H S F MR R — A X ik . DoS Huah S 38 WOE T W 2% 1 SE B Y
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H Y il 55 B TR U7 1) A8 B A 5 Gk 55157 Lk e EE A e

WL E 4 IR 55 i SYN Flood Wiy . Land Wiy . Smurf X &7 .UDP Flood X555 .

1. SYN Flood ¥ i

SYN Flood ¥ ifi & — il i o] B ARk 5#5 & 2% SYN #ft CHFEH R G %8 . H 55 H bi
AR 5% 75 1) AR 55 42 AL RE 9T . —MAE B T ,SYN Flood M 2 7E K A 1P JE M bk ¥ 3w 47 A4
LR LR TCP 8 B 3 IR Tk B2 IE iy .

ARPT TR AL —A TCP & B 3 75 ZAUF #4173 W F. R Y 3 WAE F-AR I A 5 AL .

A TCP EEARMINES. . ¥ —1DRGEFNE P o) GRS 5 — M RAEIR 5 0 R4 (Fr
ﬁﬂﬁ%%ﬁ)@i A~ TCP ﬁ?ﬁﬁtﬂﬁﬁiﬁﬁuﬂﬁﬁﬁﬁ:

o B Py ik 5 as Kk —1 SYNHE

o 0 ARk 55 A )RR ST B T M N 2 O S — S XF SYN TH R Y | TH S (SYN/

ACK);

o Bl RS AR SYN/ACK LUG . B m R 5% 5 &% —1~ ACK 8 B 1781 .

o YRS FRIENE PR ACK B LU . — 4 TCP #9382 i 2 5E 1

RN ES TR 2. 26 s,

bR YRS AR SYN it 5. 7 & £ SYN/ACK [\ % 5 S 2 |l » e 2
O3B — S X ] SR X D R SE RS TCP % 8. X 2048 Xl % AR 8 TCB % U8 it B 1
TCP BHWAR A A TF 5 . X Fh A TF i 52 AR Y30 25 7 s i) 107 i SC 3% 3 422 4 15 J A7 W I
iM% P g FEUCE] SYN/ACK R CZ e A S4B TCB B8 I, B 33 b AN X #4% 3) 5¢ UL 4 i B
AT A AL SYN Flood B .

mE 2. 27 B Bk F D IEAFAER IR TP stk =) B AR IR 55 8% A 4 8, iz IR &
a1 N SYN/ACK {8 BAE R e 7, i 0225 7H 2 5 B i bbb I A 52 e 3 09 52 Br b dik . By
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Client Server
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ACK BB AR X bk & vl ACK 1§ B F i — 2 id 8, 8 — > 33X FF A9 % B2 8RR 1R
LB A PR . A RS R G2 X Land M0 09 RN AS [6], 9F 2 UNIX &R 48 6% A 15t 1
Windows R4t =215 H 2218 (R AL T i) .

3. Smurf Y¢ii

Smurf Wi #2& PR ¥ & ShixX F 0 R P 22 “Smurf "R A W), XF R EH T ESEE T
[P H9 H ICMP [F1 & 5 ik KM Lmar Bin R4 . SR BRI 4 0 EE REG
ik %5 . Smurf B o 0 FH ¥ 0152 Hh bk 3% B 6 A2 3 4 1 T 7 Hh bk ) ICMP i 25 i oK
(ping) B4 A1, R 022 3 T 0L, & T BOZ M 45 1 Fr 3 EHLARXT It ICMP o 285 i 5K A 22
BLFEUMKPHZE, HME 240 Smurf Y0 AR IR RE R 2R = i 2 E A A R EUE
=7 it .

4. UDP Flood Y

UDP Flood Xy & H #i 8 PKAY i & 5 DoS Yoy, JR FR AR fy 88 . o WL A9 15 & =2 A FH K
i UDP iy DNS fiz 5 #% 3 Radius TAUER 55 8% i AR A8 iR 55 2% . 100kpps (R F0 A& 1%
10 A EdE) 89 UDP Flood 285 ¥ 2k B b -8 5 £ T B0 e, 1 B0 > N B i)
B, T UDP il 2 —Fh L& IR S .7 UDP Flood X5, Moy 35 1] & 26 K i Oh 1
I8 1P btk iy UDP 42, (B 2. F UDP h i o M m, Br UL L2 I 1 — 4> UDP ¥ M
PR R OC IR %5, I 4 5 AT &0 XA OC B9 ik 55 B AT sl . IEH N S &0 F . UDP A 1) X0 ] i i
FEARHSE i H RN S AR REALE AR R K, B UDP Flood Xk (15 8L F L & X [H]

-Hix 1P () UDP 7E — 0 A i 80, 5 5N 25 A0 R /NER BL 438 [ 5E

2.4.2 UDP Flooder % 1%

UDP Flooder 2.0 & — i %& % UDP packet 3f #1748 46 IR 45 Y 55 i 8 {4, H: 5 T
Bl 2.30 Fras . ‘BRI LAFE E B s VLAY TP Hidg O, B i SCR] PA i SCAS | B AL 17 M 3R 3

PSR, :

EE 2. 30 Fron B9 & H o, 78 1P /hostname 3¢ [UIF Fiooder 2 TF. :f:i
_ . IP/hostname {192.168700.2 Fart [53

AHETH AT R A B A5 EALH TP ikt s 78 Port SUAKE oy
HhA] S A B AR VLAY ¥ 5 7E Transmission control Ma duration secs) [5 M packels [0000
IR NS =8 S s I IS B =y N O € R T "*“J
K UDP 43 % 3% B9 7 JiE 3 76 Data P35 24 o 7] k4% % -
REEIE., ARAESFE TP 192,168, 100. 1 i PC - e — o | Do
rhA M TP A 192, 168, 100. 2 B AR EHLAY 53 ¥ G Test [~ UDP Flood Server stress test ==
M, Yt 1) 605, Beaks 19 55 K i 4. 10 000, 3 || © Fomtie S|
S B Text Bk, WH N xxxxx UDP S 6o
Flood Server stress test **x%x , B Go $& 1 . 55 il el bI Yo

PO R 7 oI NSRS K BL &S

fE 1P 4 192. 168. 100. 2 9 B b E AL, 4T IF
[Windows 1T 45 5 25 D57 1 . 6 00K 09 D6 391 < . % 90 432 OB A0 i 48 52 90 8 B T %, 60
FbJ5 15 1k T i .78 UDP Flooder 5 B B iE Go #5441 . A B2 55 — R & & ETHis
P 2,31 Fis,

& 2.30 UDP Flooder %1
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LiFE) EMQ #EFQY
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WMware Netw, . 0%

5. € i A CPU ¥F: 5%

& 2. 31

uc:ullhi

Plegii  BEIE
100 Mbps

R
A ERfE

/T EN 12030 / 3685M

Windows 1T 4 & F 25 1 1) ] £k 22 1L

7 1P & 192. 168.100. 2 1y BAr EHL P T IF Wireshark T H g 38 8% W 9 B 0, &
&k T KRER UDP i, HN 2 R *xxxx UDP Flood Server stress test **xxx _ [ [t 7]
L ,192.168.100.2 W HAR EVLE L EHE 2 T 192, 168, 100. 1 FEHLA UDP Flood X i . &l

&l 2. 32 Fri

I YEware Virtual Ethernet Adapter

File

Filter:

o Tine
23803 113.
23804 113.
23805 113.
3806 113
23807 113
2IRNE |:;_

23809 113.

Edit View Go

S BEEHXZE

Ethernet II,
Internet Protocol version 4,

Capture Analyze Statistics

Sourece Destination

546586 192.168.100. 192.168.100.2
546595 192,.168.1 . 192.16E8.100.1
546653 192.168.100. 192.168.100.2
¥e6b62 192.168.100. 02 1
554358 192.168.100. 192.168.100.2
554393 192.168.100. 7 192.168.100.

554515192.168.100. 192.168.100.2

4
£
+
&
)

Domain Name System (query)
= [Malformed Packet: DNS]

[¥ireshark 1.6. 8

Ji

¥
[— |

{SYH Rev 42761 from /ftrunk-1.

Telephony Tools Internals Help

= v " -
. % '\.: Soq:'v Q_.‘ ‘-I_.Irx

58 @ Q Q0| MW K

Exprasz=zion. ..

Protocol Length Info
ICMP 11 DestTination ur

DNS 83 Dynamic update
ICMP 111 De
DNS 83 pynamic update
ICMI 111 Destination ur
DNS 83 Dynamic update

MF I '
DNS

'.T'|"_'i|_" i

83 Dynamic update

Frame 23807: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
Src: vmware_a9:74:17 (00:0c:29:a9:74:17), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)

Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.2 (192.168.100.
User Datagram Protocol, src Port: aplx (1134), Dst pPort: domain (53)

Destination un

6) 1

=)
H

L

unknown (2851

nlc (25

Nunknown (2851

k (25 v
>

= [Expert Info (Error/mMalformed): mMalformed rPacket (Exception occurred)]

[Message: Malformed pPacket (Exception occurred)]

[severity level: Error]
[Group: Malformed]

0000 56 c0
0010 70 b7
0020 04 6e
0020 50 20
0040 73 74
0050 00

00 01
00 00
00 35
46 6C
72 65

29 a9
80 9c as
5d bc 2a
64 2e 53
20 74 73

17

@ Mafformed Packet (malforrmed)

00
as
20
65
2a

Packets: 24036 Displayed: 24036 Marked: 0 Dropp...

UDP Floo d. Serve
r stress tTaest *¥

O

Profile: Default
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2.4.3 DDoS % + *

DDoS i & 42—~ DDoS(Jr 4 2 A8 4 ik 55 W) T H , 73 4 il (DDoSMaker. exe)
5 DDoS ¥ i & 21 (DDoSer. exe) B #f 7. Horp, Bl 3 18 Fp 2208 1 A il A48 JE 17 A 0l B
R P — T A 5 2 AN W7 b X =R e 8 i 09 H An i A7 B0ty . 7EEDDos Mo 35 Az il A8 I3 i 4E
A4 Y .2 A 34— DDoSer. exe A #0047 CHF, XA CHERBGERF ., E
MR =17, EUL S AshmiEr Bis L& . 7o, 8 T kB ik, 7] DUE &
e

W RWES 2-5

Bob Fr{fi HiHE DL IP #ihlk &2 192, 168. 100. 1, fih¥F F i 4% 17— DDoS ¥ T. H.,
By 192, 168. 100, 2 ) B AR VLR 1 B 19 DDoS My i 43 #2 , DL B 47l %) B 2%
T2y, BAKREL R T .

(1) Bob £ H & WAL L (LA F @ AR # E L) iz 17 DDoSMaker. exe, Bl DDoS I
HHE LR BT R EREME 2. 33 Froac . iBIE R AES 2-5 MWK, nld#Efrin
W

L B AR EALA 844 50 TP i hk ISCASHE b A B AR EALEY TP Hbhk*192. 168. 100. 27;

FE s Y SCASHE has A <807

TEDF i R AR B SCARE P 5 A 107

LK TCP &Y CAHE P 5 A“10007;

ElEMREB M EAYISOR S wmERF CH2YCAE S B HBARE. 7795 A
“Kernel32”fl1“Kernel32. exe”;

FEL SO S 1 JE 0 AH ) 20 & FE P il E e B R P A KA & . AT 55 i Je AR B0 I
HHE R 24 FK N DDoSer. exe,

€9 DDosKEE Sk »1.5 x|
-BEERE
BirEia S rrht () O ()
|192_ 168, 100. 2 : |EI]
HEIEEERS (D |1EI 2818
BATCHERE () |1EIE":I iR @
- BB E

Tt EshmigsE € IKernellSE
IR mERF IS (F): II{nrmlSE. axe

- s

IDoSHEERFETH Q)
|;5"Lidmini strator \ELE'\DDoSer DDoSer. exe P &) |

5L W) XH©

E 2.33 [DDoS Tk #& A hias I iEHE

(2) WiEiT4E B & P DDoSer. exe, Jg 31 J5 8 7 45 S5 5t 5 B Fx EHLAG A5
(3) TEWEHAE M EVL FI21T netstat i 2 A BN EHHE THLS B TV EBRKRES, W



& 2.34 s T H FOLS A F TV T 10 A&, et RS 8 SYN_SENT,
'le—l_%—HLH”JHE%H—J_ ﬁ#ﬁlmgﬁﬁlﬂ}%{é 'Jé'

SYN SENT FE/nigRKiEge.

i O, 0 SR R 28 ESTABLISHED KA. SYN SENT R ZE
SYN SENT dE% Z . M nfgedlgs b TR soh 7 k.

2 E 5 ] H

C:“Documents and Settings“Administwratowr>
>netstat —anp tecp

C:“Documents and Settingz“fAldministratop

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

LT T T T = |
e < R
[T R R T =

L L ]
N ®
. L L

C:“JDocuments

Address

-.A:
-A:
-A:
-@A:
-A:
o H
-188.
.188.
.188.
-188.
-184.
-18@a.
-18a.
-188.
-188.
-18A.
.188.

-168

21
80
135
445

1825
1828

139

1137
1138
1139
1148
1141
1142
11143
1144
1145
:1146

P e R R R R

o I i o i v R R

e
Lo == = I}
BN B3 M

192
1922
122
192
192
192
192

[ =2

o I o o o o i

Iy
Co@

-~ -~

5
H %)

e
2 =
-

.B.8:
.168.
2.168.
2.168.
-168.
168 .16
-168.
.168.
-168.
-168.
.168.

=

| Settings“Administrator>

[ " ] ] ] [ ] [ ]
e b 2 b2 b b B
T Tl 1]

Address

[ ] [ ]
2 B 2
[T T

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT

AEH ﬁnﬁﬂt’iﬂ

2. 34

#HEH TCP ##E

(L) FEUEH B TFEVL EATIF Windows (£S5 F B as . M h Al L4 3| DDoS M 3 4 19

HEFE Kernel32. exe O T ENMFD T

JHNE 2. 35 s .
E tindors (IS EHE =10 x|
MHFE) EMQ FEFW HFRO
maer R |ue (BR8P |

RS FR | BPE | crv| AFERA| o
wordpad. exe Administrator oo 12,584 K
swchost, exe STSTER 0o 5,900 K
inetinfo. exe SYSTEM oo 11,064 K
ctfmon. exe Administrator 0o 3,704 K
vmtoolsd exe Administrator Qo 14,780 K
WMLPY VEe. eXe STSTERN a0 5,972 K
dllhost. exe STYSTEM an g, 316 K
TPAutoCornSwe. .. STSTEM oo 4,488 K
explorer. exe Administrator aa 6, 388 K
svochost, exe STSTEN a0 4,204 K
vmtoolsd exe SYSTEM o0 11,724 K
taslmegr. exe Administrator 03 4_ TE\EI E
Kernel3Z? exe Administrator I 4, 52
TPautoCormect. .. Administrator o5 5,892 K
swchost, exe LOCAL SEEVICE oo 1,388 K
svchost. exe SYSTERN oo 2 304 K
msdte, exe HETHWORE SEEVICE oo 4,880 K
spoolsv. exa STSTEM oo 7,360 K :I
FATIMA AXe Admini strator nn ?R1IZ K
 RRAARPHEEG) HEEHREE |

HITE 34

CPU M 22%

M@ . 172536K / 004876

K 2. 35
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7 ¥Eware Virtual Ethernet Adapter [Wireshark 1.6.8 (SYH Rev 42761 from /trunk—1.6)] (=13
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Bedee EEXRE A¢e*2TLIEE Qaaln #¥m % 8

Filter: Expres=ion. ..

Ho. i ) i DNestination Protocol Length Infn P

==== - =====- === - se=c r L= =

TCP 54 ht‘rp > :qpmwﬂan [RST,
TCP 62 c1222-acse > http [SYN]
TCP 54 http > cl222-acse [RST,
TCP 62 elfig-repl > http [5YN]
TCP 54 http > elfig-repl [RsT,
TCP 62 nfa > http [5YN] Seq=0 ¥
TCP 54 http > nfa [RST, ACK] S¢
TCP 62 blaze > http [S5YN] Seqg=(
TCP 54 http > blaze [RST, ACK]
TCP 62 iascontrol-oms > http [=
TCP 54 http > iascontrol-oms [H
TCP 62 winpoplanmess > http [5»
TCP 54 http > winpoplanmess [RS
TCP 62 bvtsonar > http [SYN] Se_,

»

5289 /7. 32"‘3'33
5290 .323429
5291 77.323¢
5292 .3234?4
5293 77.323480
5294 77.323515
53295 77.323522
5296 77.323558
2297 /7.323504
5298 77.323599
5299 77.323605
53ﬂD . 323640
301 77.323646
5302 ??.323531

P Rl Pt ad P Mol M Bogd MJ Mol M Ragd FJ o

Frame 5304: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

Ethernet II, Src: vmware_a9:74:17 (00:0c:29:a29:74:17), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)
Internet Protocol version 4, Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.2 (192.168.100.
Transmission Control Protocol, Src Port: resacommunity (1154), Dst Port: http (80), Seq: 0, Len:

| >

00 50 56 cO 00 01 00 Oc 29 a9 74 17 08 00 45 00
00 30 78 d5 40 00 BO 06 38 9e cO aB 64 01 cO a8
64 02 04 B2 00 50 Ba a3 4f 59 00 00 00 00 70 02
ff ff 5a fc 00 00 02 04 05 b4 01 01 04 02

© | File: "C:\DOCUME~1\ADMINI~1\LOCALS~... | Packets: 5304 Displayed: 5304 Marked: 0 Dropped... = Profile: Default

E 2.36 Wireshark #i2E%I (%) TCP Flood ¥ £,
2.5 ARP 14 BA

2.5.1 ARP % %

ARP BV b ok f #rph i . FE 038 B AR E 0L 1P shk A9 5 F . I R EAE R H s EHLE
MAC i ht . ARP #338CR] DA, G0 2R 3% vp 150 985 8 50 X6 ) 28 A7 o Ho R R 2R ™
T,

ARP #®EAFEP DAL . — 1 ARP iR 85— ARP [ 41, iR & 2. 37
Frn s ARP IR 72— T # . 78 ARP g R4, I FE L& H “Who has 192. 168. 100. 17
Tell 192. 168. 100. 27,

NN 2. 38 Fran . 72 ARP WA A I8 E VLR H i 301 % 3T ok 5y R 25 A . B
“192.168.100.11is at 00:0c¢:29:a29:74:17”,3E &% BH 1 ., Wyl 192. 168. 100. 1 gy MAC Hb k4
M 00:0c:29: a9:74:17,

LA ARP B S AT M G H 0 5 VLI PIFl . —Fh 2 X B B A% ARP R Ww; 5 —
Fih 26k 9 I PC A% P G 25 g

5§ ARP 2 G i 2 2 K W OCEUE . Bl A B A — RIS R AT M MAC Hb
hik , I 4% B8 — E 5 0 28RN W E AT, 4 B SE A b hE R B JC il R R AR R e A L S R



YEware Virtual Ethernet Adapter [Wireshark 1.6.8 (S5¥YN Rew 42761 from ftrunk—1.6)] r._|E|r)?|
Fle Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

SWoee BEXEE Aer0TL HE QaaD @#08 x| B

Filtar: Exprezszion, . Cla

Ho. Time Source Destination Frotocol Length Info
1 0. 000000 vmware_c0:00:01 Broadcast ARP 42 who has 192.168.100.1%7 Tell 192.168.100.2
2 0.002613 vmware_a9:74:17 vmware_c0:00:01 ARP 42 192.168.100.1 15 at 00:0c:29:a39:74:17
3 0.002628 192.168.100. 2 192.168.100.1 ICMP 74 echo (ping) request 1id=0x0300, seq=2304,/9, ttl=64
4 0.001797 162.168.100.1 192.168.100. 2 ICMP 74 echo (ping) reply id=0x0300, seq=2304,/9, ttl=128
5 0.998812 192_.168.100. 2 192.168.100.1 ICMP 74 echo (ping) request 1id=0x0300, seq=2560/10, ttl=64
6 0.999060 192.168.100.1 192.168.100. 2 ICMP 74 echo (ping) reply id=0x0300, seq=2560,/10, tt1=128
7 1.996355 192.168.100. 2 192.168.100.1 ICMP 74 echo (ping) request id=0x0300, seq=2816,/11, trl=64
8 1.996645 192.168.100.1 192.168.100.2 ICMP 74 Echo (ping) reply id=0x0300, seq=2816/11, ttl=128
9 2.993878 192_168.100.2 192.168.100.1 ICMP 74 echo (ping) request id=0x0300, seq=3072/12, ttrl=64
10 2.994126 192.168.100.1 192.168.100. 2 ICMP 74 echo (ping) reply id=0x0300, seq=3072/12, tt1=128

# Frame 1: 42 byres on wire (336 bits), 42 bytes captured (336 bits)

® Ethernet II, Src: vmware_c0:00:01 (00:50:56:c0:00:01), Dst: Broadcast (ff:ff:ff:fr.ff:ff)

Address Resolution Protocol (regquest)
Hardware type: Ethernet (1)
Protocal type: IP (0x0800)
Hardware size: &
Protocaol size: 4
opcode: reguest (1)
[Is gratuitous: False]
sender MaC address: vmware_c0:00:01 (00:50:56:c0:00:01)
sender IP address: 192.168.100.2 (192.168.100.2)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.100.1 (192.16E8.100.1)

00 50 56 cOD 00 01 OB 06 00 01
08 00 06 04 00 01 00 50 56 cO 00 01 cO a8 64 02
30 00 00 00 00 00 cO a8 64 01

()| Frame (frame), 42 bytes Packets: 10 Displayed: 10 Marked: 0 Dropped: 0 Profile: Default

& 2.37 ARPiERE

YEware Yirtual Ethernet Adapter [Wireshark 1.6.8 (S5YN Rewv 42761 from ftrunk—1.6)] r._|[E|rE|
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Sedee PEXZEE A¢»0TL EBE Qaal @#0®B % B

Filter: Expression, . Cle
Ho. Time Source Destination Frotocol Langth Info
1 0. 000000 vmware_c0:00:01 Broadcast ARP 42 who has 192.168.100.17 Tell 192.168.100.2
2 0.002613 Vmware_a9:74:17 vimware_cO0:00:01 ARP 42 192.168.100.1 is at 00:0c:29:a9:74:17
3 0.002628 192.168.100. 2 192.168.100.1 ICMP 74 Echo (ping) reguest d=0x0300, seg=2304,/9, ttl=64
4 0.001797 192.168.100.1 192.168.100. 2 ICMP 74 echo (ping) reply id=0x0300, seq=2304,/9, ttl=128
5 0.998812 192.168.100. 2 192.168.100.1 ICMP 74 echo (ping) request 1id=0x0300, seq=2560/10, ttl=64
6 0. 999060 182_.168.100.1 192.168.100. 2 ICMP 74 echo (ping) reply id=0x0300, seq=2560,/10, tt1=128
7 1.996355 192.168.100. 2 192.168.100.1 ICMP 74 Echo (ping) request 1d=0x0300, seq=2816/11, ttl=64
8 1.996645 192.168.100.1 192_.168.100.2 ICMP 74 Echo (ping) reply id=0x0300, seq=2816,/11, ttl1=128
9 2.993878 192_168.100.2 192.168.100.1 ICMP 74 echo (ping) regquest id=0x0300, seq=3072/12, ttl=64
10 2.994126 192.168.100.1 192.168.100. 2 ICMP 74 echo (ping) reply id=0x0300, seq=3072/12, ttrl1=128
® Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
® Ethernet II, Src: vmware_a9:74:17 (00:0c:29:a9:74:17), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)

Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (Ox0800)
Hardware size: &
Protocal size: 4
opcode: reply (2)
[Is gratuitous: False]
sender MAC address: Vmware_a%9:74:17 (00:0c:29:a9:74:17)
sender IP address: 192.168.100.1 (192.168.100.1)
Target MAC address: vmware_c0:00:01 (00:50:56:c0:00:01)
Target IP address: 192.168.100.2 (192.168.100.2)

Q000 Q0 50 56 cO 00 01 00 Oc 29 a9 74 17 08 06 00 01 N T S

0010 OB 00 06 O4 00 02 Q00 Oc 29 29 74 17 cO a8 64 01 ........ J.t...d.

0020 00 50 56 cO0 00 01 cO a8 &4 02 PV L. d.

|O File: "C:\DOCUME~1\ADMINI~1\LOCALS~... | Packets: 10 Displayed: 10 Marked: 0 Dropped: 0 Profile: Default

& 2.38 ARP WZf

% AR IR BOE BB & 2R AR S TR 1 MAC bk . & i E® PC TR WEIFE A .

o Fh ARP X% 1 )5BS D aE R OG . e A9 A O ST AR M OG L 1R BB g 1 PC ]
W G A &P A 2l i IR B By it ar e B, 7E PC BR. LR EA T 1, /2% 45
5

o W

M 2% 2 & 5 8



M 25 2= KRG EH

2.5.2 ARP & ¥#m L A

SwitchSniffer /&—# ARP 3% T H, T Mo L5608~ ARP 0% 1% 55 56 19 I 34
5 Windows Server 2008, H: 1P #sfik & 192. 168.100. 15 Hin EHL A Windows XP, H 1P Hi
hkoh 192.168.100. 2, BAREBEELZ TR T .

(1) F#EIFEEE SwitchSniffer T H 8 HAT I, B & T HEE P E Scan %8 , 3351 8 4~ M
Br . 2.39 prn . EEREMM b HE2 T 3 & FEVL. &b B FEDL 192, 168, 100. 2. BE T
HAE Y Start $81, 5L .

Hetwork View Setting= Help

A >

Sean Start Stop

Teaffic 0.0 kB/s

| (@

Option Definition

le] |&] [&

Homepage Live Up Help

X [Local Hosts Info (0/3) I Remote Hosts Info (0f1) | Sessions Info (0/3)

E@ Up Hosts. .. [3]
- a8 192 1688100, 1 IF Address Hostname 0S5 Version | Status | MAC Address FIC Vendm
[v|\& 192 168. 100.2 192, 168. 100, 1 wyl- thoey ¥indows 5.2 Normal O00-0C-28-A3-T4-1T VMware, DI
- [ J83 192 168, 100 254 192. 168. 100. 2 GACAYADTTHTAITX Unlmown Normal 00-S0-56-C0-00-01 VM¥are Ii
: g Down Hosts EIBZ. 168, 100. 254 182, 163, 100, 254 Undmown Normal 00-50-56-FE-93-60 VM¥are, I
& Local | Remote ¢ | » ||, | N
*| [12/14/12 16:48:12] IP-forwarding (Internal) twns off -

[12/14/12 16:48:13] Stopped! ||
[12/14/12 16:50:14] TP-forwarding (Internal) turns om.
[12/14/12 16:50:14] Start spoofing!

[12/14/12 16:50:25] Stop spoofing!
[12/14/12 16:50:25] IP-forwarding (Internal) turnz off j
-

[12/14/12 16:50:26] Stopped!!!
| Output _E' Alert

Ready & 0Bfs G2KB) |[£0B/s G2KB) [(D00:00:10] o m|

F 2.39 HiEFEVFFHEITESG

(2) FE Hir FUL & ARP &, S B Z Hi i ARP RIan F .

C:\Documents and Settings\Administrator>arp —a

Interface: 192.168.100.2 ——- 0x10004
Internet Address Physical Address Type
192.168.100.1 00-0c—-29-a9—-74-17 dynamic

SRR Z IR R R

C:\Documents and Settings\Administrator>arp - a

Interface: 192.168.100.2 ——— 0x10004
Internet Address Physical Address Type
192.168.100.1 00-00-00-00-00-00 dynamic

(3) 7 BHr EVL EEH Wireshark T H A3k ARP #8w 42, & 2. 40 Fras, W & & UF
Hér =41 192, 168. 100. 1 B MAC Hihk % 00.00:00:00:00:00, M5 E B Ww e H 19, 11
if, Bis EVLCE S W& Z B T (E .



| VEware Yirtual Ethernet Adapter [Wireshark 1.6.8 (SYE Rew 42761 from /trunk-1.6)] E]
Fle Edit Wiew Go Capture Analyze Statstics Telephony Tools Internals Help

S BEEHXZE A¢e*»dTL/IEE Qi dMER ¥ O

Filter: Expression,

| L Time Source Destination Frotocol Length Info
1 0. 000000 192.168.100.1 192_.168.100. 255 MENS 02 Name query NBE Www.ALEXA. COM<=00>
2 0.031016 Vmware_a9:74:17 Vmware_c0:00:01 ARP 60 who has 192.168.100.27 Tell 192.168.100.1
3 0.031031 Vmware_c0:00:01 00:00:00_00:00:00 ARP 42 192.168.100.2 1is at 00:50:56:c0:00:010
4 0.031223 Vmware_a9:74:17 Vmware_c0:00:01 ARP 60 who has 192.168.100.27 Tell 255.255.255.255
5 0.031227 vmware_c0:00:01 Vmware_a9:74:17 ARP 42 192.168.100.2 1s at 00:50:56:c0:00:01
] F - vmware_c0:00:01 . .100.1 15 at 00:00:00:00:00:00
7 0.033368 Vmware_a9:74:17 Vmware_c0:00:01 ARP 60 255.255.255.255 15 at 00:0c:29:a39:74:17
8 0.039503 Vimiware_a9:74:17 Broadcast ARP 42 who has 192.168.100.27 Tell 192.168.100.1
9 0.0395149 Vvmware_c0:00:01 Vmware_agd9:74:17 ARP 42 192.168.100.2 is at 00:50:56:c0:00:01 -

¥ Frame 6: 60 byres on wire (480 birs), 60 byres caprured (480 bits)
+ Ethernet II, Src: vmware_a9:74:17 (00:0c:29:a39:74:17), Dst: vmware_c0:00:01 (00:50:56:c0:00:01)
= Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

opcode: reply (2)

[Is gratuitous: False]

sender maC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

sSender IP address: 192.168.100.1 (192.168.100.1)

Target MAC address: vmware_c0:00:01 (00:50:56:c0:00:01)

Target IP address: 192.168.100.2 (192.168.100.2)

Q000 Q0 50 36 cO 00 01 00 Oc 29 a9 74 17 08 06 00 01 PV )T T
0010 O8 00 06 04 00 02 00 00 OO 00 OO0 00 CO a8 64 01  ........ ceicens d.
0020 00 50 56 cO 00 01 <O a8 64 02 20 20 20 20 20 20 PV d.

0030 20 20 20 20 20 20 20 20 20 20 20 20

()| Fie: "C:\DOCUME~1\ADMINI~1\LOCALS~... | Packets: 50 Displayed: 50 Marked: 0 Dropped: 0 Profile: Defaul

K 2.40 fd H Wireshark i 28 ARP ¥ 3Gt

2.5.3 & i ARP % &

A RWES 2-6

Bob Fr e~ Bl RADLE E 52 3] ARP Yoy, fh Al HZE € 1P sihk 5 MAC b ik 148 3%
ARP By K558 77 2k B e ARP B .

HAEL BT,

JriE— g% 1P ik 5 MAC Huhk,

TE A T ENL 48 1P Huhk 5 MAC #uhk, i 3o “arp -s"@a 2 4788 € , i A 2. 41
Fir s .

o ¥l C:\¥INDO¥S\systemn32\cmd. exe

E:\Dncunent: and Settings“Administrator>
C:sxDocuments and Settings“Administrator>arp -a

Interface: 192.168.100.2 —--— BAx1ABB4
Internet Address Physical Address Type
192.168.188.1 BE-Bb8-B8-B8-BB-00 dynamic

C:sDocuments and Settings“Administrator?
C:sDocuments and Settings“Administwratopr>
o
e

C:sDocuments and Settings“Administratorarp -a

Interface: 192.168.1860.2 —— Bx186884
Internet Address Physical Address Type
1?22.168.16808.1 Af-Bh-Aa-A—-A-00 dynamic

C:sDocuments and Settings“Administratorrarp -= 192.168.108.1 A8-Bc-29-a?7-74-17
C:isDocuments and Settings“Administratorrarp —a

Interface: 18.48.8.48 —— Bx3JBBAA2
Internet Address Physical Address Type
1A.48 _A.254 AA-Of —e2-5F-24-2F dynamic
192_.168.188.1 AA-Bc-29-a9-74-17 static

C:sDocuments and Settings“Administrator>

A 2.41 485%F 1P #uht 5 MAC H#iht

W 24 2t 4+ 5 e,

o W



M 2% = KRG EH

Tk & ARP B ok hE .
T#HIFLY ARP Pk ts, B ahE iR manE 2. 42 B, ARP Bl k5% 9 3 25 ) 6B
mr,
o PLERSNEB ARP Y. 1E B G0 AR RE A HE B 14 i I ARP B £ % B A AL
ARP ZZ R IEHATE
o PEHEXTIN ARP Wi, FERGENEZEZEEAYLXT SN ARP Yo Z4E 42 | i e A HILIEK
Ju ARP W88 5 B I R
o PEEIP WM., ERSENZIZEEEHBEW RN 1P w2 5UE 0, BER AL 1P w2 i
AL
o FFBEME. T3 m OGS AL IE §f B9 MAC HhE . 8 2R R OC R 52 ARP R B )
AT
4 ARPRHKERHIMAR v6.0.2 [HAR]
Ui E) @ THRT) Language L) FRIAD

mEE | (@8 ||[F LiEE ||[rwE | |0egt || @i |
FESREAT  FEAEHIARE (1)

EEst IP/MAC
o= 00-0C-29-A9-74-17:192.168.100.1 [B3h]
SMEBARPHIE
SERIPIPSEINE
HP+ARPHE
MPME IPIE

v 00-22-15-5D-08-6B:10.48.0.40

BETHFIE
FEhEhiH FE] N/A
wEEE (T /A) 30 EHE N/A
SRERIERE (/) 0 AIEEIP N/A
Ehit s T - MAC N/A

BEBEM 0 [12-12-14 17:18] 10.46.0.31 PRIELTEFAES » TEEAT » thATsE R Ta0mEk. EFEEAT

2012-12-14 17:19 ERiR  ElA1X 315E) | | Copyright 2003-2009 ColorSoft.

K 2.42  ARP B kb F 5l

2.6 X 5 I¥ Bi

MOAE B S R AR E R P AN BB — o 5 o (HBOR B 22 18T IR B R B nT LA R
SR B DA A AR SRR NIRRT

FrIE AR (Trojan horse) s & iUk . U0 45F & £ g BB m A K. i5E T
EREe Al ANBE G ERR S, B9 F 5, 35 10 4, A i ok SR8 ek 17— 3t
B ARE —ILE RBKRSIEN TN ING AR, FFIEHFALUNEED
B LA SR R SRR SR AR P, B TR R AR AR R S B Bk Ok LTI TR L A
B — M AT T3, Fk. ANTAES CTA 8t % R g AR 57X — 31 5Ok E
EROTE 2B FMREM BN AN WSS,

TRIARGERF —BE M AEHNR: RS aHEF: 75— ok 25 6l 4572
FFo BT ARGMARER T KSRGS ERF. R ANITFEILHEZ R TIRSHERF,



WO A 428 ) i R e 1 N0 P Dl ek o 2% 4 i i S N B TS HIL O B AR - 45 i s 8 = A ik 5
i (1 KRR o AR A PR » AL 4548 2l SO 8 o W 2 1 ) BUAR LB S L X i X S R B
2 Fp S B DL IRS BNl EL v s T .

ARERFERIRZ , KAKT] LLor AR R L 0 R A RUR S G fe Ui ] UK S (B 5
LR AR Y DoS Y Aty AU A H 5%,

YE ML AR S, |G sh D12 2 A Al Ay X FE AT DUORIEAR SR 2 B P ) —IkO6
PLEAE MM IR R AEH . IR B Az i 5 R an e o 22, pir DAL AR 2 4 2 N B AR 7E A 157 Hu AJF 78 A
TR A RN AR IFEERH AR, — M E 2 ARSI AR H P&
AT AR P (B0 explorer. exe) 1, Y H P AT Z R, KRS A sh R AEERH. SR,
SN ok 1Y 7 5 e il B 2 Windows RGE SCHFAFEM R IAB H Ay, AL H HW ik £ %
AX 2 LA . 7 Win. ini 15 3. 7E System. ini W15 zh A1) FHE M 32N 2002 17 . 7 Autoexec
. bat fll Config. sys T IN#i21T . 7F Winstart. bat PR 3 R shH P )G 355 .

A T 9 80 S5 IEANAE IR TT R SR K By 01, & S N i . X
Ik 55 3w FH Pl LLFE MSS DOS J5 3K B Ll i 5 A “netstat-an” iy & & FH i RS, — 8D AT
BALEBROLRE F A o O IR, R A b D IF R i EF B R R ERREAL T,

X285 WA KR D, SUB7.BO2000 ., oK 55 , B AT R F Y &R A2 T I8 TCP v 11 48 Wr
ME ANFEM R 550 AL 58 2 2809 B4 mT DL ] 21 5 460K 5, 530 $6 G ) K 5
A R Z A 2R AT TCP %8 EMRSFE B RA W & & A A D A&, Bt n] Ll
i F TR S, 0. o H LAY AR 5 5 23T TCP/UDP Wil 47 % P i 5 ik 55
i Z 8] B8 AR B o B AR 205X B A~ 10 180 AN T 3 A b 2 7 IR 55 v R0 A B s 1T KR Yy
Plas 1TOFTIF MW i O S5 RF i 2. Bl an, K24 0l 4l B9 oK K 5 {7 A 1 W v 1 52 7626,
Back Orifice 2000 {8 FH @ W] & 54320 55, B4 . 7] DL A A B A DL T 500 189 7 3ok £ A
HO R RS SEG F RS CHA R R R, W, ] netstat a2 &EF— F H DI
BALIF AR o O, G B R R, R 2.3 A THE WK S5 15, A4 PLK
H 7 N Ry R 7 1 0 s 1 R e

2.3 BERAREHmOS

K5 & K WO 5
U STIF N 7626
Gatecrasher KL 6969 . 6970
INI Killer A5 9989
Firehotcker K 5 5321
Master Paradise A 5 3129 40421 . 40425
Delta Source A L 26274 47262
Donald Dick K5 23467 . 23477
Attack Ftp K54 666
netsphere K 30100 . 30102
Master Paradise K5 3129 40421 . 40425
Blade Runner A5 5400 . 5402
NetMonitor A L 7300 7301 7306 . 7308

M 24 ot A 5 e,

o W



M) 25 5 R 5 2 5

2.6.1 KT KDk

K EES ARG SE . WEESEARADSHRBS. B HRAEVEHHIHH. 1998 4F
R ) 265 o 2 o] 19 K1 oK) ] DA R e 24 R S 1 B 7B R oKl ) I 55 e v R Y N
G. server. exe. & P isFE ¥ N G. client. exe, BRINZE 2y 1 4 7626, — Hiz 4T G. server. exe, JIf
2R L= TE C:\ Windows\system H 3 F 4 B Kernel32. exe Hl Sysexplr. exe, 31 il Br
HE . Kernel32. exe 7£ 5% 4t J5 8l 5 H 23l 1 2435 17 . Sysexplr. exe Al TXT CHCHE. Bl
ilE T Kernel32. exe.fH HZFT I TXT CH, Sysexplr. exe 52 8 8 . I H R 8 K 4 AL
Kernel32. exe, T2 K X [FI3% 171 33X 502 7K BE M AS 1B @9 Y, B ok &/ — & oK) & 4
fal e e M EEALAY . 1 2. 43 FIEL 2. 44 B 7R 43 500 R R T UK I B RE IR , AT £
T — Kernel32. exe B2 .CPU B HERBLATZE RN T 100 % 3 FFEHL ST E R 12 .

O ¥indows 5 EHE
i@ EW Q) Rl <A Ao

AR EE 46

LitE) ERQ SFFQ X #WEHGW

CEER | BP
CPU 1#F8 CEU ﬁﬁawﬁi

PF fERE MY HEAEIET

B {82 3530 APE ...
3t Administrator

conime. eXa Administrator

BshAgent. exe Administrator

wunauelt. exe Administrator

wsentfy. exe Administrator

agantEvr. exe
alg. exe
Eawllond. exe
vmnetdhep. exe
svchost, exe
svchost. exe
svchost. exe

Administrator
LOCAL SERVICE
SYSTEM
STSTEM
LOCAL SERVICE

HETWORE SER. ..

STSTEM

#IIEF'*]E (K)

ﬂ?ﬁﬂ 7470 208852

53 358 Tﬁﬁ STEES
vmnat. exe SYSTEM PR 34 RiRETF 53768
ctfmon. exe Administrator

WINWORD. EXE Administrator , ATTRE () L ATF (K
< > B8 370848 bk 44076

_ FE®1 800156  HTIE 300400
STFAMPRIHE ©) EEEE00 5 489048 RHT 14036

CCenter. exe SYSTEM

Raw. exe Administrater

CoOooooOoo oo oo oo O Ol

e 35 CPU M 100% RATEM . 390904K f 00156 AT 34 CPU fEHM: 100% 1RATEM - 3T0848K / BODISE:

B 2,43 JREELIKIIR GG RYAE R —

2.6.2 4 AXKTRLHFE

PR W R - SR B R R R AR N N T
FHL AP S, & 2. 45 R & T H 40 BT A
A (IPC) Fh R L7, & £ IR 55 &% v 72 ¥
(G. server. exe) J5 . 8.7 LI U Y4% . 50 78 500 A1
HEHLERE ALY, FMEAKSH TEARZ.
FEAR 2 ih e A B 38— 4 B 5 X ) A Y
T R A A D) 38 H — A 3 A, 31X S8 4R AT T BE A2

B 2,44 JEELIKWIAR L JE BYEER——CPU il %

D A% (pCO)#HEHL! (A Hwin9s8FHE)

Er | |1|:|_E.4. 46, 37

2z =Fp |Admini£tral|:ur LI R |****

A @E:‘L]ﬁlncments and Eettings'\ldminj -
EHE: |w5'1 WServer. exe LI it =

Bahdrs: |5-&rver. exe

37 \\10.84. 46. 3’?’11PE$ il .. 0K
B A EHL. .. 0K

Jak - 11 13 ER R 7 H] AT E].
s A= r /f\ % o ?ﬁﬁl?ﬁﬁﬂﬂﬁg

. 2007T-05-26 11:42 0K
FiLh

G T ki AR S 5 E Bt S0P E SIS
AR S5 28 1 S 7626, 3X AF 2B & E W] DL i &
P v A e X e TR S B AR LR dE AT IR
#) T, AT L3 gt A A 15 ) i e A5 AN B

RTINS,

K 2.45 K5 (IPC)FHHLE

netstat np



TJETLJ\LQEF'*’mﬁhﬁ*ﬁﬁ)ﬁwﬁﬁm TT}*’J*%'J [ Ffl 2.47 TN 2. 48 Fran b UK 2 P v
Y % il B i

v C:\WIRDO¥S\system32\cad. exe

C: “Documents and Settings“Administrator>*netstat —an —-p tcp
Active Connections

Proto al Addre=ss
TCP 125
o 88
TCP 135
TCP =443
TCP 445
TCP 11826
TCP 1826
ICP -8:1827
TCP 6857
TCP -B:7718
TCP 1B E4- 12:139 LISTENING
TCP 10.64.46.12:1128 .47 .80:443 CLOSE_UAIT
TCP i8.64.46.12:1323 .64.46.37:445 ESTABLISHED
TCP 18.64.46.12:1354 .b4.46.37:7626 TIME_MWAIT
TCP 18.64_46.12:1355 .64.46_.37:7626 TIME_WAIT
TCP 127.8.0.1:1827 .A.8.A:8 LISTENING
TCP 192.168.92.1:139 .A.A.A:8 LISTENING
TCP 172.168.187.1:139% .A.8.8:8 LISTENING

Address State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTEMNING
LISTENING
LISTENING

m

EESEEEEEES@Q-

EIEEIEEIEII‘EIGJE
L] T ¥ ¥ ¥ ® ¥ 0
S aoeeaEea=
e R R R R o R R
DI E@I @3
IO EE®E

3
= w
CESEEEEE "

G:sDocuments and Settings“Administratopr?

A 2.46 BB AKDMPLERTFIR T 7626 ¥m

B9 skinl 2004 [BRUCEWYSRR]
iRl dwiE(E] wEG] B

| ; — .
w3 BN & 4 0K
scamee ¢+ [10 64, 46. 37 ~| O 1826 HEOs: | B A (5] |

O EAEESE | B aerhs |

+ - ) BRI BagEctin | HHFXRAFD) | BEEHRE
B} LocalHost =c:

Sl =
S c =G
=0 =N

=I.

= G
=J H:
=3 I:

B 2,47  vKIn] A Th d5 i v X 9 4 v e A Y 2

pKIT 2 S AR g AR T R R .

o HzhREE B rtLBE s 28 Ak, [A)isf a] DL 52 4 8 $E0EE 238 A Blbr B A

c ERZMOSFER . AEFETFIIAL FAROLS S ILER ﬁmﬂ&%k%ﬁfﬁﬁ
fEPH S OAE B

o W

W 24 5t & 5 e,



I el e NP =

[ k"l 2004 [BRUCEWY:RR]
% (F] wEIG] AEN[H]

a2 BRANY & A O R

METERE | 10.64. 46,37 ~| @O [Te28 wEOs: | i A [E] |
Qxrees B adEs |

o () BHEmS

o [ FltEHS
o () Xikhs
+ [ EEEs
« () BEXHS

VB E PR P IR

Bl 2,48 KA S5 4 Tl s %) 49 455 v L At 79 445 7

s RKINAZGFEE BFEITEILA FEMAFR YAHP  ZREKE.RERA LT 8~
ST HER YR R B2 R R R

o R ARG IGE . G CHL x F2 FH)F AL B BUbR 8 E R G Vi N 8l e 1
M 3¢ 55 22 31 PR ) 2h R ;

o LR SCARAE RN BAT T Ak A M BR SCHR L E Sk SO R G PR D0 N S
AR G RRFTIF SO (R T 4 FORR AT IR =R IEE L Rk /B A
By 2O 55 2 Fh SRR AE DI RE 5

o TFEMFRFRAE AL FE XTI 5E 0] N 18 L 52 ) L A O B E S SF AT R
1 AVE D RE ;

o RIRARE UL 4 B FE bR ) 9k 45 i A& 38 R AR R

o X ST L DUR S0E X 6] 9 45 vm AT TE A IR

FE. wRESHEAMN B LERFAMNEEFRETRYL,

2.6.3 XKTRKGH NGB

W RWAES 2-7

Bob 2N T S 2 w1 B TR DL L vk R 5, {25 4 B) 51 T 4245 1 JLAR B J0 K S 19 5 s .

(1D ANTPja. fEifAoli A By vk K 57 AR5 F 5 5 7 6 i a0
S 38 150 o 1k AE P e B A R D 0 L IO 1k B AR G A Y KR 0 SO 9 g 24 1A i i
R TE C:\Windows\system B H & FEr @M TXT A CHF B SCH 2 (L5 B4 %
i, Kernel32. exe Hl Sysexplr. exe. a5 B E N B3 Rk,

£ Windows XP " IR RGEH Z 1M P PR U5 [MIALBR 3% BN everyone #RHE 45 17 [1]
HA 24 AR A PR Al E A7 A B 1 i B, X, K 5l 55 v AR TR ORF 2 A B Kernel32. exe H
Sysexplr. exe B} & & M X C EAFTE A S IR 4 AL Kernel32. exe fll Sysexplr. exe, 3f7A



A B2 AE LA A A B 8] Bl T A A X FE T AL AN S e ki K E AT E T
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(Ki Kz ur Kis) o B 6.56 D% R 53 (LA C.D 7 5 R X B8R 71 , Bl 41 28 fiL
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e HE R MBSO REUr 5 8. B AT, RSA /1Y — 26722 Fp 53 5k & #80E BH 55 0 T K &0
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(1) -p: PEECHEE PR, i UDP.TCP.ICMP 5%,

(2) -s: AL IP.NET.DOMAIN, t 7]} 25 ({F{af # 1t ) .
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W), 3 a6 2000 33X S R0 D0 BE AR A7 FE S P, 72 N service iptables save,
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A RWES 4-1

WYL Al RHELG #:4F RGEAE A Al Web IR55 4% . 0 TR Web Ik 55 8% 19 %
4 P A3 BB B k8% Netfilter/Iptables XF HuEFr 4547, 3F35 3] DL F 2ok .
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(1) BLE Web IR % %% 1P ik,

[ root(@ localhost —~ ] # ifconfig eth0 192.168.1.80

(2) XF B K Rl by AT

[ root(@localhost ~ ] # iptables - F

[ root(@ localhost ~ ] # iptables — P INPUT DROP

[ root(@ localhost ~ ] # iptables — P OUTPUT DROP

[root(@localhost ~ ] 4 iptables —t — A INPUT —p tcp — s 192.168.1.0/24 —d 192.168.1.80 ——
dport 80 — j ACCEPT

[ root(@ localhost ~ ] # iptables — t— A QUTPUT — p tcp — s 192.168.1.80 —- sport 80 — j ACCEPT
[ root(@ localhost ~ ] # iptables —t — A INPUT - ptcp —s 192.168.1.100 —d 192.168.1.80 —-
dport 22 — j ACCEPT
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[ root(@ localhost ~ ] # ipables — L
[ root(@ localhost ~ ] # service iptables save
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SNAT, B 5 bk 5% #5795 b 5% #8 — A AFE Iptables ) NAT £ # POSTROUTING #
LT

W RWES 4-2

WYL 2 al 112 6] Jrydsk R if , BRI 77— 5 Netfilter/Iptables B K55, Bl kK 5% B ethl
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PC1 5 PC2. T & B E 1P Huhk FERS G,

ethOCAFM) : T EACE IP il 56, ethl (N M) T EACE 1P ik 569,
Web Server: 77 Z Al & 1P #hht 5H56Y

(2) B kHEHC &

[ root@ localhost ~ ] # echo "1" >/proc/sys/net/ipv4/ip forward
[ root(@ localhost ~ ] # iptables — t nat — A POSTROUTING — s 192.168.0.0/24 — j SNAT —— t01.0.0.1

(3) Wk,

FEE P PLPCL1 8¢ PC2 EA4TIF IE M YE A% . ZEHuIE R b s A Web IR 55259 1P bt , & F
EMAEVIN BRI Erg R ur, R EEVTIN 2] Web iR & %% mE UL BHBC B AT T

(4) BEHIFRAEE

[ root(@ localhost ~ ] # ipables — L -t nat
[ root(@ localhost ~ ] # service iptables save
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PCl. T ZRCE 1P sl HERS R,

Web Server: 7 %A & 1P Huhk (HERS L KOG,

PC2. W ZHC'E 1P Huhk 65,

ethO(HF) . TEEAECE 1P Houhlk 5HEM .

ethl (WA, WGERECE 1P Hht 5,

(2) P khsiBCE .

[ root(@ localhost ~ ] # echo "1" >/proc/sy/net/ipva/ip forward

[ root(@ localhost ~ ] # iptables —t nat — A PREROUTING —d 1.0.0.1 —p tcp ——dport 80 — j DNAT —-—
to 192.168.0.1

(3) M,

£ PC2 EATIF 1E M YE & AR hER i g A “http://1.0.0. 17, & F 2 5 GE 1IE % U5 ] 3
Oy E) N HR G . a0 SR RE A (0] 2, A1 BH B A R R T AY .

(4 AEIHFRAEE,

[ root(@localhost ~ ] # iptables — L — t nat
[ root(@ localhost ~ ] # service iptables save
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Bl4.6 HEHRSSHNTERE

1. B YT IRAFAE Cache ISR T 15 PR

(1) @ 4.6 HAYC6) . 2 F v ) A PR AR 55 4% v A 25— N IE KR ECTE A L A0 IR 55 48 v 12
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[ root(@localhost ~]# rpm — g squid
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[ root(@ localhost ~]# yum install squid
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http port 3128

cache mem 512 MB

cache dir ufs /var/spool/squid 512 16 254
acl finance src 192.168.1.0/255.255.255.0
acl market src 192.168.2.0/255.255.255.0
acl all src 0.0.0.0/0.0.0.0

acl markettime MTWHF 09:00.18:00

acl marketfile urlpath regex —i \.txt$ \.doc$ \.xls$ \.ppt$ \.pdf$
http access deny market !marketfile

http access allow market marktime

http access deny finance

http access allow all

visible hostname 192.168.0. 254

cache mgr hcmaner(@qq. cn
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[root(@localhost ~ ] # squid -z

[ root(@ localhost ~ ] # cd /var/spool/squid

[ root(@ localhost squid] # 1s
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root(@localhost squid] # service squid start
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auth_param basic program /usr/lib/squid/ncsa_auth /etc/squid/passwd
auth param basic basic children 5

auth param basic credentialsttl 2 hours

auth param basic realm WYL's

acl mypc src 192.168.100.1/255.255.255. 255

acl auth _user proxy auth REQUIRED

http access allow mypc

http access allow auth user

(2) #H K S F/ete/squid/passwd . FFE I P user01 5 user02,

[ root@ localhost ~ ] # htpasswd — ¢ /etc/squid/passwd user01
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[ root(@ localhost ~ ] # htpasswd/etc/squid/passwd user02
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4 | YOANYRARE/
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3) WM IERP S WA S A LU ERAMER BHYHEE S EELIC B
25D L8t 3 i 1 QUiihasD izl
BERA—ERMNEN . REWMALEHMNEN. Frasilrns

(4) FEFH IF BB .

AR e i E 6. 63 s, B U 2 e AL S . A BE R P & ¢ .

Gdmec_Lzh (WIN2008\Gdmec_Lzh)
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e
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1. EEZH

(1) Windows Server 2008 i, P ZERIn] 40 P Fp, — M ENERK ., B —fpEEH
5HCE R

(2) Windows Server 2008 F N B K A Guest 5

(3) Wifft Windows Server 2008 W i) %5 0 = 24045 3 Fp ik . TS ebsgi . A
W= FAHE .

(4) i 7 5 72 44 AR5 BN A B O3 K P 44 AR (Administrator) 28 BB 5E 42 AH [A]
11T AR PR 2048 A% 8 FH P I P

(5) HERPRZET i, Wl 2 e, HRETE SOk Bl B L EAUR A BETE X
 Ei B IR ; NTFS fURZE T . P BE AT DATE SCPF e b, i m] DUAE
R E .

(6) Vi [n] 2 3 == i, AR IR 55 4 b ik J= i in b SR EL.

(D) BAFEAEIA X X ZAEF AR, BOE BRI — B 2l i T
HXF HAE M.

(8) NTFS 73 X fr B A7 ity ek BA Ik s SCF Ry I iEg .

(9) T P 5% M A 45 P9 Jy T A 5 B B2 A RS e A T .

(10) Windows [ RE 02 7™ 4% 22 1] A0 58 U i1 A IR 55 2% A IR 55 2% Ui A ) 2%
i

2. HEM

(1) Ta] 2250 BH 2R 40 8 8 53 W iz MAWIR 28 5 i i s Windows Server 2008 @ H P4 4,
(2) T3 AL SAUR 5 NTES AUBR i X i)

(3) T2t EFS By XA R G nad 2 .

(4) o] 15 B e e =2 2

(5) gnia] st FH By K s i) 2o vF A i 59 P U [ ik 55 A% 9 Web IR 557

(6) i WA IR 6 7y T T FH AN Hb 21 5% W 1T D)3 5 3R G A A ik
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E7= Linux IRIERGEH R L

Linux #/F &4 2 TP IEACHS 928 UNIX #1E R 4. 2OUEMRIERSE., A 25
BARE 10 SBIOTFILET AR Linux #E RS . fEIFZ E K, Linux 5.2 W 2 BUNY 75
INVERGE W KR iz ERy 5 . Linux 9 &K F7 AR 2. il i Red Hat Linux.
Ubuntu,Fedora Core,OpenSUSE ,Debian 55, HH i A H 2 1 & Red Hat A A ) RHEL6
(Red Hat Enterprsie Linux 6) . JL°F (548 7 IR 55 273 E R G002 BEVT 1L B 00 35 220 FH 2 4%
RIS L. =318 55, AT LI Red Hat Enterprsie Linux 6 & &, & & U f#
Linux #1E R G L L 2R YE,

» ZIBER:

o T GPG By =B, DR AEH GPG SEEUIN % A 2% S0k .

o T LUKS AR LUKS 6 20 % # 2% .

o I SELinux 53, DL KXt SELinux B4 4 FF X5 /RERZE .

o K AIDE Hi A HEMH AIDE ¥l £ Gt 4 = B 85 0k .

o K HTTPS B, LK HTTPS i S agdE .

» IR ESS.

ATEIE i 6 AN LPR IRV AT 55, th iR AR B 7 i # Z37E Linux #AE RS P RUAHC K
2FAE AHE GPG . LUKS # K . SELinux % & . AIDE K . HTTPS # AR %, L fn g
Linux BYE RGN E 4.

W RWES 7-1

Bob & WYL 2\ al B3 i AT & A G, Alice & WYL 23 6840 3 898 AR TF & A 6L . Al
#EH RHELG JF A E, B4 F A Bob 5 Alice 7 B2 i B HE ) 32 4 Ath A7 /Y 84X 44X
i, T B R R E SRS

BE 7 30 M ==

At BRI 28 Bk R il GPG 8k & 2% 035 fift % SCkY .

N RWES 7-2

Bob & WYL A a] BB 4TF & N 5. H RHEL6 JF & 84 b i 1+ F AL A6 & b A 1R
2N B BAZ O AT L R HE 85 L ERT 0 T 2 X S SR i Ok

BE 1 3 7 =

LUKS # ARJF B i LUKS hn% w5 10 Bl 8

A RWES 7-3

WYL 2 rlffi HH RHEL6 fE A A El#Y Web IR 55 8% . 0 7 &9 Web IRF 21 & 4, R
= Web [R% 4 FJg B SELinux,. iR S s fEIE % EZ 2117,



BE 1 W =

SELinux Jfi¥; SELinux 4 F F X% E.

W IRWAES 7-4

WYL A a1 RHEL6 /E /AR FTP kRS 8%, 8 TP FTP IR & 00 % 2, fil g
H SELinux, i H ik % 88 BB IE % € 21517

BE 1 W =

SELinux J& 3 ; SELinux i /R{H 91X & .

B RWESS 7-5

WYL 2 el ff HH RHELG6 fE A A al ik 55 8%, 0 1T R IR S 28 19% 4, (i H AIDE 4
KR E S R IE SR, FHRIAE IR S8 MEiTd Bh 2 S g B E Al

BE 1 W =

AIDE J538; AIDE T Hf .

B RWES 7-6

WYL 2wl HH RHEL6 fE B/ Al Web IR & 4% . 8 7 inisk Web IR % 8% % 21 .
BHERSHESE P I ZE ERBE IS, DL LEER P EBIE Web IR 5 #5119 5 7.
WYL AalESEE G HTTPS i Sk 2 I EE .

BE 1 W =

HTTPS 5 HTTP A[E & ; HTTPS ;A8 H s HTTPS 3 & rY 5,

7.1 {EF GPG =&

GPG(GNU Privacy Guard) f&—>5¢ 4 % 9% 1 3& T JE X Frohn 25 4 il 19 T B, 72 4l ™
2& v A8 GPG A] X7 2y 3 9 458 50 = 80 9 4% &6 00 5 B R AT B S A S0 B R
DL 5 A b X 25 1) &2 42 T B AIR %2 42 56 E AR « GPG 2 2% SCHF T DA E 5 M 3 (www. gpg.
com) P %X,

W RWES 7-1

Bob & WYL 2\ 6] 83 i A TF & A G, Alice & WYL 236840 3B 898 AR TF & 6L Al
#fEH RHELG JF R, B S Bob 5 Alice 5 % 3 1o 51K [ 32 #5 fib 417 (9 444X
W, T B R R R SRS

Bob il Alice 3¢ 8 SCFSZ B Y B 2 . 19 5% Bob 7E H & ) RHEL6 & 4t ' 7= 4 %% 43 % .
PR o S A A 2N B L i M 4% kL 2S Alice; Alice TEWLE) Bob RN )G . 1 48k
Bob A% A HCH RHEL6 RS .48 58 H Bob By 283N % 75 % W) S i Jm Alice 2
0 %5 J& 0 SCAHF R AE 38 o 9 4% % %5 Bob; Bob FEURE Alice &£ 0y im % XA . H A & i FA
A TR AT LA B Alice KB X T,

HAKBAEL R,

(1) Bob ZE A C. Yy RHEL6 % b= A %40 X .

[ root(@ localhost Desktop] # gpg —— gen— key
gpg (GnuPG) 2.0.14; Copyright (C) 2009 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.

Linux #E1F & 4 69 & 4~
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There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection?
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)
Requested keysize is 2048 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N) y
GnuPG needs to construct a user ID to identify your key.
Real name: wangyulin
E-mail address: 43498000(@qqg. com
Comment :
You selected this USER - ID:
"wangyulin < 43498000(@qqg. com >"
Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? o
You need a Passphrase to protect your secret key.
can't connect to '/root/.gnupg/S. gpg — agent': No such file or directory
gpg — agent[3074]: directory '/root/.gnupg/private — keys — v1.d' created
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
agpg: key 362CEZA3 marked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 wvalid: 1 signed: 0 trust: 0—-, Og, On, Om, Of, 1lu
pub  2048R/362CE2A3 2012 — 08 — 20
Key fingerprint = EB9C 1305 C447 527E FDD7 BBB3 BF21 44F6 362C E2A3
uid wangyulin < 43498000(@qqg. com>
sub  2048R/EFS8CA1BE 2012 — 08 — 20

FE.SAN AR TZE.E4 1D 4 362CE2A3,
(2) Bob7#E HC W RHEL6 RE =A% 40X 5. 5 H A C A SH SCHF . FF3E 243 O



DL KEY-serverX M #7144 .

[ root(@ localhost Desktop] # gpg —a — o ~/KEY — serverX — - export 362CE2A3
[ root(@ localhost Desktop] # cd
[ root(@localhost —~ ] # 1s

anaconda — ks.cfg Downloads KEY — serverX Public
Desktop install. log Music Templates
Documents install. log. syslog Pictures Videos

(3) Bob ¥254H 3 KEY-serverX 8 1o M 2% % 125 45 Alice,
(4) Alice TEYXE| Bob ZiX )G . B 7okt Bob FIAHF A HC R RHEL6 #5t.

[wyl@localhost ~1$ gpg — - import ./KEY - serverX

gpg: key 362CE2A3: public key "wangyulin < 43498000(@ qq. com>" imported
gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

(5) Alice H Bob BN EAINEE A 1. txt, INZF )G B9 S04 M 1. txt. asc,

[wyl@localhost ~]$ gpg — —encrypt — —armor —r 362CE2A3 ./1.txt

gpg: EF8CR1BE: There is no assurance this key belongs to the named user

pub 2048R/EF8CA1BE 2012 — 08 — 20 wangyulin < 43498000(@qq. com >

Primary key fingerprint: EBIC 1305 C447 527E FDD7 BBB3 BF21 44F6 362C E2A3
Subkey fingerprint: 32C0 E53E AC94 2FAA E529 2A56 9154 9366 EFSC A1BE

It is NOT certain that the key belongs to the person named

in the user ID. If you * really* know what you are doing,

you may answer the next question with yes.

Use this key anyway? (y/N) y

[wyl@localhost ~]$ 1ls

1.txt Desktop Downloads Music Public Videos

1.txt.asc Documents KEY - serverX Pictures Templates
Alice £ F N % 5 19 % X SCHF 1. txt, asc,

[wyl(@localhost ~]$ cat 1.txt.asc
————— BEGIN PGP MESSAGE ————-
Version: GnuPG v2.0.14 (GNU/Linux)

hQEMAS5FUk2bvjKG + AQf9FCYK2 jckffGlsz5Jsn0UVVELQ3 + su3d6qaTfTir/Fnv0
08M4ZR2NQXLuEbQRxYJKtTA9HL4a ivPuv240GIszzkRmOY1apRUV1cDiTqYybJcN
m6aVbphUsCxePtQyux6GbEhIk/tmmRar9m0Tz/MytZB3GQtxydDdZgd9d7g3dX1ln
V8cDhGUBJ IVCh0oC0G8Xcowd KYHFMnd suoSuJKVCUXNNaQ4cOcQo9vsiInRj/QXe
UGrYXeHiTq5/91DabiiYj947GeN9QVgGiscRnvhegXqabBXFEZ0OMHHzX3ZgsNAy
ktsI0jTzIzykulw/pB5T41ydPxI1fmeihpbjZoovitIJGAeAR2s/NVufkx14SKhdk
q/cWi49VA6 + 1HYaeYkLb + KC6 jqGRMwPdGxFOCokDw4 pIk2RfvO9nGZLYVNU4Mtc]
mj46mKEXLQ ==
= y18Q

(6) Alice fEHN%5 J5 ) SCA4F 38 2 W 4% %% 15 47 Bob,
(7) Bob fEWL 3] Alice &£ mIN%E ). FHH S WRVHIEFT 4% , W nT LLE 3] Alice
RIERWSCHT .

e

i~ W
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[ root(@ localhost tmp] # gpg —-— decrypt 1. txt.asc

You need a passphrase to unlock the secret key for

user: "wangyulin < 43498000(@qqg. com>"

2048 — bit RSA key, ID EF8CA1BE, created 2012 — 08 — 20 (main key ID 362CE2A3)

can't connect to '/root/.gnupg/S. gpg — agent': No such file or directory

gpg: encrypted with 2048 — bit RSA key, ID EF8CA1BE, created 2012 - 08 — 20
"wangyulin < 43498000(@qq. com >"

Hello //Hello N % 5 19 N 2

7.2 {FH LUKS 1% Linux ¥ £

LUKS(Linux gt — % H W E) i fER &% #%3. LUKS 7] L% o X 8% 17 0
B FE 5 FH A X ) 4 DX AT A R RP T L 7E AN R s it e ) 2R BE A X

W BWES 7-2

Bob & WYL A a] BB M4TF & NG H RHEL6 JF & 84 b 191+ B AL A6 & b A 1R
25N T I AZ O A A, R JHE 6% L BRI O 5 X 2 SRR e ke

SCHLUB B . BRI — A XL LUKS $ AR X7 X 8 s 4 .

HAKBAEL TR T .

(1) #if) LUKS 2B e %3,

[ root@ instructor 751]# rpm — gf /sbin/cryptsetup
cryptsetup— luks—1.1.2 - 2.el6.x86 64

(2) XA — 971X /dev/vda8 ., I 8 H% B & 25

[root@demo ~ ] # cryptsetup luksFormat /dev/vda8
WARNING!

This will overwrite data on /dev/vda8 irrevocably.

Are you sure? (Type uppercase yes): YES
Enter LUKS passphrase:
Verify passphrase:

(3) fift 1 R 4 I +15 F 01 1) R B R 50 R wyl

[root@demo ~ ] # cryptsetup luksOpen /dev/vda8 wyl
Enter passphrase for /dev/vda8:

ETE: BAEEE AT IRQ)IEAENERL,

[root@demo ~ ] # 11 /dev/mapper/wyl
lrwxrwxrwx. 1 root root 7 Sep 16 10:41 /dev/mapper/wyl —> ../dm— 4

(4) # A IZHERE

[root@demo ~ ] # mkfs — t ext4 /dev/mapper/wyl
mke2fs 1.41.12 (17 — May - 2010)
Filesystem label =



0S type: Linux
Block size=1024 (log=0)
Fragment size= 1024 (log=10)
Stride = 0 blocks, Stripe width= 0 blocks
25272 inodes, 100736 blocks
5036 blocks (5.00 % ) reserved for the super user
First data block=1
Maximum filesystem blocks = 67371008
13 block groups
8192 blocks per group, 8192 fragments per group
1944 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729

Writing inode tables: done
Creating journal (4096 blocks): done

Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 20 mounts or

180 days, whichever comes first. Use tune2fs —c or — i to override.

(5) fEEH A,
[ root@demo ~ ] # mkdir /mnt/luks

(6) F 3 fL 4 IF 0 G .

[root@demo ~ ] # mount /dev/mapper/wyl /mnt/luks
[ root(@demo ~]# cp /etc/hosts /mnt/luks/

[ root@demo ~ ] # cd /mnt/luks/

[ root(@demo luks] #

[ root(@demo luks] # 11

total 14
—rw—r——r——. 1 root root 139 Sep 16 10:44 hosts
drwx —————- . 2 root root 12288 Sep 16 10:43 lost + found

(7) A{di FH B e ) 28 -1 5 7 [X

[ root(@demo ~ ] # umount /mnt/luks/
[root(@demo ~— ] # cryptsetup luksClose wyl
[ root@demo ~ ] # 11 /dev/mapper/

(8) P IR Ty B FH 1 ® 43 ish 7 B i i

[ root(@demo ~ ] # cryptsetup luksOpen /dev/vda8 wyl
Enter passphrase for /dev/vda8:

7.3 £ H SELinux £ M2 Ik %

SELinux 25 R G 1 55— Fh 7 i . SELinux & ST WP 26 1F 72 58 5 [n] WP 28 304 L H 5% .

i 55 B & A . A SCHF VR L H S AR R R T YR 24548, FX O SELinux #Y
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e PR, BEFCHRZE DA .SELinux 5B E R E 5 A JEFR R S R U7 In) S
HgMumH ., SELinux 2 FEZEHSE 3~ EF . FA BT, #la.httpd_t 7 apache
I HEFE FF 3C; Web M3 KR A B F 52 httpd _sys_content t; /tmp 5 /var/tmp B 34
MERER EFXHZE tmp t, 7£ SELinux KT, A — M0 2, 509F htepd t @9 F2
A httpd_sys_content _t X4, A RVF htipd_t BYFFFE 5] tmp_t 04,

7.3.1 42 SELinux # %4 t TF x

Z4 b SO FRRIE S S R g vh RS SO K B ) SELinux AR L 3 2R R A
PR AT N AT RS B

A RWES 7-3

WYL A a1 RHEL6 fE /A E ) Web IR 28, 8 TP Web IRFE 2800 % 2 &
1 Web IR%+# FEH SELinux. iR S asfe IEH EZ 4517,

SR . 28 H SELinux, M2 REIEH V70 Web U1 Y, J5 H SELinux J5 . ¥ A GE TS
1] Web UM 1, 3 &2 SELinux &4 b F SCH) 7 2 k fRE H hetpd VEFE BE U5 [0 47 Al ) 2
PE B

HARBRAEL IR T

(1) 8 SELinux & & N FTFRE.

[ root(@localhost var] # setenforce 0
(2) BIE Web ¥k & .

[ root(@ localhost var] # mkdir /www
[ root(@ localhost var] # echo "selinux text" > /www/index. html
[ root(@ localhost var] # vim /etc/httpd/conf/httpd. conf

%It\j]n h;f—f rﬁnj::

Alias /wyl/ " /www/"

[ root(@ localhost var] # /etc/rc.d/init.d/httpd restart

Stopping httpd: [ OK ]
Starting httpd: [ OK ]

(3) Wi A5 ] LADs ], W2 n] Lo ) /Y
http://192.168.0.251/wyl/

(4) 8 SELinux ¥ & NGRS,

[ root(@ localhost var] # setenforce 1

(5) FRUCM R & AT DL U5 ) iz s, . i T SELiux B4 A R 355 2 7R 354 AR
viln) .

http://192.168.0.251/wyl/

(6) B/ www B3PI P XHR SELinux %4 F F Y. iF htepd t BYZEBIFE 1 0]
/www H 3K,



[ root@localhost var] £ 11 — dZ /www

drwxr — xr — x. root root unconfined u:object r:default t:s0 /www
[ root(@ localhost var] # chcon —R — t httpd sys content t /www

[ root(@ localhost var] # 11 —dZ /www

drwxr — xr — x. root root unconfined u:object r:httpd sys content t:s0 /www
(7) UK, 5 AT RLD7 n) iz s,

http://192.168.0.251/wyl/

7.3.2 452 SELinux 9974 4 4

A JRAE AT FH R 4% i) B A 2E AR AR, H S o 4 i E R AT M — N JF G, SELinux
TV Z2 A RAE L AT DL ) X e A JR(E R A8 B SELinux B E .

W RWES 7-4

WYL Al H RHEL6 fE A AR FTP kRS 4%, 0 T -9 FTP IR 55 8% 0% 4 4
7E FTP IR % %% )5 ) SELinux. i IR 55 25 AE IF % & 2517,

SCHLUE RS . B S8 3 SELinux, 285 1B 2 SELinux A ZR1E 19 732k 701F wyl H P
Uil H 8 H 5%,

BARAEL IR T,

(D G P

[ root(@ localhost var] # useradd wyl
[ root(@ localhost var] # echo "123456" |passwd — - stdin wyl

(2) F)Jg SELinux, 3 )8 38 vsftpd.,

[ root(@ localhost var] # setenfoce 1
[ root(@ localhost var] # service vsftpd start

(3) &% SELinux M4 /R{H . 3% B SELinux Mg FPR T,

[ root(@localhost var] # getsebool —a |grep ftp_home_dir
ftp home dir —-—> off

(4) wyl FH P AR vsftpd,

[ root(@ instructor 751]# ftp 192.168.0.251

Connected to 192.168.0.251 (192.168.0.251).
220 (vsFTPd 2.2.2)

Name (192.168.0.251:instructor) : wyl

331 Please specify the password.

Password:

500 OOPS: cannot change directory:/home/wyl

Login failed.

ftp>

R4 e, P wyl V50 FTP i 246 48, ANFETH 0] wyl 952 B 5%/ home/ wyl.,
(5) & SELinux W4 /-8 . o iFE 8 P ihm H S ZE E 5.

[ root(@ localhost var] # setsebool — P ftp home dir on

Linux #&1F & 4 69 & 4~
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[ root(@localhost var] # getsebool —a |grep ftp home dir
ftp home dir ——> on

(6) ik, FEE M SELinux B4 /R ME 5 - H P wyl BLRE# U5 0] wyl B %K H 5% /home/
wyl I,

[ root(@ instructor 751]# ftp 192.168.0.251

Connected to 192.168.0.251 (192.168.0.251).

220 (vsFTPd 2.2.2)

Name (192.168.0.251:instructor) : wyl

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX,

Using binary mode to transfer files.

ftp> pwd

257 " /home/wyl"

7.4 AN E 8 N

AIDE (Adevanced Intrusion Detection Environment . 5 2% A f= £ M 3 55 ) 2 A {2/ T
H, FEHEEAGE IR E. AIDE B — 38 & O B EHE JE . T aide. conf
VE v H L & SCH . AIDE 20308 % HE 9% ) A7 SO 1Y 2% s 1 - 42 35 AU PR (permission) & 5| 5
&7 % (inode number) | fir J& H 7 Cuser) | FirJ& H 7 41 (group)  SCFS K/ 8 J5 48 240 s [A]
(mtime) @) 2} 8] C(ctime) iz J5 U5 0] B [B] Catime) . 850009 K/ % 6] & #:80. AIDE A g%
i 38 2, B shal .md5.rmd160, tiger, DL % SCIE 3 28 37 B SO a9 #2590 % 5 i1 81 =

ERGWARG . REUE G B EHE iz T AIDE, 5068 68 1R P - 1 i WP 28 5C B SR 8%
WihFEBUGE T, HEEFE.. XWARY 1. K8 AIDE AT 304782 e 08 — ok il SCRY A< &
AT RE R o T ECEE g s ek 1. kL % AIDE B9 ECHE R B 4 1 Hh s, 9F B
A A A Ik 220 FH O PR 50 18 i R T

W RWAES 7-5

WYL 2wl H RHELG6 1F 8 22 ®l IR 55 i 4 1 0897 Ik 55 7 19 % 4=, £ |l AIDE 19 4H
KA S RGP IR EE T R TATE IR Szt d Bh ERHERE AR,

LB . B e E S AIDE, SR 5 A1 AIDE 804 % SCHF, 9F BB SCH IR 4 &
GLp BB At ad Jm A0 R 22 w0 2 A BE SO R R AT R I R S g P 48 vl i

BAKSZAEAL TR T

(1) %% AIDE,

[ root(@localhost ~]# yum install aide
(2) A& P BC SO - iE XS/ bin SEAT AR

[ root(@ localhost ~]# vim /etc/aide. conf



(3) H=E L) b Kdhe B SO I8 B s T SO am 45 4 aide. db. gz,

[ root@ localhost ~ ] # aide —— init

AIDE, version 0. 14

# # # AIDE database at /var/lib/aide/aide.db. new.gz initialized.
[root@ localhost ~]# cd /var/lib/aide/

[ root(@ localhost aide] # 1s

aide. db. new. gz

[ root(@ localhost aide] # mv aide. db. new. gz aide. db. gz

(4) BRI SEFT N I ARZTRAE R R E AR T RE . ps i 2 4E 7Bk . m A1k
B 4350 — o X A2 “mkis. extd/dev/sdal” , TE AU 52 56 2 B I - 5C & I I ps fn %,

[ root(@ localhost aide] # cp /bin/ps /bin/ps. bak
[ root(@ localhost aide] # echo "mkfs. extd/dev/sdal" > /bin/ps

(5) ffr ZRE A — B,

[ root(@ localhost aide] # aide — - check
AIDE found differences between database and filesystem!!
Start timestamp: 2012 -10-07 05:55:31

Summary:
Total number of files: 2492
Added files: 1
Removed files: 0
Changed files: 2

changed: /bin
changed: /bin/ps

Directory: /bin

Mtime : 2012-10—-07 04:47:59 , 2012-10-07 05:54:33
Ctime : 2012-10—-07 04:47:59 , 2012-10-07 05:54:33

File: /bin/ps

Size : 82168 , 0

Mtime : 2010 -06—-30 22:00:19 , 2012—-10-07 05:55:04
Ctime : 2012—-10-07 04:37:05 , 2012—-10-07 05:55:04
MD5 . QI7KGYwnThiwv7t06vPq5w == , 1B2M2Y8AsqTpgAmY7PhCfg ==
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M 25 5= a7 KRG EH

RMD160 : bl/1G9wBdTPxJFPBNBBgbp3NGeE = , nBGFpcXp/FRhKAiXfujlSLI14TE =
SHA256 : Mf + zSySxTrs9SmgJpNWF/cZA26 + 6EAG , 47DEQpj8HBSa + /TImW + 5JCeuQeRkm5NM

A LA B i n] IR Bl g5 . kA 7 RGP R 2492 A4S0 KL I T — A4 3L B
o7 A SR . WU, R AR AT 7O B IR AE . AR G0 REAR 38 Z A A h AY ZROHE
SCAF AT A

7.5 Ft3E SSL B Web R %

7.5.1 HTTPS & &

HTTPS(Hypertext Transfer Protocol over Secure Socket Layer) .2 ULZ% 48 B ir i
HTTP i# &, m fib 2 HTTP & e, WwitZil.Z& HTTP T A SSL Z.HTTPS
[y 42 4 FE Rl & SSL . B 25 19 3 40 PN 25 8 7 22 SSL.

HTTPS f& i Netscape JF % 3f N B T H 0| W &% b 69 . T 0 8w 28 17 7 40 70 TR
YE.FF IR M 28 FAE LRI gs &, HTTPS 3ZPFr R T Netscape %4 E# 5 )2 (SSL)
E HTTP B HZ )2, HTTPS {fi F i 11 443, 1 A 24 HTTP A Al 5 1 80 2k
ﬁFﬂ TCP/IP it47i# {5 . SSL A 40 AL FAE N RCA N F &, XX T REALE B 1%

EiE ),
HTTPS 1 SSL 2 £F I8 A X. 509 £ F Ak, ﬁnﬁ%.mﬁ FH P AT DL A & ik & 2 .
WALV T EZAEHTT LIV AR . —F 28— 5 B L 4l 08 . R PRk 2 AL 5 1Y

A PR RO P ) B S
1. HTTPS fl HTTP 51X %
. HllPSﬁ}r}(;m?EU CA HiFIEH. . H T EE T 1 CA RE .80 & = H 421
oy B AT IEAS I HIE .
. HllP;E;lﬁx/Mé%mﬁm {5 B3 B SO % s HTTPS Wi i B 22 2 /9 SSL
02 AL S L
« HTTP #1 HTTPS i 19 52 56 A [a] 89 3% #2 5 20 H 8 v B A —F¢ L /i & 2 80,
Ja &2 443,
o HTTP &3R8, 2R EM; HTTPS P2 i SSL+HTTP #hil 4 2t 1% 7]
AT N AL & B VGE R & Pl , B HTTP #hill & 4
2. HTTPS fif iy ] 8
(D BAEFEVLR M B, KA HTTPS Bk 5% a5 271 . CA (Certificate Authority) H iF
AN T UE B IR 55 2% HE B AYUE 45 . Zuk 5 B T 00 59 ik 55 8% 5, % 5 v A5 A e
FAHl, BRTHTA RIT RZRE Mg, CEE N HER R HTTPS 9, % Gz iE .
MAGAE 1 iZF VL.

(2) 38 A5 2 2 v Y B30 i 727 A0 g B0, ik 55 s RN 2 P s 22 (8] Y BT A 38 45 AR 2 0 7% 1Y
HARE D RE P o A — DX PR %5 80 L Gl IR 55 88 M E P ok S 2% 50 L B — il = ) B Y
FEFIE. TR AMGEEAKREZMER. = FAIHE&K. WEAGEMENL.HH
WARZH, YR . BERbmEatagXT



7.5.2 HTTPS 3 & ¢4 # £
mE 7.1 s ECE BT,

(1) ACE CA iik554n. 774 CA BH, HARTE CA R4 CA AHIES.

(2) BCE Web IR #5.774 Web IR &E 25 FA80 A2 Web IR % 25 09 i& KUk .

(3) 2 Web IR% &5 G KUE 5 A %25 CA IRF 45, CA IR 40 H A & A UE 15 4
Web Ik 55 a5 15 K UE 25 24 . T 7= 2 Web iR 55 88 A FHUE S .

(4) f#iFH Web IR % 2211497

YEHUE B S AVHUEBEC S HTTPS 3 55 .

INERTEAS: newkey.pem
FASHIESS: newcert.pem

| T
‘{'

CA Server

IEHE S
FLEHIE 152 cacert.pem

cakey.pem

L S
Web Server Client
B 7.1 HTTPSR&G &ECE =7

mE 7.2 B, Web IR% a8 5 % P b 2 (8] B &8 22 % 19 . 5B 28 1) 1ot

(1) % P | iR 55 #5m &  HTTPS i52K.

FWME .

(2) Web k%32 Bl H & A AUE B A & P i, W, 2 5 v 2 B AL = A4 — 8 X6 7R 25
BH.IFH Web IR 35 A SHUE 45 % 2 W% 5 %41 .

(3) B vm N Ja Y E Kk 47 Web Ik 55 4x . Web Ik 55 4182 Z J5 A C BORABHIE

T, 30 D AR TR X B A

(4) Web R% 285 % P L2 18] 52 FH 3 A6 FR % 63 ok i

I =
=

JNEHTESS: newkey.pem
FAEHIIEF: newcert.pem

i

(1)

5EHUES: cakey.pem
FLERIE 152 cacert.pem

CA Server

: RO W
34 . e D ~
Web Server O _Client

Bl 7.2 Web iR 885 & F v i % )5 38

HAT & 5 M3 R .

mE 7.3 Fras, & P s n] LS UE Web IR 25 09 B 00 1, H BAR S IR 72 T

(1) Bt CA R 251972
(2) & ;P o e] IR 55 2 vm &< H HTTPS 523K,
(3) Web IR55#51& Pl H & BYIE 4 % 7 i .

SR 5 5 AP0 N5 g 1Y 2 AR AT R DAY

(L) BFPVLE S CABKAHREUE Web IR 75 A UE 2 & & CA BAAVAZ 2.

117 451k Web ik 55 a5 89 5 47

Linux #&1F & 4 69 & 4~

i~ W



&
5
I
Jri
>
dr
ot
X

INEHIE S ce':;key.pem
\Q' FLEHIE 15 cacert.pem

(1

INERIE P : newkey.pem CA Server

FAEHIIEF: newcert.pem

- ) L
| =f e 3 ‘;!'(4)
N

Web Server Client

K 7.3 ZPWmEKIE Web il 5 &0 5 1

W RWES 7-6

WYL A alff HH RHEL6 /E M/ Al Web IR S5 4% .0 7 hinisk Web IR 35 8% % &1 . W
FERE/ SR ZE LB IEME., L REEZ L EBIE Web IR % %5 89 5 4.
WYL A alEEEE —H HTTPS 35 &k 50 o oh fig

HARBAEL BRI T

(1) %% mod_ssl,httpd,

[ root(@ localhost conf.d]# yum install mod_ssl httpd -y
(2) QIEE CA BRI SCHE 528 31

[ root(@ localhost misc] # cd /etc/pki/tls/misc
[ root(@ localhost misc]# ./CA — newca

CA certificate filename (or enter to create)

Making CA certificate ...
Generating a 2048 bit RSA private key

writing new private key to '/etc/pki/CA/private/./cakey. pen’

Enter PEM pass phrase: /% ARY CA FABH 1D
Verifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN //%i A CAFHEAF B
State or Province Name (full name) []:GD

Locality Name (eg, city) [Default City]:GZ

Organization Name (eg, company) [Default Company Ltd]:WYL

Organizational Unit Name (eg, section) [ ]:XXZX

Common Name (eg, your name or your server's hostname) [ ]:xxzx.wyl.com

Email Address [ ]:xxzx(@wyl. com



Please enter the following 'extra'attributes
to be sent with your certificate request
A challenge password [ ]:
An optional company name [ ]:
Using confiquration from /etc/pki/tls/openssl.cnf
Enter pass phrase for /etc/pki/CA/private/. /cakey. pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
9¢:08:13:71:ca:72:c6:ab
Validity
Not Before: Oct 13 06:56:31 2012 GMT
Not After : Oct 13 06:56:31 2015 GMT

Subject:
countryName = CN
stateOrProvinceName = GD
organizationName = WYL
organizationalUnitName = XXZX
commonName = xxzx.wyl.com
email Address = xxzx(@wyl. com

X509v3 extensions:
X509v3 Subject Key Identifier:
36:B2:0C:77:8D:8D:D2:BF:C7:CC:91:55:47:57:33:A1:BB:87:40:6A
X509v3 Authority Key Identifier:
keyid:36:B2:0C:77:8D:8D:D2:BF:C7:CC:91:55:47:57:33:A1:BB:87:40:6A

X509v3 Basic Constraints:
CA: TRUE
Certificate is to be certified until Oct 13 06:56:31 2015 GMT (1095 days)

Write out database with 1 new entries
Data Base Updated

Wt EEEAE. P24 T CA WAV 508, CA BN 4 K cacert. pem, CA BN TE
private H g F 244 cakey. pem,

[ root@ localhost misc]# 11 /etc/pki/CA/private/cakey. pem

—rw—r—-—r—-—, 1 root root 1834 Oct 13 14:55 /etc/pki/CA/private/cakey. pem
[ root(@ localhost misc] # 11 /etc/pki/CA/cacert. pem
—rw—r—-—r—-—. 1 root root 4443 Oct 13 14:56 /etc/pki/CR/cacert. pem

(3) ACE Web IR55 4% . 78 Web k55 4% £ =4 Web IR 55 ax AABHUE 5 S Web IR 55 a5 17 K
45 .

[ root(@ localhost misc]# ./CA - newreq
Generating a 2048 bit RSA private key

writing new private key to 'newkey. pem'

Enter PEM pass phrase: /% AMRD Web iR %5 25 L0 10 %5 75

i~ W
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Verifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN //%i A Web R 25 AHL(E B
State or Province Name (full name) []:GD

Locality Name (eg, city) [Default City]:GZ

Organization Name (eg, company) [Default Company Ltd]:WYL
Organizational Unit Name (eg, section) [ ]:RHCE

Common Name (eg, your name or your server's hostname) [ ] :www.wyl. com
Email Address [ ]:www(@wyl. com

Please enter the following 'extra'attributes
to be sent with your certificate request

A challenge password [ ]:

An optional company name [ ]:

Request is in newreq. pem, private key is in newkey. pem

Wk DL B3R .74 T Web IR &5 Y15 K IE 45 newreq. pem», Web IR 55 #% B9 FA 8 1IE $5
A newkey. pem., EiFERIEH KL% CA RS #5.16°K CAIRF8E 4.

(4) CA IR 55 a4 Web JIk 55 2% A i K 93 R UE A5 25 44 . £ 8 Web IR 55 #%IE 45 .

FE. g RKIEP LM /ete/pki/tls/misc B FETF , & A4R %50 A newreq. pem.

[ root(@ localhost misc] # 11 newreq. pem
—rw—r——r——. 1 root root 1037 Oct 13 15:00 newreq. pem
[ root(@localhost misc]# ./CA - sign
Using confiquration from /etc/pki/tls/openssl. cnf
Enter pass phrase for /etc/pki/CA/private/cakey. pem: //#%i A CR HyFAEH 3P B 1D
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
9¢c:08:13:71:ca:72:chb:ac
Validity
Not Before: Oct 13 07:02:57 2012 GMT
Not After : Oct 13 07:02:57 2013 GMT

Subject:
countryName = CN
stateOrProvinceName = GD
localityName = GZ
organizationName = WYL
organizationalUnitName = RHCE
commonName = www.wyl.com
emailAddress = www(@wyl. com

X509v3 extensions:



X509v3 Basic Constraints:
CA:FALSE

Netscape Comment:

OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
65:C4:3C:FE:FC:F4:70:39:9B:AR:74:05:D1:BD:46:C0:51:A2:B7:5D
X509v3 Authority Key Identifier:
keyid:36:B2:0C:77:8D:8D:D2:BF:C7:CC:91:55:47:57:33:A1:BB:87:40:6A

Certificate is to be certified until Oct 13 07:02:57 2013 GMT (365 days)
/&Ny

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Write out database with 1 new entries

Data Base Updated
Certificate:
Data:
Version: 3 (0x2)
Serial Number:

9¢c:08:13:71:ca:72:cb:ac

Signature Algorithm: shalWithRSAEncryption
Issuer: C=CN, ST =GD, O = WYL, OU = XXZX, CN = xxzx. wyl. com/emailAddress = xxzx(@

wyl. com
Validity

Not Before: Oct 13 07:02:57 2012 GMT
Not After : Oct 13 07:02:57 2013 GMT
Subject: C=CN, ST=GD, LL.=GZ, O= WYL, OU = RHCE, CN = www. wyl. com/emailAddress = www

(@wyl. com

Subject Public Key Info:
Public Key Rlgorithm: rsaEncryption

Public — Key: (2048 bit)

Modulus:

00:

81
25

ce:
:50
1ce:
:le:
:ab:
rcd:
179
:7d:
06:
:d4
:00:
:de:
:cl

35
51
37

fe:
5a:

04

S5e:
da:
2c:
fa:

18

90

ba:

cf:
:3f:
78:
:56:
:ab:

ree
:4Db:

b8

73
cf

-ac

20

aa:
Oe:
277
:2f:
ab:
124

79

91

57

15

ca:

ag

59

59

:92
:e8:

:82:
:dc:
42 :bb
:ba:
ab
Te

84

7f:
8f:

b7

la:
:b8

67

43
b9

49

46

1bd:
6b:
176
ol
ea:
:df :

ea:
db:
:8d:
:02
:81

30

ad:
rca:
Q9a:

54

:e3

60

77

bb:
fa:

42

2f

:06:
:81
:C3
41 :
117
:48:
raf:
:7d:
ba:
93:
:ch
:Be:
:97
:dd:
ed:

ef

al

:ab

55
97

raf:
:9d:52

Exponent: 65537 (0x10001)

8b

:c8
:4d:

:57
17:
:de:
de:
fe:

eb

142
:51
1CC
175
rad:
:9e:33
:11:d8

b3
: 87

:19:2e:
:bb:60
bc:le:
:6c:7f:
:c3:d6

1c:99
33:d1

bl :6a:
76:b3:ba:92:bf:33
9¢c:8b:89:c4:
0b:00:2a:3a:
5c:bl:62:d8:

:ed:ba:
37:f5:
:09:ba:
:c4:59
:Z2aec:
0f:06:
:e0:61:58:d7
:b7:21:df : fc:

16:c2:a7:d1

:5b:9b:7f:b5

f6:31:9d:45

27:f2:21:be:
:30:31:af:1c
:6d:70:03:8d:
:4b:1c:dc:86

aa:e5:db:39

:b1:9d:93:41

le:f6:3d:fl

11:1f:bf:cd:

/1Ay

:1c:
:15:
tba:
ez:
:44
21:
:51:
167 :
:49:
3d:
fe:
65:
red:
:Se:
93:
:01:
47 :
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X509v3 extensions:

X509v3 Basic Constraints:
Ch:FALSE

Netscape Comment:
OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
65:C4:3C:FE:FC:F4:70:39:9B:RA:74:05:D1:BD:46:C0:51:A2:B7:5D

X509v3 Authority Key Identifier:
keyid:36:B2:0C:77:8D:8D:D2:BF:C7:CC:91:55:47:57:33:A1:BB:87:40:6A

Signature Algorithm: shalWithRSAEncryption
57:c4:60:67:83:4e:c8:a8:7a:2d:27:7d:e2:2a:45:bl :be:8b:
ce:49:3a:8a:86:9e:7b:0c:55:9b:83:61:ce:36:04:46:91:7a:
d8:05:e6:ca:fb:cf:63:b0:d3:b7:9b:b1:25:22:d7:£f5:a6:67:
04:28:fa:07:94:41:13:6d:5e:34:0f:67:69:ec:8d:1d:1d:cf:
10:05:0c:4f:9b:32:fb:65:4b:51:98:82:02:6b:c9:bf:2d:1b:
66:fd:5a:fe:ed:eB:5c:ac:8a:5f:1d:1f:24:d6:e0:b5:4c:0a:
fd:f0:0d:13:46:al1:e2:92:58:cb:de:d1:82:bd:aB:c6:dd:f4:
dd:fc:£f3:d7:f1:6f:da:1a:37:15:97:7¢c:bb:88:0f:9e:96:4c:
6b:d6:a6:46:e0:d0:61:4c:ea:9b:fa:a9:64:06:9d:6f:e4:3d:
89:0b:81:£f7:af:48:96:f0:be:0f:6d:2c:84:8e:e5:d5:44:8b:
1b:20:88:42:b2:de:ce:bd:21:d4:11:e6:65:64:2c:10:4e:88:
51:8b:dc:69:ba:04:79:c7:b3:de:33:1b:54:e7:e3:4c:c2:d7:
05:18:4d:f4:9¢c:2b:25:ec:00:18:0a:31:36:5c:8c:c5:05:05:
Te:62:e7:af:4c:72:08:£8:42:b8:¢c9:41:ac:14:1e:49:ac:15:
8c:a2:53:e7

MIIDBTCCAtmgAwIBAgIJAJwIE3HKcsasMAOGCSgGSIb3DQEBBQUAMHQxCzAJBgNV
BAYTAKNOMQswCQYDVQQIDAJHRDEPMAOGA 1 UECgwGVE9HTO0dPMQOwWCwYDVQQL.DARY
WEpYMRgwFgYDVQQDDA9 4eHp4 LnRvZ29nby5 b2 0xHjAcBgkghk iG9wOBCQEWD3 h4
enhAdGInb2dvLmNvbTAeFwOxMjEwMTMwNZzAyNTdaFw0xMzEwMTMwNzAyNTdaMH8x
CzAJBgNVBAYTAKNOMQswCQYDVQQIDAJHRDELMAkGA1 UEBwwCR1 0xDzANBgNVBAOM
B1RPRO9HTZENMASGA1 UECwwEUKkhDRTEXMBUGA1UEAwwOd3d3LnRvZ29nby5 jb20x
HTAbBgkghk iG9w0OBCQEWDNd3d0BOb2dvZ28uY29tMIIBIjANBgkghk iGOwOBAQEF
AAOCRQ8AMITBCgKCAQEAZxWCSeMGixkuFsKnORyB7j + E3GCByLtgW5t/tRU1S3h/
QrvDTbwe9jGdRWrOuFaPRrpB7Wx/J/ThvullUKu3vasXV8PWMDGvHERRzsoaa35I
FxyZbXADjSE3Ham4dg/v3jPRSxzchlH + c6tnfHd93rFqquXbOWdaz83q6rtq/naz
upK/MOkErHnf2/qT5uS6nIulxD1eIH1DjULFQjf1CwAqOv5Kgga5Ao6 hUQm6XLF i
2GUsD1nUgZelzMRZsZ2TQe36eXdgMN1VdSrsHvY98V4 YLl nereSXow8GER + /zZO0r
kZLByi + vs54z4GFY1wGQJ0iaVJ1ShxHYtyHf /EdqVwIDAQABo3 sweTAJBgNVHRME
AjARMCWGCWCGSAGG + EIBDQQfFh1PcGVuU1NMIEd1 bmVyYXR1ZCBDZXJ0aWZpY2F0
ZTAdBgNVHQ4EFgQUZcQ8/vz0cDmbgnQF0bl GWFGit10wHwYDVRO BBgwFoAUNT IM
d42N0r/HzJFVR1czobuHQGowDQYJKoZ I hve NAQEFBQADgGEBAFfEYGeDTsioeilOn
feIgRbG + 185J00gGnnsMVZuDYc4 2BEaRetgF5sr7z20w07ebsSUil/WmZwSo + gel
ORNtX]jOPZ2nsjR0dzxAFDE + bMvt1S1GYggdryb8tG2b9Wv7t6Fysil18dHyTWALVM
Cv3wDRNGoeKSWMve0YKIgMbdIN3889 fxb0oaNxWXfLuID56 WTGvWpkbg0GFMEpve
qWQOGnW/kPYkLgf evSIbwvg9tLIS05dVEixsgiEKy3s69IdQR5mVkL.BBOiFGL3Gm6
BHnHs94zG1Tn40zClwUYT£ScKyXsABgKMTZcjMUFBX51569Mcgij4QrjJQawUHkms
FYyiU+ c =

————— END CERTIFICATE ————-—

Signed certificate is in newcert. pem



Wl L IR AEF A T Web ik 55 &% B9 22 B IE 45 newcert. pem . $8 AIE 45 & 3% 47 Web fI

%A% o
(5) BLE Web lR55 A%, & Web Ik 5 25 19 2 41
httpd/conf. d/",

[ root(@localhost conf.d] # 11

e 45 5 AP UE B AR R A7 7E H 3%/ ete/

total 36

—rw—r——r——. 1 root root 118 May 20 2009 mod dnssd. conf
—rw—r——r—— . 1 root root 4599 Oct 13 15:04 newcert. pem
—rw—r——r——_. 1 root root 1834 Oct 13 15:04 newkey. pem
—rw—r——r—— . 1 root root 392 Aug 14 2010 README
—rw—r——r—— ., 1 root root 9473 Dec 8 2009 ssl.conf
—rw—r——r—— ., 1 root root 299 May 21 2009 welcome. conf

[ root(@ localhost conf.d]# vim ssl.conf

B UL F # A4 6E i, SSLCertificateFile 1% i
SSLCertificateKeyFile £ 51 FH T8 £ Web Ik 5 %% B9 A

SSLCertificateFile /etc/httpd/conf. d/newcert. pem
SSLCertificateKeyFile /etc/httpd/conf.d/newkey. pem

T35 £ Web g 55 #x 09 22 B Uk 43,
PHIE .

(6) MM T Apache WECE CF KL, 5 Web IR 5 25 A4 G808 W A 0% 15 B A= %4,

[ root@ localhost conf.d]# /etc/rc.d/init.d/httpd restart

Stopping httpd:

[FAILED]

Starting httpd: Apache/2.2.15 mod_ssl/2.2.15 (Pass Phrase Dialog)

Some of your private key files are encrypted for security reasons.

In order to read them you have to provide the pass phrases.

Server localhost. localdomain:443 (RSA)

Enter pass phrase: // ML BT B3R B A Web iR 5525 A 8H B (- 1P % 65

OK: Pass Phrase Dialog successful.

[ OK ]

(D ZF/umpg i, 8 CARIES FEEAM AR FAZNRS. FARITIFN K
fir » 75 Hi HE A2 o A “https: //www. wyl. com”, Bi 2k F HTTPS @9 J7 XL U5 1] Web Jik 5

.
& 3] &
1. EEFEB
(1) SSL 51« ).
A. %A UEERY B. #&EHZY
C. BAGAIEHRY D. %43l 18 thil
(2) L FAETF GPG fin s e 4 A i 2 ( ).
A. IR EKXR B. &b E g
C. HMAE D. & &% K

Linux #&1F & 4 69 & 4~
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I ek e NP =

(3) GPG Al LSBT 2524 - VA F T80T 28 20 U 6 10 1 19 2 ( )
A B2 24 R TE P AL S ) B I BRI b — B A AL B R 2 RO R AR B
B. B4 45 RE 05 fif D O 1 0 4 AL S, BP &2 4 A i ) A
C. U242 — MR FR B 4 HIL
D. 525 25 Re s fi o B ok LD i 55 & 4 1 o) 7
(4) CA FEHY 2 ( ),

A. EF AL B. %Ak
C. LK D. #2EHE)Z

(5) HTTPS 2 —f&4en) HTTP P, EfFEHC O HREFIEFEEZE.HHC @ )
He K ik AR 3C

O A. 1PSec B. SSL C. SET D. SSH
A. TCP 1y 443 ¥ [ B. DP 1Y 443 ¥
C. TCP ) 80 ¥ D. UDP iy 80 ¥ [

2. EEA
(1) SELinux WA =F disable, . 3 P,
(2) YN LUKS $7 A 00 % i w4 8 5 5 fiG 2 . PEBIE RE B
(3) GPG %% SCAHF {8 R i 5 B0 78 hn %% 44 il 11 IR
(4) e a8 1 A2 B BE P SRR 56Uk R 48 i SO A A gk H P ElCR E T E
(5) HTTPS GESZ L Web Ik 55 8% 5% Lz 18] Ze g A 0 i %% , LA &% Web IR 5%

a5y,



FE 8= VPN # K

K L& M CVPND 2 — B B I 28 5 R, B e it 1 — B ok 20 FH R 28 X%F 4k il %
R AT e B i) i) 43 0. R VPN d R, sk 5% 35011 22 8] 19 £ 48 3 7T DA oo
TG 7 B L A AL L A OB v b T R B = Ak

» E23)BR.

o BAEBMELEARGERERKAE VPN E AR PR H .
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WOk 1723, BRI F .,

C:\Documents and Settings\Administrator > ipconfig /all
Windows IP Configuration

PPP adapter THXY:
Connection. specific DNS Suffix

Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface
Physical Address. . . . . . . . . :00.53.45.00.00.00

Dhcp Enabled. . . . . . . . . .. : No

IP Address. . . . . . . . . . . . +192.168.1.102

Subnet Mask . . . . . . . . .. . : 255.255.255.255

Default Gateway . . . . . . . . . : 192.168.1.102

C:\Documents and Settings\Administrator > netstat - anp tcp

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:25 0.0.0.0:0 LISTENING
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:443 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:912 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1050 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1723 0.0.0.0:0 LISTENING
TCP 0.0.0.0:6649 0.0.0.0:0 LISTENING
TCP 0.0.0.0:12620 0.0.0.0:0 LISTENING
TCP 10.0.0.1:139 0.0.0.0:0 LISTENING
TCP 10.0.0.1:1929 10.0.0.2:1723 ESTABLISHED
TCP 127.0.0.1:1057 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1138 127.0.0.1:1139 ESTABLISHED
TCP 127.0.0.1:1139 127.0.0.1:1138 ESTABLISHED
TCP 127.0.0.1:1153 127.0.0.1:1154 ESTABLISHED
TCP 127.0.0.1:1154 127.0.0.1:1153 ESTABLISHED
TCP 127.0.0.1:5354 0.0.0.0:0 LISTENING
TCP 192.168.1.102:139 0.0.0.0:0 LISTENING
TCP 192.168.1.102:1986 61.147.76.3:80 SYN_SENT
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&1k .

8.3.2 IPSec

S PG S Bk S8 VPN, fe® ) Pl 1PSec 0, TPSec HR A J2— 4> B0 11
P ERH THMHT IP E B/ MEHHEL 2N —RER RSB, O SCOAUE L X
( Authentication Header, AH) . fit 3% 4> I 26 ¥ ( Encapsulating Security Payload, ESP) .
A A Y (Internet Key Exchange, IKE) F1 B F M % DA Uk M2 In %5 i) — B 55 35 5% . 1PSec
MLRE 1 AN AR]FE X 55 J= Z (8] e 5 2 2 s B E & TR A L 1 AR 1 U In) 95 1
B PRI B 0 % 55 N 28 4 R 55

[PSec(IP Security) & IETF il %€ B GEARIETE Internet b A& X Z0HE 19 & 208 25 RE /Y =
JZBRIE M PR 1PSec 7E 1P JZXF IP iR SCHE P 2 Mk 55 . IPSec PpislAR B %€ SC 1 4nfa] 7
[P 254 A v 38 in 7 BOR Ok TP 43 /Y 58 88 VR LR PR AN B S L DL K el hn 2% 2ol 42, 18
[Psec, UL AT DL %24 A8 2 I A% i

IPSec 45 4 SCHHE Sk B AH (FRT 51) F S22 4 B 3 Uil ESP(HMLS 50) I
. AH AR BCE 95 50 E AR SE R AL S T RE s ESP BR T 42 BOE 56 1k 5 R T AL
K T RE SN, b S BEXT TP 4 SCHY N Th RE

VPN # K

Jir oo W



M 25 5= KRG 5

IPSec A %18 ( Tunnel) #1414 i% (Transport) AP TAE 7=, FEBE 8 iy =, FH P g s A4
IP B4 g RT3 AH 58 ESP sk, H#n% . AH 3¢ ESP sk #in % H P 204 o 5k 75
ASHT ) IP R, LR S0 RS Z8EE kTR AH 50 ESP k. AH &
ESP Sk F# n %% 09 4% S J2 200 g0 & e R 1P U=k 5 m

1. IPSec R4tk

o BIRDLETE (Confidentiality) : 1PSec & 1% J7 78 i 12 M 28 4% % A2 1 X 470 %%

o Fu¥E 5T A (Data Integrity) : 1PSec U7 X & 25 7 & 1% ok 09 62 JE 47 A GE - DA AR

ARG R P A R
o FHE KU IAE (Data Authentication) : 1PSec W J5 X} 1PSec £ 19I5 3 ik JE 17 IA1UE
X IR 55 2 TR S BEAVE IR 55

« JRHE R (Anti. Replay) : 1PSec 2 5 AT A% I - 45 4 422 ek i 550 8 52 1) e S

2. 1PSec 2% ASHE 2

(1) BLEEIE L (Data Flow) . ZEHE b — 4 B A7 L e S R AR E 9 28 £ 5
IR HhE /FERS L B Wy HuhE /RS TP fig SCrh B B R PR S VR v 1S B e S A
K E ., HE,—EAE TR U5 R 5] Rk E X, 25 [ 4 il 51 3% DL BC 189 BT A i
LHEZH BN PR, DB ERATERS EOLZE R 8 TCP 4, i a] LLEP
AN Z 8 BT A B AR Ui . [PSec B89 XT A W] 59 2048 it it i A [m] 59 42 2 0 4, 46 n % A
[vi) 1 808 AL 1 FH A ) 9 22 e s Bk s 4

(2) &4 B (Security Association,SA) , 1PSec %} £ 4 i 2 4L 1Y) 4 4 IR 55 1 1) & 4= 8%
B SA RLHEAAEUMLFE VCEASNA BRIRE e xs 1P Rk SCiE A, — A
SA A2 P [PSec 7 48 Z 18] 1 — 1> B[] 32 B0 3% 42 i A B0 i A s 0 2850008 T vl i A\ &2 2 BR
AEmB LBt E, £2K8EM 1 =tHELSEH KT (SPD . IP B 1 Hb ik
LT (AH 3¢ ESP)) RME—Fril, %220 8 A] o F TR E A A 3 v i 7Ry =X 2
S, FUECE TR Pl W T - S S8, 7R PR e 2 B DS B AP R R
WA RS, AshPEg A d IKE 4 iU 4E o, i {5 W 3 F 48 H &2 R/nEE ., 40
VCHEC AP R e A L L B AT E P R i,

(3) #EZBHETI(SPD ., XE—1 32 M EH, EH — 1 IPSec i P AR % (1.
SPI.IP H btk & 25 = F 45 E RN =JoH . kM —Pr il — e i L 2K .
EF TR ELZ2KEN,&EF THE SPLIE . HIRUE%E 25 3 i M —, 2201 A
[ () SP1ORACE & 2B, i IKE Whig =4 & 2B, SP1 ¥ B dL A Bl

(4) 4Bk H I [E] (Life Time) . %428k B 85 0F (6] A LA s ] 2 47 PR ) CRP 43 B e
K 1) BF T8) F A7 58 50 ) A DL 1 F 47 PR i CBP B3 4% 3 — 8 5 1 B i AR 2k 47 5 5 P
i,

(5) Z4 Mg (Crypto Map) . &4 50t H P F TRCE , BLUE XA 2 FF /) £ i % H
MWLt . X2 i 1Y 8 Xk 38 1 7 — > U ) 955 5 81 3% v B B 22 A5 00 ) ke S B
[y, FEL ARl 5| X A5 n = 5 ROk i @ E TR EIER., &% %
R W& 22 FR AT 5 66 E

(6) ZH#E (Transform Mode) , Z#HEMFELZ 2 L2 HYFEE . L2
WO SR B AR IE AL E TS B A TP iz SCH 48 il 1PSec i XY 7 X, FE L &R Mg,



WL 5| H— AR M E X Z 2R R HB i 5F

3. AH.ESP 5 IKE hi%

(1) AH BrM¥, AH VR AGEL P, AH P3G o 8 % 40 00 568 5 56 6 2 7
P BT SR L Gl B AT B o7 R R AG A, AT A B A 7 AL AR b A B
i 3 i RO UE AL » 2% o 2R 45 ol I 6% 15 4% T % FH P 300 B HEATOAIE S o D8l AR O . AL
i AT By 1k i 1k 2 S XA o B2 o A

A AH s, AH P08 56 78 80 A A sl — > AH iz 3k s Hig SCk A 4 28 3
15915 (Sequence Number) 55 UEFE () (2 Z RS (SPD S, AH W U30R X 85T iy
BT Bz E Al — 15 uk 5 Bt (Authentication Data), 35 A AH Sk Ay 5 Uk 5
Et., AH thil Bar#eft 7 PR s J ik . 0 52 MDS H1 SHATL, 3 7 AP 553 19 B K
W& 128 fi Fl 160 i .

AH PHTE RSB BT B3 i 8. 24 s,

H Gk |
[Pk A
[ | |
I I |
FIPEL  |AHEHER L] JAIPE L e

| oIk I
A 8.24 AH VMR E#RSL T REE

AH PMYUTFE LS Ry E2E & 8. 25 Frk .,

P4k TCP /8

PRk AHkL TCP /8
| HE I
Kl 8.25 AH PrUAEZ R 19 3%

AH T 32 BLFF 95, 456 Bl 3R F RN He S50 IE >k b i 8 o

TEAL R L AH PSS IE TP #2 SC A9 08 56 43 A 1P A3k th i A AR 3641

FEREEAR T, AH PRk 2 i Nk 1P i SCRA MR TP Ak b i A 223 41

(2) ESP il . ESP 2t & EH il v H P &g 17 n % s B 3= 8] 1P |,
DIARAE R B R P . )R A T e 301, FH P AT DA B FH A 25 40 10 A A T L DADRIE 4R SC
() 58 B PR N LS . ESP i g s A =4 45 1 6 i SC R AR 1R B Y BRUiek 2 BE

£ ESP P 7 30T - AT LA oo #8091 553 3 45 56 IE 2504 7 B L AT 3k 9 Lk ) AR 2 MIDS
SHALl. 5 AH UhiSUR [R5 . 78 ESP B rhak 7T DLk 800 % 553, — s I 1Y /2 DES,
3DES SFME R/ . AR IEZEMN SA 1 3RE %, % 200 ESP fin %5 /9 8 4~ 80 1 ) 25 F
fTinEiz8 58— B BdE”. SERZJE . ESP ¥ 78 85 i “ %088 7 Ay Mo E SP1 F B Ly
S B ERARE I e — e B AR R B AR

ESP i 7E W% 8 A2 =X 19 31 & 8. 26 s
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JRIP 2% Hifle
! | !
HIPELk | ESPELER | BHIPELL A ffE ESPEEHL | ESPHIIE
I N |
I Al |

El 8.26 ESP VMY FERREBR T #9H %

ESP UM FEAL A =8 F a9 B i 8. 27 B .

; R IE I
PRk e
! | !
|
IPEk | ESPLEE EEIT ESPEERL | ESPHIILE
| IS |
I Al |

& 8.27 ESP il FEE T T A9 H 3

ESP i H 32 07515 . 25 A B 51 E F1 RN 4z SC88IE Rk By 4 5 Ak ik

TEAL R LR L ESP PO 1P iz SC A 28 &8 2F 17 %% (AT B hn 46 40E) .

e E T, ESP Uil 8 A~ B 1P e SCHEA T in g CRT BN 36 k)

(3) IKE, IKE & %F M % A Br il . O 1PSec #2448 1 H sh b 23 #3480 L 2L L & 4
i B3 1 R 55, RE B8 1] 1k TPSec WY (I AT B, K K@fL 1 1PSec W EC B M 44 TAE. IKE A&
JETE M 2% b AL R B AW L Rl — RINECHE 1 3 L e AR WU =B L I
HEP{ESE =3 a4k 7 A H Fit A S H M A 2 5l A B LA R EIER %83,
IKE B —E& AR ILE, 7] DLFE A & 200 W 4% & 4 oy &% 60 5k 5 0 L & 37 1PSec

ZaIKHY,

IKE W53 8 A~ B B, 73 5 R B B — A B B —

BBt — . PR AN Main Mode, 75 W 2% | ## 7 TKE SA, Sk Ho Al w0 350 04 90 g Co B ) 42
LR AP PR . PR B — Al AR ARl I AR 18 #E AT AR O U7 i — 25 Y
IKE i {5 f2 L% M L TH B 58 2 vk JE B IR IE IR 55, 72 .

WrBe =, XHFR N Quick Mode, AJ7E IKE SA B84 F 5€ i IPSec HIH 7T .

8.3.3 4 CiscoR B L2k % ¥l 5 VPN

A RWES 8-2

IR WAES 3-1 1 ,Bob 5 Alice Z 8] R FH PGP 528 hN 25 4% i SCHF , X Fh 5 4838 & 40
FEHb A SO R AR, — P R 32 L AT LLTE Bob PR EEI A E] B EE S Alice
FITZE (149 2 7 49350 22 6] S 57 0 5 2 0 5 09 VPNL T8 H O 59 SCEF i B 7 /) B3 ) FTP
R % a8 b, — % .5k vT L 3 1PSec 19 ESP WA IE Alice 5 Bob Z I8 7E B 5 X | 551 %



1% 36 2w HLEE SO Y 2 41k

RAAES 8-2 Frix it my#h M an ¥ 8. 28 fr7n. RouterA 4 2 |] Bh il 19 i 7t #% i 4%
RouterB M2y al i B B a5 . N T ARUE Alice 5 Bob Z 8145 & 5048 0 & 4, 7] DL il
1L IPSec VPN £ R7E RouterA 5 RouterB Z[B] 87— 55 VPN [FiE . Alice 5 Bob Z [8]

1% 3% BT A3 1Y R0HE 6B 280 X 2k & e fEaE

RouterA RouterB

&
10.1.1.0/24 ~"172.16.1.0/24 10.0.0.0724 -5 162,024

Alice Bob
B 8.28 A4k uf S B h A VPN #$h

1. RouterA HJBECE
(1) A& BN H .

RouterA(config) # ip route 0.0.0.00.0.0.0 172.16.1.2
(2) AlE IKE,

RouterA(config) # crypto isakmp policy 1

RouterA(config — isakmap) ## hash md5

RouterA(config — isakmap) # authentication pre — share
RouterA(config) # crypto isakmp key 0 thxy. password address 10.0.0. 2

(3) BLE 1PSec.

RouterA(config) # crypto ipsec transform — set thxyset ah — md5 — hmac esp — des
RouterA(config) # access — list 101 permit ip 10.1.1.0 0.0.0.255 172.16.2.0 0.0.0.255

(L) BEmEE .

RouterA(config) # crypto map thxymap 1 ipsec — isakmp
RouterA(config — crypto — map) # set peer 10.0.0.2
RouterA(config — crypto — map) # set transform — set thxyset
RouterA(config — crypto — map) # match address 101

(5 fEmEE N HB O,

RouterA(config) # interface serial 0/0
RouterA(config— if) # crypto map thxymap

2. RouterB BYACE
(1) BCEBIAREH .

RouterA(config) # ip route 0.0.0.00.0.0.0 10.0.0.1
(2) Bcé IKE,

RouterA(config) # crypto isakmp policy 1
RouterA(config — isakmap) # hash md5
RouterA(config — isakmap) # authentication pre — share

VPN # R
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RouterA(config) # crypto isakmp key 0 thxy. password address 172.16.1.1
(3) ACE 1PSec,

RouterA(config) # crypto ipsec transform — set thxyset ah — md5 — hmac esp — des
RouterA(config) # access — list 101 permit ip 172.16.2.0 0.0.0.255 10.1.1.0 0.0.0.255

(4) Bl &K .

RouterA(config) # crypto map thxymap 1 ipsec — isakmp
RouterA(config — crypto — map) # set peer 172.16.1.1
RouterA(config — crypto — map) # set transform — set thxyset
RouterA(config — crypto — map) # match address 101

(5) e E N HB H O,

RouterA(config) # interface serial 0/0
RouterA(config— if) # crypto map thxymap

3.
(1) Alice fff FH FW¥L ping 732 8] Bob B FHL. KMA 4 MEIELRE EH &%

RA# ping 172.16.2.1 source 10.1.1.2

Type escape sequence to abort.

Sending 5, 100. byte ICMP Echos to 172.16.2.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.2

+++++

Success rate is 80 percent (4/5), round. trip min/avg/max = 28/41/56 ms
(2) BEREEVITNER, RIA 4+ DEIECAENE U L 4 IR E .

RA # show crypto engine connections active
Crypto Engine Connections
ID Interface Type Algorithm Encrypt Decrypt IP.Address

1 Sel/2 IPsec DES + SHA 0 4 172.16.1.1
2 Sel/2 IPsec DES+ SHA 4 0 172.16.1.1
1001 Sel/2 1IKE SHA + DES 0 0 172.16.1.1

8.4 Linux | IPSec VPN B3£I

8.4.1 Linux T IPSec VPN 2 # 9 41 4]

S IPSec AR Z . RHELS B 1Y Ipsec-tools Bt AT DL SE 8L, B 42— FF i I8 5
W, B %225 EM ., Ipsec-tools A M AT H, 735l & Setkey 5 Racoon, Setkey
A SAD 5 SPD i) ¥ T. H., Racoon | 1 57 IKE #Lil .

8.4.2 A Preshared Keys % % <k # X, F 49 4% # 4 X, VPN

LR = — M = X &5 EVLZ [BL £ g ke sEfrinss . LLIEL 8. 29 8], Fh ¥ & P 4
REETE RHEL6 F{a 328 LA Preshared Keys M ¥ IERE R T & EA R VPN Bl H .



Web Server Client
IP: 192.168.255.2 IP: 192.168.255.3

& 8.29 LA Preshared Keys A IR iER = T B ZHiE X VPN #H b

Kl 8.29 Fr/anm#h b EIh A — & EVL/E N Web Server (¥ i iR 55 &%) »

-5 EUAE N

Client(Z P HL) . M7 0L EEE S 7 RHELS, Ui i Ipsec-tools ZH 4 % S #1 UL Preshared

Keys A e T B L A VPN BCE ACE AR T .
(1) Btk Web Server 5 Client B {5 T LAY 7% 18 74 .
(2) WPk Web Server 5 Client Wi 5 EHLAY BT k1% 2K H]
(3) £ Client VL FE® 1IKE. & HECE 4 /ete/racoon/racoon. conf,

# Racoon IKE daemon configuration file.
# See 'man racoon. conf' for a description of the format and entries.

path include "/etc/racoon";
path pre shared key "/etc/racoon/psk. txt";
path certificate "/etc/racoon/certs";

remote 192,168, 255. 2
{
exchange mode main;
proposal
{
authentication method pre shared key;
dh group modpl024;
hash algorithm shal;
encryption algorithm 3des;

lifetime time 1 hour;

}

sainfo anonymous

{
lifetime time 1 hour ;
encryption algorithm 3des;
authentication algorithm hmac_shal ;
compression_algorithm deflate ;

}
(4) 7£ Client F=HL i & i =540 B 0B B S0/ ete/racoon/ psk. txt,

# file for pre. shared keys used for IKE authentication
# format is: 'identifier' 'key'
# For example:

VPN # R
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=
¥ 10.1.1.1 flibbertigibbet
¥ www, example. com 12345

# foo(@www. example.com micropachycephalosaurus
192.168.255.2 123456

(5) £ Client =¥ 1z & SPD, )& HAl & 4~ /etc/racoon/setkey. conf,

flush;

spdflush;

spdadd 192.168.255.3 192.168.255.2 any — P out ipsec esp/transport//require ah/transport//require;
spdadd 192.168.255.2 192.168.255.3 any — P in ipsec esp/transport//require ah/transport//require;

(6) ACE Web Server 1 IPSec,

= Web Server BL B 1PSec, i 218 2/ etc/racoon/ H 5% F #J 3 4~ fF: racoon. conf,
psk. txt.setkey. conf, iX 3 PHECE CHHNEW .

D 1IKE BB B SCH-~ /ete/racoon/racoon. conf,

# Racoon IKE daemon configuration file.
# See 'man racoon. conf' for a description of the format and entries.

path include "/etc/racoon";
path pre_shared key "/etc/racoon/psk. txt";
path certificate "/etc/racoon/certs";

remote 192.168.255. 3
{
exchange mode main;
proposal

{
authentication method pre shared key;

dh_group modpl024;

hash algorithm shal;
encryption algorithm 3des;
lifetime time 1 hour;

}

sainfo anonymous

{

lifetime time 1 hour ;

encryption _algorithm 3des;
authentication_algorithm hmac_shal ;
compression_algorithm deflate ;

}
@ HEEHRELE SN/ ete/racoon/ psk. txt,

# file for pre. shared keys used for IKE authentication
# format is: ‘'identifier' 'key’
# For example:

#



# 10.1.1.1

¥ www, example. com

f1ibbertigibbet
12345

# foo(@www. example. com
192.168.255.3 123456

@ SPD WA E S~ /ete/racoon/setkey. conf,

flus

h;

spdflush;
spdadd 192.168.255.3 192.168.255.2 any — P in ipsec esp/transport//require ah/transport//require;
spdadd 192.168.255.2 192.168.255.3 any — P out ipsec esp/transport//require ah/transport//require;

(7) £ Web Server FIB 3 IKE,

micropachycephalosaurus

[ root(@ localhost ~ ] # racoon — f /etc/racoon/racoon. conf

(8) £ Web Server )33l SPD,

[ root(@ localhost ~ ] # setkey — f /etc/racoon/setkey. conf

(9) BiFEgE &,

J& 31 Wireshark 34 . % P Pl E ping

Web Server. $2 BB IR/, @WK 8. 30 Fr/n,
[PSec &3 TN B G - BUE 48 1PSec 1 ESP VRN SEHE T n% . AN Be 23 91 4 Main
Mode 5 Quick Mode,

152, 168.255.3

No.. Time Source Destination
8 10100G8E 1921682502 192,168.255.3
9 15181979 1521682553 152.168.255.2
10 15140008  192.168.255.2 192.168.255.3
1 15143863  1902.168.255.3 192,168 .255.2
12 15145185 152.168.255.2 152.1658.255.3
12 15145152 1821682552 1921682553
14 15143955 152.163.2503 152.168.255.2
15 6145570 1821682053 192.168.255.2
¥ BIPEE 1021682002 192,168.255.3
I bilEE8e 121682003 1502168 .2550.2
15 171545349 EC 1682005 192, 165.255.2
1B I7deoas  1HEe8.2552 152 165 ,255.3

152, 168.255.2

Protocol

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ESP

ESP

Info

Identity Protection
Identity Protection
Identity Protection
Identity Protection
Identity Protection
Informational
Informational

Quick Mode

Quick Mode

Quick Mode

ESP (SPI=0x0c267321)
ESP (SPI=0x016743b8)
ESP (SPI=0x0c267321)

(Main
(Main
(Main
(Main
(Main

Mode)
Mode)
Mode)
Mode)
Mode)

—
.

|

A 8. 30

IKE B P~ B B

Ak m ICMP P © &8¢ ESP Ppins 1 . & 8. 31 frn.
(10) £ Web Server F#FH SAD,

[ root(@localhost — ] # setkey —D

(11) 7E Web Server &% SPD,

[ root(@localhost ~]# setkey —D —P

(12) *H % IPSec VPN 4>,
@ 75 SPD N4 .

[root(@localhost —]# setkey —F —P

VPN # R
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(] | l [»)
P Ethernet II, Src: Vmware de:82:29 (00:0c:29:de:82:29), Dst: Vmware 2f:cl:48 (00:0c:29:2f:c!
P Internet Protocol, Src: 192.168.255.3 (192.168.255.3), Dst: 192.168.255.2 (192.168.255.2)
= Authentication Header

Next Header: ESP (0x32)

Length: 24

AH SPI:. 0x01d8782c

AH Sequence: 1

AH ICV: 63E4D5F1E532913BEB36EE362
v~ Encapsulating Security Payload

ESP SPI:. Ox0c267321

ESP Sequence: 1

Kl 8.31 # ESP & i ICMP i

@ W PR SAD W% .

[ root@localhost ~ ] # setkey —D —F
8.4.3 ¥4 Preshared Keys # Z& e # X, T ¢ &£ & # X, VPN

B G A =X — A T S LAN 2 18] 4% 25 i) 2 e ok ik A7 m &5, LA IRL 8. 32 68l , 1 41 &l 4
W RT7E RHELS F #fa] 5238 Lk Preshared Keys MEFA X T AR E AL VPN B .

10.0.0.0/8

VPN :HLA ‘ ‘ VPN 1B
Eth0: 10.0.0.1 Eth0: 10.0.0.2

Ethl: 192.168.1.254/24 {Eth]: 192.168.2.254/24

\ |
4 S

-

ClientA ClientB
IP: 192.168.1.1 IP: 192.168.2.1

&l 8.32 Lk Preshared Keys NI EH I T By EE X VPN #1 b

e 8.32 i Wb EI TP AP & VPN MK, —f VPN E£49L A, — & VPN F4l B,
VPN F 8L A #%#3EF LAN192. 168.1.0/24. VPN F#HL B % #:3E LAN192. 168. 2. 0/24. #h
FNPE A 10. 0.0, 0/8 BB BE R 4% . P~ LAN @it 10. 0. 0. 0/8 33X 4~ B 5% o) 4% s}, fifi
IPSec K #ti7{#97, VPN EHL A 5 VPN £l B %31 RHELG ##F & 5. Hild
Ipsec-tools AR L L Preshared Keys NI UEF R T 49 fFE L, VPN BC & . A & A4 I%
mE.

(1) #iff ClientA 5 ClientB P 5 FEHLHY % 8 P,

(2) #fk VPN £4HL A 5 VPN 4L B P& EHLAY B K5 2 OCH .

(3) 7E VPN EHL A EECE IKE. &8 H B & A /ete/racoon/racoon. conf, W& F ,

# Racoon IKE daemon configuration file.

# See 'man racoon. conf' for a description of the format and entries.



path include "/etc/racoon";
path pre _shared key "/etc/racoon/psk. txt";

path certificate "/etc/racoon/certs";

remote 10.0.0.2
{
exchange mode main;
proposal
{
authentication method pre shared key;
dh group modpl024;
hash algorithm shal;
encryption algorithm 3des;

lifetime time 1 hour;

}

sainfo anonymous

{

lifetime time 1 hour ;
encryption algorithm 3des;
authentication algorithm hmac shal ;

compression algorithm deflate ;

}
(4) &AL A R E S/ ete/racoon/ psk. txt,

# file for pre. shared keys used for IKE authentication
¥ format is: 'identifier' 'key'

# For example:

=
# 10.1.1.1  flibbertigibbet
¥ www, example. com 12345

# foo(@www.example.com micropachycephalosaurus
10.0.0.2 ilikethxy

(5) 7 VPN Tl A FiZE SPD, B & 144 /ete/racoon/setkey. conf,

flush;

spdflush;

spdadd192.168.1.0/24 192.168.2.0/24 any . P out ipsec esp/tunnel/10.0.0.1 - 10.0.0.2/require;
spdadd 192.168.2.0/24 192.168.1.0/24 any .P in ipsec esp/tunnel/10.0.0.2 - 10.0.0.1/require;

(6) 7E VPN 4L B ERECHE IKE.fii =% 5 SPD, BAKFCE a0 T,
O B E IKE. &M E S 4 /ete/racoon/racoon. conf,

# Racoon IKE daemon configuration file,

# See 'man racoon.conf' for a description of the format and entries.

path include "/etc/racoon";

VPN # R
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path pre shared key "/etc/racoon/psk. txt";

path certificate "/etc/racoon/certs";

remote 10.0.0.1
{
exchange mode main;
proposal
{
authentication method pre shared key;
dh group modpl024;
hash algorithm shal;
encryption algorithm 3des;

lifetime time 1 hour;

}

sainfo anonymous

{
lifetime time 1 hour ;
encryption algorithm 3des;
authentication algorithm hmac shal ;
compression_algorithm deflate ;

}
@ BB ] B A & SCHF /ete/racoon/psk. txt,

# file for pre. shared keys used for IKE authentication
# format is: 'identifier' 'key'

# For example:

=
# 10.1.1.1  flibbertigibbet
# www. example. com 12345

# foo(@www. example. com micropachycephalosaurus
10.0.0.1 ilikethxy

@ BCHE SPD, AL & LA /ete/racoon/setkey. conf,

flush;

spdf lush;

spdadd 192.168.2.0/24 192.168.1.0/24 any — P out ipsec esp/tunnel/10.0.0.2—-10.0.0.1/require;
spdadd 192.168.1.0/24 192.168.2.0/24 any — P in ipsec esp/tunnel/10.0.0.1—10.0.0.2/require;

(7) £ VPN 4L A 5 VPN F4l B FiE3h IKE,
[ root(@ localhost ~ ] # racoon — f /etc/racoon/racoon. conf
(8) £ VPN F#4HL A 5 VPN F#L B LB 3h SPD.

[ root(@ localhost ~ ] # setkey — f /etc/racoon/setkey. conf

(9) BUESER,
Ja 8 Wireshark # {4, 7F ClientA | ping ClientB, 43k VPN F#L A E /9 10.0.0. 1 £



O EdEt, wiE 8. 33 s, IPSec &4 T MNP B 5 » B8 4 1PSec 119 ESP BRIZHEL T
ma . A B398 Main Mode 5 Quick Mode,

No. . | Time | Source | Destination | Protocol | Info

1074 1ds5%es3 10001 10,002 ISAKMP Quick Mode

F 8.33 IKE 7& i 5 =X 1 79 1~ B Bt

A ICMP Vil & &8 ESP P hnss 7. tn & 8. 34 Fis.

No. . Time | Source | Destination | Protocol | Info —
IS 1A0291101 10001 0002 SP SP (SPI=0x0f4%9ed7a)
17345 18029578 10002 10001 ESP ESP (5PI=0x020a7562)
17350 150704424 10001 10002 ESP ESP (5PI=0x0f49ed7a) 3
17354 150,705051 10002 10.0.0.1 ESP ESP (SPI=0x020a7562) I
17487 151240048 10001 0002 ESP ESP (SPI=0x0T4%9ed7a)
17491 151242546 10002 10001 ESP ESP (SPI=0x020a7362)

a T | | D

P Frame 17339 (126 bytes on wire, 126 bytes captured)

P Ethernet II, Src: Vmware 4e:06:5b (00:0c:29:4e:06:5b), Dst: Vmware Sa:3a:3f (00:0c:29:5a:3:

* Internet Protocol, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2)
< Encapsulating Security Payload

ESP SPI: 0x0f49ed7a

ESP Sequence: 1

[ 8.34 % ESP % #y ICMP #ril

(10) £ VPN F#L B E&F SAD,
[ root@localhost ~ ] # setkey — D
(11) 7 VPN ¥l B E&F SPD.,

[ root(@localhost — ] # setkey —D —P

(12) 151k IPSec VPN [#yHH KA 4.
@ {i5FR SPD W E,

[ root(@localhost —~ ] # setkey —F — P

@ kR SAD WA

[root(@localhost ~ ] # setkey —D —F

@ 151k IKE.,

[ root(@ localhost ~ ] # killall racoon

ot 0 E

VPN # K



IR S - N 24

(13) 1 Z /i fid B (Y IPSec VPN, H7E VPN £4H8L B F#& 1k SPD, ¢ ESP i ok 1
AH U, FiEEERIERI A0 — T ESP 5 AH thillU A [,
@ VPN EHL A B SPDIZEWT .,

flush;

spdflush;

spdadd 192.168.1.0/24 192.168.2.0/24 any — P out ipsec ah/tunnel/10.0.0.1—10.0.0.2/require;
spdadd 192.168.2.0/24 192.168.1.0/24 any — P in ipsec ah/tunnel/10.0.0.2 - 10.0.0. 1/require;

@ VPN EHL B SPD I &M T .

flush;

spdflush;

spdadd 192.168.2.0/24 192.168.1.0/24 any — P out ipsec ah/tunnel/10.0.0.2 —10.0.0.1/require;
spdadd 192.168.1.0/24 192.168.2.0/24 any — P in ipsec ah/tunnel/10.0.0.1 - 10.0.0.2/require;

#HJ5 IKE 5 SPD, i3k HU & s an &l 8. 35 o,

Destination
&2 165321

Mo.. Time Source Protocol @ Info —

1055 462547

request

05 4628177 1S1E21 L21E8.11 ICMP Echo (ping) reply

1053 4965321 18216811 152,168.2.1 ICMP Echo (ping) request =
07 4965955  ISEZ1 1216511 ICMP Echo (ping) reply

1201 531245 1EEIRS.11 Le s 21 ICMP Echo (ping) request

1205 535161 1521 1216511 ICMP Echo (ping) reply

L i — J D)
P Ethernet II, Src: Vmware_4e:06:5b (00:0c:29:4e:06:5b), Dst: Vmware_5a:3a:3f (00:0c:29:5a: 3¢
P Internet Protocol, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2)

> Authentication Header

P Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.2.1 (192.168.2.1)
P Internet Control Message Protocol

& 8.35 #f AH E#HH K ICMP #ril

P 8. 35 5, BRIE B A2 AL LLA iy 1P A B 27 1opr iy 1P kb

Z 3] &M

1. IEFEH
(1) LA FRF VPN 1 5 1 5 1Y 2 ( ) o
A. VPN 8172 H P B S HHZ B A 2L 28 P 3 | 52 4 B 25 1 &8 2 i 2k %
B. VPN #5 i 52 F P 8 52 25 FH W 285 282 57 19 ik BsF 1) | 42 42 119 i 42
C. VPN ARE#AT(R B MR 5 ik
D. VPN Hfe#4t 5 Ak . A BE £2 125 i %8 24 19 Th ik
(2) IPSsec A0] DLA3 ( ) o

A. TAIE B. SEHEPER A C. fmn# D. Z& &k
(3) IPSec 4&( ) VPN il R ifE
A. B—)E B. )2 C. =)z D. Mz



(4) 1PSec FEAEAT 18 {75 T 4 Z Bl » ZAE P VPN 25 5085 0 ¢ 22 8] B 1 2 57 (

)G

A. 1P Hbhk B. B A C. i H D. Z45K%
(5) ( )42 1PSec HLE 19— FF FH K H 3h 55 L SA B9 PR, 45 22 57 L P i A8 o A B
SA FF.
A. IKE B. AH C. ESP D. SSL
2. BEH

0. 0,

(1) f47& VPN?

(2) VPN A MFEPE IR A3 5138 7 WF 2L 35 5 2
(3) 3ZHF VPN By = Z sl Hp£L 7

(4) IPSec P E AN Z BG4 KFR?
(5) IKE BEHZEM 47 SA WAEHZEMT 4

3. ZAENAA

°?

WYL 2\ &) i 2% Fh 25/ 18] 8. 36 B, R A B IPSec VPN, fiff 10. 10. 20. 1/24
W Bs BEA% %38 10. 10, 10, 2/24 M BE.10. 10, 30. 1/24 M B A GEHZEE 10, 10, 10, 2/24 [ Bt
FRAE oK, ] 25 o] @8 1~ [n] @ 3,

El: 192.168.1.2/24 ﬁ\EO: 192.168.2.1/24
JRerr TN
," R?2 \\

~ s
’ N
./f \\
e ~
+ E0: 192.168.1.1/24 E1: 10.10.10.1/24
E1:10.10.20.2/24 EO: 192.168.2.232®7
[4E%: 10.10.20.1724| 2811\ E2: 10.10.30.2/24 2811 W EZ: 10.10.10.2/24
RI R3

W EZ: 10.10.30.1/24

[ 8.36 WYL 2l M8 shFh a5 4

[In]i 1]

R AR 0 268 3 0 T 9 220K BT 58 i s R1 B AGER I FiC &
R1(config) # crypto isakmp enable (g H 1IKE)

R1(config) # crypto isakmp (1) 200 & IKE %Kmg 20)
R1(config-isakmp) # authentication pre-share (2)

R1(config-isakmp) # exit

R1(config) # crypto isakmp key 378 address 192. 168. 2. 2 (Fe B i ZE 2540 8 378)

R1(config) # access-list 101 permit ip (3) 0.0.0. 255 (4)
0.255(ix & ACL)

(0]t 2]

AR A DX 28 3 F 1 B 39 220K, 52 I i e R2 A i 28 B Pl G B

R2(config) # ip route (5) 255.255.255.0 192.168. 1.1
R2(config) # ip route 10. 10. 30. 0 255. 255. 255. 0 (6)

R2(config) # ip route 10. 10, 10. 0 255, 255.255. 0 192. 168. 2. 2

VPN # K

Jir oo W



M 2% = KRG E

(/]2 3]
AR 8 X 25 0 FN E P Z R A0 R1 AU EC & L R IT 5 IR i % R3 &P 0B &
R3(config) # crypto isakmp key (7) address (8)

R3 (config) # crypto transform-set testvpn ah-md5-hmac esp-des esp-md5-hmac
(9)
R3(cfg-crypto-trans) # exit

R3(config) # crypto map test 20 ipsec-isakmp
R3(config-crypto-map) # set peer 192. 168. 1.1

R3(config-crypto-map) & set transform-set (10)
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K 1DS W FEARME & RIE
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H R BE 2 B IR TR TR Tripwire i 5 3 S fd F 7 % .
8 OSSEC By s B & i ik,
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» IR ESS.
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W IBWES 9-1

Bob &2 WYL ARl #44ia 4k TR . WYL A6 RS e L3502 UNIX #/EFRS. Y4
Az 55 4 8 B B K W i, AT RE S X R G0 SO SF — sl B kAT g ek, A T I SO R S
P46 et DA R R e S 46 2 3t , Bob i Tripwire 044 8 7 80408 58 B W I & 55 . 24 IR
% a0 R MU JE R B A 1Y Ak Hb K Y i R T R

BE 1 W =

SEREME AT R B s Tripwire 8 H ; A B84 SE PR R 2R 48

W IRWES 9-2

Bob & WYL A a4 4 ia e TR, WYL 2y &) 89 B 284 Fh B 4 9. 10 ffzn . Bob N
THEI Web IR % %8 B ARTT R, 2 FHIF IR HIDS 7= & OSSEC 344, 3R H C/S 2244 1)
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9.1 ANEZE&NFFEEIL

9.1.1 AEZ#4a %% 62 3L

AR 7R Ge (1IDS) G2 MR —E 1Y% 2 /g, X M4 RE M B TR HH17 ImA, S
Al & LS B 4 B B A7 R B B 45 R LAPRIE I 48 3R G2 5 IR i DL MR L SE B PR
AT, BES5HAMMEZ 2RSS ANZAATEF.IDS 2 —M RN ENE PR,
ff— AT 52 14 He e o A1 Gn By oK Bl e — i RS 1) 8, IR 4 TDS sk 2 X KB I R 5.

- H/Man € 7 i A K%, 3 N al N A AT o8, B S M R 4 A RE A BRI O OF &2
i

9.1.2 AN=x#HM % %G EZD

AR R EE AR —Fh R A C 2B —f KL 2R . ERB KRS B
T ARG RGEERE M REXN MBS .9 BT REEHANE ST (L
LW M EGE R e B L TR B K eEME M., ARG RS E
LIUIREW T .

1. PR EE AR S30E TB

ARG I 7 A 8 3 4 B 4% b 0 A 4R AE L T DL 4 TR EE b ) 5 I I L R 4 IR 45 1k
7 G2 P X 3 R 0k L R MR AR XA L ) R A X S A R R B T B, O AT A N Y B
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2. WEPERE SRS

IDS & 88 25 %F [ 28 v AN T B 19 38 15 2 220 BN, Rk M 4508 15 1Y 5 5. AR AT
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3. B0 R G ke B T LA

IDS R4 — M A RELIni XZE TTRTEANE S . 38 1 6] ) 28 250408 60 3% 42 19 O =X L % 32 v
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1.

4. SE ST E R

DS 38 35k X T 5 B AR R I K2 S 17, W] DA 280 Hb 22 30 A Bl 1k R 43 1 I 2% AL FE 47 .
i 1IDS REGE M Ge it b R Th g, 7T LAE — 20 58 35 M 28 45 3

9.1.3 A4 % 4% 4 4 54

IETF (Internet T &AL 5 4D ¥ — DN ARKIM ARG 08 4 DEMF: T~ 44 (Event
Generators) . 5 1 3 Bt &% (Event Analyzers) . Wi 1 B8 JG ( Response Units) | 5 14 2 4 &
(Event Databases)., Afz#ail RGHHM A 9.1 Fras .
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P 2 5 2 H ARG E K

OSSEC HIDS & 3T EHLE TF IR AR I R 48, & 0l DT H & i e B PR
£y . Windows {F M % I M . Rootkit &l | SZ i A K ah SR @ B N, Br 7 BAA IDS i3
REZAb . B8 & A 1] DL SEM/SIM figtk 55 . BV H BRSO H & oo 2, 55K
5 R B PO ER SR B s £ OSSEC HIDS, DA W #1 F43 B Ho By k3% L 1DS, Web IR 55 %5 #1 5
Oy ¥k H & .

2. T M ALK (NIDS)

3L F W 25 AAZ AN 2R B B IR R M4 E B TE L. FE X RS A AR KN R S
Al LUK — B T F AL R B O IR 2R =, 5 B A A ) B Y 9 s G0 0E 1745 BOIRCEE L IR O
Flr . — AT R i AR R SR s RPN M E RS . i 9.3 B 2T K
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R AR, PR AR A ZE M 4% | 32 BOES 98 42 9F % 22 AN B b i /R 72 &
v b5 BCHE 000 R AR AR IS B 0 % B A 5 9 2% AR AR TR X R B A2 4R L T L T
BCE Y. B R R0 A 5L 800 9 o 5Ok 3 A8 15 R 2 2 SO IE 5 47k R I 7 5
Ry b NN TR N 7 Wy e = G S Ty IR D AN o v LU E v NI o o 0 K E v NI R 7R
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O 1) ) FH 4 ] L g 1 45 48 RN - AP AT 6 AT R

HIDS #1 NIDS Fifp AR R EH EA H AWML S MA R T EMAHRNTE., T30
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9.2.2 A4 %% GOHK

Xt 25 A OEAT o0 A b R Bl S R AT N R AR R G L T RE.
AR B AR PR 2RI TR KD (Anomal Detection) , 75 — 38 2 T 53 & 46 Il

(Misuse Detection) .

1 28T 50 A RS s AR

XF T2 R A B R I B AR R 1, B e B E Xk

T2 R WS R BRI L R R A )X SR R AR = S AE
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