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11 1A 17 VLAN

VLAN(Virtual Local Area Network) B H SC 24 5 b “ g 0L Ry 38 7, g $00 Jm) ek ) 2
— A A P X S & AU P IF A 32 P B B BRI AT DURR 95 2h g BB
T i A5 T 2B AT 2UE K A0 B 22 6] A8 {5 s 12 e A7 TRl — R B b —FE L k5 44
HE LR 0, VLAN J&—Fh b &5 i R, TAELE OSI 2 H RIS 2 =2, —
A VLAN B2 — A 3138, VILAN 2 [a] 438 15 238 1o 56 — )2 10 3% i 2% K 52 iU

12 VIANBMLS EBRE™

1. VLAN g9t &

(1) ¥ A 7B . BREEAE [A] — 5 32 e bl b, b T AR VIAN A9 S 148 02 A BE 8 {5
X — GBI AT UE N 2 52 B s L A .

(2) MR %4 . AR VLAN AGEEEE AL 1T 5 B AZ 2.

(3) RIERVE B, S P s 9 28 A 8 i DRIZEZR , U PFBC B s el LA T

2. VLAN I E R

A VLAN 8542 0l DL 24> v 10 A9 358 B Rl — A 1 30050 35 090, A 2 o A A [ s 1T
AN [R] R U0 S5 35k P A N B 3R 3] — i P — e S5 L X A R A B T . R A e 1 R LR
Bl I ) A — B 1R S HEE S U — A i LR 4 B N BAS BE IE U [R) At R SE B 7E RY
VLAN G 25 5 40 05 380 9 049 g 11 76 [R) — B 18] 3 68 @ 1 [R]— 1> g 40005 33k 9 ), 35 A el 7 22 1™
25 PN I B BB RO £ B L 1 v T

P& VLAN, HOE7E VLAN #5797 1, /2848 38 51 75 % r A P48 i) MAC it
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#1-1 VLANHERESGS

#®1F o 2 i (A
system-view ARG A
VLAN number 18 VLAN, ¥ # A VLAN fc &
port number 3w O A VLAN
name¥ &1 VLAN 45 4
description*#* & VLAN #171ER
int VLAN number #t A VLAN F & 5 m

st B & VLAN

S HB

« 72 VLAN #3177 .

e %2i8 VLAN 4 .

S . H3C-S5820 — 75 .PC —1f3.
VLAN MZ& 4 FhEnE 1-1 frs .

7,

S5820V2 PC
B 1-1 VLAN M 4&3h A

SIS ERUNE

<H3C> system— view //3E N FR G R
[H3C]vlan 20 / /8 vILAN [

[H3C- vlan20]port GigabitEthernet 1/0/1 / /4 Y O A VILAN 20 H

[H3C—vlan20]port GigabitEthernet 1/0/3 to GigabitEthernet 1/0/7
/7K 3~ 7 W3 AN VIAN 20 Hp

[H3C-v1lan20]name IT /I VLAN iy % N IT
[H3C-vlan20]description 1234567 / /TR VILAN h 1234567
SLEREERTE

[H3C]display interface GigabitEthernet 1/0/1 brief Brief
information on interfaces in bridge mode: Link: ADM -

administratively down; Stby — standby

Speed: (a) —auto

Duplex: (a) /A —auto; H -half; F - full

Type: A —access; T —trunk; H —hybrid

Interface Link Speed Duplex Type PVID Description
GE1/0/1 DOWN auto A A 20 [H3C]display
current— configuration



interface GigabitEthernetl/0/3 port link—-mode bridge
port access vlan 20
combo enable copper

# interface GigabitEthernetl/0/4 port link-mode bridge
port access vlan 20
combo enable copper

# interface GigabitEthernetl/0/5 port link-mode bridge
port access vlan 20
combo enable copper

# interface GigabitEthernetl/0/6 port link-mode bridge
port access vlan 20
combo enable copper

# interface GigabitEthernetl1l/0/7 port link—-mode bridge
port access vlan 20

combo enable copper

B 1 VLANHE:?LI



IME 2 IP ik £

21 P ik {E 4y

1P bt 2458 5 B P P i H#i 3k (Internet Protocol Address, X 15 A W Fr Pp i bbb ) o &
IP Address B4i5 . 1P Huht X FRZ bt , 5 MACC B M hb) A JH . B2 Hh 32 4~
Hill B RS, B — A2 FlBE— S 1B ALE A — A TP Hb k.

22 [Pl By

IP Motk iy M 28 557 B 5 EHL S F B k. Har, 1P bt £ AJB.C.D.E f
R B EHKE AB.C =28, TP it KGRI T,

AZ.0.0.0.0~127.255. 255. 255

B2, 128.0.0.0~191. 255.

C 2. 192.0.0.0~223. 255.

D 2. 224.0.0.0~239. 255.

E 2£. 240.0.0.0~255. 255, 2!

]
2

[~ ]
[y o o o

[y o o o
2

]

(| o (| N

2
(| [y o o

23 A X IP b ik pY B

Har, IP #iht @ FRA I, m IP Mt MR e — G i B VAR e A ME—R) 1P
ik, o]y TP WU, A BRI, H oAb dn] DL A I #R T TR 4 VLAN )
) B, A4 308 358 7)1 50 T 1) 43 TP P B

24 PH#itpEEGFHS

7% 2-1 P2 BCE TP Mk i i s FH 3 R — L84 2



InE 2 wmmmﬂ|

F®21 IPHIHMEESGS
(S # 1E vl
system-view it A G T
int VLAN number #E A VLAN fig & 5 1
int number A H B B A
IP address X. X. X, X X, X, X, X Fc & 1P Hbhik
IP address X. X. X. X X. X, X, X sub Hfa—4 i 08 VLAN BL &% =4 1P Hiuhk

SIS HAY .
o 222x TP Hihik AY BRI .
e 5y VLAN # &1 1P [ B¢,

P i 31 B AR X

ST 4G . H3C S5820 — & \H3C MSR36-20 —4 . PCHW &,

1. AXZHMYEEE 1P Htt

A2 S dL e & 1P bk A9 B R M E 2-1 s,

S5820V2-54QS-GE 1

V]

PC |

™

PC 2

Bl 2-1 FAZCHALACE P 3k i 2 % 96 1 &

SLH P RINE

<H3C> system- view /ARG R
[H3C]vlan 10 / /B & vIAN M
[H3C]interface Vlan- interface 10 / /i3 A VIAN
[H3C-Vlan- interfacelO]ip address 192.16.1.2 24 //E 1P At
[H3C-Vlan- interfacel0O]ip address 192.16.2.2 24 sub /AR ESE A tp ik

SIS RN .

[H3C—Vlan- interfacelO]display this

# interface Vlan- interfacell



WMZIRFEE SRS RK

ip address 192.16.1.2 255.255.255.0
ip address 192.16.2.2 255.255.255.0 sub

2. A HzECE IP il

HI 8% i 25 i B TP Hbhk A M R Fh i 2-2 P

MSR36-20 3

PC_I
Bl 2-2  FHRM o #RACE 1P ok i B0 K 36 +h &

SR AL BRIE

<H3C>system— view

[H3C]hostname Router

[Router]interface Serial 2/0

[Router—- Serial?2/0]ip address 172.16.1.10 24
[Router]interface Serial 3/0
[Router—Serial3/0]ip address 172.16.2.10 24

SR EERUT

[Router]display current—
configuration interface Serial2/0

ip address 172.16.1.10 255.255.255.0
# interface Serial3/0

ip address 172.16.2.10 255.255.255.0

V]

PC 2

/ /i AN FR G5 T

/ /% B HH #8745 N Router
/ /3 A ¥ O

/ /B E 1P Hihk
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31 truk 1§ 4t

trunk LA FRN S E TP R m AT, BRI U S A0SR EC BN trunk AR
=L ARF 2 VLAN B9 208 8 % vm 1 B8 W e 5 8 17 5 42 A AR A A2 i i 2%
B 0 4% S B

3.1.1 A 2158 F4di ] trunk

LR &R T 24 VLAN G o8 TARIE A AR 32 8L E AR — VLAN i K
25 £ RE WO & 1% 24> VILAN e 3C . Bt DASE $ 1 2 0] BBk FH 04 g 1 A 2803 BN trunk,
A W AH B 2 (AR ok it AT s .

3.1.2 trunk JECE op 2

7% 3-1 2l B trunk B R B ) — S5 a5 4> |
31 trink NEHEGS

- (T . (1T
system-view AR GLH
int number #F A ¥ e B 57
port link-type trunk WH A trunk =
port trunk permit vlan number wWE AT ESR VLAN
undo port trunk permit vlan number X E RiIFETR VLAN

SEIG 1 {F B trunk

SIS HBY . BN O trunk BOECE 2 VLAN fHEHE (S,
SCE R4S . H3C S5820 =6,
ML trunk % D ECE HIMEAE 3-1 Fras,
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GE 0/1 GE 0/1
S2 S3
K 3-1 Ac#dligH trunk BB #HFHE

SIGARANE .

[S1]vlan 10
[S1-vlanlO]vlan 20
[S1-wvlanZ?0]vlan 30
[S1-vlan30]vlan 40
[S1-vland0]vlan 50
[S1-vlan50]quit
[Sl]interface GigabitEthernet 1/0/1 //3E AR 1
[S1- GigabitEthernetl/0/1]port link- type trunk /78 0 03 E N trunk AR
[S1-GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40 50

//F2VF VLAN 10~ VLAN 50 F) % + i 3% i i
[S1-GigabitEthernetl/0/1]undo port trunk permit vlan 1

//R W VIAN 1,1k A 22§ VAN £ 4R A 8 i
[S1]interface GigabitEthernet 1/0/2
[S1-GigabitEthernetl/0/1]port link- type trunk
[S1-GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40 50
[S1- GigabitEthernetl/0/1]undo port trunk permit vlan 1
[SZ2]vlan 10
[S2—-wvlanl0]vlan 20
[S2—-wvlan?0]vlan 30
[S2—-wv]lan30]vlan 40
[S2—-vland0]vlan 50
[SZ2—vlan50]quit
[S2]interfaceGigabitEthernetl/0/1
[S2—- GigabitEthernetl/0/1]portlink- typetrunk
[S2GigabitEthernetl/0/1]port trunk permt vlanl0O 20 30 40 50
[S2—- GigabitEthernetl/0/1]undo port trunk permit vlan 1
[S2]interface GigabitEthernet 1/0/2
[S2—- GigabitEthernetl/0/1]port link- type trunk
[S2- GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40 50
[S2—- GigabitEthernetl/0/1]undo port trunk permit vlan 1

[S3]vlan 10
[S3—vlanlO]vlan 20
[S3—vlanZ20]vlan 30



[S3—wvlan30]vlan 40

[S3—-vland0]vlan 50

[S3—vlanb0]quit

[S3]interfaceGigabitEthernetl/0/1

[S3- GigabitEthernetl/0/1]port link- type trunk

[S3—- GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40 50
[S3—- GigabitEthernetl/0/1]undo port trunk permit vlan 1
[S3]interface GigabitEthernet 1/0/2

[S3—- GigabitEthernetl/0/1]port link- type trunk

[S3—- GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40 50
[S3—- GigabitEthernetl/0/1]undo port trunk permit vlan 1

SIS AL BN .

[Sl]ldisplay current- configuration
interface GigabitEthernetl/0/1 port
link-mode bridge

port link—type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper
# interface GigabitEthernetl/0/2 port 1link-mode bridge
port link—type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper
#

[SZ2]display current- configuration
interface GigabitEthernetl1l/0/1 port
link-mode bridge

port link—type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper
# interface GigabitEthernetl/0/2 port link—-mode bridge
port link—type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper
i

[S3]display current- configuration
interface GigabitEthernetl/0/1 port
link—-mode bridge

port link—type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper
# interface GigabitEthernetl/0/2 port link—mode bridge
port link—type trunk

Jﬁﬁaiﬁﬁﬂﬁﬁﬂ
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undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper

#

32 AR

H BB PRI (STP.Spanning Tree Protocol) ¥ % & N T B 1k — JZ M 2& (32 & HIL 1§, [
BF) 72 A X 2% 3R (1% ot A DR 30 2% 7 A T 1 B ) 3 XU ] et

3.2.1 STP iy 4E 5o

UL?WH%
e FF AR I A7 A AR B 2 A 1D, A e Rl MAC suht 4 ik, Jc & 1 5 9% A e e Al
[l B5f P MAC Hihk {8 8/ S 1 4
2) T FEAR v
BE— N AEAR IOHRRE D22 1 58 HH — S B AR X 8F 45 B B AR (administrative cost) fz &
%?%Df’kﬁﬂ%mﬂ PR : O S 3R MR EERARKENELD; O’
FWHDmm @i 1D ]/
e 45 7 i [
il — AN E TR 22 T B, 3K 28 AT 2R B AT SR B A AR S R A AR A
o B I B AS B XA A R 48 %2 (designated) M, 48 & BB b & 3% e IR fiﬁﬁ
A1) BPDU B2 0 2 Z M B i 38 78 o 1 . 7E BR B ik b e B — 4 e w0, BEBE Y
I E
(1) &Ik AR B2 A</ BPDU 4% 1
(2) FrfE M ID /)N
(3) ¥ 1D /]

3.2.2 STP a5 IR L

STP ¥ HARESA DL LR

(1) 22> . &t O ST BPDU, Jf 27 2 638 i 58 0 2% v B9 B 5 648 . (AN R 3K
LR

(2) WEWr . iz O IE 76 % fF 208 BPDU 04 42, BPDU A {8 45 012 S 11 5 587 0] 3 BH
FERE,

(3) PHZE . #PH 2E i o AN i 0h 04 it gk 47 5% & Y BPDU i .

(1) ¥k . Eai .4 k% M BPDU .

(5) ZEH OZ% R I AS 5 MM A S R, ZERRE T H A TAER.
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undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 40 50
combo enable copper

#

32 AR

H BB PRI (STP.Spanning Tree Protocol) ¥ % & N T B 1k — JZ M 2& (32 & HIL 1§, [
BF) 72 A X 2% 3R (1% ot A DR 30 2% 7 A T 1 B ) 3 XU ] et

3.2.1 STP iy 4E 5o

UL?WH%
e FF AR I A7 A AR B 2 A 1D, A e Rl MAC suht 4 ik, Jc & 1 5 9% A e e Al
[l B5f P MAC Hihk {8 8/ S 1 4
2) T FEAR v
BE— N AEAR IOHRRE D22 1 58 HH — S B AR X 8F 45 B B AR (administrative cost) fz &
%?%Df’kﬁﬂ%mﬂ PR : O S 3R MR EERARKENELD; O’
FWHDmm @i 1D ]/
e 45 7 i [
il — AN E TR 22 T B, 3K 28 AT 2R B AT SR B A AR S R A AR A
o B I B AS B XA A R 48 %2 (designated) M, 48 & BB b & 3% e IR fiﬁﬁ
A1) BPDU B2 0 2 Z M B i 38 78 o 1 . 7E BR B ik b e B — 4 e w0, BEBE Y
I E
(1) &Ik AR B2 A</ BPDU 4% 1
(2) FrfE M ID /)N
(3) ¥ 1D /]

3.2.2 STP a5 IR L

STP ¥ HARESA DL LR

(1) 22> . &t O ST BPDU, Jf 27 2 638 i 58 0 2% v B9 B 5 648 . (AN R 3K
LR

(2) WEWr . iz O IE 76 % fF 208 BPDU 04 42, BPDU A {8 45 012 S 11 5 587 0] 3 BH
FERE,

(3) PHZE . #PH 2E i o AN i 0h 04 it gk 47 5% & Y BPDU i .

(1) ¥k . Eai .4 k% M BPDU .

(5) ZEH OZ% R I AS 5 MM A S R, ZERRE T H A TAER.
10
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3.2.3 RSTP st

RSTP H TEEE il & #9 802. 1w bl E X, EFE STP JEal b4y 7 otk , 5280 17 M 4%
AN PR 8, PR AR B . 3 — A i 1 9% 5 AR i 1 RIS e e O e, R AR
KOS ) JE B A SRR S5 ORI T4 4 1 W 28 e 2838 B 3 S B v 2 A9 B[]

3.2.4 MSTP 5 8t
MSTP $3 A — 2 28 %48 B 2 A MST 38, & A3 738 35 38 4 B CST ;480 4 1)
S S A B R A B AR AR R AR O — A S R ST, o, S 0 B AR

S IST, Hifth Z2 A= b 5245 4 MSTI., MSTP [a) STP —#¢ ., i FH e & 34 B 31728 st pg it
LCHEREEETHE TN RIS E MSTPWEEGE .,

3.2.5 STP MJic &5 oy 2

% 32 iR 2l E STP B prs 2 i) — 215 4,

x32 STPHEEGS

#E w2

(L

system-view

A FR G T

stp region-configuration

#E A MSTP Bt B A

region—name name

5 MSTP fic & 5% 4

instance id vlan number Ad & VLAN BLEf%
revision-level A & MSTP &7 2 51
active region-configuration #iE MSTP %

stp instanceid root primary WE L ER

stp instanceid root secondary WE S R

x4 2 Bc & MSTP

SCE AR F iR MSTP BB E 2 War By (b 2 0 28 7 A= o 28 35 %

STES B AL . H3C S5820 =&,

SCIG #5K . region-name i H3C,

SEf) 1 %R, VILAN 10, VLAN 20,5241 2 Xf 5 VLAN 30, VLAN 40,

11
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SN

12

STAE RSB 1 pg AR, DL RS 2 i AR ;S2 PE RS2 2 i) 4R, L K S 6] 1
TR AR .
MSTP W EC &+ E an &l 3-2 fas.

GE_0/1 GE_0/2

SIS BRANE .

Sl]vlan 10

Sl-wvlanlO]vlan 20
Sl-vlan?0]vlan 30
S1-wvlan30]vlan 40
Sl-vland40]quit

GE 0/1 GE_0/1 | @ E
GE 0/2 GE 072
S2 S3
B 3-2 MSTP K BC & #h+hE

Sl]linterface GigabitEthernet 1/0/1
S1-GigabitEthernetl/0/1]port link- type trunk
S1-GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40
Sl]stp region-configuration / /3t A\ MsTP X5 A1 (&

S1-mst- region] region- name H3C //HC B MsTP I, 19 35, 4% i H3C
S1-mst- region]instance 1 vlan 10 20 //#§ VLAN 10, VLAN 20 B 8f 2] 4= sl s 1 -
S1-mst- region]instance 2 vlan 30 40 //#§ VLAN 30,VLAN 40 B &f 2] 4 s L 2 B

S1-mst- region]active region- configuration / /BT MSTP 1

Sl-mst- region]quit

S1]stp instance 2 root secondary /B SEH 2 AR

S2]wvlan 10

S2-wvlanlO]vlan 20
S2-wvlanZ?0]vlan 30
S2-wvlan30]vlan 40
S2-vland40]quit

S2]interface GigabitEthernet 1/0/1
S2-GigabitEthernetl/0/1]port link- type trunk
S2- GigabitEthernetl/0/1]port trunk permit vlan 10 20 30 40

S2]stp region— configuration

SZ2-mst—- region] region— name H3C

SZ2-mst- region]instance 1 vlan 10 20

SZ2-mst- region]instance 2 vlan 30 40

SZ2-mst- region]active region— configuration

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[S1]stp instance 1 root primary /B 1N FER
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

SZ-mst—-region]quit
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[S2]stp instance 1 root secondary /IR ESEEH 18 MR
[S2]stp instance 2 root primary JIARBEEH 28 FER
SN ESE (1

[Sl]ldisplay stp brief

MST 1ID Port Role STP State Protection
GigabitEthernetl/0/1 DESI FORWARDING NONE
GigabitEthernetl1/0/2 DESI FORWARDING NONE
GigabitEthernetl/0/1 DESI FORWARDING NONE
GigabitEthernet1/0/1 ROOT FORWARDING NONE

My = o O

[SZ]display stp brief

MST ID Port Role STP State Protection
GigabitEthernetl/0/1 ROOT FORWARDING NONE
GigabitEthernetl1/0/2 DESI FORWARDING NONE
GigabitEthernetl/0/1 ROOT FORWARDING NONE
GigabitEthernetl/0/1 DESI FORWARDING NONE

Ly = o O

33 VRRP & 1Y

VRRP /& Virtual Router Redundancy Protocol B4 5 ., i N i L& th IC 4 i, 2
— PRSI . B EIL G IR SIS A — O LR B S O T — 2 B HL
il e PR E 24 FHLAS T — Bk & B IR BT, o] DL R B 5l 45 U0 46 B FL A 5% 4% . DA T R 508
(RRES R AT FEME. F 2 2ok R 38 W P15 A 2638 M 4% /Y [a) @, VRRP 6§
VRRPv2 fl VRRPv3 W4~ i A<, VRRPv2 i 4~ H 7 #2 IPv4 VRRP, VRRPv3 it 2 3 ¢
IPv4 VRRP fil IPv6 VRRP,

3.3.1 VRRP ) T g5 B

— 4 VRRP B 224 M — AR08 VRID. HJEE  0~255. %5 23Xt b £ 9 K
ME— A HE L MAC sk, B #5HF)8 VRRP fE)G . &SR IEM e S e A S E & hd b
A, LRI H AR F A LB B 8 S By, MM G
{It 5 A [] /) 2% R A% [R] B 55 4 Master B, FEECHE 11 TP bk 9 R/ 32 0 b ik R % X 3
3 Master, HAth #% i 25 4F 5 & 5 6 i 4% - BERT W5 Ur Master BPIRE .

3.3.2 VRRP k&

VRRP PR LT = FelREWL . #7146 R & (Initialize) L 1 3R & (Master) | & 31K

A& (Backup) ., o, HUA AL F 36 S0 S 93 & 4 0T LU &8 26 ik 3 g 481 TP M ik /9
L.

13
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3.3.3 VRRP Wi#fie

1. Sl EREO

VRRP B8 E I D NBE by 78 T & 0 ek . AIUREAE & 03 41 b 35 B/ 2% 1Y
FE 11 P o o R 25 3 T RE 36 BEAE B PR A A9 LAt B 100 (I 4 AT EERR OB ) A ]
F B $E AL 25 1y T e .

R AR R R AT HE BRI O BB R, 5 0y 4 DG ER N AT B B AR, T SR
2 0% 2% LA b T Master AR K2 S BU 80 P9 B9 32010 JC 8 7 1) S8 38 09 4%, 1 W
e B DR TfE . ol DU RS, 23 FATEEM A4 O 4L F Down 3% Removed AR 4
i, B A FERIEAC R GRS M AN H SN E TXE®KbR.
IS ARG 5E Pt e Y 3% HH 8% BCA Master s R AH S B AE 55

2. M5 Track In

it VRRP Wit Track Wi T fig, o] LA 4R b A7 4% B AR S, ko 28 % vh 2% P B 4
N AT EE R PR, SR 38 P Y S WL TG kA A i FR A U TRD A ) 2% s i W Track T
H AR A A Negative, J45 Bt 8% 19 P0 B HE AR T8 2 09 Foam . DT (15 45 (0 40 P HE At 2% el
ar B e m T 3X 5 B8 25 A S 4%, iR Master B R 48 . AR UE Ry 80 ) P9 = 4L 55 40 3 I
2 BB S A e,

£ Backup B H % I Wi Master B H 85 A9R A . 2 Master B &5 I BT, TAE
VA LAY Backup 3% H #% B8 98 L3 58 Master B&H 2%, IR UEBES A S .

3.3.4 VRRP i & 2

% 3-3 Fin it E VRRP B PR 3 f — 2oy 4 .
#33 VRRPHEESS

2 (S £ 1F 3 9
system-view 35 AN ]
int VLAN number # A VLAN fic & B
IP address X. X. X. X X, X, X, X A #& VLAN #ysChx IP Hbht
VRRP vrid id virtual-ip X. X. X. X Fic B 4 0 41 1D 1 i 460 TP 3 A1k
VRRP vrid id priority number FC & & 4 1D W B2

kI3 A & VRRP

SCOG H A . 22 iR D N U A A ) B,
ST PR AF . H3C S5820 M4,

14
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SIS EOR

S1/ERM VLAN 21 N EHLAY LR . S2 4B VILAN 31 N FEHLAY SRR e, Hirr,
% VRRP A& e g% B o 150 AR HE B N 120,

BoR. AR FMN P mAWi T M VRRP B E. A FTEREMT VLAN 11 5
VLAN 31,42 R¥ s o m A X HA VLAN W &,

S I VRRP 9B & FNEANE 3-3 Prs .

GE 0/1 GE 0/1 .i
GE_0/2 GE_0/2

S1 S2
/ 3-3 VRRP M B M E

SR L BRINE

[S1]vlan 11
[S1-wvlanll]vlan 21
[S1-wvlan?]l]vlan 31
[S1-wvlan3l]vlan 41
[S1]vlan 21
[S1-vlan2l]port GigabitEthernet 1/0/1
[S1-vlanZ?]l]vlan 31
[S1-vlan3l]port GigabitEthernet 1/0/2
[S1]int vlan 11
[S1-Vlan- interfacell]ip add 10.10.10.253 24 //BCE VIAN 11 3L PR 1P bt
[S1-Vlan—- interfacell Jvrrp vrid 10 virtual-ip 10.10.10.254
/ /% B VRRP &y 4154 10, H VRrP fE 1 1P A 10.10.10.254
[S1-Vlan— interfacell Jvrrp vrid 10 priority 150
/ /% B VRRP &y 5 10 IR A 150
[S1-Vlan- interfacell]int vlan 21
[S1-Vlan—- interface?l]ip address 10.10.20.253 24
//Be'E VIAN 21 B SEFR 1P Hi sk
[S1-Vlan- interfaceZl Jvrrp vrid 20 virtual-ip 10.10.20.254
/ /B VRRP %3 4158 20, H VRRP FE# 1P OF 10.10.20.254
[S1-Vlan- interface?l Jvrrp vrid 20 priority 150
/ /% E VRRP &y 5 20 IR H 150
Sl]int vlan 31
S1-Vlan- interface3l]ip address 10.10.30.253 24
S1-Vlan- interface3l]vrrp vrid 30 virtual-ip 10.10.30.254
S1-Vlan- interface3l]vrrp vrid 30 priority 120

/) B VRRP & S 30 I e gl 120

[
[
[
[

1-Vlan- interface3l]int vlan 41
S1-Vlan- interfaced4l]ip address 10.10.40.253 24

[
[
[S1-Vlan- interfacedl Jvrrp vrid 40 virtual-ip 10.10.40.254
[S1-Vlan— interfacedl ]vrrp vrid 40 priority 120

//E VRRP &S 40 WML SR 120

[SZ2]vlan 11
[S2-wvlanll]vlan 21

15
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[S2—-wvlan?]l]vlan 31
[S2—wvlan3l]vlan 41
[SZ2]vlan 21
[S2-vlanZ2]]port GigabitEthernet 1/0/1
[S2—-wvlan?]l]vlan 31
[S2—-vlan3]l]port GigabitEthernet 1/0/2
[S2]int vlan 11
[S2—-Vlan—- interfacell]ip add 10.10.10.252 24
[S2—-Vlan— interfacell ]vrrp vrid 10 virtual-ip 10.10.10.254
[SZ2-Vlan- interfacell Jvrrp vrid 10 priority 120
/1% E VRRP & By 15 10 IR SEH R 120
S2-Vlan- interfacell]int vlan 21
S2-Vlan- interfaceZl]ip address 10.10.20.252 24
S2-Vlan- interfaceZl lvrrp vrid 20 virtual-ip 10.10.20.254
S2-Vlan- interfaceZl |vrrp vrid 20 priority 120
/ /% E VRRP &y 5 20 IR A 120
S2]int vlan 31
S2—-Vlan— interface3l]ip address 10.10.30.252 24
S2-Vlan- interface3l]vrrp vrid 30 virtual-ip 10.10.30.254
S2-Vlan- interface3l]vrrp vrid 30 priority 150
/ /P E VRRP & 5 30 ML SER R 150
S2-Vlan- interface3l]int vlan 41
SZ2-Vlan- interfacedl ]ip address 10.10.40.252 24
S2-Vlan- interfacedl]vrrp vrid 40 virtual—ip 10.10.40.254
SZ2-Vlan- interfacedl |vrrp vrid 40 priority 150

/) E VRRP & S 40 I e gl 150

SIS LA .
(1)

[
[
[
[
[
[
[
[

[
[
[
[

[Sl]ldisplay vrrp verbose
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 4

Interface Vlan- interfacell

VRID : 10 Adver Timer : 100

Admin Status : Up State : Initialize
Config Pri : 150 Running Pri : 150
Preempt Mode : Yes Delay Time : 0

BAuth Type : None

Virtual IP : 10.10.10.254

Master IP : 0.0.0.0

Interface Vlian—- interface?]l

VRID : 20Adver Timer : 100

Admin Status : Up State : Master
Config Pri : 150 Running Pri : 150
Preempt Mode : Yes Delay Time : 0

Auth Type : None

Virtual IP : 10.10.20.254

16
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Master IP : 10.10.20.253

Interface Vlan—- interface3l

VRID : 30

Admin Status : Up

Config Pri : 120

Preempt Mode : Yes

Become Master : 3400ms left
Auth Type : None
Virtual IP : 10.10.30.254
Master TP : 10.10.30.252

Interface Vlan—- interfacedl

VRID : 40

Admin Status : Up

Config Pri : 120

Preempt Mode : Yes

Ruth Type : None
Virtual IP : 10.10.40.254
Master TP : 0.0.0.0

(2)

[SZ2]display vrrp verbose
IPv4 Virtual Router Information:
Running mode: Standard
Total number of virtual routers: 4

Interface Vlan—- interfacell

VRID : 10

Admin Status : Up

Config Pri : 120

Preempt Mode : Yes

Auth Type : None
Virtual IP : 10.10.10.254
Master TP : 0.0.0.0

Interface Vlan—- interface?l

VRID : 20

Admin Status : Up

Config Pri : 120

Preempt Mode : Yes

Become Master : 3340ms left
Ruth Type : None
Virtual IP : 10.10.20.254
Master IP : 10.10.20.253

Interface Vlan- interface3l
VRID : 30
Admin Status : Up

: 0000- 5e00-0114

Adver Timer
State
Running Pri

Delay Time

Adver Timer
State
Running Pri

Delay Time

Adver Timer
State
Running Pri

Delay Time

Adver Timer
State
Running Pri

Delay Time

Adver Timer
State

mA 3 Eﬁﬁl%ﬂ%l

: 100
: Backup
: 120

: 100

: Initialize
: 120

: 0

: 100

: Initialize
: 120

: 0

: 100
: Backup
: 120

= 100
: Master

17
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Config Pri : 150 Running Pri : 150
Preempt Mode : Yes Delay Time - 0
BAuth Type : None

Virtual IP : 10.10.30.254

Virtual MAC : 0000—-5e00-011e

Master IP : 10.10.30.252

Interface Vlan—- interfacedl

VRID : 40 Adver Timer : 100

Admin Status : Up State : Initialize
Config Pri : 150 Running Pri : 150
Preempt Mode : Yes Delay Time : 0

Auth Type : None

Virtual IP : 10.10.40.254

Master TP : 0.0.0.0

34 IRF &N

IRF J& Intelligent Resilient Framework B4 5 ., BB N & e M 280, &8 i — 8k
L K2 G EEE - ERixSEEMR— G &E”. WHXFSAR AT /P E
5 4E4 .

3.4.1 IRF [ T AR

IRF B E % TAE, T o 7E B b i & 0] 38 o IRF 9 B 52 o 1 A7 W) P 432, B 7E 1R
B LR ENR R G S I TR s, EEMEN IR m KBIEN Master (F %4 .
HALA/E R Slave(Mi% &) . HARREM LR, W A Bhix4 Master & Slave,

3.4.2 IRF Wyijiln]

1. 1A 1a] Master

IRF #9955 Xk,

A HD B % ES RN A ISR AUX 53 Console &,

WREE X, HEERRREWEE =ZHEOEE 1P Hhk, JF H Bt vl 3k, 8t n] LL#
it Telnet.Web . SNMP 45 75 A7 2 & 5% .

2. if19] Slave

P i) IRF B, SBR[ A & IRF i) Master 1% 4 . 17 0] 28 b 09 £ 47E 4 1 52 78 /Y
J& Master IZ&HFEN 5. T 2 8 1) 3] Slave 26, A g & 5 3 Slave %% .

AN FHEPAR 77 205 5% IRF, 32 Fr & SFRIAR /& Master, Master 52 IRF 2GR0 IC &
18



mA 3 Eiﬁﬁl%ﬂ%l

MFEH oL, 7F Master | ACE )5 . Master 2285 #H X BE & |7 2P 245 Slave. DL+ FE Master
A1 Slave B¢ & By —201E,

3.4.3 MAD I[Pl #.

MAD ¥ 43 4 BFD MAD ¥ #l LACP MAD #:il, Hrfr,BFD MAD # il 75 = A]
UAAE B 3% 15 8 8] 52 B, o n] DU A v a3 5 R AT i L i LACP MAD £ I 75 = 2% 251
FH ]k &

LACP MAD fs M EC &40 F .

interface bridge— aggregation /ARG imORE

link- aggregation mode dynamic /IMERGHTEER N HEREGEL
mad enable //FFJ& LACP MAD £ il

Y] 8E Interface / /3 A

port link-aggregation group /LR s O imA RS

BFD MAD fa il & a0k .

vlan / /B — A~ # vIaN 3 & BT BED
MAD K il Interface / /3 A ¥

Port number //7E VLEN Al A ¥

interface vlan- interface / /i A VLAN M

mad bfd enable //JF g BFD MAD £ il

mad ip address / /%58 % L 5L 1% % Bic B MAD 1P bk

3.4.4 IRF [l E a2

% 34 iR 20 E IRF B Ir s 3 ) — 454,
%34 IRFHERESHS

#E a2 % 1 3 9
system-view #EAFR G A
interface Ten-GigabitEthernet number ## A IRF 9 3 v 0
shutdown K M ¥ 1
irf member number renumber number wE NGRS
irf-port number/number B IRF ¥ O
port group interface Ten-GigabitEthernet number ¥ IRF P13 35 O M A IRF % O
irf domain number BC & IRF B0 %5
irf member numberpriority number ) AA RS &R W e
irf-port-configuration active s IRF 3
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X4 B E IR

SO HAY . 274 IRF AYBCE 038 Q0 fa] a7 {8 iy A 2 o 2%
SEG e A . H3C S5820 M5 . Ten-GigabitEthernet — 4%,
S K

(1) §5H#S ,IRF Domain {H K 10,

(2) S1 A IRF " i & L EHE R 10.

(3) MAD Frfifi F i3 1 32 LAY SR 23 436 1, 40 TP 24 100. 0. 0. 1/30(member 1)
1100, 0. 0. 2/30(member 2) , £l VILAN 2}y 1000;Sysname %4 F8 N HQ-IRF,

IRF W ECE R FAE A 3-4 Frs .

.i XGE 0/49 XGE 0/49 .i

S1 S2
E 3-4 IRF WAL EHINE

SCES AR .
(1) J&fF S5820V2 1 FHECHE .

H3C]hostname HQ- IRF

HQ- IRF]interface Ten- GigabitEthernet 1/0/49

HQO- TRF- Ten- GigabitEthernet1/0/49]shut / /%5 3 01 56 A

HQ- IRF- Ten- GigabitEthernetl/0/49]quit

HO- IRF]irf-port 1/2 //B) 8 IRF i O

HQ- IRF- irf-portl/2]port group interface Ten- GigabitEthernet 1/0/49
/7R P B g [ Ten- GigabitEthernet1/0/49 i1 A IRF ¥g

[
[
[
[
[
[

HQ- IRF—- irf-portl/2]quit
HQ- IRF]interface Ten- GigabitEthernet 1/0/49
HQ- IRF- Ten- GigabitEthernetl/0/49]undo shutdown //FFJa ¥ O

HO- IRF]irf domain 10 //BC B IRF B/ 4n 5
HQ- IRF]irf member 1 priority 10 / /B AL e

[

[

[

[HQ— IRF- Ten- GigabitEthernetl/0/49]quit

[

[

[HQ- IRF]irf-port- configuration active / /¥4 IRF FE S5820

(2) 7E S5820V2 2 FltHE .

[H3C]hostname HQO- IRF

[HO- IRF]irf member 1 renumber 2 /1 LR RSB 2
[HQ- TRF]quit
< HOQ- IRF> reboot //E)S B R %S AR

[HQ— IRF]interface Ten- GigabitEthernet 2/0/49

20
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HQ- IRF- Ten— GigabitEthernet2/0/49] shutdown

HQ- IRF]irf-port 2/1 //B) & IRF ¥ O
HQ- IRF- irf-port2/1]port group interface Ten- GigabitEthernet 2/0/49
HQ- IRF- irf-port2/1]quit

HQ- IRF- Ten- GigabitEthernet2/0/49]undo shutdown

HQ- IRF] save /IREEE , IR E S R G0 BUE £ 5k

[

[

[

[

[HQ—- IRF]interface Ten- GigabitEthernet 2/0/49

[

[

[HQ- IRF]irf- port- configuration active / /BTG IRF

(3) fid'®E BFD MAD kil ,

[HQ- IRF]vlan 1000

[HQ- IRF-v1anl000]quit

[HO— IRF]interface Vlan— interface 1000

[HQ- IRF- Vlan- interfacel000]mad bfd enable //FF 3 BED MAD ¥ il

[HQ- IRF- Vlan- interfacel000]mad ip address 100.0.0.1 30 member 1 //iXx B ] 1P
[HQ— IRF—Vlan— interfacel000]mad ip address 100.0.0.2 30 member 2
[HQ- IRF]vlan 1000
[

HQ- TRF- v1an1000]port GigabitEthernet 1/0/23 /A ¥
SE AR .
[HQ— IRF]display irf
MemberID Role Priority CPU-Mac Description
* 1 Master 10 acbl-c2d9-0104 ——=
+ 2 Standby 1 ac4l- 4bbf- 0204 ——=

* 1ndicates the device i1s the master.

+ I1ndicates the device through which the user logs in.

The bridge MAC of the IRF is : acbl—-c2d9%- 0100

Auto upgrade : yes
Mac persistent : 6min
Domain ID : 10

[HQ— IRF]display mad verbose Multi—active
recovery state : No Excluded ports (user-configured)
: Excluded ports (system— configured)
: Ten—- GigabitEthernetl1/0/49
Ten— GigabitEthernet2/0/49
MAD ARP disabled. MAD ND disabled. MAD LACP disabled.
MAD BED enabled interface : Vlan— interfacel000
MAD status : Faulty
Member ID MAD IP address Neighbor MAD status
1 100.0.0.1/30 2 Faulty
2 100.0.0.2/30 1 Faulty
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35 GVRP g 9t

GARP(Generic Attribute Registration Protocol, 8 F J& ¥4 13 M h IO AE — 1~ g 1
TP SCRG 2R, T LA AL 3% I 1 . #E0E GARP B9 R SEAR B GARP B H .

GVRP(GARP VLAN Registration Protocol, GARP VLAN # # Pr 30 5t & GARP
N Z — T MRS VLAN &%,

3.5.1 GVRP (17 WH L

GVRP A = Fh i M = A W] i A U0 7 8 VLAN fizh&E VLAN f4b 2 77 0
AR FRATR S Fsh o) @ e VLAN,FR 8§ A& VLAN, @ GVRP @ # /9 VLAN, #R
JahA VLAN,

(1) Normal #:X, ZE T B 0 R iF #1734 VLAN g9 EM a8, )F nir k&
KB AMERS VLAN #9575 8,

(2) Fixed £, BT 4w D28 (E 1730 & VLAN BiEMaEs . B R R &
EFRAS VLAN B B, B2 3d %820 T A9 Trunk g HBPAS 707 B Ay VAN 3 i, 52
brod o B VLAN b Hfg & Fsh @ g ny ik af 40 VLAN,

(3) Forbidden #iX . BT M om 028 (E #4780 & VLAN MM el s . B X e
Fki% VLAN 1 @78, st il iz B A Trunk ¥ O BEPEE R8P VLAN i@ i .
PRl A VLAN 2 HiEE VLAN 1,

3.5.2 GVRP [FB¢ % 2

7% 3-5 i 2ld 8 GVRP B s FH 3 By — ey 2,
#35 GVRPHEESGS

(S # 1E 3B
system-view HEA R Gt F
int number #E A 1
gvrp HFvm O HF g GVRP
gvrp registration fixed wE Y O & H Fixed
gvrp registration forbidden Wm0 8 Forbidden

ST 5 B E GVRP Nomal ;EffiE

S HAY . ¥ 18 Normal A9 M X, J0 38 40 far 52 B A2 e 0L 22 6] VAN RS 3 B A
A .
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SEIG 8. H3C S5800 Fifs

SRS ESR . BB GVRP A9 M N Normal. 528 S1 fl S2 Z I8 i 5 sh & 5§ &
VLAN )3 WA 4 .

GVRP Normal WEC & FPE W E 3-5 Praw .,

.é GE 0/1 GE 0/1 .i

S1 S2
K 3-5 GVRP Normal i) i &+ b E

SR L BRANE .

S11GVRP /12 RER T S GVre T RE
Sl]linterface GigabitEthernet 1/0/1
S1-GigabitEthernetl/0/1]port link- type trunk
S1-GigabitEthernetl/0/1]port trunk permit vlan all

S1- GigabitEthernetl/0/1]gvrp // R4 O Jg GURP
S1-GigabitEthernetl/0/1]quit

Sl]wvlan 10

Sl-vlanlO]quit

2]gvrp

S2]interface GigabitEthernet 1/0/1
S2GigabitEthernetl/0/lport link- type trunk
S2GigabitEthernetl/0/1]port trunk permit vlan all
S2GigabitEthernetl/0/1]gvrp

S2- GigabitEthernetl/0/1]quit

S2]wvlan 20

SZ2-vlanZ20]quit

7P

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

SR EERUNT

[Sl]ldisplay gvrp local—-vlan

interface GigabitEthernet 1/0/1

Following VLANs exist in GVRP local database:
1 (default), 10, 20,

[S2]display gvrp local-vlan interface GigabitEthernet 1/0/1
Following VLANs exist in GVRP local database:
1 (default), 10, 20,

ST 6 FLE GVRP Fixed s EMiE K

SIS HP F4E Fixed B FE M, 018 40 o] S22 WL 2 (8] VLAN 89 3 M A
A .
SCE g M. H3C S5800 B 6
ST SR, BUE GVRP B EM AR N Fixed. 528 S1 A1 S2 Z 6] i A5 # A VLAN 1)
23



MBI ERESEZELK

TR
GVRP Fixed FHEC B FNE A0 E 3-6 Fras .,

.i GE 0/1 GE 0/1 -i

S1 S2
& 3-6 GVRP Fixed B &E N E

g%’i’;%ﬁ”?

[S1]GVRP /12 Rt FFE Gure U 6B
[S1]interface GigabitEthernet 1/0/1
[S1-GigabitEthernetl/0/1]port link- type trunk
[S1-GigabitEthernetl/0/1]port trunk permit vlan all
[S1- GigabitEthernetl/0/1]gvrp /7R AR GVRP
[S1-GigabitEthernetl/0/1]gvrp registration fixed /AR B OBRR N Fixed
[S1-GigabitEthernetl/0/1]quit
[S1]vlan 10
[S1-vlanlO]lquit
[S2]gvrp
[S2Z]interface GigabitEthernet 1/0/1

[S2—- GigabitEthernetl/0/1]port link- type trunk

[S2—- GigabitEthernetl/0/1]port trunk permit vlan all
[S2—- GigabitEthernetl/0/1]gvrp

[S2—- GigabitEthernetl/0/1]gvrp registration fixed
[S2- GigabitEthernetl/0/1]quit

[S2]vlan 20

[SZ2—vlanZ20]quit

LIGEERNE .

[S1]display gvrp local-vlan interface GigabitEthernet 1/0/1
Following VLANs exist in GVRP local database:
1 (default), 10,

[S2]display gvrp local-vlan interface GigabitEthernet 1/0/1
Following VLANs exist in GVRP local database:
1 (default), 20,

St 7 B2 E GVRP Forbidden ;T e %

SIS HBY . #32 GVRP Forbidden BB S 5.

SE A . H3C S5800 M.

SCIGHESK . EE GVRP M A Forbidden, 2B 1F S1 fil S2 22 [6] % VLAN 1
LIANER A VLAN B9 R 4 .

GVRP Forbidden BJEC & FME U E 3-7 Pras .,
24



Iﬁﬁaiﬁﬁﬂﬁﬁﬂ

.i GE 0/1 GE 0/1 .i

S1 S2
E 3-7 GVRP Forbidden B & # M E

SCIGABRANE .

S1]GVRP /2 RERT IS Gvre T RE
Sl]linterface GigabitEthernet 1/0/1
S1-GigabitEthernetl/0/1]port link- type trunk
S1-GigabitEthernetl/0/1]port trunk permit vlan all
S1- GigabitEthernet1/0/1]gvrp // 0% O H J3 GURP
— GigabitEthernetl/0/1]gvrp registration forbidden
/ /3 B ¥ O #L3 A Forbidden
[S1-GigabitEthernetl/0/1]quit
[S1]vlan 10
[S1-vlanlO]quit
[S2]gvrp
[S2]interface GigabitEthernet 1/0/1
[S2—- GigabitEthernetl/0/1]port link- type trunk
[S2—- GigabitEthernetl/0/1]port trunk permit vlan all
[
[
[
[
[

[
[
[
[
[
[S1

S2-GigabitEthernetl/0/1]gvrp
S2-GigabitEthernetl/0/1]gvrp registration forbidden
S2-GigabitEthernetl/0/1]quit

SZ2]vlan 20

SZ2-vlanZ0]quit

SCIGEERANE .

[S1]display gvrp local-vlan interface GigabitEthernet 1/0/1
Following VLANs exist 1in GVRP local database:
1 (default)

[S2]display gvrp local-vlan interface GigabitEthernet 1/0/1
Following VLANs exist in GVRP local database:
1 (default)
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41 PPP {3 9

PPP(Point to Point Protocol. & X & B8 J& — Fl FH 3 [6] 25 1 ) 22 32 B9 50 38 5% 0% 2 T
W, EReERALH P UGE R SRS B AT RISR AP B AT L, I9F H PPP i T 5 B4
#ill FIp i (Link Control Protocol . LCP) Fil i & 4% il B/ (Network Control Protocol. NCP),

4.1.1 PPPiNiF /i

A PRESE B bR 22 4 PPP 4R 4L T 78 HL g B b AT 2 e R R T B, {1545 PPP ik
% b5 AAA(Authentication . Authorization  Accounting , AIE . FZ AUHTE ) P i 725 15
P1sZn] 47, PPP A M IAIE 77 2, —Fl2& PAP(Password Authentication Protocol, % %
INUEFMSO IAIE s 55— Fh & CHAP(Challenge Handshake Authentication Protocol, 1] [A] 2
FINEPR O Nk, PAP 5 ¥ ki F P . B @ i H P 4 #0659 5k X P it 47l ik
CHAP J =B F ML, B MINETT BLE T H P 24 FOAIE 77 %A B & H P 4 2R
B, PAP Ef&5i FH P 4 RIS A% B B SC, 0 CHAP 78 1% i i3 2 b A% B 2% 05, HUA% i H
P4 L. CHAP B9Z 24k PAP L 2.

4.1.2 PPP Hhc %o 2

% 4-1 a0 E PPP BT H B A — 4 4,
*4-1 PPPHEEGS

% FE ar 2 (T
system-view ARG A
int serial number #HABTO
ppp authentication-mode chap wE UL CHAP
ppp chap user name B HPA
ppp chap password simple number wE B Y
ppp chap password cipher number D L




B 4 r“iﬁﬁl?%)\l

St 1 B & PPP

S HM . 2242 PPP WRECHE . %8 CHAP #IAIE K.
ST PR A . H3C MSR36-20 B &5 .

SO ER

« ffi§ CHAP ki,

o P ZAEEY N 123456,

PPP HyHCE & CHAP HJINIEFRSME AT 4-1 B,

(3_,3. 192.168.1.1/24 192.168.1.2/24 @
i Ser 1/0 Ser 1/0 @ s
MSR36-20_1 MSR36-20 2

A 4-1 PPP WE® M CHAP ) iAEHH $MA

SIS RANE .

[Rl]interface Serial 1/0
[R1-Seriall/0]ip address 192.168.1.1 24
[R1]1local-user 123456 class network / /B A Hb K5 123456
[R1- luser— network— 123456] password simple 123456 /B A S O 123456
[R1- luser— network— 123456] service- type ppp /A BAH P ) iRk 5 2ERCh pep
[R1- luser— network—123456]quit
[R1]domain system
[R1-isp—system]authentication ppp local
[R1-isp—system]quit
[Rl]interface Serial 1/0
[R1-Seriall/0O]ppp authentication—mode chap domain system

//CE RL YA A UE )7 0 cHAP
[R1-Seriall/0]ppp chap user 123456

/B R cHap B RL O P& R 123456
[R1- Seriall/0O]ppp chap password simple 123456

R2]interface Serial 1/0

R2-Seriall/0]ip add 192.168.1.2 24
R2?]local—user 123456 class network

RZ2- luser— network- 123456 ] password simple 123456
RZ2- luser— network- 123456]quit

RZ2]domain system

RZ2-isp—system]quit

R2]interface Serial 1/0

R2-Seriall/0O]ppp authentication-mode chap domain system
R2- Seriall/0O]ppp chap user 123456

[

[

[

[

[

[

[RZ2— 1sp— system]authentication ppp local
[

[

[

[

[R2—- Seriall/0O]ppp chap password simple 123456
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SIS AL AN .

[R1]display interface Serial 1/0

Seriall/0

Current state: UP

Line protocol state:

UP Description: Seriall/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 192.168.1.1/24 (primary)

Link layer protocol: PPP

LCP: opened, IPCP: stopped

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/ILength/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
Last link flapping: 0 hours 9 minutes 4 seconds

Last clearing of counters: Never

[R2]display interface Serial 1/0

Seriall/0

Current state: UP Line

protocol state: UP

Description: Seriall/0 Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1500

Hold timer: 10 seconds, retry times: 5

Internet address: 192.168.1.2/24 (primary)

Link layer protococl: PPP

LCP: opened, IPCP: opened

Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
Last link flapping: 0 hours 28 minutes 24 seconds

Last clearing of counters: Never

[R1]ping 192.168.1.2

Ping 192.168.1.2 (192.168.1.2) : 56 data bytes, press CTRL C to break
56 bytes from 192.168.1.2: icmp seg=0 ttl=255 time=1.000 ms

56 bytes from 192.168.1.2: icmp seg=1 ttl=255 time=0.000 ms

56 bytes from 192.1e8.1.2: icmp seg=2 ttl=255 time=0.000 ms

56 bytes from 192.168.1.2: icmp seg=3 ttl=255 time=0.000 ms

56 bytes from 192.168.1.2: icmp seg=4 ttl=255 time=0.000 ms

———-Ping statistics for 192.168.1.2 ——-

5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss round-

trip min/avg/max/std-dev =0.000/0.200/1.000/0.400 ms

[R1]% Feb 2 21:42:55:617 2017 R1 PING/6/PING STATISTICS: Ping statistics for

192.168.1.2: 5 packet (s) tra ted, 5 packet (s) received, 0.0% packet loss, round- trip min/
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avg/max/std-dev =0.000/0.200/1.000/0.400 ms

[R2]ping 192.168.1.1

Ping 192.1e8.1.1 (192.168.1.1) : 56 data bytes, press CTRL C to break
56 bytes from 192.1e8.1.1: icmp seg=0 ttl=255 time=1.000 ms

56 bytes from 192.168.1.1: icmp seg=1 ttl=255 time=0.000 ms

56 bytes from 192.168.1.1: icmp seg=2 ttl=255 time=0.000 ms

56 bytes from 192.168.1.1: icmp seg=3 ttl=255 time=0.000 ms

56 bytes from 192.1e8.1.1: icmp seg=4 ttl=255 time=0.000 ms

———-Ping statistics for 192.168.1.1 ——-

5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss round- trip min/avg/max/std
—dev =0.000/0.200/1.000/0.400 ms

[R2]% Feb 2 21:43:59:186 2017 R2 PING/6/PING STATISTICS: Ping statistics for

192.168.1.1: 5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss, round- trip
min/avg/max/std-dev =0.000/0.200/1.000/0.400 ms

42 HDLC & Y

HDLC(High-level Data Link Control, i 2% 4 5 F& 2 1) J& —Ff 1 1) bb 45 A9 250 3 i
B2 UM, B W g 2 R R SR A

4.2.1 HDLC ¥ 5L A 2

HDLC #i %} . HDLC #1482 — 41 HDLC 2 D #4E & . HDLC #1482k HDLC 45
BT A shE A, Higm 5 5 HDLC il 454 1 45 AH R .

HDLC #1484 11 . HDLC 484 12— 12 84 0, —/> HDLC 4882 0 X 5 — 4
HDLC 45 .

A . A HDLC #8985 B9 8 1R b B o 42 1

HHi . HA POS £: 1 f1 Serial $2 11 0] PUn A HDLC #8488, 3§ H.m A HDLC 4 45 i) 5
51 4 10 B8 o % 2 DR R Y 701 & HDLC.

A HDLC #8045 J5 . 5% 5142 RS P 28 2R 8 B T Down RS, G 42 1 By = Z )k
55 A G B e B HBAS 2R AR R B D T HDLC #RE848: 1 i) = )2 B0 & HE ATl 55 4 34

4.2.2 HDLC 45 PPP iy IX %l

(1) HDLC PP S8 5 3 f B A S8 1 3 20 B
(2) HDLC Hfig e fE [ A0 gk i [, AR 2 W] 20 & 10, FUA 2 [ 5 20 o 1 T AR 7E W]
AR A e s M PPP Al DUl A 7 20 B8 A7 2 4% k5 0 [A) 20 o A7 e 42,
ISDN,
29
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(3) PPP 2 [0 F 4/ #9 , HDLC 1 ) v 1Y .

4.2.3 HDLC ()¢ % a5 2

% 4-2 i 2ECE HDLC B R 3 ) — g2,
#4-2 HDLCHEEGS

2 1F & 4 kLl
system-view ARG
interface hdle-bundle number 22 HDLC {454
ip address X. X, X, X X, X, X, X WENS AR IP Kotk
int number A ¥ F BC B A
link-protocol hdle 3 HDLC
bundle id number ¥ 3% O n A HDLC #4584

st1h 2 Fe & HDLC

S H A

(1) %48 HDLC WyBCE 7 ¥: .

(2) Tfi# HDLC (1R 2

SCESBRAE . H3C MSR36-20 4 .

LG ER N T RN R1 AT R2 Z AR5 B U OB o nl AR iR S Z A ST
HDLC 4 4 2 45 5% i .

HDLC BECE R FME A&l 4-2 P,

10.10.10.1/24 10.10.10.2/24
@ Ser 2/0 Ser 2/0 @]
Ser 1/0 Ser 1/0
MSR36-20 1 MSR36-20 2

B 4-2 HDLC WECE#HINAE

S&“‘Eﬁﬂiﬁﬁﬂ?

[R1] interface hdlc-bundle 1 //8 8 BpLc iR 45 1

[R1- HDLC- bundlel] ip address 10.10.10.1 24

[Rl]interface Serial 1/0

[R1- Seriall/0]link-protocol hdlc / /8 % aorc Prid

[R1- Seriall/O]bundle id 1 /7R ¥ O N A HDLC R 45 1
[Rl1]interface Serial 2/0

[R1- Serial2/0]1link-protocol hdlc

[R1- Serial?/0]bundle id 1
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[R1] interface hdlc-bundle 1

[R1- HDLC-bundlel] ip address 10.10.10.2 24
[R2]interface Serial 1/0

[R2—- Seriall/0]link-protocol hdlc

[R2—- Seriall/O]lbundle id 1

[R2]interface Serial 2/0

[R2—- Serial2/0]1ink-protocol hdlc

[R2—- Serial?2/0]bundle id 1

SR AERAUNE

[Rl1]display bundle hdlc-bundle
Bundle: HDLC-bundlel,
Selected members: 0, Total bandwidth: 0 kbps

Member State Bandwidth (kbps) Priority
Seriall/0 Initial 64 32768
Serial2/0 Initial 64 32768

[RZ2]display bundle hdlc-bundle
Bundle: HDLC-bundlel,
Selected members: 0, Total bandwidth: 0 kbps

Member State Bandwidth (kbps) Priority
Seriall/0 Initial 64 32768
Serial2/0 Initial 64 32768

[R1]ping 10.10.10.2

Ping 10.10.10.2 (10.10.10.2) : 56 data bytes, press CTREL C to break
56 bytes from 10.10.10.2: icmp seg=0 ttl=255 time=0.000 ms

56 bytes from 10.10.10.2: icmp seg=1 ttl1=255 time=1.000 ms

56 bytes from 10.10.10.2: icmp seg=2 ttl=255 time=0.000 ms

56 bytes from 10.10.10.2: icmp seg=3 ttl=255 time=1.000 ms

56 bytes from 10.10.10.2: icmp seg=4 ttl=255 time=2.000 ms

———Ping statistics for 10.10.10.2 ——-

5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss round-—

trip min/avg/max/std-dev =0.000/0.800/2.000/0.748 ms

[H3C]% Feb 2 22:38:15:142 2017 H3C PING/6/PING STATISTICS: Ping statistics for

10.10.10.2: 5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss, round- trip
min/avg/max/std-dev =0.000/0.800/2.000/0.748 ms

[RZ2]ping 10.10.10.1

Ping 10.10.10.1 (10.10.10.1) : 56 data bytes, press CTRL C to break

56 bytes from 10.10.10.1: icmp seg=0 ttl=255 time=1.000 ms

56 bytes from 10.10.10.1: icmp seg=1 ttl1=255 time=0.000 ms

56 bytes from 10.10.10.1: icmp seg=2 ttl=255 time=2.000 ms

56 bytes from 10.10.10.1
1

56 bytes from 10.10.10.

:icmp seg=3 ttl=255 time=1.000 ms
:icmp seg=4 ttl=255 time=1.000 ms
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———-Ping statistics for 10.10.10.1 ——-

5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss round-—
trip min/avg/max/std-dev =0.000/1.000/2.000/0.632 ms
[R2]% Feb 2 22:38:37:255 2017 R2 PING/6/PING STATISTICS: Ping statistics for

10.10.10.1: 5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss, round- trip
min/avg/max/std-dev =0.000/1.000/2.000/0.632 ms
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51 F & I

A B pH R AR W P B B T e B R B R — ARk pt . mR AR —
F i FH T LG Tl B A9 [ 28 PR 05, X R B R B b, o 28 A5 B B By T AE M T A N 4 Y 40 4B
Z5H BT ICE R RS R

5.1.1 AR thiddF b

A A B R A T Bl G B R B AH A [ S K A AE A AT B L B
P 33 U D0 e S e A /N Y IR 2% S o

5.1.2 BN h

ERON S H 2 — R AR IR A0 i s it el . AR B0 BOA B IR 2 B A0 s ik A B b = b iR
A7 VT P 2 301 09 60 R B 25 55, 8 e 2 =5 I % # i B0 B — SR A B o I 28 £ it by o L A B
VL JC o P 6 A 0 0 B9 B3l i SORF 2258 % %5 3 b — 6 B i 4% CHZR X 65 3 el 4 B9 2% i g
Pe g o A5 B A AHR 2 I AT 46 1 3 el AR 2D 53 Ah— 6 i el s AT 4R SR BE K

5.1.3 iR AR h Gl oy &

2 5-1 P Ji o B i 245 i h B P B — s &
£51 BIBAPREGS

#Fa S (A
system-view ARG A
int number A ¥ EBC & A
ip address X, X, X, X X, X, X, X wE IP ik
ip route-static X. X, X, X X, X, X, X X, X, X, X T E A i
ip route-static 0.0.0.0 0.0.0.0 X. X. X, X e E BOA R
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34

ST 1 BEEERSE

SR HAY . AR S b RO OB O kL A N T T B 2 R B v

ST ERAF . H3C MSR36-20 4 .PC W4 .
i S Bt A A B R AN E W 5-1 P,

R1 R2

@ 1.1.1.10/24 11111724 [

S s 1/0 Ser 1/0 JSi2
192.168.1.1/24 | GE_0/1 GE_0/1 |192.168.2.1/24

A o= o ce o1 |1

-

PC 1

PC 2

192.168.1.5/24 192.168.2.5/24

Bl 5-1 A B i G B A R

LIS RAE .

[R1]interface Serial 1/0

[R1-Seriall/0O]ip address 1.1.1.10 24

[Rl1]interface GigabitEthernet 0/1

[R1- GigabitEthernet0/1]ip address 192.168.1.1 24

[R1- GigabitEthernet0/1]quit

[R1]ip route-static 192.168.2.1 255.255.255.0 1.1.1.11
[R2]interface Serial 1/0

[R2—-Seriall/0]ip address 1.1.1.11 24

[RZ2]interface GigabitEthernet 0/1

[R2- GigabitEthernet(0/1]ip address 192.168.2.1 24

[R2—- GigabitEthernet0/1]quit

[R2]ip route-static 192.168.1.1 255.255.255.0 1.1.1.10

1) 7ZE PC 1 FHCHE
£ PC_1 FRCE AR AR WA 5-2 Fras.
2) #£ PC 2 FitE
f£ PC_2 b HCE v AR R WA 5-3 Fras .

[/ B &S A

/ /BB FR A B



mA 5 E%Hﬂimilj&ﬁi%l

WE IPvaitiigt IPvei 1

GO/0/1 UpP 192.168.1.5/24
G0/0/2 ADM

EOE®E

0 EH

IPv4ELE :

® DHCP

@ &5

IPv4itisit: | 19216815
Bt : | 2552552850

Pvdfx: | 10216811

IPveEL H -

@ DHCPv6
® B

IPvBiti 1}
M
IPvE R :

B 5-2 78 PC_1 LFCHE &SR b ECR

WE IPvaitiigt 1Pt 1

GO/0/1 up 192:168.2.5/24
G0/0/2 ADM

EOEM
OEF o 3H

IPv4E: 1 :
® DHCP

@ &5
IPvaithlt: | 19218825
St : | 2552552550

Pvdf%: | 18218821

IPveELH -
® DHCPv6
@ s

IPve it :
HIER 1< 2 .
IPVER% :

A 5-3 7 PC_2 FECEESKH MR
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SIS AL RN .
(1) 7£ PC_1 I ping PC 2 1y TP Hihk.

[H3C]ping 192.168.2.5

Ping 192.168.2.5 (192.168.2.5) : 56 data bytes, press CTRL C to break
56 bytes from 192.168.2.5: icmp seg=0 ttl=253 time=2.000 ms

56 bytes from 192.168.2.5: icamp seg=1 ttl=253 time=2.000 ms

56 bytes from 192.168.2.5: icamp seg=2 ttl=253 time=2.000 ms

56 bytes from 192.168.2.5: iamp seg=3 ttl=253 time=2.000 ms

56 bytes from 192.168.2.5: icmp seg=4 ttl1l=253 time=1.000 ms

———Ping statistics for 192.168.2.5 ——-

5 packet (s) transmitted, 5 packet(s) received, 0.0% packet loss round-—

trip min/avg/max/std-dev =1.000/1.800/2.000/0.400 ms

[H3C]%Feb 14 15:58:23:973 2017 H3C PING/6/PING STATISTICS: Ping statistics for

192.168.2.5: b packet (s) transmitted, 5 packet (s) received, 0.0% packet loss, round- trip
min/avg/max/std-dev =1.000/1.800/2.000/0.400 ms

(2) #£ PC_2 | ping PC_1 1Y 1P #iudik.

[H3C]ping 192.168.1.5

Ping 192.1e8.1.5 (192.168.1.5) : 56 data bytes, press CTRL C to break
56 bytes from 192.168.1.5: icmp seg=0 ttl=253 time=4.000 ms

56 bytes from 192.168.1.5: icmp seg=1 ttl=253 time=2.000 ms

56 bytes from 192.1e8.1.5: icmp seg=2 ttl=253 time=2.000 ms

56 bytes from 192.168.1.5: icmp seg=3 ttl=253 time=1.000 ms

56 bytes from 192.168.1.5: icmp seg=4 ttl=253 time=1.000 ms

———Ping statistics for 192.168.1.5 ——-

5 packet (s) transmitted, 5 packet (s) received, 0.0% packet loss round- trip min/avg/max/std
-dev =1.000/2.000/4.000/1.095 ms

[H3C]%Feb 14 16:00:36:864 2017 H3C PING/6/PING STATISTICS: Ping statistics for

192.168.1.5: b packet (s) transmitted, 5 packet (s) received, 0.0% packet loss, round- trip
min/avg/max/std-dev =1.000/2.000/4.000/1.095 ms

52 IS-IS 13

IS-IS(Intermediate System to Intermediate System Routing Protocol, H7[8] £ 4t 3| v
] 22 G5 1Y B 2 £ 080 & — M ik B S B, IS-IS f# ] LSP(Link State PDU) 4471 —

5.2.1 IS-IS X b
(1) Level-1 #H #%. Level-1 B &M i XM AN H. E LS E TR — X 81

Level-1 Ml Level-1-2 B&H &5 2 AP JE K R . 43—~ Level-1 #J LSDB. % L.SDB i & A
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DS B R AR B, 3 DX 38050 9 R SCHE K 4 B i 1 Level-1-2 B 4%, 8 T A [A) IX 55 1)
Level-1 F&H & A EIE BSBJE K2R,

(2) Level-2 Fridr. Level-2 Bt 4 0 57 DX 38 [8] B9 B £ o 0] LA [A] — DX 3 3 2L Al
XY Level-2 Fl Level-1-2 B 2312 il &P JE K &, 4E 37— Level-2 #9 LSDB, iZ LLSDB
& XE R MG S . A Level-2 B 4% A1 Level-1-2 % i 4% 24 A 26 1 8089 &+ M
1 5 76 A [R) XIS AL (R . B T A0S YR LR . Level-2 B &3 2 BB E XL RS
XK

(3) Level-1-2 &1 #%. [MBTJE T Level-1 fll Level-2 BIE& HH 25 K Level-1-2 & H
e LS R — X4 A Level-1 Ml Level-1-2 B 231 AL Level-1 &P JE X &, o] DL 5 [A]
— DXt 2 H Al X 3 B Level-2 1 Level-1-2 B &5 JE W Level-2 BIRBJE X & . Level-1
Ay 00 2008 3 Level-1-2 B H A A BB 12 2 H AL X 3. Level-1-2 i H 2% 48 ¥ W 4>
LSDB. Level-1 #) LSDB A T X N ¥ Hi , Level-2 #9 LSDB H T X 38k [A] i 1 .

5.2.2 IS-IS [ Ad &y 2

% 5-2 i et & IS-IS B T ds F 3 p — e 2>
#*52 ISISHEES®S

# 1 a2 # 1F U ¥
system-view ARG FH
isis id G & IS-IS, Jf 4 A 1S-1S AL B 57
is-level level-number WE SR
network-entity X X, 0000. 0000. 000 X. 00 % E IS-IS i X 35,
int number ok A vm O B B A
isis enable id Ja H IS-1IS

ST 2 B EISIS

SIS HA . R IS IS RC & H i,

ST S HE . H3C MSR36-20 =4,

SO K. IS-IS #ER K 10, R1 B9 X4 10, R2.R3 By X8k 20, B& H 48 5 H N
Level-2,

IS-IS WY R B RSP E A &l 5-4 B,

SCIGABRANE .

[R1]isis 10 /B 1s-1s RS 10

[R1- isis- 10]is- level level-2 /I EBHER N Level-2
[R1- isis— 10]network- entity 10.0000.0000.0001.00 //EE Is-1s WX ELCA 10
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11.0.0.13/30
Ser 2/0

11.0.0.14/30
Ser 2/0

11.0.0.21/30

11.0.0.17/30
Ser 3/0

11.0.0.18/30
Ser 2/0

11.0.0.22/30

Ser 3/0

Ser 3/0

R3

B 54 ISISHEEHRINA

Rl]interface Serial 2/0
Rl1-Serial?/0]isis enable 10
R1-Serial2/0]quit
Rl]interface Serial3/0
Rl-Serial3/0]isis enable 10
R2]isis 10

R?-1s1s-10]1s- level level-2
R2—-1isis— 10]network—-entity 20.0000.0000.0002.00
RZ2-1isis—- 10]quit
R2]interface Serial 2/0
R2-Serial?/0]isis enable 10
R2-Serial2/0]quit
[R2]interface Serial3/0
R2-Serial3/0]isis enable 10
[R3]isis 10

R3-1sis-10]is- level level-2

R3—isis— 10]network—entity 20.0000.0000.0003.00

[
[
[
[
[
[
[
[
[
[
[
[

[
[
[R3—isis— 10]quit
[R3]interface Serial 2/0

[R3— Serial?/0]isis enable 10
[R3-Serial2/0]quit
[R3]interface Serial 3/0

[R3— Serial3/0]isis enable 10

SR ZERANE

[Rlldisplay isis 1lsdb

//AEW O FE A 1s-1s

/R E 1s-1s X R 20

Database information for IS-IS(10)

LSPID Seq Num Checksum

Holdtime Length ATT/P/OL
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0000.0000.0001.00-00*  0x00000007 0Ox6857 1135 95 0/0/0
0000.0000.0002.00-00 0x00000007 Oxecb9 1143 95 0/0/0
0000.0000.0003.00-00 0x00000006 Oxdbc?2 1143 95 0/0/0

¥ —Self ISP, + —Self LSP(Extended), ATT-Attached, P-Partition, OL- Overload
[RZ2]display isis lsdb

Database information for IS-IS(10)

LSPID Seq Num Checksum Holdtime ILength ATT/P/OL
0000.0000.0001.00- 00 0x00000007 0x6857 1052 95 0/0/0
0000.0000.0002.00-00*  0x00000007 Oxechb9 1062 95 0/0/0
0000.0000.0003.00- 00 0x00000006 Oxdbc?2 1061 95 0/0/0

¥ —Self ISP, + —Self LSP(Extended), ATT- Attached, P-Partition, OL- Overload
[R3]display isis 1lsdb

Database information for IS- IS (10)

LSPID Seq Num Checksum Holdtime ILength ATT/P/OL
0000.0000.0001.00- 00 0x00000007 0x6857 1026 95 0/0/0
0000.0000.0002.00- 00 0x00000007 0Oxechb9 1033 95 0/0/0
0000.0000.0003.00-00*  0x00000006 Oxdbc2 1036 95 0/0/0

¥ —Self ISP, + —Self LSP(Extended), ATT-Attached, P-Partition, OL- Overload

53 BGP & 4y

BGP(Border Gateway Protocol, 1 F- W P30 J&iz 47 T TCP ) —Fh H G RS
B P, B ] KL H T AR B ASCAutonomous System, AR R 45) Z 18], a] LR A F
il — AS W& . 24 BGP iz 17 F[al— AS &S . # F5 & IBGP (Internal BGP) ; 2§ BGP iz
11 AR AS Za 6 . #5 ~ EBGP(External BGP),

5.3.1 BGP 4% gtk

BGP EAE (ORIGIN) J& . AS &2 (AS PATH) @#. F —BL(NEXT HOP) &
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H: . MED(Multi-Exit Discriminator, 2 H} X 40) J& 4 . F /& (COMMUNITY) J& 1 . Z< #fs
7 (LOCAL_PREF) J& 1 .9 & B & M 55 0 el i 1

5.3.2 BGP it % 2

% 5-3 i 2AlE BGP B Ir s B — g s,
#®53 BGPHEEGS

- (O #1F i B
system-view ARG F i
bgp id 2 BGP, I # A BGP i & i
peer X. X, X. X as-numberid BIEX SR, FFBEMNHFEAEY AS &
address-family ipv4 {15 BGP 1Pv4 H4% Hb o1k 5%
peer X, X. X. X enable i A b B% 1 45 5 48 8 X SRR AS e IPv4 B RS B (5 B BE S

St 3 B E IPYBGP

SCE H B . %48 1Pv4 BGP BIE & 1k .
SIS S . H3C MSR36-20 = 6.

S EK

(1) R1 & AS20,R2.R3 & AS10,

(2) R2 5 R3 #57 IBGP # %,

(3) 4= B

IPv4 BGP Wy ECE #hFME A 5-5 Frows .

11.0.0.13/30
Ser 2/0

11.0.0.17/30
Ser 3/0

11.0.0.14/30
Ser 2/0

11.0.0.18/30
Ser 2/0

11.0.0.21/30 11.0.0.22/30 l....-zl

Ser 3/0 Ser 3/0 \_,
R2 R3

B 5-5 IPv4 BGP HIBC B+ iHE

S&“‘L’%ﬂiﬁﬁﬂ?

[Rl]interface Serial2/0
[R1-Serial2/0]ip address 11.0.0.13 30
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[R1-Serial2/0]quit
[Rl1]interface Serial3/0
[R1-Serial3/0]ip address 11.0.0.17 30
[R1]bgp 20 //EE Bs5 38 A B LA
[R1-bgplpeer 11.0.0.14 as— number 10
/ /B3 1Pv4 BGP X K, I 45 E X F AR As 54 10
[R1-bgp]address- family ipv4
/ /B BGP TPva B Ml
[R1-bgp-ipvéd]peer 11.0.0.14 enable
/ M3 3 B Hh A 5 98 FE X SF AR e teva FRLER B AR BRI BE N
[R1-bgp—ipv4]quit
[R1-bgplpeer 11.0.0.18 as— number 10
[R1-bgpladdress— family ipv4
[R1-bgp-ipvéd]peer 11.0.0.18 enable

[R2]interface Serial2/0
[R2—- Serial?2/0]ip address 11.0.0.14 30
[RZ2- Serial2/0]quit
[R2]interface Serial 3/0
[R2—- Serial3/0]ip address 11.0.0.21 30
[R2]bgp 10
[RZ2-bgp]peer 11.0.0.13 as— number 20
/ /B3 1Pv4 BGP X K, I 45 E X FAR) As 54 20
RZ2-bgpladdress— family ipv4
RZ2-bgp—ipvd]peer 11.0.0.13 enable

[
[
[
[RZ2—-bgplpeer 11.0.0.22 as— number 10
[R2—bgp]address— family ipv4
[R2—bgp—ipvid]peer 11.0.0.22 enable
[R3]interface Serial2/0
[R3—Serial2/0]IP address 11.0.0.18 30
[R3—-Serial2/0]quit

[R3]interface Serial 3/0

[R3—- Serial3/0]ip address 11.0.0.22 30
[R3]bgp 10

[R3—bgplpeer 11.0.0.17 as— number 20
[R3—bgpladdress— family ipv4
[R3—bgp— ipvéd]peer 11.0.0.17 enable
[R3-bgp-ipv4]quit

[R3—bgplpeer 11.0.0.21 as— number 10
[R3—bgpladdress— family ipv4
[R3—bgp— ipvéd]peer 11.0.0.21 enable

SIS AL AN .

[Rl]display bgp peer ipv4d
BGP local router ID: 11.0.0.17
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Local AS number: 20

Total number of peers: 2 Peers in established state: 2
* —Dynamically created peer

Peer AS MsgRcvd MsgSent OutQ PrefRcv  Up/Down State
11.0.0.14 10 8 9 0 0 00:05:06 Established
11.0.0.18 10 5 5 0 0 00:02:19 Established

[RZ2]display bgp peer ipv4
BGP local router ID: 11.0.0.21
Local AS number: 10

Total number of peers: 2 Peers in established state: 2
* —Dynamically created peer

Peer AS MsgRcvd MsgSent OutQ PrefRcv  Up/Down State
11.0.0.13 20 15 13 0 0 00:09:24  Established
11.0.0.22 10 9 10 0 0 00:06:07 Established

[R3]display bgp peer ipv4
BGP local router ID: 11.0.0.22
Local AS number: 10

Total number of peers: 2 Peers in established state: 2
* —Dynamically created peer

Peer AS MsgRcvd MsgSent OutQ PrefRcv  Up/Down State
11.0.0.17 20 6 6 0 0 00:03:07 Established
11.0.0.21 10 6 5 0 0 00:02:37 Established

54 RIP & 9v

RIP & —fP 3L T /0 B & & (Distance-Vector) B 3 0 o A& % H iR B P i, RIP il A Bk
ROk w2 A H ik AR , BRECFR D EE el . Yo BIBR &l 76 15 Bk (15 )Y Z N, =
XA IR B (AD, B 2 %) 2 100,

5.4.1 RIP WMt A i) L $%

RIP 5 W4 i< . RIP-V1 1 RIP-V2, RIP-V1 5 RIP-V2 L F X 5],
(1) RIP-V1 J24 28t L, RIP-V2 20 # i Pl .

(2) RIP-V1 J" & 16 th 5587 . RIP-V2 241 8% #% rh 387 .

(3) RIP-V2 & B8 i #54 A {5 B2 1k RIP-V1 £,

5.4.2 RIP YA oy 2

% 5-4 Fron il & RIP B PTG B A — i 4,
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54 RIPHEESGS
% 1F a2 N (SR

system-view ARG F |

rip id B % RIP, 3 A RIP B B 71
undo summary *H B 3hil &

version number TR RA

Network X. X. X. X A M B

import-route rip id g AZMER %

S
e

%4 B & RP

SCH H A 4R RIP A9RCE L,
SIE RS . MSR36-20 =& HBiT4 = 4.
LI ER . RIPH#HBS R 10,045 R RIP-V2,BGE ARG, NEHEFME . TG
LLoopback Hi i .
SR AD . RIP BB B4R FE AN & 5-6 Frs .
.0:9.9.9.1/32
11.1.1.1/24 10.1.1.1/24
Ser 2/0 Ser 3/0
MSR36-20 1
11.1.1.2/24 10.1.1.2/24
Ser 2/0 Ser 3/0
12.1.1.1/24 12.1.1.2/24 o
Ser 1/0 Ser 1/0 v
MSR36-20 2 MSR36-20 3
£0:9.99.2/32 £0:9.9.9.3/32
Kl 5-6 RIP #FC & 3 E
SCEG AL BRI R
Rl]interface Serial 2/0
R1-Serial?/0]ip address 11.1.1.1 24
Rl]interface Serial 3/0
R1-Serial3/0]ip address 10.1.1.1 24
Rl]interface LoopBack 0 / /3E A FR [B] 3

':EI

1- LoopBackO]ip address 9.9.9.1 32
Rl]rip 5
Rl- rip— 5]undo summary

Rl-rip—5]version 2

[
[
[
[
[
[
[
[
[
[R1-rip-S]network 11.1.1.1

//E RIPHHERES R 5
/ /KM B 3L &

/ /B AR

/ /%A P B
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[R1- rip— 5]network 10.1.1.1
[R1-rip— 5]network 9.9.9.1

R2]int Serial 2/0
R2-Serial?/0]ip address 11.1.1.2 24
R2]interface Serial 1/0
R2- Seriall/0]ip address 12.1.1.1 24
RZ]interface LoopBack 0
RZ2- LoopBack(]ip address 9.9.9.2 32
RZ2]lrip 5

— rip— 5]undo summary

—rip—5]version 2

—rip—5]network 11.1.1.2

—rip- S5]lnetwork 12.1.1.1

—rip— 5]network 9.9.9.2
]int Serial 1/0
R3-Seriall/0]ip address 12.1.1.2 24
R3-Seriall/0]quit
R3]int Serial 3/0
R3-Serial3/0]ip address 10.1.1.2 24
R3]interface LoopBack 0
R3— LoopBack(]ip address 9.9.9.3 32
lrip 5

BE%E%E

— rip- 5]undo summary

—rip—5]version 2

—rip- 5]network 10.1.1.2
—rip—5]lnetwork 12.1.1.2
—rip- S5]network 9.9.9.3

LIGEERINE .

EBBE

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[R3
[R3

[Rl]ldisplay rip 5 route
Route Flags: R —RIP, T —TRIP

P - Permanent, A —Aging, S — Suppressed, G —Garbage— collect

D —Direct, O —Cptimal, F —Flush to RIB

Destination/Mask Nexthop Cost Tag Flags

12.1.1.0/24 10.1.1.2 1
9.9.9.3/32 10.1.1.2 1
Peer 11.1.1.2 on Serial2/0

Destination/Mask Nexthop Cost Tag Flags

12.1.1.0/24 11.1.1.2 1
9.9.9.2/32 11.1.1.2 1

Local route

Destination/Mask Nexthop Cost Tag Flags

11.1.1.0/24 0.0.0.0 0
10.1.1.0/24 0.0.0.0 0
9.9.9.1/32 0.0.0.0 0

0
0

0
0

0
0
0

RAQF
RAQF

RAQF
RAQF

RDOF
RDOF
RDOF

Sec
14
14

Sec
28
28

Sec

Peer 10.1.1.2 on Serial3/0



[RZ]display rip 5 route
Route Flags: R —RIP, T —TRIP
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P - Permanent, A —Aging, S — Suppressed, G — Garbage— collect

D —-Direct, O —Optimal, F —Flush

to RIB
Peer 11.1.1.1 on SerialZ2/0

Destination/Mask Nexthop Cost Tag Flags Sec
10.1.1.0/24 11.1.1.1 1 0 RAOF 16
9.9.9.1/32 11.1.1.1 1 0 RAOF 16
Peer 12.1.1.2 on Seriall/0
Destination/Mask Nexthop Cost Tag Flags Sec
10.1.1.0/24 12.1.1.2 1 0 RAOF 21
9.9.9.3/32 12.1.1.2 1 0 RAOF 21
Local route
Destination/Mask Nexthop Cost Tag Flags Sec
11.1.1.0/24 0.0.0.0 0 0 RDOF =
12.1.1.0/24 0.0.0.0 0 0 RDOF =
9.9.9.2/32 0.0.0.0 0 0 RDOF =

[R3]display rip 5 route
Route Flags: R —RIP, T — TRIP

P — Permanent, A —Aging, S — Suppressed, G —Garbage— collect

D —Direct, O —Cptimal, F —Flush

Destination/Mask  Nexthop Cost Tag

11.1.1.0/24 10.1.1.1 1 0

9.9.9.1/32 10.1.1.1 1 0
Peer 12.1.1.1 on Seriall/0

Destination/Mask  Nexthop Cost Tag

11.1.1.0/24 12.1.1.1 1 0

9.9.9.2/32 12.1.1.1 1 0
Local route

Destination/Mask  Nexthop

10.1.1.0/24 0.0.0.0 0 0

12.1.1.0/24 0.0.0.0 0 0

9.9.9.3/32 0.0.0.0 0 0

to RIB
Peer 10.1.1.1 on Serial3/0

Flags Sec

RAQOF 26

RAOF 26

Flags Sec

RAQOF 8

RAOF 8

Cost Tag Flags Sec

RDOF
RDOF
RDOF

ST 5 BLE RPJ

I HM . ES WG] AN H
SIS EEAF . H3C MSR36-20 =4,
(1) # R2 |

—a F=

iz17 RIP 10 #1 RIP 20,

5| NIMERER |

(2) R2 @i RIP 10 #1 R1 Z# g5 B i@ RIP 20 fil R3 &2 & {5 B
£ R2 FECE RIP #E#E 20 IF5] AAMEREE B - 5] A L% B AT RIP #EFE 100 AYBSH &
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ffif5 R3 GBEWE 22> 33K 11.0.0. 1/24 W& . H R1 AREFATR5K 12, 1. 1. 2/24 BB,
SIS REN . AR 5] ARIMNEE 5-7 B s,

—_— o —  —

77T RIPIO TS 77T RIP20 TS
(52 “11.0.0.1/24 11.0.0.2/24° @] 12.1.1.124 12.1.1.2/24° (@
.\?"‘ \gE_DHI GE 0/1, \t"‘,z \ GE 0/2 GE 012, \?“s
d Y rd
RI  “~o__ -7 R Tl 7
Bl 5-7  ShaEEE 5l AR ENA
LI AP BRINE

[R1]interface GigabitEthernet 0/1

[R1- GigabitEthernet0/1]ip add 11.0.0.1 24
[R1]RIP 10

[R1-rip— 10]network 11.0.0.0

[R1- rip— 10]version 2

[

Rl- rip— 10]Jundo summary

[R2]interface GigabitEthernet 0/1

[R2—- GigabitEthernet0/1]ip add 11.0.0.2 24
[R2- GigabitEthernet0/1]quit
[R2]interface GigabitEthernet 0/2

[R2—- GigabitEthernet0/2]ip add 12.1.1.1 24

R2]rip 10

—rip— 10]network 11.0.0.0
—rip— 10]version 2

—rip- 10]Jundo summary
—rip—10]quit

lrip 20

—rip- 20]network 12.0.0.0

—rip— 20]version 2

S8 88808

[
[
[
[
[
[
[
[
[RZ2—-rip- 20]Jundo summary

[R2- rip— 20]quit

[R3]interface GigabitEthernet 0/2
[R3— GigabitEthernet0/2]ip add 12.1.1.2 24
[R2]rip 20

[RZ2— rip— 20]network 12.0.0.0

[R2— rip— 20]version 2

[R2— rip— 20]Jundo summary

MEEG ARG AP A R3 AKHERER.

[R3]display ip routing— table
Destinations : 12 Routes : 12
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Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 0 127.0.0.1 InLoop0
12.1.1.0/24 Direct 0 0 12.1.1.2 GEQ/2
12.1.1.0/32 Direct 0 0 12.1.1.2 GEQ/2
12.1.1.2/32 Direct 0 0 127.0.0.1 InLoop0
12.1.1.255/32 Direct 0 0 12.1.1.2 GEQ/2
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 0 127.0.0.1 InLoop0
224.0.0.0/4 Direct 0 0 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 0 127.0.0.1 InLoop0
T R2 FACE RIP IE5] AN .

[R2]rip 20

[R2— rip— 20] import— route rip 10

[R2— rip— 20] import- route direct

SR A RNE

[R3]display ip routing— table

Destinations : 13Routes : 13

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 InTLoop0
11.0.0.0/24 RIP 100 1 12.1.1.1 GEO/2
12.1.1.0/24 Direct 0O 0 12.1.1.2 GEO/2
12.1.1.0/32 Direct 0O 0 12.1.1.2 GEO/2
12.1.1.2/32 Direct O 0 127.0.0.1 InLoop0
12.1.1.255/32 Direct 0O 0 12.1.1.2 GEO/2
127.0.0.0/8 Direct 0O 0 127.0.0.1 InLoop0
127.0.0.0/32 Direct O 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoop0
127.255.255.255/32 Direct O 0 127.0.0.1 InLoop0
224.0.0.0/24 Direct O 0 0.0.0.0 NULLO
255.255.255.255/32 Direct O 0 127.0.0.1 InLoop0

55 OSPF & 4

OSPF (Open Shortest Path First, ¥ jif 3 & & B 12 € /&) & IETF (Internet
Engineering Task Force, B Bt T F4E 55 41) H 2V & B9 — A~ 2k T 5% FEOR S 59 P8
MY (Interior Gateway Protocol,IGP) .

5.5.1 OSPF [ [X I

TR DR AE I 28 AR K TR 2 T AY I 4% v R HE 1) OSPF Bl SR SCA% 388, DT IR T
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28 1l e A 2 . OSPF PRsGE I A ¥R 2 5o 3 70 A [7) DX 0K A TR X — [R] A,

Totally NSSA [X 15,

5.5.2 OSPF % & %m

5.5.3 OSPF fd & a2

OSPF X 3 K3 n] 40 M & T X # ., Stub X 3. Totally Stub X . NSSA X I Hi

OSPF & H 25 iP5 £ AS YA R E L 43 o DX 30 N 8% R 2% L DX 380 % FH 4% ABR,
BTHMAS . ARG ARG N F#m 4y ASBR UL,

% 5-5 i 200 E OSPF B B H 3| i) — sy 4,

55 OSPFHEESGS

- (T £ 1F 39
system-view HARG R H
ospf id )& OSPF, 3 # A Bc & 7
area id fil @ OSPF [X i}
network X, X. X, X A1 M B
vlink-pee X, X. X, X B & B i B

48

K6 EE

SIS HAY . 2F S il & OSPF il ,
SIS PR AF . MSR36-20 =& (HBiF4 — 4.

4 7 OSPF

SIS SR . OSPF AR5 10, KB 0, WA B, 75 KA Loopback Hulik .
SIS AN . LB OSPE PR AR & an &l 5-8 Pz,

SR L BRIE .

[R1]interface Serial 2/0

[R1-Serial?2/0]ip address 11.1.1.1 24
[R1]interface Serial 3/0

[R1-Serial3/0]ip address 10.1.1.1 24
[Rl]interface LoopBack 0
[
[
[
[
[

/ /33 A Ep [ M ik
R1-LoopBack(O]ip address 9.9.9.1 32
Rl]ospf 10
Rl-ospf- 10]area
Rl-ospf-10]area 0O
R1- ospf- 10-area- 0.0.0.0]network 11.1.1.1 0.0.0.255 /1% A g
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L0:9.9.9.1/32

11.1.1.1/24 10.1.1.1/24
Ser 2/0 Ser 3/0

MSR36-20 1

11.1.1.2/24 10.1.1.2/24

Ser 2/0 Se.r_3f0
12.1.1.1/24 12.1.1.2/24
>
Ser 1/0 Ser 1/0 o
MSR36-20 2 MSR36-20 3
£0:9.9.9.2/32 L£0:9.9.9.3/32

A 5-8 fit'®E OSPF Hhil3n b E

[R1-ospf- 10-area—0.0.0.0]lnetwork 10.1.1.1 0.0.0.255
[R1-ospf- 10-area—0.0.0.0]network 9.9.9.1 0.0.0.0
[R2]int Serial 2/0

[R2—-Serial2/0]ip address 11.1.1.2 24

[R2]interface Serial 1/0

[R2—- Seriall/0]ip address 12.1.1.1 24

[RZ2]interface LoopBack 0
[
[
[
[
[
[R2

E%

RZ2- LoopBack(O]ip address 9.9.9.2 32

lospt 10
—ospf-10]area 0O
—ospf-10-area—-0.0.0.0lnetwork 11.1.1.2 0.0.0.255
—ospf-10-area—0.0.0.0lnetwork 12.1.1.1 0.0.0.255
—ospf-10-area—0.0.0.0lnetwork 9.9.9.2 0.0.0.0

SRS SIS

R3]int Serial 1/0

R3-Seriall/0O]ip address 12.1.1.2 24
R3-Seriall/0]quit

R3]int Serial 3/0

R3-Serial3/0]ip address 10.1.1.2 24
R3]interface LoopBack 0

R3— LoopBack(O]ip address 9.9.9.3 32

R3]Jospf 10
R3—ospf-10]area 0O
R3—ospf- 10-area—0.0.0.0]network 10.1.1.2 0.0.0.255

—ospf- 10-area-0.0.0.0lnetwork 12.1.1.2 0.0.0.255
—ospf- 10-area—0.0.0.0lnetwork 9.9.9.3 0.0.0.0

LIS R .

[
[
[
[
[
[
[
[
[
[
[R3
[R3

[Rl]display ospf peer verbose / /%% OSPF 4k &

OSPF Process 10 with Router ID 9.9.9.1 Neighbors

Area 0.0.0.0 interface 11.1.1.1(Serial2/0)'s neighbors
Router ID: 9.9.9.2

Address: 11.1.1.2
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GR state: Normal

State: Full

Mode: Nbr is master

Priority: 1

DR: None

BDE.: None

MIU: O

Options is 0x42 (- |O|- |- |- |- |E|-) Dead
timer due in 35 sec

Neighbor is up for 00:01:33
Authentication sequence: [0]
Neighbor state change count: 5
BFD status: Disabled

Area 0.0.0.0 interface 10.1.1.1(Serial3/0)"'s neighbors
Router ID: 9.9.9.3 Address: 10.1.1.2

GR state: Normal

State: Full

Mode: Nbr is master

Priority: 1

DR: None

BDE.: None

MTU: O

Options is 0x42 (- |O|- |- |- |- |E|—) Dead
timer due in 33 sec

Neighbor is up for 00:01:12
Authentication sequence: [0]
Nelighbor state change count: 5
BFD status: Disabled

[R2]display ospf peer verbose

OSPE Process 10 with Router ID 9.9.9.2 Neighbors

Area 0.0.0.0 interface 12.1.1.1(Seriall/0) 's neighbors
Router ID: 9.9.9.3 Address: 12.1.1.2

GR state: Normal

State: Full

Mode: Nbr is master

Priority: 1

DR: None

BDE: None

MTU: 0

Options is 0x42 (- |O|- |- |- |- |E|-) Dead
timer due in 35 sec

Neighbor is up for 00:25:51
Authentication sequence: [0]
Neighbor state change count: 5
BFD status: Disabled
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Area 0.0.0.0 interface 11.1.1.2(Serial2/0) 's neighbors
Router ID: 9.9.9.1Address: 11.1.1.1

GR state: Normal

State: Full

Mode: Nbr is slave

Priority: 1

DR: None

BDR: None

MTU: O

Options is 0x42 (- |O|- |- |- |- |E|-) Dead

timer due in 36 sec

Neighbor is up for 00:01:57

Authentication sequence: [0]

Neighbor state change count: 5

BFD status: Disabled

[R3]display ospf peer verbose
OSPF Process 10 with Router ID 9.9.9.3 Neighbors

Area 0.0.0.0 interface 12.1.1.2(Seriall/0) 's neighbors
Router ID: 9.9.9.2Address: 12.1.1.1

GR state: Normal

State: Full

Mode: Nbr is slave

Priority: 1

DR: None

BDR: None

MTU: O

Options is 0x42 (- |0|-|-|- |- |E|-) Dead

timer due in 32 sec

Neighbor is up for 00:27:19

Authentication sequence: [0]

Neighbor state change count: 5

BFD status: Disabled

Area 0.0.0.0 interface 10.1.1.2(Serial3/0) 's neighbors
Router ID: 9.9.9.1Address: 10.1.1.1
GR state: Normal
State: Full
Mode: Nbr is slave Priority: 1
DR: None BDR: None MTU: 0
Options is 0x42 (- |O|- |- |- |- |E|-) Dead
timer due in 34 sec
Neighbor is up for 00:02:56
Authentication sequence: [0]
Neighbor state change count: 5
BFD status: Disabled
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kUG 7 BECE OSPF B JE &%

SHH A IR R R E T
ST PR A . H3C MSR36-20 U6 .
S EK

(1) Area2 A Y5 Area0 P IEMHE.,

(2) Areal 8% FHVE/L 8 X 38 ( Transit Area) 63 Area2 il Area0,

(3) R2 Ml R3 Z a1t & — Rk e 4
FEE LRI EC B AN E 5-9 Fros .

— ——
—— —_—

R3 - ~ R2
(‘3 11.2.1.2124 11.2.1.1/24° Q
GE 0/2 qu] GE 0/ ot o1 A& 6k 00
113.1.224 J7TN - /, x11.1.1.2f24-
ﬂ;" \\ Hhh“"—-__ Area | ;_‘ﬂ,x’ \\
/! \ T \
! \ y
i \ i \
| \ | \
| | | |
I | | |
1 ArcaZl : Arcaﬂ:
| | | |
\ I \ |
\ | \ I
\ ! /
\ ! /
i1 / /
\ ! !
A / ra
A A A 4
(}\ GE_0/2 C¥a GE 0/0
¢ 1131”24 ['? 11111324
R4 R1

Bl 5-9 i B2 Y B 9h 7 A

SR AL BRIE .

[R1]interface GigabitEthernet 0/0

[R1- GigabitEthernet0/0]ip address 11.1.1.1 24
[Routerl] ospf 1 router—-id 1.1.1.1

[Rl-ospf-1] area 0

[R1-ospf—-1-area—0.0.0.0] network 11.1.1.0 0.0.0.255

[R2]interface GigabitEthernet 0/0

[R2—- GigabitEthernet0/0]ip address 11.1.1.2 24

[R2—- GigabitEthernet0/0]quit

[R2]interface GigabitEthernet 0/1

[R2—- GigabitEthernet0/1]ip address 11.2.1.1 24

[RZ2] ospf 1 router—-id 2.2.2.2

[R2—ospf—1] area 0

[R2—ospf-1-area-0.0.0.0] network 11.1.1.0 0.0.0.255
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[R2—ospf-1-area—0.0.0.0] quit

[R2—ospf-1] area 1

[R2—ospf—-1-area—0.0.0.1] network 11.2.1.0 0.0.0.255
[R2—ospf—-1-area—0.0.0.1] vlink-peer 3.3.3.3
[R2—ospf-1-area—-0.0.0.1] quit

R3]interface GigabitEthernet 0/1

— GigabitEthernet0/1]ip address 11.2.1.2 24

- GigabitEthernet0/1]quit

]interface GigabitEthernet 0/2

— GigabitEthernet(0/2]ip address 11.3.1.2 24

R3] ospf 1 router—-id 3.3.3.3

—ospf-1] area 1

—ospf—-1-area—0.0.0.1] network 11.2.1.0 0.0.0.255
—ospf-1l-area-0.0.0.1] vlink-peer 2.2.2.2

o080 0

—ospf-1-area-0.0.0.1] quit
—ospf-1] area 2
—ospf-1-area—-0.0.0.2] network 10.3.1.0 0.0.0.255

[
[
[
[
[
[
[
[
[
[
[
[
[R3-ospf-1-area—-0.0.0.2] quit

IR IR R I

[R4]interface GigabitEthernet 0/2

[R4- GigabitEthernet0/2]ip address 11.3.1.1 24

[R4] ospf 1 router—id 4.4.4.4

[R4—ospf—-1] area 2

[R4—ospf-1-area—-0.0.0.2] network 11.3.1.0 0.0.0.255
[R4—ospf—-1-area—-0.0.0.2] quit

SRS AR

[Rl1]display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter Area

11.1.1.0/24 1 Transit 0.0.0.0 1.1.1.1 0.0.0.0
11.2.1.0/24 2 Inter 11.1.1.2 2.2.2.2 0.0.0.0
11.3.1.0/24 3 Inter 11.1.1.2 3.3.3.3 0.0.0.0

Total nets: 3

Intra area: 1

Inter area: 2

ASE: 0

NSSA: 0

[RZ]display ospf routing

OSPF Process 1 with Router ID 2.2.2.2
Routing Table

Topology base (MTID 0)

Routing for network
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Destination Cost Type NextHop
11.1.1.0/24 1 Transit 0.0.0.0
11.2.1.0/24 1 Transit 0.0.0.0
11.3.1.0/24 2 Inter 11.2.1.2

Total nets: 3

Intra area: 2

Inter area: 1

ASE: O

NSSA: 0

[R3]display ospf routing

OSPF Process 1 with Router ID 3.3.3.3
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop
11.1.1.0/24 2 Transit 11.2.1.1
11.2.1.0/24 1 Transit 0.0.0.0
11.3.1.0/24 1 Transit 0.0.0.0

Total nets: 3

Intra area: 3

Inter area: 0

ASE: 0

NSSA: 0

[R4]display ospf routing

OSPF Process 1 with Router ID 4.4.4.4
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop
11.1.1.0/24 3 Inter 11.3.1.2
11.2.1.0/24 2 Inter 11.3.1.2
11.3.1.0/24 1 Transit 0.0.0.0

Total nets: 3
Intra area: 1
Inter area: 2
ASE: 0
NSSA: 0

AdvRouter
1.1.1.1
2.2.2.2
3.3.3.3

AdvRouter
2.2.2.2
2.2.2.2
3.3.3.3

AdvRouter
3.3.3.3
3.3.3.3
3.3.3.3

Area
0.0.0.0
0.0.0.1
0.0.0.0

Area
0.0.0.0
0.0.0.1
0.0.0.2

Area
0.0.0.2
0.0.0.2
0.0.0.2
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6.1 [ Z& b ht 43 {5 4)

) 28 Hb ik #%  (Network Address Translations NAT) 245 1P 2045 3% ¢k v 49 TP Hb
hEFe el —A TP kA, HR 2 I H A EAF IP itk #B R ARZ A TP
Hb 4t L 6820 TP Hbhk Al A

6. 1.1 &% Hb k5% 45 iy 8

WA 24 1 hik 75 e O S I BT 43 S NAT. B3I NAT Flds 0 Z g8 .

(1) #& NAT: 2388 NI LR TP Hhk M A A TP kb 3847 — X — Ay B 5 .
(il FF# S NAT, Al LLSE B P 3 R 28 %) A1 58 0 25 /) 15 1]

(2) B NAT: GeReAREM B TP okl w5 2] 0 1P o ik 3t of 49 bohk  (F 334 e 5
i TP Mo sk Pl AHE RS . 314 NAT o] LUl FHZ 44 8 59 /b b b ik 4

(3) ¥ K Z R E M . 18 &R I8 5 F 240 R E M TP Hb bk w5 2] — A>3 B 1P bk,
L5 2 U . BB I 2% B BT A7 AL o] e 2 — AN 53k AR TP Hb bk SE B X Internet B[R],
M AT DA g5 PR B Y5 2 TP bkt 9% 35

6.1.2 4l ah58L T4 NAT
o LA TP HAET,
o LT ISP B, i T ML KA S 1P Fr LB NAT EM .

o YA L8 AT A ] HhE B, X TCP 3 i 45 67 2035 4
o Fiktfe K H Internet AYIL L , FE W 2& N EF A PFIT A3 £ 4L .

6.1.3 NAT M E &2

% 6-1 TR0 E NAT BT E HE ) — 6,



MZIZFEE S5 S RK

#F6-1 NATHERES®S

8 fE w4 # F 3 B
system-view ARG R M
nat static outbound X, X, X, X X, X, X, X | BgE— X — & 25 Hb hk 5% 4 i 5
nat static enable FE#ES NAT
nat address-group 6 —4~ NAT bk I A NAT Hisik 41 18 /&
address AN 1Bz | R
i mdependon KR PATHRABIEFR GRS

KU 1 ECEFRS NAT

I HA: EREES NAT FECE .

TR . PC—f \H3C MSR36-20 — 5 SMFIR% 2% —f .

SRS EOR . NFBILS P (P kb ok 11, 110, 11, 10/24) fifi F AR 3 41k 202, 20. 1. 101
17 7] Internet,

SCESHREN . FRAS NAT BB EHFME A 6-1 Fros .

11.110.11.2/24

| o4 R 2022011724
&n?-m,.}
el GE /1 GE_0/0 =48 GE 0/1

PC MSR36-20
A6-1 #A NATWEREHINE

SR L BRANE

[Router]interface GigabitEthernet 0/0

[Router- GigabitEthernet0/0]ip address 11.110.11.11 24

[Router]interface GigabitEthernet 0/1

[Router- GigabitEthernet0/1]ip address 202.20.1.1 24

[Router]nat static outbound 11.110.11.10 202.20.1.101

//ECE WM P Hihk 11.110.11.10 SR HE 202.20.1.101 2 [A] #) — Xf — 75 25 i hik 5% 45 e S
[Router]interface GigabitEthernet 0/1

[Router- GigabitEthernet0/1]nat static enable
/BB S H i ¥ 7E GigabitEthernet 0/1 820 F A%

SR AERUNTE

[Router]display nat

static Static NAT mappings:

Totally 1 outbound static NAT mappings
IP-to-1IP:
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Local IP :11.110.11.10

Global IP : 202.20.1.101

Config status: Active

Interfaces enabled with static NAT: Tbtally 1 interfaces enabled with static NAT
Interface: GigabitEthernet0/1

Config status: Active

62 IPW & 4t

IPv6 (Internet Protocol Version 6. B I R Hp i il A 6) 2 I 2% 2 P i A 55 A AR HE 1)
B, 8% R A 1Png (TP Next Generation, P — {8 B B W 10, ‘B #& IETF (Internet
Engineering Task Force, B ¥ M TS 4 it —E MG, 2 1Pvd B F+H A .
IPv6 Hl IPv4 Z [i] 5 2 25 A9 X500 O TP Mtk A9 1< BE AN 32 LeAs i in® 128 [y,

6.2.1 IPv6 Brisl 1) %% o

IPv6 TR A LT AL

(1) LR SOk A&, 8K TPv4 7 S0k i i S 20 7 B 3R ek sl B8 A 9 T 4 50k
/N T IPv6 FEARR SRR . TPv6 {1 H & % K B9 ZE A4l 30k, T fj 4k 1 5% &
X 1Pv6 R SCR AL B 32 8 T 7 A RCR . RAT TPve il K BE & TPv4 stk K B A P £
B TPv6 FEAIR LAY K BE B 40 T35, o0 TPva 4R 30K KB OR L35 35 07 BO B/ 15

(2) FERMHIEZS [, 1Pve AR IES H A K E AR Z 128 LR (16 F4). E
Al AR LB A 3. 42X 1038 Fiv AT fE iy kit 25 18] L 56 4 A] LAY 2 22 2 U A bt ) 70 7 2L DA R
O A 8 R HIL S P9 FA A PN 26 % b ik 43 TR

(3) JRRAL W M hE 254 . TPv6 [ bt 23 [ 2R T J2 WAL i Ho ik 254 . A R i #h R
o A 1R L A B A DU B B R & A 2> TPve B R G RS 5T IE .

(L) Heht BshECE . N T fifk EHLAECE, IPv6 7 F A R A H bl B B R JC AR 245 bkl
B AR S HhEC B R 4 IR 45 25 (Al DHCPv6 IR 28) 4R B TPv6 Hiht K A 615 B 5 Todk
SR E R EVRE A CKH BRI R m A A MR RS B A &
IPv6 Hiht S AH OG5 2 . WA, EHLE nl RS B C 89 £ 5 2% 2 Hh bk 22 BRI HT 4% (FESO.: ./
10) 1 BUEE B 7S bt bk, S8 5 AR B v b oA B ML Y815 .

(5) WEZE2M, TPv6 ¥ 1PSec 1E N ERIPRAEY JE Sk, n] LLEE L v 2 0 19 % 258 1 .
X — P Ry i e D) 2% 22 4 [n] AR A T BRUE IR R = TR TPv6 R 2 [A] A B HERAEE

(6) %+ QoS. TPv6 4R 3k MITFRr%E (Flow LabeD) T B SZ B & BOAR IR, AL IX &
XF B — 3 P B R SCHE AT IR B I B e R A 2

(7) Hasm 4B A IRHLE . TPve B9LEJE & BRI i 28 i — 40 ICMPv6 (Internet Control
Message Protocol for TPv6,TPv6 % B K 4% il 4 SCH 3O T 8 SE B, 45 2 2 4 F& 79 5 1] (]
—HEM FR T A EE MR E, EfUE T ARP(Address Resolution Protocol. # fit i #1 Py
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B0 ICMPv4 ¥ 5 & B AT ICMPv4 € 81714 8, IR T — 2 5 HAh T fiE

(8) RGP I, 1Pv6 BUH T IPv4 Sk PRI B, IF5IA T 2R &
R SC3k L 7E 4R 5 Ab B R Y ) i F KK I 58 T TPv6 AR 3, TP BhisR At T R4 i 9
JEHE ). TPvA 30k T B e 2 KA 40 525 . 1 IPv6 37 i 303k g K/ H A7 |
IPv6 2 SCR /NI PR

6.2.2 1IPv6 Hihlk

1. IPv6 B3R

IPv6 Hitik v LR /R BB S O —ES 16 LR+t fil 2. &4 1Pv6 b
s R 8 AL AR 16 HeAF A 4 NSl B R R CHMAZ I HE SRR, .

2001:0000:130F:0000:0000:09C0:87eA:130B

T @4 1Pve ik B9 A8, X T TPv6 Hihk v Aag 0 v LI P A L. B4
BIRTS 0 Al AW, B Bk kv B H“2001:0:130F:0:0:9C0.876A:130B”, un ¥ #b it
i f—HulEL 2l N 0 B, ] DL AUE 5, 0, BV Bl bk n] 5

2001:0:130F::9C0:876A:130B

IPv6 Hiht ty W3R Z 41 A% . bt A28 S 4 DARiR . Horp b RTZ8AH 25 T TPv4 Hbht v
) I 2% 5 5 7 B 3 s 1 TR 24 1 TPv4 stk v A9 = L5 0535043 .

ik 28 A R T s TPve Mk /AT Z I BE . o, B B R — A B, Ron
IPv6 b itk % 72 %1 2 /0 i Mk T 4% .

2. IPv6 HulE Y4 3

IPv6 24 = Fp 2R A Hb ik . B4 Mk | 2H 325 Hb hk A0 A 3% Hik
(1) fEH k. FHORME—FRIR— 4 0BT TPv4 Ay ARk bt . 0% 31 5 3% Hb ik
) 2650 B AR SOKF B A% 25 25 e st ik B bR iR a2 10

(2) HiFHhk . FRFRIR—HEDGEF XHEOE TAR AT 2220 F IPv4 1
KM NE . A0 B 4H 48 M hik ) B Hi SRk A % 2 e sk P A R E’Jﬁ;ﬁm%m
(3) {EiEHbht: FRFRIR—HEOGEE XHELNE TARMY A . XXM

hik %) B84 e STBY A% 15 45 e b ik B A TR ) — 4 4% 1 v e g R T 'Eﬂiﬂ{m&?f@ﬁﬁﬁ@ﬁﬁmﬂ}
WHEATE RO B — A& 0, TPv6 "R 3AT ) f Mo dik , 7 5% b ik 9 T 58 8 i 20 486 M ik S B,

3. B R KR

IPv6 B4 M ik A9 2 BUAT 25 o, 40 435 2 K B J5% b i | B /A Ml 3t ik 55

(1) Rkt . 55T 1Pv4 22 Wk, 32 A28 W 28 ik 55 SR BE R . 13 b 28 Y A Ml
hb FeVF B PR AR A 2R E DT IR ) 1 42 3K By 2R 00 O B0 .

(2) HEREA ML . TR0 JE A PR SCHCIR 25 A S BC & P e B AR b by s 22 8] 1Y
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A 0 A b ik A R D 5 H A M hE B BRSO S 9 kB A e B L

(3) [ Hihh. BRI HE“0:0:0:0:0:0:0. 1" (fjfbFa I« 17)FR NI [ HoHE, A
BEBCA R e D, CRERS1E 1IPv4 AR [l kb AH R L BP S S RS B O k3%
IPv6 2 3T,

(4) RIGEHNE . Mot . " FR MR8 E Hht . A BE T BC 2R AR 19 5, AT SRS H
LA TPv6 Mo ht 22 1if, A 7 & 36 B9 TPv6 2 SCHY 5 Hb bk o B I Az Hi bk , B A REFE O TPv6
> Ay H R AL

4. IEEE EUI-64 #& X E ORI EF

IPv6 R4 btk v A9 3 O BR LA R AR IR B B ) — M — 4 0, B A, IPv6e B K
HihE BEAS b AR SR 42 HAR ATl 64 £,

AR B IEEE EUT-64 48 393 AR R 248 7 A R o 5l 4k .

(1) FrA 1EEE 802 £ R (] an, DA K M4 10 . VLAN # 1) . IEEE EUI-64 %3
(1 1 BRR AT 2 ME 1 B 008 55 B8 2 b ik (MAC M hb) 28 Ab T S 89 . TPv6 Hb otk v i 43 1
PRIRATF 2 64 . MAC #iht & 48 47 A 7 27 MAC i ht i9 vp (8] 457 & O s 7 T 4R 7Y
$ o4 M EO AT ATERE FFFEC(IT11111111111110), R T 4% 0 bR iR 27 0946 H V8
55 MAC #iht— 3. A FW Universal/Local (U/L) A (i A7 FFER 95 7 A0 47 BUR
PeAE . a9 2 X A E0HAE  TEEE EUIL-64 #% XA 82 AR TAAT .

(2) Tunnel #:0 : IEEE EUI-64 #& =X A4 O PR IR BYAR 32 1228 Tunnel 4% 0 BY 5
IPv4 Hiht , ISATAP &8 B8 D FRIRAFAI & 32 A8 0000 . 5EFE, HAh R 8 942 1R 14T
e 32 i B4 0,

(3) Hfth 4 2K (fildn . Serial 3 1) . IEEE EUT-64 #% 3% (932 1 AR IR 25 B 1% 45 Bl HL
AR

6.2.3 IPv6 WAL E M2

% 6-2 20 'S 1Pv6 B T 55 FH 3 iy — 24 4.
Fx62 IPveHIBEGS

% 1F w % # 1F i 3
system-view A F G A
int number A ¥ H B & A
ipv6 address X : X :: X :X/m % H 1Pv6 Hihk
undo ipv6 nd ra halt RFH KM RAHE
ipv6 pathmtu B B35 %€ 1Pv6 Hbhbk % B i ER S PMTU 1B
ipv6 pathmtu age time fii & PMTU Z 1k B[]
ipv6 fast-forwarding IPv6 PLif 5% &
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St 2 Bt B PV

ST H B . 4R 1Pve BIBCE

ST 2R A . H3C MSR36-20 i & .PC — 6.

S FESR . R2 A0 LLF PC ARG .

£ Host |43 1Pv6, fid 4ig 1Pv6 2B JE A B A s BC & 1Pv6 Huht . 47 vl D3| R2 By
HH

SCHRFR AN . TPv6 Hb bk A% BC & 0 A E AN 6-2 Fras

2001::1/64 [FCBIN 3001::1/64 3001::2/64 E®

v 32) 79

e GL 0/1 GE 0/1 NS GE 0/2 GE 02 i
RI

PC 1 R2

F 6-2 1Pv6 Hihk Ay B B IR FME

g%’i%’%ﬁﬂ?

R1] interface gigabitethernet 0/2
R1- GigabitEthernet0/2 ipv6 address 3001::1/64 //B B IPve [ H b
R1- GigabitEthernet0/2] quit

[
[
[
[R1] interface gigabitethernet 0/1
[R1- GigabitEthernet0/1] ipve address 2001::1/64

[R1- GigabitEthernet0/1] undo ipvé nd ra halt /IR E LA rRaH B
[R1- GigabitEthernet0/1] quit

R2] interface gigabitethernet 0/2

R2- GigabitEthernet(0/2] ipve address 3001::2/64

R2- GigabitEthernet0/2] quit

RZ2] ipve route—static 2001:: &4 3001::1

//BCE Teve RIS B % BE i 19 B Ak v “2001:: /647, F — Bk i hik > 3001::17
[R1] display ipvet neighbors interface gigabitethernet 0/1

[
[
[
[

Type: S—Static D-Dynamic O—-Opentflow I-Invalid IPve
Address Link Layer  VID Interface State T Age
FES0::215:E9FF:FEAG:7D14 0015-e%a6-7d14 N/A GEO/1 STALE D 1238
2001::15B:EOEA:3524:E791 0015-e9%a6-7d14 N/A GEO/1 STALE D 1248

i b A S B ] DLANE . Host | 4R 15 A9 TPv6 4 BR B8 3% b kit o “ 2001 :: 15B:
EOEA:3524:E791”.
SLER A RANE

[R1] display ipv6 interface gigabitethernet 0/2
GigabitEthernet0/2 current state: UP

Line protocol current state: UP
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IPv6 1s enabled, link- local address 1s FE80::20F:E2FF:FE00:2

Global unicast address (es) :

3001::1, subnet is 3001::/64
Jolined group address (es) :

FFO02::1

FF02::2

FFO2::1:FF00:1

FF02::1:FF00:2
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

TPve Packet statistics:

InReceives: 25829
InTooShorts:
InTruncatedPkts:
InHopLimitExceeds:
InBadHeaders:
InBadOptions:
ReasmReqds:
ReasmOKs:
InFragDrops:
InFragTimeouts:
OutFragFails:

o o o o o o o o oo o o o

InUnknownProtos:
InDelivers: 47
OutRequests: 89
OutForwDatagrams: 48
InNoRoutes:

InToocBigErrors:
OutFragOKs:

OutFragCreates:

(o 2 T I - T s B

InMcastPkts:
InMcastNotMembers: 257477
OutMcastPkts: 43
InAddrErrors: 0
InDiscards: O
OutDiscards: 0
[R1] display ipveo interface gigabitethernet 0/1
GigabitEthernet0/1 current state: UP
Line protocol current state: UP
IPv6 1s enabled, link- local address is FE80::20F:E2FF:FE00:1C0O
Global unicast address (es) :
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62

2001::1, subnet is 2001::/64
Joined group address (es) :

FFO02::1

FEQ02::2

FFO02::1:FF00:1

FFO02::1:FF00:1CO
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is O milliseconds ND
router advertisements are sent every 600 seconds ND
router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses

TPve Packet statistics:

InReceives: 272
InTooShorts:
InTruncatedPkts:
InHopLimitExceeds:
InBadHeaders:
InBadOptions:
ReasmReqgds:
ReasmOKs:
InkFragDrops:
InFragTimeouts:
OutFragFails:

o o o o o o o o o o o

InUnknownProtos:
InDelivers: 159
OutRequests: 1012

OutForwDatagrams: 35

InNoRoutes: 0
InTooBigErrors: 0
OutEFragOKs: 0
OutFragCreates: 0
InMcastPkts: 79
InMcastNotMembers: 65
OutMcastPkts: 938
InAddrErrors: 0
InDiscards: 0
OutDiscards: 0

[R2] display ipv6 interface gigabitethernet 0/2
GigabitEthernet(0/2 current state: UP

Line protocol current state: UP



B e EE;—IM%#E?KI

IPv6 1s enabled, link- local address is FES0::20F:EZFF:FE00:1234

Global unicast address (es) :
3001::2, subnet is 3001::/64

Jolined group address (es) :

FFO2:
FFO2::
FFO2:
FFO2::

=1

2

:1:FF00:1

1:FF00:1234

MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND retransmit interval i1s 1000 milliseconds

Hosts use stateless autoconfig for addresses

IPvt Packet statistics:

InReceives: 117

InTooShorts:
InTruncatedPkts:
InHopLimitExceeds:
InBadHeaders:
InBadOptions:
ReasmReqds:
ReasmOKs:
InkFragDrops:
InFragTimeouts:
OutFragFails:
InUnknownProtos:

o o o o o oo o o oo o o

InDelivers: 117

OutRequests: 83

OutForwDatagrams:

InNoRoutes:

OutkragOKs:

0
0
InTooBigErrors: 0
0
0

OutkFragCreates:

InMcastPkts: 28

InMcastNotMembers:
OutMcastPkts:
InAddrErrors:
InDiscards:
OutDiscards:

e R =

H R2 M3A7& 5 0] LA ping 38

[RZ2] ping ipve —c 1 3001::1

Pingé (56 data bytes) 3001::2 ——>3001::1, press CTRL C to break
56 bytes from 3001::1, icmp seg=0 hlim=64 time=4.404 ms
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64

———Pingé statistics for 3001::1 ——

1 packet (s) transmitted, 1 packet(s) received, 0.0% packet loss round-
trip min/avg/max/std-dev =4.404/4.404/4.404/0.000 ms

[RouterB] ping ipve —c 1 2001::15B:EOEA:3524:E791

Pinge (56 data bytes) 3001::2 ——>2001::15B:EQEA:3524:E791, press CIRL C to break
56 bytes from 2001::15B:EOEA:3524:E79]1, icmp seg=0 hlim=64 time=5.404 ms

———Ping6 statistics for 2001::15B:EOEA:3524:E79]1 ———

1 packet (s) transmitted, 1 packet(s) received, 0.0% packet loss round-
trip min/avg/max/std-dev =5.404/5.404/5.404/0.000 ms

TG 3 ELE PO RIER

SRS H Y. AR TPve PR Fe A RHC & 77 .

SIS Ay AF . H3C MSR36-20 =15,

SEHGEOR . fF R2 FSEHL TPv6 TR R &

SR A . TPv6 PRIE ¥ i e & 4h AN 6-3 B

@ 2002::1/64 2002::2/64 @
GE 0/1 GE 0/1 R

R1

& 6-3 IPv6 P és & Wl &b A

%ﬁg‘%},’;g’%ﬁﬂ?

R1] interface gigabitethernet 0/1

R1- GigabitEthernet(0/1] ipv6 address 2002::

[

[

[R1- GigabitEthernet2/1/1] quit

[R1] ipv6e route- static 2001:: 64 2002::2

[R3] interface gigabitethernet 0/2

[R3—- GigabitEthernet0/2] ipve address 2001::

[R3- GigabitEthernet0/2] quit
[R3] ipve route—static 2002:: &4 2001::2

RZ2] ipvo fast— forwarding
R2] interface gigabitethernet 0/1

R2- GigabitEthernet0/1] ipvt address 2002::

R2] interface gigabitethernet 0/2

R2- GigabitEthernet0/2] ipve address 2001:

[
[
[
[R2- GigabitEthernet0/1] quit
[
[
[

R2- GigabitEthernet0/2] quit

2001::2/64

RET R

R2

2 64

:2 o4

GE 012

2001::1/64 @
"
GE 0/2

R3

/ /B2 B RS B

/ /I IE

1Pve P ¥ & Uy ik
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[RZ2] display ipve fast- forwarding cache
No IPve fast— forwarding entries

//MCEF , R2 1Y TPve R FE A R IF KRBT

[R1] ping ipve 2001::1

PING 2001::1 : 56 data bytes, press CTRL C to break

Reply from 2001::1
bytes=56 Sequence=1 hop limit=64
Reply from 2001::1
bytes=56 Sequence=2 hop limit=64
Reply from 2001::1
bytes= 56 Sequence=3 hop limit=64
Reply from 2001::1
bytes=56 Sequence=4 hop limit=64
Reply from 2001::1
bytes=56 Sequence=5 hop limit=64

———2001::1 ping statistics — -
5 packet (s) transmitted
5 packet (s) recelived
0.00% packet loss
round- trip min/avg/max =1/14/69 ms

[RZ2] display ipve fast- forwarding cache

time =69 ms

time =1 ms

time =1 ms

time =1 ms

time =1 ms

Total number of IPv6 fast- forwarding items: 2

SrcIP: 2002::1
DstIP: 2001::1
Src port: 129
Dst port: 0

Protocol: 58

VPN instance: N/A

Input interface: GEO/1
Output interface: GE0/2
2001::1

DstIP:

2002::1

Src port: 128

Dst port: 0

Protocol: 58

VPN instance: N/A

Input interface: GE0O/2
Output interface: GEO/1

//BAE , Teve R A R E &L

I H 6 EEW%&*I
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63 X H %K B

B Y SRS 2 Ay 1 A O 2% A e P 8 e Y R A A R AR B RO, 2 O R
Bt PH R 1 CRLR ATk ) RS2 B . B — R HE 56T AR R 28 2R A7 366 v 5 2R 1% A 250008 0 B
F e LT . L FH T Bk PR SRS B bl 45 K 0 e P 2R e ke R I el ) B L A
G PR Bt el BT R T — RS N — BEEE A A o B PR R B e 2 KA B3 Ol PR
— iR AR B0 B R RS A ik R R AT B9 SRS L BR O B0 St ik S S — b R AR AR g e TR e
AT TR W St Y L AR O TR L B b L BB B E RS O KR BRAEAT TS R ek O 5
B e X A s T X

6.3.1 I th ok g i i

B RS R RN RG22 . F A N LR oA .

(1) FE0 B B & A0 . B P e & A i il AR Bl o B Pl O e o B R (R R R AT
g, R MR AR mER .

(2) 0 B R A I, % Hh DI DA AR Fh A BB A B PR OR B 0 B R (S R R AT
o 58, HAR WO R AR RS A5 R . T LA B R A B, B v R 4% Y e

(3) EHGIAREEH . B H PRSI A AL B B P& B0 RY 2% R B 8 0 R R e
Hﬂl)ﬁﬁ&%ﬁﬂ%ﬁmfﬁﬁ.Jiiﬁ%ﬁﬂﬁﬂlAH*JE%FHTF?ELH@%%E*I&HLJ@E?%EZIKTJMS(H@

(4) TEE FEHH R R P 6 8 O B SR I A R P A L A

6.3.2 TIERS

o UE A ] LU VR B b SR G D e A T B S A U g A A AT O R,
A TE 15 PSR AR DG A A v N X B U A% L A B 0 K B T A O nE AR . B R PR ]
L) B a4 i 510 3 Hhk A8 91 38 L AS BRAE U R) 51 3% | AR R P 51 3R L0 4R R 4 B
% MAC Hbht 51 2% FES th 5 g £ Rl a8 4% .

1. A EIEH 5] R

7 18] 35 i %) 2 A 3 A % TPv4 R SC B ACL &t %t TPv6 4R X9 ACL., AP HEE X
ACL B Al PA4E & TP(v6) ik A1 ™ ¥ [l . FH T DU BC 8%t A5 B89 B A I B il dik 5% T — Bk
Hi ik

2, AR 5 R

Hb hE 7T 23 %) 35 0,35 TPv4 Hu ik B85 %0 22 F1 TPv6 b hk 57 2% 50 3. HbhE B 28 %)) 3 19 15
66



A 6 EE;—IW%#E?KI

AELT ACLEET ARG, BE S T P B, {F ok 5 28 51 3% 53 08 3% B 15
B HUCEE X% o8 i A5 B8 H B hk 15 B8 5 90, H P ] LI 48 %2 gateway #E T , 48
NP RSB B AT B iR B . — bbb fr 5 R ai &5 X L4 iR, B4
A28 5 = vl DLEL &% 24~ R I, B4~ F=2 300 a] DU ST 48 € — > W 4% Aij 28 08 =X /9 DL g 3a [
HFH— 1RSI, Kol 538 0 T 7Mbbk jir 28 % 3% vh JE 17 D C RS A p9 0 e . B> 3%
Wiz B RR AR SE D RS EAFRREEHZT SRR EAD
I, HOEA B — SR T R A 8t B R A 8 i i M Bk R 2R B 2R AT 38 O B — A4
I ATILEC) .

3. AS E&12 1718 51| 5% (as-path)

as-path {UH T BGP i i ry 338, BGP M E E . B85 A A5 2 4 if 12 5,
as-path FUZ £ X G R G A2 38048 2 VU iC 25 1F .

4. [AKE 5T (community-list)

community-list {{ H F BGP &t i3 €. BGP W 5 B &, & & — 4
community J& 8, H AR IR — 4 HFAK . community-list 5t & 50 B & J& 1 5 45 & DL i
ZAF.

5. ¥ R A E %% & (extcommunity-list)

extcommunity-list {{ T BGP FH @93 3. BGP ¥ i B & J& A M Fh, — Fh 2 H
F VPN ) RT(Route Target, #H HEr) ¥ A ; 75 —Fh 2 SoO(Site of Origin, I 3
SOT AR, T B AR 51 3 58 52 F X X MR E MRS 2 VT C &

6. MAC Hb il %] 3R (mac-list)

mac-list {UH T EVI IS-IS, EVI IS-IS BRI P 4 & MAC Hihk {5 B . mac-list /&
X MAC Hiht{5 BV &4, — /> MAC Huhk %)% i MAC Hb a3 £ & RiR. &4
MAC #bitik 51 3% 0] DL & 2~ 30, B R T n] LIl 7 48 2 — 4> MAC Hiuhik 2 = 89 DT fid 18
L3 — &S S 4RIR . 5 S48 T 48 MAC Huhk 51 3 gk 47 DT IE A 2 i . 4
FI 2 ] ol ) O Z& L DG G R ) i T b M ik T 4R B 3

7. BEHRAK

B Y SRS 2 — b LB A 1 o DB A B AN AR LD G B A 2 O L8 v L i i) DLAE
A I el e B R R R R JE R . I eh SR AT D R I i LA e 0 A E S H C Y DGR
W, —4 ek rh SRS AT LA PR 22 1 R B A T R R DT G A A ) — > BT, A DTG i R
T RGE T BT TR KR A AT A AR AR EC R OCR  RE i T
— AT R R T RS AN A Y AT DL (B T continue 1A HY
T OLERAR) o BEAS T R0 B PR A S A0 Ak B3 5 SUH DL ECAR U E . DEFCARE X5 4 permit Al
deny P Ff,
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permit; 8 15 & VCECAL S R e A, 4 5% b {5 B iz S B DE S L R A
7% S8 apply FA L, AHEAT =TT ERICE(BCE T continue FAIBIME M BRAM) 5 40
b6 AR BB i S U R AT — T R ARSI .

deny: T8 % 17 25 A DC L AR =G 0 5 48 5 X (L B =0T apply F 4] fl continue F 8] A&
giAT) . HEEHE Bl SRS SRS Z T A A AN TR
U 5 40 2R B AR S B0 08 i s A 8 R E AR — A AR ZE DL

AT A ] DL —4 if-match.apply il continue /1] 2H 1%, .

if-match F/) . & SCUCHCHE I , DCJE X 2 2 b 5 2 A9 — 28w . il — 9 s P A A
i) if-match FALZ“ 57X R, AW E WA NG iff-match 74048 % B9 VG 4 7F . 4 g
1 T A RY LA,

apply F/0) . 487 S , Wt 2 208 i 1 s DT L /s o % 8% AR B — 2o Jm PR AT i &

continue T/ : FIRREE T — BT 1 . 24 B 520 VG 2 5 5 3 o 5 6 7 5 (0
& permit 15 50) B, T LUTE & B 4K 22 DTG [A] — B% SR IS N Y B — > s, XA Rl DL 4
B B RIS &A1 1Y if-match A H apply /8] 35 58 BE H SR BE 09 R TEE

if-match.,apply Hl continue /8] o] AAR & B H i A7 &, ff 2 Al i i, an 2 Mg g
B, AN B B AR PE N 75 B T apply ). ﬁﬂ%%/\ permit 17 3 B A7 P & A ]
(f-match T80 0 3% 45 45 VS 2 A 09 B . i 2% 7E £ deny B AR B KA
if-match F#]Hl apply FHJ A permit 15 &4, H T S0 VR HoA Y 5§ HH 18 i

6.3.3 i ik ok W I AL B o 2

% 6-3 I/ 2 0 PR R WS B B T B0 — 2 A,

F63 BEARMPIEEGS
i (S (G

system-view ARG A H

route-policy name { deny | permit } node number B 2 % h s, O B B R e L A

if-match ip X. X. X. X acl-number | prefix-list BLE IPv4 B 5 B B I d &4

if-match as-path number fid & BGP M {5 B 1 AS 42 388 1 IT i 2% 14

apply ip-address next-hop X. X. X. X BB TPvA B 5 0 F — Bk

[ public | vpn-instance name ]

apply ipv6 next-hop X : X :: X :X/m Fl B IPv6 {5 B A9 T — Bk b hik

ST 4 BLE IPY BB BTN EH R

SIS H AT . R 1Pv4 5 A B i o B A I & 5 s
ST SRk . H3C MSR36-20 =4,

68



I H 6 EE—W]%E*I

SIS ESK . R2 5 R1 Z[E#E S OSPF P ac ik {5 B, 5 R3 2Z (a5 i 1S-1S 32
HH AR R

fE R2 FhCEB A GIA K 1S-1S B 1 51 A OSPF w22, Jf [a) ikl F % rhy 5 s 15 B 1
M EYE, Hod 8% 172.17. 1. 0/24 WIEEH B S A 100,32 HE 172, 17. 2. 0/24 B9 B
) Tag J& 7N 20,

SRR TPva SIABSH P ECE R FNE A E 6-4 P,

f"_ - . " . - I - .
,/ OSPF '\ ;" RIP
\ /
, % 192.168.1.2/24 192.168.2.2/24 "‘

!
GE 02 | \

!
\
|
I
I
|

[

I
172.17.1.1/24

\ 192.168.1.1/24
GE_5/0/

\ GE0/

\
/ 192.168.2.1/24
\GE_0/2

N «_ =4 GE 6/0
R] R3 172.17.3.1/24

& 6-4 IPv4 5] ARk HIBC B 3 1h A

172.17.2.1/24

SR BRIE .

R3]interface GigabitEthernet 0/2
— GigabitEthernet0/2]ip address 192.168.2.1 24
—GigabitEthernet0/2]quit
R3]interface GigabitEthernet 5/0
— GigabitEthernet5/0]ip address 172.17.1.1 24
1gab1tEthernet5 /0]quit

— GigabitEthernet5/1]ip address 172.17.2.1 24
— GigabitEthernet5/1]quit
]interface GigabitEthernet 6/0
GlgabltEthernetEi/O]lp address 172.17.3.1 24

isis—1] 1s- level level-2
isis— 1] network—-entity 10.0000.0000.0001.00
isis—1] quit

[
[R3
[R3
[
[R3
[R3
[
[R3
[R3
[
[
[
[R3
[R3
[R3
[
[R3—- GigabitEthernet0/2] isis enable
[R3—- GigabitEthernet0/2] quit

[R3] interface gigabitethernet 5/0
[R3—- GigabitEthernet5/0] isis enable
[RouterC- GigabitEthernet5/0] quit
[R3] interface gigabitethernet 5/1
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/0

[R3—- GigabitEthernet5/1] isis enable
[R3—- GigabitEthernet5/1] quit

[R3] interface gigabitethernet 6/0
[R3—- GigabitEthernet6/0] isis enable
[R3—- GigabitEthernet6/0] quit

[R1]interface GigabitEthernet 0/1
[R1- GigabitEthernet0/1]ip address 192.168.1.1 24
[R1] ospf

[Rl-ospf-1] area 0
[R1-ospf-1-area—0.0.0.0] network 192.168.1.0 0.0.0.255
[R1-ospf—-1-area—0.0.0.0] quit
[Rl-ospf—-1] quit
[R2]interface GigabitEthernet 0/1
[R2- GigabitEthernet(0/1]ip address 192.168.1.2 24
[R2—- GigabitEthernet0/1]quit
[R2]interface GigabitEthernet 0/2
[R2—- GigabitEthernet0/2]ip address 192.168.2.2 24
[RZ2] isis

[R2—1sis—-1] is— level level-2
[R2—1sis— 1] network—entity 10.0000.0000.0002.00

[R2—1sis—1] quit

[R2] interface gigabitethernet 0/2

[R2—- GigabitEthernet/00/2] isis enable

[R2- GigabitEthernet0/2] quit

[RZ] ospt

[R2—ospf—1] area 0

[R2—ospf-1-area—0.0.0.0] network 192.168.1.0 0.0.0.255
[R2—ospf—-1-area—-0.0.0.0] quit

[R2- ospf- 1] import- route isis 1 //FE OSPF W1 5| A 1s-1S
[R2—ospf—1] quit

[
[

588808

R2] acl number 2002 //BIE %5 A 2002 1Y ACL
RZ2—acl-basic-2002] rule permit source 172.17.2.0 0.0.0.255
//FRVF 172.17.2.0/24 W) 3% i 38 i
[R2—acl-basic—2002] quit
[RZ] ip prefix-list prefix—a index 10 permit 172.17.1.0 24
/18N % N prefix-a M HE AT R 5 K , 2 1F TP HIAk O 172.17.1.0 24 9B i @ i
[RZ] route-policy i1sisZospf permit node 10
/ /B % P R
[RZ2— route-policy— isisZospfi— 10] if-match ip address prefix— list prefix—a
//BEE 1Pva (8% i 5 B
[RZ2— route-policy- isisZospf— 10] apply cost 100
//BC H B i A5 B B9 IR b 100
[RZ2— route-policy-isisZospf—10] quit
[RZ2] route-policy isisZospf permit node 20
[RZ2—- route-policy- isisZospf—-20] if—-match ip address acl 2002
[

—route-policy- isisZospf-20] apply tag 20
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/IS AREE R 20

—route-policy- isisZospf-20] quit
RZ] route-policy isisZospf permit node 30

[R2
[
[R2— route—policy- isisZospf—30] quit
[RZ2] ospt

[

RZ2—-ospf- 1] import- route isis 1 route-policy isisZospf

/ /8% i 5| BT R R B He O g
[R2—ospf—1] quit

SR AERANE

[R1] display ospf routing

OSPF Process 1 with Router ID 192.168.1.1
Routing Tables

Routing for Network

Destination Cost Type NextHop AdvRouter Area
192.168.1.0/24 1 Transit 192.168.1.1 0.0.0.0 Routing for ASEs
Destination Cost Type Tag NextHop AdvRouter
172.17.1.0/24 100 Type?2 1 192.168.1.2 192.168.2.2
172.17.2.0/24 1 Type?2 20 192.168.1.2 192.168.2.2
172.17.3.0/24 1 Type?2 1 192.168.1.2 192.168.2.2

Total Nets: 4
Intra Area: 1 Inter Area: 0 ASE: 3 NSSA: O

LG 5 PO HIIAKRHBKREES

SO H Y. AR 1Pve 5B SR WS AN E k.

SIS, H3C MSR36-20 & .

SR

(1) R1 5 R2 i# {7, #Biz 17 RIPng Fr¥.

(2) ffifig Router A ') RIPng PPl B0 E = LS.

(3) TETET| A TS B b B N B i SR WS, (0 = 5% i A & il e o] A G o0 9 5 i
H—20::/32 F1 40 ./32 PB A & 0T UL .30 . /32 W B 1 2 Hh U0 4 5 i

1T 7E Router B &/ RIPng B 3, 56 UE B A 0R 0% 2 5 A %8,

IPv6 5] A % 5% 1S B9 i & 4h FhE &l 6-5 s .

SIS BRANE

[R1] interface gigabitethernet 0/1

[R1- GigabitEthernet0/1] ipvé address 10::1 32 //HCE IPve ik
[R1- GigabitEthernet0/1] quit

[R1] interface gigabitethernet 0/2

[R1- GigabitEthernet0/2] ipv6 address 11::1 32

/1
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/2

20::/32
30::/32
40::/32

GE_0/2
11::1/32

10::1/32 10::2/32 @

GE_0/1 GE_0/1
R1 R2

Kl 6-5 1Pv6 5| AR H A #Y AC & ¥ 1h

[R1- GigabitEthernet0/2] quit

[R1] interface gigabitethernet 0/1

[R1- GigabitEthernet0/1] ripng 1 enable //FF )3 RIpng
[R1- GigabitEthernet0/1] quit

[R1] ipv6 route- static 20::32 11::2 f’fﬁﬂﬁ%;u%lﬁ , F—BtR 11::2
[R1] ipve route-static 30::32 11::2

[R1] ipv6 route- static 40::32 11::2

[R1] ipv6 prefix-list a index 10 permit 30::32 / /B B BE TR g
[

[

[

[

[

[

[

2y

sl

R1] route-policy static2ripng deny node 0

Rl-route-policy- staticZripng— 0] if-match ipve address prefix—list a
Rl-route-policy- staticZripng— 0] quit

R1] route-policy staticZripng permit node 10

Rl- route-policy- staticZripng— 10] quit

R1] ripng

Rl-ripng- 1] import- route static route-policy staticZripng

//5I A% A static2ripng HY B H % 8%

R2] interface gigabitethernet 0/1
RZ2- GlgabltEthernetO/ 1] ipve address 10::2 32

[

[

[

[R2—ripng-1] quit
[R2] interface gigabitethernet 0/1

[R2—- GigabitEthernet0/1] ripng 1 enable

[R2—- GigabitEthernet0/1] quit

SEIGEERE .

[RZ] display ripng 1 route

Route Flags: A —Aging, S —Suppressed, G —Garbage—collect
Peer FE80::7D58:0:CA03:1 on GigabitEthernet2/1/1
Destination 10::/32,via FEB0::7D58:0:CA03:1, cost 1, tag 0, A, 18 secs
Destination 20::/32,via FE80::7D58:0:CR03:1, cost 1, tag 0, A, 8 secs
Destination 40::/32,via FE80::7D58:0:CA03:1, cost 1, tag 0, A, 3 secs

//VEBE
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64 HRHEIEHE T

WS HH R 2 SR ST DT EC RN, LB X 4R SCARAT B #0E . SRmg v s A . — 1K
% AT DAL — A EE AT R R .

(5 el I el R T O el o o N =N Y vt & T R v A DR DX
BEIRAT .

BT A EAENER if-match TA]H apply A48 E . if-match T4 F % 4
) U K0 s apply /40 %€ %10 5 ) B AE

B AR b B S D g e g . PEEC B A 43 o permit (L) A1 deny
FEda) MR, BRI S . 2 50K AR 4 S b g SCAY DG 0 A 0] R 454 o di SC kAT Ab 3
45 45 HB AT S 2 v BIARG 9 G J K UC DTC JC 2% 1 A, T SRl ST 1 /2 X 41 4 ) D R ]
SUPRATIZ 1 s B SR 5 0 2R 4 STAS BB 23X A 19 5 A DL JC R DN, it 4K 22 DT JE B — 4> 19 s
IR SCASRE T 2 R I v AR AuT — > 7 s A DT 0 R D), DU AR 4 2 vhy 2 e & i S

6.4.1 if-match 4 apply 1)

1. if-math F 4]

R, 5 WS 3% R AL T B Al if-match T8 AERINE,

if-match acl. ix & ACL DCHCAR N,

if-match packet-length: 5 & 1P R 3 & VC e AL,

E— G e DUAL & £ 5% if-match 74, [f— 22 MR if-match TR 2 A —
Fo =W EPHSA if-match FA)ZEZS 57 R o B ST 700 3 2 3% 10 sl B9 By
A if-match /8] A4 50 2 X A1 A UC AL

2. apply F 4

HWEFE PR UL T 12 Fh apply 4], 71—/~ & v a] DLRC B 2 4% apply ¥40 . (AL & 1)
%Z 2% apply TRIA—EA S IAT. WS KRR apply F8JA 1% RN
s& apply access-vpn vpn-instance. apply next-hop.apply output-interface.apply default-

next-hop #l apply default-output-interface,

6.4.2 o W rh 1 Rp R

SR B R AR SRR o3 S W . — b R AR A B BRGSO A SR S Y, AR

O HE Ik 8% 5 55— b 2 AR 4R B bl DR M i A SR ST R RN TR R R . BEE RS
S FH RS e BRAEAT 150 =R e e 7 2 A RE R4 Y SR g T X
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iy 6 BB E TR SN S B BY 7N i R B B

S H A . R A HL NS B R A ECE T .
SCEGBRAE . H3C MSR36-20 — 4.

SIS K

(1) f58EPTA TCPIRXW F—8k R 1.1. 2.2,

(2) A8 STA AR e MR A R 2% i = ) 7 Uk AT i
A b 5 % B P A C B R PR AN ] 6-6 T,

1.1.2.1/24
Ser 1/0

1.1.3.1/24
Ser 2/0

1.1.2.2/24 1.1.3.2/24

R2 R3
[ 6-6 A b 5 ek B £H A FiC B 9 1 B

;Q%H;%ﬁﬂ?

R1] interface serial 1/0

R1-Seriall/0] ip address 1.1.2.1 24

R1-Seriall/0] quit

R1] interface serial 2/0

R1-Serial2/0] ip address 1.1.3.1 24

R1-Serial2/0] quit

R1] acl number 3101

R1-acl-adv- 3101] rule permit tcp //VL g TCp

Rl-acl—adv-3101] quit

R1] policy—based- route aaa permit node 5
/ /7€ L AFRA aaa, 1780 5 WK BE 2 H

[R1-pbr—aaa—- 5] if—-match acl 3101

[Rl-pbr—aaa—- 5] apply next-hop 1.1.2.2
/7B T —BEdAE Ty 1.1.2.2

[Rl-pbr—aaa—- 5] quit

[
[
[
[
[
[
[
[
[
[

[R1] ip local policy—based- route aaa
//FE RL b I FH A 1l 5 gt i E

<R2Z>system— view
[R2] interface serial 1/0
[R2—-Seriall/0] ip address 1.1.2.2 24

/4
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<R3>system— view
[R3] interface serial 2/0
[R3—-Serial?/0] ip address 1.1.3.2 24

SMUESE (1

M R1 Fi#id Telnet 0B R2(1.1.2.2/24) 4553, M R1 Fi#d Telnet 77
OB R3(1.1.3.2/24) 85 8, M R1 | ping R3(1.1.3.2/24) .25 8 5t 30 .

H F Telnet ffi FH Y2 TCP,ping ffi FHfY 2 ICMP, Fr L DL 45 R o iER] . R1 P24
H) TCP 4k CHI F—Bk A 1. 1. 2. 2, 88 1 Serial 2/0 A %% TCP 4k 3. H ] DL & £ 4E TCP
e 3T, WG FH 5 B
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71 ACL & 1\

ACL(Access Control List, 74l 51 ) 2 — S s 2 5 LN iy 4 & L 2 B i 258 fl g

B AL BE 1RG4 2 51 3% FH R 4% 41 S 11 a0k Y A B8000E

7.1.1 ACL 3k

Hui, FEA4 —=f ACL,2 M2 EAR ACL.&%% ACL #1— 32 ACL,
(1) A ACL. f#iH 2000~2999 W% 5, vl & A T 1Pv4 5 TPv6, HAE A A vl LLBH

1508 2 5 S = B S R D R R

(2) %% ACL. fi H 3000~3999 #I45 . il i& F T 1Pv4 5 TPv6 . n] 11 W) 48 45 3 5 o

NN b R N B2 BT i =
(3) 2 ACL. ffiFH 4000~4999 f % .

7.1.2 ACL RSB/ 2

= 7-1 Fran il E ACL B R 38— 2y 4
£7-1 ACLHEBEEGS

B1Em 2 #E U3
system-view ARG H
acl basic number gl EE A ACL
acl advanced number flEESR ACL
description text Fi E ACL MR {5 B
rule { deny. | permit } [ fragmenti| logging | source X. X. X. X X, X, X, ol 2 450 ]
X | any |time-range name | vpn-instance name |
packet-filter acl-number inbound ACL 5| A

K1 BEEKXACL

TEHM: FoEABREREAR ACL, 42 U0 {n] 58 47 15 B N2



IME7 ALS uos%rsgl

S 8. H3C S5820 — 3,

(1) fERRP 8~18 S HaaiF PC_1 #1 PC_2 MR CE T .
(2) H ACL 2001 % X PC_1 Wy G,

(3) H ACL 2002 & X PC_2 W4k 3G i .

HA ACL BECE IR FNEIANE 7-1 Fis .

192.168.11.8/24 192.168.10.8/24

V] «» LV]
e GE 0/1 GE 0/2 GE 0/1 GE 0/1 |

PC 2 Sl PC 1
B 7-1 A ACL WEBEHINAE

SR L BRIE .

[S1]time- range work 8:0 to 18:0 daily
/ /B BB [E) Y BBl A 8~ 18 f, & PR M work
[S1]acl basic 2001
[S1l-acl-ipvid-basic-2001]rule permit source 192.168.10.8 0 time- range work logging
//TEZ RN work (B [E] BE N R 2152k B PC 1(192.168.10.8) [k 3C38 &
[S1-acl-ipv4-basic—- 2001 ]rule deny source any time- range work logging
//REZFR A work B[R] BZ N2 1ok B HAAt TP M ik 59 4 SC i
[Sl-acl-ipvid-basic—-2001]quit
[S1]interface GigabitEthernet 1/0/1
[S1- GigabitEthernetl/0/1]packet- filter 2001 inbound
//FE¥s 0 _E WA ACL 2001
[S1- GigabitEthernet1/0/1]quit
[S1l]acl basic 2002
[Sl-acl-ipvid-basic-2002]rule permit source 192.168.11.8 0 time- range work logging
[S1-acl-ipvd-basic—- 2002]rule deny source any time- range work logging
[Sl-acl-1ipv4-basic—- 2002]quit
[S1]interface GigabitEthernet 1/0/2
[S1- GigabitEthernetl/0/2]packet- filter 2002 inbound

PC 1 BUBCE WA 7-2 s,
PC 2 BOBCE WA 7-3 s .
LI ERANT .

[Sl]ldisplay acl all

Basic IPv4 ACL 2001, 2 rules, ACL's step 1is 5

rule 0 permit source 192.168.10.8 0 logging time— range work (Inactiwve)

rule 5 deny logging time- range work (Inactive) Basic IPv4 ACL 2002, 2 rules,
ACL's step is 5

rule 0 permit source 192.168.11.8 0 logging time— range work (Inactive)

rule 5 deny logging time- range work (Inactive)
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¥ R IPua bt IPvE it

GO/0/1 up 192:168.10.8/24
G0/0/2 ADM

EOEE
O ®H

IPvAER 5 :
@ DHCP
@ fFE

IPyattitit: | 192168108
HEMhE: | 2552852850
IPvaf@3%: | 192.168.10.1

IPvEER B
@ DHCPv6
@ FRi

PG i -
AR

IPVE R -

H7-2 PC1HEE

. W& IPvattidt IPve i

G0/0/1 Up 192:168.11.8/24
GO/02 ADM

O
O2F @ BH

IPvARBLH :

® DHCP

@ A

IPvaltiit: | 102168118
R | 2552552550

IPvd47: | 192.168.11.1

IPvEED H
@ DHCPvE
@ FRn

IPvEt 1 :
HI41< e
IPvE % «

E 7-3 PC 2 WL E

/8



IME 7 ALS 008%5%'

k42 BLESH ACL

S HM . RS ACL WEE .

S E R M . H3C MSR36-20 =/ .PC =6.

S EK

(1) ATEAHMEMHETE, MM R 3 R2 # FTP 488 i1 R1~R2 & iR%E %, M
R1~R3 ) Web %#z# i R1~R3 B iki% k& .

(2) R1~R2 M FTP £#li th ACL 3001 & X,

(3) R1—R3 8 Web ¥t i ACL 3002 & X .

Mm% ACL BBECE IR FMEIANE 7-4 Frs .

11.0.0.13/30
Ser 1/0

GE_0/0 GE_0/1
- =V |

Ser 2/0 -
11.0.0.17/30 PC 1

MSR36-20 1

11.0.0.14/30 11.0.0.18/30
Ser 1/0

Ser 2/0
V] V]
= CE 0/1  GE 0/0 GE 0/0 GE 0/1 i

PC 2 MSR36-20 2 MSR36-20 3 PC_3
B 7-4 B9 ACL BB 46 +h E

SR L BRIE

[Rl1]interface Serial 1/0

[R1-Seriall/0]ip address 11.0.0.13 30

[Rl]interface s

[Rl1]interface Serial 2/0

[R1-Serial?2/0]ip address 11.0.0.17 30

[R1]acl advanced 3001

[R1-acl-ipv4- adv— 3001 ]rule permit tcp destination—port eq ftp
[R1-acl-ipv4— adv— 3001]rule permit tcp destination— port eq ftp—data
[R1]policy—based— route 1 permit node 2

[R1-pbr-1-2]apply next—hop 11.0.0.14

[R1]interface GigabitEthernet 0/0

[R1- GigabitEthernet0/0]ip policy-based- route 1

[R1]acl advanced 3002

[R1-acl-ipvd- adv—3002]rule permit tcp destination— port eq www
[Rl1]policy—-based— route 1 permit node 3

[R1-pbr-1-3]apply next—hop 11.0.0.18

[R1]interface GigabitEthernet 0/0

[R1- GigabitEthernet0/0]ip policy-based- route 1

[R2]interface Serial 1/0

[R2—-Seriall/0]ip address 11.0.0.14 30
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R2]acl advanced 3001
R2—acl-ipv4- adv—3001]rule permit tcp destination—port eq ftp
RZ2—acl—-ipv4- adv— 3001]rule permit tcp destination— port eq ftp—data

[
[
[
[RZ]policy-based— route 1 permit node 2
[R2—pbr-1-2]apply next—hop 11.0.0.13
[RZ]interface GigabitEthernet 0/0

[

R2- GigabitEthernet0/0]ip policy-based- route 1

R3]interface Serial 2/0

R3-Serial?2/0]ip address 11.0.0.18 30

R3]acl advanced 3002

R3—acl- ipvd- adv— 3002]rule permit tcp destination— port eq www
R3]policy-based- route 1 permit node 2

R3—pbr-1-2]apply next—hop 11.0.0.17

[
[
[
[
[
[
[R3]interface GigabitEthernet 0/0
[R3

— GigabitEthernet(0/0]ip policy- based- route 1

BERAT

[Rl]ldisplay acl all

Advanced IPv4 ACL 3001, 2 rules, ACL's step 1s 5
rule 0 permit tcp destination— port eq ftp

rule 5 permit tcp destination— port eq ftp—data

Advanced IPv4 ACL 3002, 1 rule, ACL's step is 5
rule 0 permit tcp destination— port eq www

[R2]display acl all

Advanced IPv4 ACL 3001, 2 rules, ACL's step is 5
rule 0 permit tcp destination—port eq ftp

rule 5 permit tcp destination- port eq ftp—data

[RZ]display acl all

Advanced IPv4 ACL 3001, 2 rules, ACL's step 1s 5
rule 0 permit tcp destination-port eq ftp

rule 5 permit tcp destination— port eq ftp—data

72 QoS &

QoS RIFAR 55 i i . X 1 W 28 Ml 55, 52 Wil IR 55 ot 4 1) D] 2R 455 4% i O A 9 L A% 3K Y B
FE R B AL RS . AR M 2 b n] D e R IR R B e R A A 2 A R AE | [ AR T Y
oADK S P B SRR R Pt e IRk S5 R . IR E R AL R AR R 2% HUH T R E B
s ] FR il A B FH R 56 WA TG B QoS, W Web B 88 E-mail 3% & 55 . {H & X5 5C 8 I Al
2 BHAR N R+ oAb
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IME 7 ALS ms%ﬂ%l

7.2.1 QoS i 55 B % 3 4

HE QoS ML UL T = i 55 BL B, Best-Effort Service (J J1 T A ik 55 £ Y |
Integrated Service(ZE& IR 55 BY, & FR IntServ) | Differentiated Service ([X 43 iR 55 F5 Y,
] FR DiffServ) .

Best-Effort & — B — PR 55 B R, 2 B RSB R, X Best-Effort IR 55 £
A W26 R s R R RE P oK & 3£ 4l 30, AH X I RE | ] R PR SE VR GE S SR AR ] PR UE. Best-
Effort IR 45 B 5 2 R0 2% i BRI IR &5 B8 L 38 0 FIFO BABI R SE P, Bl T 46 K 2 B
28 .0 FTP.E-mail 5% .

IntServ 72 — 45 & Mk 55 B8, B Al LU 2 2 M QoS 75 3K . %R B {fi ] RSVP,
RSVP iz 1776 N I8 3w 2 H A9 3w 49 5 5 i b ol USRS U DABG IR O FE R IR £ .
X AR R AE % B A X 43 0F DR GE B — 1l 55 3 1 IR 95 J51 i, Ry I 2% 4R L e 210k R AL Y iR 5%
Jit i X g . {52 IntServ ik 55 15 B % 5 25 19 ZERAR & o 24 X 2% v B9 2030 T 850 AR ORI i
BWFAE AL e 2 B3R KK 1. IntServ IR 55 6 B nl 3 J& P 1R 2=, o DL 7
Internet % 0> X 2% 501

DiffServ &— 12 5T, & 0] LI 2 A FRA QoS WK, 5 IntServ AR, EAT
PR Sy S RS [ R4 oS Vs o i e T A 7 P i 2

7.2.2 QoS MAEE )y X

QoS B & 77 5 A AE QoS F &L & =X H QoS ML & 0. IF QoS KHEIC & F
B AT QoS K HATHCE . B, 8 PR Th e vl DIl A 0 b A & 5
B, QoS %"@ﬂﬂﬁﬁf%*ﬁiﬁﬁﬂﬂﬁ QoS K Ig S QoS HIfE.

QoS Mg A& =N E R 2 AT MM, H P A LUE S QoS MK 45 %E 1Y 2E Al
AT RGP E A, RIGHLIHTT QoS BLH .

7.2.3 LML 48

G5 2 T AR RAR OB S B0 Se B2 8, T DA 5 288 . R SCHE s 1 e Rk 45 8
Ak . WOSCHEWIL AR ALTE 802, 1p IL5EZK .DSCP L4 . IP 5% EXP L% % .
3X S G 5 G0 A 2 AR R 2 A A A HE AT P S B, R B T AR SCH B e AR . W& R AR
To A8 WOSCHE & i A BT BT B OE e 2. HOX M aiik & A S A 2. W& E AL 5t
A5 LA R ILFH .

AL FEH(LP) : & NI R — P B A A< & S e 9, B AR i e 4
XiF N —A~ BB, 745 1 AR 5 2% 4 K A 4R SC L 2E A BY BA B AR 5 9 i 5 . DT RE 45 4 15 18 5 1Y

)i

m@

ﬁﬁ)i'ﬁtﬁ'ﬁﬁ)i(UP) : W R T IE AR, 2 A S AR BUR SCRIDE e g AE b I 225 & i
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RIS XA RSO SR A PRS2, %A [R) 36 B 41 3C, F P L e e Fr (LR 1Y
fLre g v BeAtal . X F 2R RS0, PR SE B IA 802, 1p i Fe g X T = )24k 3¢, P 4k
SEZA TP L5820 %t T MPLS e 3C, i P Se 2 A EXP it 554 .

7.2.4 QoS MRCYE ay 2

2% 7-2 PR E QoS K BT F EIf) — b 4
K72 QSHEESGS

# fF a2 # 1E U 3
system-view ARG HH
traffic classifier name % B Classifier 24 FR
traffic behavior name 1% B Behavior 2 i
qos policy name name B QoS 2 FF
qos apply policy name outbound 51 A QoS 7K B%
classifier name behavior name ¥ Classifier 1 Behavior 5| A QoS # B

%% 3 BLE QS HEPE

SCOG HAY . FRAE W0l Bt B QoS, Jf#ﬁ*ﬁiﬁﬂ iy 4

S EEE M . H3C MSR36-20 =& .PC —f.

T . HA TN R] Fﬁ(iliiﬂzﬁfjjgfj}iﬁ ¥ R2\R3 P AE XI5 o B3 . O {2 Ik i
N A 3 R e, T A PR E QoS.

SIS FESR . B AR M EE DNS AR 4528 (192, 168, 10. 100/24) [6] ) DNS %38 7% fig
BE B IR 5% K (EF) , 5 KMHF 96 k5 BEAHF 98 A9 20 % 3 ACL 4754 3003 (L DNS $U4E i) 5
Classifier 2 ¥R 8 DNS; Behavior 2 FF 0 DNS; QoS % i& 24 #5 5 DNS,

QoS #BE M BCE R FNE N 7-5 Frs .

E 0/0 E 0/1
GE | GE_ [l

Ser 1/0 Ser 2/0 —
PC

Ser 3/0 Ser 3/0

Bl 7-5 QoS #fi%E& iy B & +h 1h A
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Rl]acl advanced 3003

Rl-acl-ipv4d- adv— 3003]quit

Rl]traffic classifier DNS
Rl-classifier-DNS]if-match acl 3003
Rl-classifier-DNS]quit

Rl]traffic behavior DNS

1-behavior— DNS]queue ef bandwidth pct 20
1-behavior—-DNS]quit

o =

[
[
[
[
[
[
[
[
[
[
[R1-gospolicy—DNS]classifier DNS behavior DNS
[R1-gospolicy— DNS]quit

[R1]interface Serial 2/0

[R1-Serial2/0]gos apply policy DNS outbound
[Rl]interface Serial 1/0

[R1-Seriall/0]gos apply policy DNS outbound

R2]acl advanced 3003

ImME7 ALS 008%5%'

Rl-acl-ipv4-adv—3003]rule permit ip destination 192.168.10.100 0

R2—acl- ipv4- adv— 3003]rule permit ip destination 192.168.10.100 255.255.255.0

[

[

[RZ2—acl— ipv4- adv— 3003]quit
[R2]traffic classifier DNS
[R2—classifier—-DNS]if-match acl 3003
[RZ2—classifier-DNS]quit

[R2]traffic behavior DNS

R2—behavior—- DNS]queue ef bandwidth pct 20
RZ2—behavior-DNS]quit

R2]gos policy DNS

RZ2—gospolicy- DNS]classifier DNS behavior DNS
RZ2—gospolicy- DNS]quit

R2]interface Serial 1/0

R2- Seriall/0]gos apply policy DNS outbound
R3]acl advanced 3003

R3-

acl- ipvd- adv— 3003]rule permmit ip destination 192.168.10.100 255.255.255.0

[

[

[

[

[

[

[

[

[

[R3—acl— ipv4- adv— 3003]quit

[R3]traffic classifier DNS
[R3—classifier—-DNS]if-match acl 3003

[R3— classifier-DNS]quit

[R3]traffic behavior DNS

[R3—behavior— DNS]queue ef bandwidth pct 20
[R3—behavior-DNS]quit

[R3]gos policy DNS

[R3— gospolicy—DNS]classifier DNS behavior DNS
[R3— gospolicy- DNS|quit

[R3]interface Serial 2/0

[R3—-Serial2/0]gos apply policy DNS outbound

PC W ECE WA 7-6 B
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B0 r R, IPva it i1 IPvB i IE

GO/0/ uP 192:168.20.10/24
G0/0/2 ADM

EOEE
D #H

i

=)

PvARLH :
© DHCP
@ F:S

IPya it i} - 192.168.20,10
Wi 2552552550
IPv4[¥%: | 192168.20.1 BA

[
@ DHCPv6
® BT

IPve it it :
RIBIE

IPvB % - e H

E7-6 PCHRE

SR AR WE .

[Rl]ldisplay qos policy interface
Interface: Seriall/0
Direction: Outbound
Policy: DNS
Classifier: default-class
Matched: 0 (Packets) 0 (Bytes)
5—-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped: 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
Default Queue:
Flow based Weighted Fair Queue:

Max number of hashed queues: 256
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes)
Discard Method: Tail
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Classifier: DNS
Matched: 0 (Packets) 0 (Bytes)
S5—minute statistics: Forwarded:
0/0 (pps/bps) Dropped: 0/0
(pps/bps) Operator: AND
Rule(s) :

If—-match acl 3003

Behavior: DNS
Expedited Forwarding:
Bandwidth 10 (kbps) CBS 250 (Bytes)
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes) Discard
Method: Tail

Interface: Serial2/0
Direction: Outbound

Policy: DNS
Classifier: default—class
Matched: 0 (Packets) 0 (Bytes)
S>—minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
Default Queue:
Flow based Weighted Fair Queue:
Max number of hashed queues: 256
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes)
Discard Method: Tail

Classifier: DNS
Matched: 0 (Packets) 0 (Bytes)
5—-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :

If—-match acl 3003

Behavior: DNS
Expedited Forwarding:
Bandwidth 10 (kbps) CBS 250 (Bytes)
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes) Discard
Method: Tail
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[RZ2]display gos policy interface
Interface: Seriall/0
Direction: Outbound
Policy: DNS
Classifier: default-class
Matched: 0 (Packets) 0 (Bytes)
S>—minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
Default Queue:
Flow based Welghted Fair Queue:
Max number of hashed queues: 2506
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes)
Discard Method: Tail
Classifier: DNS
Matched: 0 (Packets) 0 (Bytes)
S5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped: 0/0 (pps/bps)
Operator: AND
Rule(s) :
If—-match acl 3003
Behavior: DNS
Expedited Forwarding:
Bandwidth 10 (kbps) CBS 250 (Bytes)
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes)
Discard Method: Tail

[R3]display gos policy interface
Interface: Serial2/0
Direction: Outbound

Policy: DNS
Classifier: default-class
Matched: 0 (Packets) 0 (Bytes)
S5—minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any

Behavior: be
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Default Queue:
Flow based Welghted Fair Queue:
Max number of hashed queues: 256
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes)
Discard Method: Tail
Classifier: DNS
Matched: 0 (Packets) 0 (Bytes)
S>—minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If—-match acl 3003
Behavior: DNS
Expedited Forwarding:
Bandwidth 10 (kbps) CBS 250 (Bytes)
Matched: 0 (Packets) 0 (Bytes)
Enqueued: 0 (Packets) 0 (Bytes)
Discarded: 0 (Packets) 0 (Bytes) Discard
Method: Tail
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81 IPSec f& 7%

IPSec(IP Security,IP % 42) 2 IETF il % i = JZ B5 8 25 Ui, & 4 B R F & 4
MRS T e B A A TR L 2Rk, 2 —ME S aY LB = 2 VPN (Virtual
Private Network, Bl & FH /M 28) 9 % 2 £ K . TPSec i o 75 4% 22 8 15 77 2Z [8] Can iy A~ %
4 OG22 [B]) B 7 G 7 SR AR Pl AR O 2 (B B B9 P B Y L % 8 G Gl E FR M TPSec
b% i

8.1.1 IPSec Y% 2Nk 5%

IPSec A 1P JZ B &3 e ST Y %2 4 ik 55 HAR G55 LA JLF .

RGP M (Confidentiality) & 2% 5 8 i I 2% 4% & A P i) SCHIT TPSec X ik SCiE AT
e
B SE BEAE (Data Integrity) « ST X & 348 T & 38 K B9 TPSec i SCHE A7, DL
PR R A 15 i R b B L

¥4E K IR A UE (Data Authentication) : 2 Y 77 A UE & 3% 1PSec iz 3C Y & 3% ¥ 52 15
aik.
PLH I (Anti-Replay) : 327 o] 46 W I 46 48 4220500 i 558 2 /Y TPSec 4t 3C.

8.1.2 1PSec ¥y iA bF Fii i s

1. NEEE

1PSec {ff H A UER L F 2028 3 24 R R A B . 4405 R EUE — Fh B W8 B2 I &
KRB A I A B e K E i A B iz B 5 AR i BB 2. TPSec X 4
RXH SR — 2 B ¥ kT B 2 S AR M i AT A IR T E M
[] , W) 2 7 i B A9 TPSec 2 SCR S8 R R 9 B ey, WA R &k T Sy &3, HET . IPSec 58 il
i F 3£ T HMAC(Hash-based Message Authentication Code,2& T % A9 11 B 2% 7 15 )
WIEE 3, 3 HMAC-MD5 fil HMAC-SHA1, H i, HMAC-MD5 8 3 i 1180 8 B e .
i HMAC-SHA1 8300 % 20k &
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2, MBZBHE X

1PSec i F 0 2% 5835 T8 F X0 R %5 80 R 40 . axX 2 550 1k it FH A [R] 79 %5 51 0k 25 B8 2F 17
WA, HATi% & A TPSec ffi F = Fhn a5 5.1

DES. ffi H 56bit A9 % S Xf —4~ 64bit A9 B SCH BT % .

3DES: fii H =/~ 56bit(1L 168bit) i) B8 41 % B S He HE 47 2% .

AES: ffi H 128bit,192bit 3% 256bit B2 FAXI B SCHR AT N %, X =% B L1
24P i B IR & AES.3DES.DES, % 4% & 9 25 Bk e AL B 24, iz B
B,

8.1.3 IPSec MK 1

[PSec % Ff IKE(Internet Key Exchange. B 1M % 832 ) . o] SL M5 40 19 B 3h P i
e . 90 T AR TES . v DLl T IKE 257 M43 SA(Security Association s %24
B W) 64k T TPSec g9{di F A4 34,

Fir A (TP DSt A7 008 A% B 1 O FH 2R 68 IR 55 #8 mT LA TPSec . T AS 420 X 3 2
I 2 G2 H il 55 A B U A 12 24

Ko B R I % & DA BSCHE 60 R A Y L T AS 2 DA B A B i O A L X B R 5 L T H
A BTt — B3 m 1P B n &2, nl DA =B, 7 M 28 20

82 IKE f& 1

IKE i #] H§ ISAKMP (Internet Security Association and Key Management
Protocol , H.HK W 22 2 1K 03 A1 25 81 A5 P O 18 5 8 B W it 2, & — Fihodt % 2 ik
F AT O R R T B

i TPSec {47 — A~ TP Kdli 1 2Z A » o A e il 57— A~ % 2Bk H (TPSec SA) ,TPSec SA
AT s sl s A g . TKE A H T 00 i R 400 F R CVPND o A T 72 J P (CBL TP 3
kAN B F SR8 ) i [0 % 4 EHLECN 2%, S35 % P m bl g o & e =X BRI N B gy 7 AN 2
AR R A . G0 R A 2 S e A B 2 BERCAY

8.2.1 IKE M4 ML

IKE 1] PA7E AR 22 40 10 00046 |- %2 4 M A GE S 13 XUJ7 09 5 05 49 %% 35 4 LA J2 8 37 TPSec
SA L ELA LT =i 4 B

1. Ak

IKE 8 B o A UEAL I FH T80 A8 {5 X057 89 B fy o B0 SCfs =Ml 7 i it 52
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FIIAIE \RSA BUF 25 4 UIFE Al DSA BU7 25 45 AE .

P 2 SR A« 38 S AU 1 i 3 EE A 85 B A UE X i B

RSA 1% DAS B4 20k 85 007 H i CA i & 59 0wk 45 9] X sk BH A &
iy .

2. DH &%

DH 53502 —Fh 2 L 9100k 8 S VF @ {5 BUJ7 26 AN 1% i 2 91 B9 1 00 1 1 i 32 i —
SeRCHE R AR R . RIS =07 Cn BB R T OT7 T R B R BT A S Hk
B i FHE 2R & WA 2 BRI U7 R

3. PFS %514

PFS(Perfect Forward Secrecy.5¢ 3 FI I 0] % 4 1E) & — 22 255, Bk T % 4
ZEFE TR K. BT IKE 5 BB P ed i 2 S — B B g b 59 % 8 44 L b
fir A= tH H T TPSec SA WP, % Bl & REWE B TKE SA B — M8 9], W & AE W 75 2 b
AR HAT A 1 B4R T TPSec SA W% 8. ] PFS $51% )5 . IKE 55 — B B U i o 72 vh 2=
Bahn—wk DH 224, ffi 15 IKE SA Y% 8] f1 1PSec SA W% 8 Z M1 % A IR 4k &, Bl
IKE SA 89 H rf—~ 55 B 9 Rl i , to A 2552 il B U i 9 At %85 51 9 22 21

8.2.2 IKE W1l

IKE 1 9623 7638 {5 A7 Z 6] U i 50—/ %2 4208 18 (IKE SA) , I 78 22 42 a8 7Y 7
7 NPy S IPSec SAL XK T F A BRI E 2B 1k 7 1PSec BYHCE F4Ed TAF .
IKE X588 4 T DH(Diffie-Hellman) Z2 8 57 K , & 38 1 — R 51 9 38 3 , {1 15 38 15 AU &%
ZarR AL 2%, £ IKE 89 DH 328t B2 v, B TR ™ A i 45 R A8 2 A HH G /Y
TR IKE SA B #8217 T DH it 72 . b st R 1 5138 i3 TKE P e or
) TPSec SA Fr i HHIU % B A,

IPSec {#f ] AH 5§ ESP iz 3Ck i B IR 5 S BT . e 5 2 — 1> 32 LLARF Ry
{6, ot %5 36 HF 22 i, O S92 PR B E O, IPSec SA T B OHE B & 57 . IKE u] UL A 3h & PR
[PSec SA,

8.2.3 IPSec AL My 2

2< 8-1 frn 2l & 1Pses B Pr s FH B B9 — Lb45 &
K81 IPSecHIELEMS

(S #1E 3
system-view ARG HH
ipsec transform-set name fI| & 1PSec Z &l
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S
- (S # 1E U B
encapsulation-mode {transport|tunnel} Fi B %2 il IP R Ci R
protocol {ah|ah-esp|esp} i B 2R 1) % 2 il

ipsec policy name number manual

B — & T3 I [PSec % 4K M

ipsec apply policy name

I FH 1PSec % 4 % %

ike keychain name

& — 1 IKE % $1H9 4 7K

* B F 277 NEILIERP PU

R 3T BY IPSec [k 1&

SIS HM . EIEF N E IPSec B .
ST R A . H3C MSR36-20 4 .PC 4,
SCIG K .

(1) £ Router A Hil Router B ZJa] @/ — 2% IPSec [%i8 . %} Host A FrZERY T (10.
1.1.0/24)5 Host B B ZEBI M (10. 1. 2. 0/24) 2z [a] B 58 7 #1722 1530 .

(2) #HELA NREERA .,
(3) 4 PR ESP il

(4) hnas Rk ok 128 ke iy AES, IVIER 2k I HMAC-SHAL F 3 77 X # 3F

R2

11.0.1.10/24

[PSec SA.
IPSec 1) Fzh i & 77 AR FME Q01 8-1 Frw .
R1
11.0.0.10/24 e R |
'L-el I
) Internet
GE_0/2 S

192.168.1.1/24

GE_0/1
GE_0/2
192.168.2.1/24

GE 0/1 GE 0/1
[V] V]
PC 1 PC 2

192.168.1.2/24 192.168.2.2/24

&l 8-1 TPSec WY F3h i & 77 =X FH E

ggﬁ{b%ﬁﬂ?

[R1]interface GigabitEthernet 0/1
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[R1- GigabitEthernet0/1]ip address 11.0.0.10 24
[R1- GigabitEthernet0/1]quit
[R1]interface GigabitEthernet 0/2
[R1- GigabitEthernet0/2]ip address 192.168.1.1 24
[R1] acl number 3101
//BLE—A BCL, E BRI FM 10.1.1.0/24 EEF M 10.1.2.0/24 i B8 i
[Rl-acl—adv- 3101] rule permit ip source 192.168.1.2.0.0.255 destination
192.168.2.2 0.0.0.255
[R1] ip route-static 192.168.2.2255.255.255.0 gigabitethernet 0/1 11.0.0.9
//BCEFE RRFTEFMAFRSRME. 11.0.0.9 AKFIFHEEMN T —Bkibhl, LhRHERFHEL AR
A2 I B0 A
[R1] ipsec transform-set tranl //B & TPSec Z 4 $E1Y tranl
[R1- ipsec— transform— set—-tranl] encapsulation—mode tunnel
//PC B A P X 1p i SC R B TR X Bk T X
[R1- ipsec- transform- set- tranl] protocol esp //B B KA ELPCH ESp
[R— ipsec— transform- set—tranl] esp encryption—- algorithm aes—- cbc— 128
//BC B ESP PMSCR A BN H N R A 128 HOAF Y AES
[R1- ipsec— transform— set— tranl] esp authentication— algorithm shal
//WIEE 4 HVAC- SHAL
[R1- ipsec— transform— set-tranl] quit
[R1] ipsec policy mapl 10 manual
/RN EE— & F B W 1Psec B2 KB, AP A mapl, [F 515K 10
[R1- ipsec—-policy-manual-mapl- 10] security acl 3101
//48 E 5| H AcL 3101
[R1-ipsec—-policy-manual-mapl- 10] transform- set tranl

//38 E 5| ) IPsec % 41~ tranl
[R1- ipsec—policy-manual-mapl- 10] remote— address 11.0.1.10

//46 %€ IPSec P& IH Y% TP Hhk R 11.0.1.10

[R1- ipsec—policy-manual-mapl- 10] sa spi outbound esp 12345
//BCE Esp U@ Y O J5 [a] sPT 2y 12345

[R1- ipsec—policy-manual-mapl- 10] sa spi inbound esp 54321
// A J5 [ SPT A 54321

[R1-ipsec—policy-manual-mapl- 10] sa string— key outbound esp simple abcdefg
//FR B ESp UL H O 7 1 sA B340 B SCFAF B abedefg

[R1- ipsec—policy-manual-mapl- 10] sa string— key inbound esp simple gfedcba
//A T T sA B9 % 91 0 B 3CF AT 8 gfedcba

[R1- ipsec—policy-manual-mapl-10] quit

[R1] interface gigabitethernet 0/1

[R1- GigabitEthernet0/1] ip address 11.0.0.10 255.255.255.0

[R1- GigabitEthernet0/1] ipsec apply policy mapl
//TEHE O GigabitEthernet0/1 | W F IPSec % 4> % B mapl

[R1- GigabitEthernet0/1] quit

R2]interface GigabitEthernet 0/1

R2- GigabitEthernet(0/1]IP address 11.0.1.10 24

R2- GigabitEthernet(0/1]interface GigabitEthernet 0/2
R2- GigabitEthernet(0/2]IP address 192.168.2.1 24

R2] acl number 3101

[
[
[
[
[
[RZ2—acl—adv—- 3101] rule permit ip source 192.168.2.2 0.0.0.255 destination
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192.168.1.2 0.0.0.255

[R2] ip route-static 192.168.1.2 255.255.255.0 gigabitethernet 0/1 11.0.1.9
//BCEBA RLFTFEF M FSME . 11.0. 1.9 AP EERN T —Bkbt, SLPhrfE A HiE LR
1A 2 I 175 B0 A ¥
RZ2] ipsec transform— set tranl
RZ2- ipsec— transform— set— tranl] encapsulation—mode tunnel
RZ2- ipsec— transform— set— tranl] protocol esp
RZ2- ipsec— transform— set- tranl] esp encryption— algorithm aes— cbc— 128
R2- ipsec— transform— set-tranl] esp authentication—algorithm shal
RZ2] ipsec policy usel 10 manual
RZ2- ipsec—-policy-manual-usel- 10] security acl 3101
transform- set tranl

remote— address 11.0.0.10

RZ2- ipsec—policy-manual—usel- 10

RZ2- ipsec—policy-manual—usel- 10] sa spi outbound esp 54321

R2- ipsec—policy-manual-usel- 10] sa string- key outbound esp simple gfedcba

RZ2- ipsec—-policy-manual—usel- 10

]

]

]

]

RZ2— ipsec—policy-manual-usel- 10] sa spi inbound esp 12345

]

] sa string- key inbound esp simple abcdefg
]

RZ2- ipsec—policy-manual—-usel- 10] quit

R2] interface gigabitethernet 0/1

[
[
[
[
[
[
[
[
[RZ2— ipsec—policy—manual—usel- 10
[
[
[
[
[
[
[R2—- GigabitEthernet0/1] ipsec apply policy usel
[

R2- GigabitEthernet0/1] quit

PC 1 AR E W0 E 8-2 Frw,

B0 RE IPvailt Ieveit it

GO/0/1 up 192:168.1.2/24
G0/0/2 ADM

falzh

I EOEE

©ER @ 5H
IPv4BL 1 :
© DHCP
@ /R
IPv4itiiit: | 19216812
b : | 2552852550

IPvdfx: | 19216811

IPvEE £ :
© DHCPvB

@ AR

IPB it i

HEEE: |

IPVB S : = A

& 8-2 PC_1HWHEHE
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PC 2 AYMC & 0 & 8-3 Frzw

(> BEPC 2

=0 RE Pttt IPveit it

G0/0/ upP 192:168.2.2/24
G0/0/2 ADM

falEh

BEOE®
! R o E5H

| IPvaEE:
© DHCP
@ AR

IPvaittihl: | 19218822
Rt 2550552850

IPv4flx: | 19218821

IPVvEEL £ ¢
@ DHCPve
@ RS
IPvE i it :
AIEE: |
IPVE % : = H
83 PC2HEE
SRR
[R1] display ipsec sa
——————————————————————————————— Interface:
GigabitEthernet0/1
——————————————————————————————— IPSec
policy: mapl
Sequence number: 10
Mode: manual
————————————————————————————— Tunnel id

549
Encapsulation mode: tunnel
Path MTU: 1443
Tunnel:
local address: 11.0.0.10
remote address: 11.0.1.10
Flow:
as defined in ACL 3101
[Inbound ESP SA]
SPT: 54321 (0x0000d431)
Transform set: ESP- ENCRYPT- AES— CBC- 128 ESP- AUTH- SHA1

No duration limit for this SA
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[Outbound ESP SA]
SPT: 12345 (0x00003039)
Transform set: ESP- ENCRYPT- AES— CBC—- 128 ESP—- AUTH- SHA1

No duration limit for this SA

[RZ2] display ipsec sa

——————————————————————————————— Interface:
GigabitEthernet0/1
——————————————————————————————— IPSec
policy: mapl
Sequence number: 10
Mode: manual
————————————————————————————— Tunnel id

549
Encapsulation mode: tunnel
Path MTU: 1443
Tunnel:
local address: 11.0.1.10
remote address: 11.0.0.10
Flow:
as defined in ACL 3101
[Inbound ESP SA]
SPI: 54321 (0x0000d431)
Transform set: ESP- ENCRYPT- AES— CBC- 128 ESP- AUTH- SHA1
No duration limit for this SA
[Outbound ESP SA]
SPI: 12345 (0x00003039)
Transform set: ESP- ENCRYPT- AES— CBC- 128 ESP- AUTH- SHA1
No duration limit for this SA

LI 2 S KE ARRNELRIP IPUY
R ST BY IPSec fi% &

[T

SR HM . B FIACE 1PSec 175
ST 28 AF . H3C MSR36-20 i &5 .PC — 6.
(1) #F Router A Hil Router B Z 8] & 37 — 2% IPSec % i . % Host A FrfE /Y T M
(10.1.1.0/24)5 Host B Fr7E B TR (10. 1. 2. 0/24) 2z [a] () 548 55 #E 17 2 2530
(2) HEIEA N REEE L.
(3) L4 PR M ESP PR,
(4) IR R A 128 R AES IAIER Pk F HMAC-SHAL,
(5) LI IKE Py 70 & 7 1PSec SA,
Ul TKE P 77 S0 7 39 TPSec SA BE & FNEI WA 8-4 Fris .
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RI R2
S
@ 11.0.0.10/24 I 7 11.0.1.1024 (R
&4 GE 0/] ! ||teme“|tl GE 0/1 (g
GE 012 GE_0/2
192.168.1.1/24 192.168.2.1/24
GE_0/1 GE 0/1
[V] [V]
PC 1 PC 2
192.168.1.2/24 192.168.2.2/24

&l 8-4 LA IKE Phig i X &ESLH) IPSec SA BL & #i M E

Hﬂ:%*‘ﬁ%ﬁﬂ—ﬁ‘

[R1]interface GigabitEthernet 0/1
[R1- GigabitEthernet0/1]ip address 11.0.0.10 24
[R1- GigabitEthernet0/1]quit
[R1]interface GigabitEthernet 0/2
[R1- GigabitEthernet(0/2]ip address 192.168.1.1 24
[R1] acl number 3101
//BLE— ACL, E X ERPHI B FM 10.1.1.0/24 ZHEFM 10.1.2.0/24 R
[Rl-acl—adv- 3101] rule permit ip source 192.168.1.2.0.0.255 destination
192.168.2.2 0.0.0.255
[R1] ip route-static 192.168.2.2255.255.255.0 gigabitethernet 0/1 11.0.0.9
//BEE R 2 FAEEF MRS MH . 11.0.0.9 ARG P EHEMN T —kittl, LhrEA+PIFUR
VA2 15 50 A
[R1] ipsec transform-set tranl //B & 1PSec &4 $21Y tranl
[R1- ipsec— transform— set- tranl] encapsulation—mode tunnel
//BC B &2 P B X 1P R SCHY BRI 2 b 18 4 5
[R1- ipsec— transform— set— tranl] protocol esp //B KBTI Esp
[R1- ipsec— transform— set-tranl] esp encryption— algorithm aes— cbc—- 128
//BC B ESP PRUUCR Y DN 385 R 128 EUAR 1Y AES
[R1- ipsec— transform— set— tranl] esp authentication—algorithm shal
/IEB 4 HVAC- SHAL
[R1- ipsec— transform— set—-tranl] quit
[R1] ike keychain keychainl
//B B B IKE keychain, & FR A keychainl
[R1 - ike — keychain - keychainl] pre - shared- key address 11. 0. 1. 10 255. 255. 255. 0 key
simple 123456
//BCES TP bk 11.0.1.10 AR i 5 P A0 71 2 5 %5 41 O B SC 123456
[R1- ike— keychain— keychainl] quit
[R1] ike profile profilel
//BEIFELE IKE profile, & FR N profilel
[Rl- ike—profile-profilel] keychain keychainl
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[R1- ike—profile-profilel] match remote identity address 11.0.1.10 255.255.255.0
[R1- ike—profile—profilel] quit
[R1] ipsec policy mapl 10 isakmp
/ /8 —% IKE thi§ /7 XA TPSec % & H M, Z FR A mapl, F 515K 10
[R1- ipsec—-policy- isakmp-mapl- 10] security acl 3101
//48 E 5| H AcL 3101
[R1- ipsec—policy- isakmp—mapl- 10] transform- set tranl
/ /48 E 5| B % 248 1A tranl
[R1- ipsec—policy- isakmp—mapl- 10] local—-address 11.0.0.10
/ /46 € IPSec P&l Y4 v TP Hidik A 11.0.0.10
[R1- ipsec—policy- isakmp—mapl- 10] remote—address 11.0.1.10
/ /48 E XY g TP HLhE R 11.0.1.10
[R1- ipsec—-policy- isakmp—mapl- 10] ike-profile profilel
//¥8 € 5| Y IKE profile A profilel
[R1] interface gigabitethernet 0/1
[R1- GigabitEthernet(0/1] ip address 2.2.2.1 255.255.255.0
[R1- GigabitEthernet0/1] ipsec apply policy mapl
//FE$E 0 GigabitEthernet0/1 b W F %4 W& mapl
[R1- GigabitEthernet0/1] quit

[R2]interface GigabitEthernet 0/1
[R2—- GigabitEthernet0/1]IP address 11.0.1.10 24
[R2—- GigabitEthernet0/1]interface GigabitEthernet 0/2
[R2—- GigabitEthernet0/2]IP address 192.168.2.1 24
[R2] acl number 3101
[RZ2—acl—adv— 3101] rule permit ip source 192.168.2.2 0.0.0.255 destination
192.168.1.2 0.0.0.255
[R2] ip route-static 192.168.1.2 255.255.255.0 gigabitethernet 0/1 11.0.1.9
//BCEFA RUFTEFMAFSRME. 11.0.1.0 AKFIFEEMN T —Bkibil, LhRERPHEL AR
21 1% B o

RZ2] ipsec transform-— set tranl
RZ2- ipsec— transform— set— tranl] encapsulation— mode tunnel

RZ2- ipsec— transform— set— tranl] protocol esp

[
[
[
[RZ2— ipsec— transform— set-tranl] esp encryption— algorithm aes— cbc— 128
[RZ2— ipsec— transform— set— tranl] esp authentication—algorithm shal
[RZ] ike keychain keychainl
[RZ - ike — keychain - keychainl] pre - shared - key address 11. 0. 0. 10 255. 255. 255. 0 key
simple 123456
RZ2- ike— keychain— keychainl] quit
RZ2] ike profile profilel
ike-profile-profilel] keychain keychainl
e—profile—profilel] match remote identity address 11.0.0.10 255.255.255.0
ike-profile-profilel] quit
RZ2- ipsec—policy- isakmp—-mapl- 10] security acl 3101
RZ2- ipsec—-policy- isakmp—-mapl- 10] transform- set tranl
RZ2- ipsec—-policy- isakmp—mapl- 10] local-address 11.0.1.10
] remote-address 11.0.0.10
]

ike-profile profilel

[
[
[R2
[R2
[R2
[RZ2] ipsec policy mapl 10 isakmp
[
[
[
[RZ2— ipsec—policy- isakmp—mapl- 10
[

RZ2- ipsec—-policy- isakmp—mapl- 10
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[R2] interface gigabitethernet 0/1

[R2—- GigabitEthernet0/1] ip address 11.0.1.10 255.255.255.0
[R2- GigabitEthernet0/1] ipsec apply policy mapl

[R2—- GigabitEthernet0/1] quit

PC 1 BB E WA 8-5 Fras.

20 s IPy4 it fit IPveit ht
GO0 UP 192.168.1.2/24
G002 ADM
| EOEE

2R @ 55

IPv4BL & :

® DHCP

@ &5

IPvaitifit: | 19216812

fEmihE: | 2552852550
IPv4Fl%: | 19216811
IPVeRE & :

© DHCPv6

@ FRE

IPveit it :

B

IPVE I -

B85 PC1HEE

PC 2 BBCE W& 8-6 Pras.

JRAERWE

[R1] display ipsec sa
_______________________________ Interface:
GigabitEthernet0/1
————————————————————————————— IPSec
policy: mapl
Sequence number: 10
Mode: isakmp
_____________________________ Tunnel id

0

Encapsulation mode: tunnel
Perfect Forward Secrecy: Path
MTU: 1443




N BlEPC 2 X
m W& IPvdltihl IPvet 1t
GO/ UP 192.168.2.2/24
G0/0/2  ADM

BOEE
© #A

o

=)

IPvAR B :
® DHCP
@ &

IPya it i} - 192.168.2.2
Wit 2552552550

IPv4l% : | 192168.2.1

PveELE :
@ DHCPv6
® B

IPve it it :
RIBICE :

IPVE [P 3% - e H

& 86 PC 2HEE

Tunnel :
local address: 11.0.0.10
remote address: 11.0.1.10
Flow:
sour addr: 11.0.0.10/0.0.0.0 port: O protocol: IP
dest addr: 11.0.1.10/0.0.0.0 port: O protocol: IP

[Inbound ESP SAs]
SPI: 3769702703 (0xelbll192f)
Transform set: ESP- ENCRYPT- AES- CBC- 128 ESP- AUTH- SHA1
SA duration (kilobytes/sec): 3000/28800
SA remaining duration (kilobytes/sec): 2300/797
Max recelved sequence— number: 1
Anti-replay check enable: N
Anti-replay window size:
UDP encapsulation used for NAT traversal: N

Status: active

[Outbound ESP SAs]
SPI: 3840956402 (Oxedf057f2)
Transform set: ESP- ENCRYPT- AES—- CBC- 128 ESP- AUTH- SHA1
SA duration (kilobytes/sec): 3000/28800
SA remaining duration (kilobytes/sec): 2312/797
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Max sent sequence— number: 1

UDP encapsulation used for NAT traversal:

Status: active

[RZ2] display ipsec sa

_______________________________ Interface:
GigabitEthernet0/1
————————————————————————————— IPSec
policy: mapl
Sequence number: 10
Mode: isakmp
_____________________________ Tunnel id

0

Encapsulation mode: tunnel
Perfect Forward Secrecy: Path
MTU: 1443
Tunnel :
local address: 11.0.1.10
remote address: 11.0.0.10
Flow:

sour addr: 11.0.1.10/0.0.0.0 port: O protocol: IP
dest addr: 11.0.0.10/0.0.0.0 port: O protocol: IP

[Inbound ESP SAs]
SPI: 3769702703 (Oxelbll92f)

Transform set: ESP- ENCRYPT- AES- CBC- 128 ESP- AUTH- SHA1

SA duration (kilobytes/sec): 3000/28800

SA remaining duration (kilobytes/sec): 2300/797

Max received sequence— number: 1

Anti- replay check enable: N Anti-

replay window size:

UDP encapsulation used for NAT traversal: N

Status: active

[Outbound ESP SAs]
SPI: 3840956402 (0Oxedf057f2)

Transform set: ESP- ENCRYPT- AES- CBC- 128 ESP- AUTH- SHA1

SA duration (kilobytes/sec): 3000/28800

SA remaining duration (kilobytes/sec): 2312/797

Max sent sequence— number: 1
UDP encapsulation used for NAT traversal: N

Status: active

N



MBS M xEE

91 SSH & 4\

SSH /& Secure Shell (‘2 4= 4052 B 1] BR . 52 — R EAS 28 4 1Y O 28 B35 v, 58 0 i %5 4L
il FTAE B o 5% B 22 4 1 2 U7 [A) DA Kz SO A% B 55k 55 1) I 2% 22 4 P10 . AL SSH 1y
WORT DAAT R B 1k i F A8 B R v A {5 BT B [n) A,

9.1.1 SSH ihiE ji

(1) password TAUE: Il AAACAuthentication. Authorization. Accounting s TAIE . %
BOFIE ) X & P g By it AT NIE . & P g 1] iR 55 2% & i password AIETE 2K, 5 H P 44
FV 50 5% I 3% 25 TR 55 4% s IR 55 25 K DGR T SR i 2% e 45 21 H P 28 s 05 /9 B SC, 38 i AR
Hb DA IE B G AR AR50 IE FH P 25 AN 1 & ik MR, IR IR R IAIE B2 5 2k TR T B

(2) publickey INilE: R HECFZEA M XONIER F . HAT. & B al LA DSA
I RSA PP A HRE SCI A28 4 . B P i KL E S H P 2 SR L B a8
NE BB IE S B publickey TAIETE 3K 45 ik 55 %5 i o IR 55 4% Y X 2 St 17 & e
AR A G W BB R 26 R WO B, 75 00, iR 55 2% i A1) FH 207 28 44 0 & P i it A7 IAIE
I3 [ DA GE RS 2 52K TR T B

(3) password-publickey TAIE: X F SSH2 A 89 & F ¥ » 225K [6) B 9F 47 password
Hl publickey P 5 =X AYIAE . B H A B AAUESS 8 o A5 O T . A A & P i 5 A E
s X T SSHI MU A9 % P g, H 2808 o Ho AR — B A E R AT .

(4) any ANIE: A8 E R F o I IE 3. & P i o] 2R F password TAIESY publickey
WIE s B H 258 o Hr A fo] —Ff A Uk R AT,

9.1.2 SSH WA

SSH F 2t — 3 5 2 Al B A% % = P 1 [ SSH-TRANS |, H P A ik P i [ SSH-
USERAUTH | i# 4 Wrs [ SSH-CONNECT].

(D) &5 Z VL[ SSH-TRANS . 24T IR % &5 A IE R %M RS, Wb ef
i P 45 D hE . SSH-TRANS 38 % iz 1746 TCP/IP 3% 4% -, i vl fig I T Ho At o] 55 %%
P i . SSH-TRANS #2417 58 J1 A HoR V85 F UL R 52 B MR, il b 1
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ESE T WL, IF B iASIT P UGIE, 5 5 2 B9 P GE PR CAT DL T R 78 e Py
Wz I,

(2) FHPAAIETRY [ SSH-USERAUTH |: H T 1] IR 55 4% s 32 1L 2 7 o P 48 501 2
HE. BiztrfEfe5i/z UL [ SSH-TRANS] Eifi. = SSH-USERAUTH Hif)5 . EMKZE
PR SOIR B A 25 5 AR IR AT O — IR 22 e b B 22 3 05 A HD o 216 A IR AR ME —FR 8
25 1 Bl H FAric DOEBI RV B B 5 AL, SSH-USERAUTH 375 22 Al 1B fIK 2 Bl
e IR R R

(3) FEFHEPMYL[SSH-CONNECT]: ¥ Z A% kil 7 iZ BB iE . Eafr - Pk
WEM . B T A2 B AUE SRS L m R an A AT LB & TCP/IP E B F i & X1

9.1.3 SSH 1 ¢ & ay 2

% 9-1 i 200 E SSH B i F 3 1 — sy 2
£9-1 SSHHEHEGS

2 (S # fE U B
system-view ARG H
ssh server enable 5 SSH I g
public-key local create rsa H L RSA % 5H %t
local-user name class manage B B A b i
password {simple|hash}*»%xxx WESG
service-type ssh wWE R FEA N SSH
user vty number WEEEERHPE
authentication-mode {scheme| none| password) WEIMNEER

I 1 HSEHEF /B SSH Ak 55 7% im 1 BE

'h.._

S8 H B . 2% 2 SSH M IC & 7 ik .

SER AR AT . H3C MSR36-20 — 5.

SCEGECK . = 5 B A TS SSH(Secure Shell. % 4 4b5¢) iR 55 4% 4 DI BE - X SSH
F P % K password TAUE 77 2, A P 44 #6505 000000, 2565 B SC2EARY, FH P (6
network-admin. % F ¥ sk P 2SN

SSH Y AC & i+ E AP 9-1 Firow

S AP IRANE

[Rl]interface LoopBack 0
[R1- LoopBack(O]ip address 9.9.9.1 32
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ESE T WL, IF B iASIT P UGIE, 5 5 2 B9 P GE PR CAT DL T R 78 e Py
Wz I,

(2) FHPAAIETRY [ SSH-USERAUTH |: H T 1] IR 55 4% s 32 1L 2 7 o P 48 501 2
HE. BiztrfEfe5i/z UL [ SSH-TRANS] Eifi. = SSH-USERAUTH Hif)5 . EMKZE
PR SOIR B A 25 5 AR IR AT O — IR 22 e b B 22 3 05 A HD o 216 A IR AR ME —FR 8
25 1 Bl H FAric DOEBI RV B B 5 AL, SSH-USERAUTH 375 22 Al 1B fIK 2 Bl
e IR R R

(3) FEFHEPMYL[SSH-CONNECT]: ¥ Z A% kil 7 iZ BB iE . Eafr - Pk
WEM . B T A2 B AUE SRS L m R an A AT LB & TCP/IP E B F i & X1

9.1.3 SSH 1 ¢ & ay 2

% 9-1 i 200 E SSH B i F 3 1 — sy 2
£9-1 SSHHEHEGS

2 (S # fE U B
system-view ARG H
ssh server enable 5 SSH I g
public-key local create rsa H L RSA % 5H %t
local-user name class manage B B A b i
password {simple|hash}*»%xxx WESG
service-type ssh wWE R FEA N SSH
user vty number WEEEERHPE
authentication-mode {scheme| none| password) WEIMNEER

I 1 HSEHEF /B SSH Ak 55 7% im 1 BE

'h.._

S8 H B . 2% 2 SSH M IC & 7 ik .

SER AR AT . H3C MSR36-20 — 5.

SCEGECK . = 5 B A TS SSH(Secure Shell. % 4 4b5¢) iR 55 4% 4 DI BE - X SSH
F P % K password TAUE 77 2, A P 44 #6505 000000, 2565 B SC2EARY, FH P (6
network-admin. % F ¥ sk P 2SN

SSH Y AC & i+ E AP 9-1 Firow

S AP IRANE

[Rl]interface LoopBack 0
[R1- LoopBack(O]ip address 9.9.9.1 32

102



1B 9 Iﬂfﬁ%%’iﬂl

[0:9.9.9.1/32

Ser 1/0 Ser 2/0

L0:9.9.9.2/32
Ser 1/0

.0:9.9.9.3/32
Ser 2/0

Ser 3/0 Ser 3/0
R2 R3

B 9-1 SSH WEEHINA

[R1]ssh server enable

[R1]public- key local create rsa / /4 W, RSB % £ X
[Rl]local—user admin class manage / /8] i%diﬁmml’u*'
[R1- luser—-manage- admin]password simple admin / /W B
[R1- luser—-manage— admin]authorization—attribute user— role network—- admin
/ /B AR
[R1- luser—-manage— admin] service— type ssh /LB RS ER
[R1- luser—-manage— admin]quit
[R1]1line vty 0 5 /v B AR R P AL
[

R1- 1ine- vty0- 5]authentication—mode scheme

[RZ]interface LoopBack 0

[R2— LoopBack(O]ip address 9.9.9.2 32

[R2]ssh server enable

[RZ2]public- key local create rsa //HE S rRSn %8 4R Xt
[RZ]local—user admin class manage

[RZ2—- luser—-manage— admin]|password simple admin

[

RZ2- luser—-manage— admin]authorization— attribute user- role network— admin

/ /i B AR
[R2- luser—-manage— admin]service— type ssh /B RS ER
[RZ2— luser—manage— admin]quit
[R2]1ine vty 0 5 / /i B R SR P AL
[

RZ2- 1ine—- vty0- b]authentication—mode scheme

[R3]interface LoopBack 0

[R3— LoopBack(O]ip address 9.9.9.3 32

[R3]ssh server enable

[R3]public- key local create rsa //HE S rRSn R Xt

[R3]local—-user admin class manage

[R3— luser—-manage— admin|password simple admin

[R3— luser—-manage— admin]authorization— attribute user— role network—- admin
/ /i B AR

[R3- luser-manage— admin]service— type ssh /R BERFRE
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[R3— luser—-manage— admin]quit
[R3]1line vty 0 5

[R3— 1line— vty(0- 5]authentication—mode scheme

LIS .
Rl F&EFR.

[Rl]display current- configuration
#
version 7/.1.075, Alpha 7571
i
sysname R1
#
system— working—mode standard
®bar load- single
password— recovery enable lpu- type f-series
#vlan 1
# interface Seriall/0
# interface Serial2/0
# interface Serial3/0
# interface Serial4d/0
# interface NULLO
# interface LoopBack(
ip address 9.9.9.1 255.255.255.255

# interface GigabitEthernet0/0 port link-mode route

combo enable copper

# interface GigabitEthernet0/1 port link-mode route

combo enable copper

# interface GigabitEthernet0/2 port link-mode route

combo enable copper

# interface GigabitEthernet5/0 port link-mode route

combo enable copper

# interface GigabitEthernet5/1 port link-mode route

combo enable copper

# interface GigabitEthernet6/0 port link-mode route

combo enable copper
# interface GigabitEthernet6/1
port link—mode route combo enable copper
# scheduler logfile size 16
# line class aux

user— role network— operator
# 1ine class console

user- role network—admin
#1line class tty

user- role network—- operator
#1line class vty

user- role network— operator
#1line aux 0

user- role network— operator

#1line con 0

/ /BB RER R P R



user— role network—admin
#line vty 0 5

authentication— mode scheme

user— role network— operator
#1line vty 6 63

user- role network— operator
# domain system
# domain default enable system
# role name level-0

description Predefined level-0 role
# role name level-1

description Predefined level-1 role
# role name level-2

description Predefined level-2 role
# role name level-3

description Predefined level-3 role

//role name level-4 £ role name level- 12 B%

# role name level-13

description Predefined level-13 role
# role name level- 14

description Predefined level- 14 role
# user— group system
# local-user amdin class manage

password hash

1B 9 Iﬂ%%’ﬂl

S h$ 6$ npOoLUwV1vX3868XS EAwLESSp7CeQNf zKXvDKBrb3H41xPCBfVNePr 91 XwJt+

ZCY 1g21TKsQy+ iL/BNt sZByCvJINUNQZAVPF1UPRbpA= =
service— type ssh

authorization— attribute user— role network— admin

authorization— attribute user—- role network—- operator

# [R2]display current- configuration

# version 7.1.075, Alpha 7571

# sysname R2

# system— working—mode standard xbar load- single
password— recovery enable
1pu- type f-series

#vlan 1

# interface Seriall/0

# interface Serial2/0

# interface Serial3/0

# interface Serial4d/0

# interface NULLO interface LoopBack(
ip address 9.9.9.2 255.255.255.255

#

# interface GigabitEthernet0/0 port link-mode route
combo enable copper

# interface GigabitEthernet0/1 port link-mode route
combo enable copper

# interface GigabitEthernet0/2 port link-mode route
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combo enable copper
# interface GigabitEthernet5/0 port link-mode route
combo enable copper
# interface GigabitEthernet5/1 port link-mode route
combo enable copper
# interface GigabitEthernet6/0 port link-mode route
combo enable copper
# interface GigabitEthernet6/1 port link-mode route
combo enable copper
# scheduler logfile size 16
# 1line class aux
user— role network— operator
# 1line class console
user— role network—admin
#line class tty
user- role network—- operator
# 1line class vty
user— role network— operator
#1line aux 0
user- role network— operator
#1ine con 0
user— role network—admin
#line vty 0 5
authentication— mode scheme
user— role network- operator
#1line vty 6 63
user— role network— operator
# ip route- static 0.0.0.0 0 Seriall/0
# ssh server enable
# domain system
# domain default enable system
# role name level-0
description Predefined level-0 role
# //role name level-1
description Predefined level-1 role
i

role name level- 13

description Predefined level- 13 role

# role name level- 14

description Predefined level- 14 role

# user—- group system

# local-user admin class manage

password hash

Sh $6 $17ox0cPuRzVIUVKR $d18 + wSBazEtYS0ZL1I1ZTJIG]3DzNuCrpiWljsBBtU4tDLSDiWkk 7 /wtME + gmD7t/
KSMSnAF3QybEqIAfQsNKNQ==

service— type ssh

authorization— attribute user— role network— admin

authorization— attribute user— role network- operator
i
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[R3]display current- configuration
# version 7.1.075, Alpha 7571
# sysname R2
# system— working—mode standard xbar load- single
password— recovery enable
1pu- type f-series
#vlan 1
# interface Seriall/0
# interface Serial2/0
# interface Serial3/0
# interface Serial4/0
# interface NULLO
# interface LoopBack(
ip address 9.9.9.1 255.255.255.255
#

# interface GigabitEthernet(/0 port link-mode route
combo enable copper

# interface GigabitEthernet0/1 port link-mode route
combo enable copper

# interface GigabitEthernet(0/2 port link-mode route
combo enable copper

# interface GigabitEthernet5/0 port link-mode route
combo enable copper

# interface GigabitEthernet5/1 port link-mode route
combo enable copper

# interface GigabitEthernet6/0 port link-mode route
combo enable copper

# interface GigabitEthernet6/1 port link-mode route
combo enable copper

# scheduler logfile size 16

# 1line class aux
user- role network- operator

# 1line class console
user— role network—admin

#line class tty
user- role network— operator

# line class vty
user— role network— operator

#1line aux 0
user- role network— operator

#1ine con 0
user— role network-admin

#line vty 0 5

authentication—mode scheme

user- role network- operator

# 1line vty 6 63
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user— role network— operator
# ssh server enable
# domain system
# domain default enable system
# role name level-0

description Predefined level-0 role
# role name level-1

description Predefined level-1 role
#

//role name level-2

description Predefined level-2 role
i

role name level-12
description Predefined level- 12 role
# role name level-13
description Predefined level- 13 role
# role name level- 14
description Predefined level- 14 role
# user— group system
# local—user admin class manage
password hash
Sh $6 $170x0cPuRZVIUVKR $d18 + wSBazEtYSOZL1TI1Z2TJG]) 3DzNuOrpjWljsBBtU4ALDLSDiWxk 7 /vtME + gmD7t/
KSMSnAF3QybEqIAfQsNKNQ==
service— type ssh
authorization- attribute user- role network— admin

authorization— attribute user— role network- operator
#

92 Telnet 15

Telnet i & TCP/IP Pril i #)— 51, & Internet T F8 5 55 IR 55 B9 B M P 10 HT 3¢
L. EAMP R T A TR E 58 BOE R EHL TAERIGE 7 . 7828 i i FH A& AT
BAHL LA Telnet #)F, HEZERERN RS 4. 2w # Al DLAE Telnet 57 i A 1
2 XS ar & IR 55 4% LAy R B IR 55 4 iy 5 b5 A —FF A A Hb 5t g
Hil k55 2% . ZEHIH—1 Telnet 2, b7 A P 2 M55 KR 55 %% . Telnet 2% H
F I B 45 ) Web IR 5548 B9 5 5.

9.2.1 Telnet i Hi&

Telnet /& Internet @E?*%ﬂﬁ%%ﬁ#ﬂﬂﬂ*ﬂiﬁﬁﬁ ] B ARPANet /% .3
#FEZHTF Internet 2 ERNREATIREARTFHPERHEAZRE FIRE.

Telnet 7] uik.‘iﬂém%'& HC BT EVLATE T Internet MZEEF B 5 —HEBEITHHEHL
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X G TFE LT LR AE R BE A B[R] L, n] DURAE M ER B 55—, 2485 Fam R i AL
Je A TR AE [ T am BT R ALA — > 2w, FATT 0] DUH A C MR R R
THEHL A2 R T LA b 2 g [R) B A SR AE AR .

Telnet B F B H GBS HEZRITEV A AR I EILES K E B 7R, I
B BA FEH AR T E NS BT & VL2 ) &8 S, 824/ B m & A
FTP 2 ¥ Nt A 2.

9.2.2 Bk

BAR Telnet AT LM 7 B2 AR INFEREZ 2B ML AR |, Telnet
HAREM . FRNAET Telnet 22— XE R ERH PRGNS S5 H P4
MR SCAE BN %k, B~ ZekE, AT 2 ks &8 EEst
Telnet &35, WNRFLATEATH Telnet A 75 5% , i I F L A6 3 s iR 55 o% L ko 2 OF i &
Fo1F Telnet iR 55 BT RE

9.2.3 Telnet % H i

BIATHEH Telnet B F ik AEBRITREN RGN, FEL LRI THIABRTF:. — 12
Telnet & PR a7 EAM FEN L ;75— 2 Telnet IRFGHETF, a7 ZEF T
BTSN L., A FENL EA Telnet PR EESERM LT IIRE

o 7 SRR S AR TCP & 4%

o MEERE bR CA W B A B AT

o R H A B AT R AR BOPR TR O AR IR 45 A i 554

o MIEFE R 5 A 4 ok 1R R

o FrizAs BB RTEAH EHLER L.

EFE FE WL R 55 7R PR O R R B B AN T AN e b S R AR I B E AL E . —
P RA M LAY IE K 902 5 5 1% BRI R L I 52 s LA T g

o A TR FICEMESET

o SFEAHL E LA A G S

. ETZIKfL:EME@uu?fﬁm&r(ﬂﬂﬂﬂ"U%Wﬁ'ajﬁlﬂ‘%ﬂ&%—(;)

o LT A B 25 ALK 0] A Hb TSR AL D B

o HONRAN LWL .

£ Internet 11, R Z RS ARKIGXFE —F & P WL/ RS AR 258 . X0 2 % o, 8 %
HE THE P wmIBERFma Ll T .

9.2.4 Telnet [ B My 2

% 9-2 Fi/R 2R E Telnet B} B FH B A — B4y 4
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K92 Telnet HEEBEGS

e (S # 1F U W
system-view ARG R
telnet server enable 5 Telnet iR 55
local-user name B 37 A b F P
password {simple|hash} *%%x%x wWHEEN
authorization-attribute level{ number} WEWSER
service-type telnet WHERFERR Telnet
user vty number WEEES AP
authentication-mode {scheme|none|password} wEIAIER K

SEIG 2 R HRALFF B Telnet Th gE

.

LI HB . 2 I FE AR Telnet BYEC & H: R anfarfdi H .

(1) LT )G Telnet Ty, X Frfy Telnet F P 2K H Z< #B A Gk AY 75 3.
(2) QAR P, EH P A M SIE8 admin B P A = Rar SR .
FE 3 A2 HebL Telnet A 60 B B4R H AN 9-2 7

.
i GE 0/1 GE _0/1 [:I

Sl PC
B 9-2  FFia 8 Hetll Telnet T BE Y BC & ¥ 1

SR L BRAE

Sl]int vlan 1
S1-Vlan- interfacel]ip address 192.168.0.55 24

S1-Vlan- interfacel Jquit
Sl]telnet server en //HF B Telnet

Sl]local—-user admin

S1- luser- admin]authorization- attribute level 3 JIREWMASER

S1- luser—admin]service- type telnet

S1- luser—admin]user vty 0 4 /BRI PR SR

[

[

[

[

[

[S1-1luser—-admin]password simple admin

[

[

[

[S1-ui-vty0-4]authentication—mode scheme

SEAGZE AN A 9-3 Fr ks
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¢ Telnet 1928, 1608055 . T _‘MEJ
e et e et n

K 9-3 AZHHLA Telnet B I AR

SCIG 3 AHEHESACE Tenet

SIS HBY . 2 IR Telnet BYRC B B X anfaf fifi B .
SCERERAE . H3C MSR36-30 4.
SEHEOR . A Ay TS Telnet THRE . X AT A Telnet P X A HIAIER) 772, )
HAH P L E P4 %A 000000, HAJFE R1 _E&SF R2, W04 R2 &% RI,
K 9-4 Flrs A 28 Telnet BYBC & R FMAE
€

10.1&10.1&4 10.10.10.2/24

Ser 2/0 Ser 2/0

R1 R2
B 9-4 P& £s Telnet BB B FME

SEOG D IRAN R .

Rl]interface Serial2/0

Rl1-Serial2/0]ip address 10.10.10.1 24

Rl-Serial2/0]quit

Rl]telnet server enable //FF )5 Telnet TN HE
Rl]local—user 000000

R1- luser—manage— 000000]password simple 000000

R1- luser—manage— 000000] service- type telnet /B RS2 N Telnet
R1- luser—manage— 000000]user vty 0 4 /i B A PR R
R1- 1line- vty0- 4]authentication—-mode scheme /I B INIE N scheme

[
[
[
[
[
[
[
[
[
[

R1]ip route-static 192.168.1.1 24 Serial 2/0

/I EEAKE,AHh 192.168.1.1 24
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R2]interface Serial2/0
—Serial2/0]ip address 10.10.10.2 24

5

- Serial2/0]quit

S

]telnet server en

]local—user 000000

5 8

— luser—manage— 000000 ]password simple 000000

5

— luser—manage— 000000] service- type telnet

5

— luser—manage— 000000]user vty 0 4

5

— line- vty0-4]authentication—mode scheme

5

—line-vty0—-4]quit

[
[R2
[
[
[
[
[
[
[
[
[R2]ip route-static 0.0.0.0 0.0.0.0 Serial 2/0 / /8 8 BRI B

—

SCEG A AN 9-5 ME 9-6 s, a0 A R1 F1 R2 B A BYEUE .

A 9-5 R1 % AKRHE

A 9-6 R2 & AWRH

93 SNVP g 9t

SNMP (Simple Network Management Protocol, fi] 5. o 2& 45 B P80 ) 2 515k ) v gl —
ol Do) 288 A5 PRBR HE PR, )32 T 52 BRAS B 6 0 A B 6 A 1 1) A B
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9.3.1 SNMP [ H

S R W B A . AR EE T SNMP B K 2% 45 3P 5, R 2% 45 3 61 Al D)
2R W 28 B8 s AR S T2 50, B0 E 2 80E, R BB, 52 )0 B 12 W, a0k A 2 B
K0 R A AR o S E X AN TR B R R A e R AT B L. SNMP H 42 it fr B R G ) fiE
1548 UL 55 5 8O B 4 1O 3L RE P R IB R 5 A R R i Sy, AT S B X AN [ )
152 A B

9.3.2 SNMP 3t A4k

SNMP 2 4L P Ff LA 452 4 .

Get #24E . NMS fi FiZ#4/E A ) AgentMIB 5 SA9fE,

Set #E . NMS i HiZ#AFE % & Agent MIB Hp7 & U{E.,

Trap #4F . Agent i HiZ#A4Em) NMS k3% Trap 3. Agent AERK NMS k& 1% [7]
PR 3C, NMS WA 2% Trap fie K47 0 ., SNMPv1,SNMPv2c fil SNMPv3 ¥ 37 F
Trap Ak

Inform #4E . Agent {#i FHiZ#:/E M NMS % % Inform it 3¢, Agent R NMS %k 1%
o] i #2 3C, A, Inform & SCLE Trap fiSCHE AT SE ., W02R Agent ££ — & B 8] Y 3% A Y 2
NMS # o] 57 $2 3C, W 2= 5 sh & & L . HA SNMPv2e #il SNMPv3 3Z§F Inform #:4E.

9.3.3 SNMP Jiit A& Jr 28

H /i % %1247 T3k FIPS #558A), 373 SNMPvl.,SNMPv2c Fil SNMPv3 = Fffi i 4 ;
Wiz 17T FIPS AT, H 7 F SNMPv3 iAx, HA NMS fil Agent i A9 SNMP filt
AAH A, NMS A HEFT Agent HE 7 EFE

SNMPv1 ¥ f Fl1& 4 (Community Name) A EHLH . B 2 2501 F % 65 , FH K R i
NMS Fl Agent Z [ AE (S . W NMS 15 B 5 A& 22 F09k 4 B35 8 s B ) AL iR 4 A
], U] NMS #1 Agent Afig#7 SNMP 42, i 5 20 NMS k[0 Agent, Agent & ik
M5 E G B g NMS Z 57,

SNMPv2c 1% F AE 4 A IEHLH . SNMPv2c X SNMPvl B 3hfiedefr T 8. 4%
(e 7 2 AR E 2R SRR 2 R A 2 R s FR A 1 o R A AR R AUAD , BB 8 B 41 B X
TR

SNMPv3 ¥ H USM(User-Based Security Model, 2 T H P 89 %2 28 &) A GEHLH .
) 2% 45 7 O AT DL EAIE RN T g . IE A T 5 E i SCk 2% 77 B9 & 1 8 e R A
PR IR] 5 g 2 % NMS Fl Agent 2 [8] B9 4% S i SCHEAT %, DA gk 5 Wr. K HIAGE
FUN T e nl ULk NMS 1 Agent 22 8] 4 18 {5 52 L o =5 i 22 1
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SLIG 4 KHE /R SNWP

S H A 4R SNMP /LS 5.

SCEGBRAE . H3C MSR 36-20 =& .

SIS ER

(1) W4 IR 55 4% H g i SNMPv3 5 [A1% 4% .

(2) SNMP A FH P 2488 1234 GAIER LN md5 . % F 258 3des. IAUE% 5 Al
T 23 255 65 A0  BH S0 5, B 52 12345678,

SNMP ) & E & 9-7 Frow .

Ser 2/0

Ser 2/0 Ser 1/0

Ser 3/0

Ser 3/0
R3

& 9-7 SNMP WBc B FHE

SR AL BRANE

[R1]snmp— agent usm—user v3 1234 1234 simple authentication—mode mdb 1234
privacy-mode 3des 12345678
[RZ2] snmp— agent usm— user v3 1234 1234 simple authentication—mode mdb 1234
privacy-mode 3des 12345678

[R3] snmp— agent usm—user v3 1234 1234 simple authentication—mode md5 1234
privacy-mode 3des 12345678

SIS AEERANE .

[R1]display snmp— agent usm— user
Username: 1234
Group name: 1234
Engine ID: 800063A280487ADAFDEB6600000001
Storage- type: nonVolatile

UserStatus: active

[RZ2]display snmp— agent usm— user
Username: 1234

Group name: 1234
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Engine ID: 800063A280487ADAFE022000000001
Storage- type: nonVolatile

UserStatus: active

[R3]display snmp— agent usm— user
Username: 1234
Group name: 1234
Engine ID: 800063A280487ADAFDEFC600000001
Storage- type: nonVolatile

UserStatus: active

1B 9 Iﬂiﬁ%’iﬂl
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1. 4R ) 18 & £
BB E R 10-1 Fros fE 10-1 B MR A B Ir i a8 & 5 FP0E R K.

®10-1 AIMVEE
TRV 2 R wEHEO H R 4 4 PR WD
SW1 1 35 M SW2 2 ¥
SW1 2 ¥ SW3 2 ¥ O
SW1 3 ¥ 1 PC1
SW2 1 %5 M RT1 LIK R 0 %5 0
SW2 3 ¥ 1 SW3 3 ¥ 0
SW2 23 ¥ [ IRF-SW1 23 ¥
SW2 24 ¥ [ IRF-SW2 24 ¥
IRF-SW1 1 %5 M Server (55— M)
IRF-SW2 1 ¥ O Server (35 _H M)
SW3 1 %0 RT1 LI AR 1 3% 0
RT1 B02/0 ¥ RT?2 B02/0 80
RT1 B0 3/0 ¥ RT3 B2/0 80
RT2 PAK M 0 ¥ H PC2

2, MEZEEE
W 48 £ FE AL B N 3% 10-2 FT R,
#1022 NEESEARE

£ 42 FR At & F L4 (Sysname 45 ) W HH

SW1 SW1 B Rz # bl
SW2 SW2 B =R 32 # bl
SW3 SW3 B =2 32 e bl
IRF-SW1,IRF-SW2 IRF S AR B 0 B R B
RT1 RTI Je w B R A

RT?2 RT2 3 # s AR

RT3 RT3 B VR LK FE B i A%

3. EMMLECE

B rh AR LTS BB R WAL . AR HHLE H3C B 5800 &R F A # ML . FIr 37 3¢ 1 J
WAL E A R IRF,
MG JE A IRF, 23Rk AL HES L IRF Domain {54 10,
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1. 4R ) 18 & £
BB E R 10-1 Fros fE 10-1 B MR A B Ir i a8 & 5 FP0E R K.

®10-1 AIMVEE
TRV 2 R wEHEO H R 4 4 PR WD
SW1 1 35 M SW2 2 ¥
SW1 2 ¥ SW3 2 ¥ O
SW1 3 ¥ 1 PC1
SW2 1 %5 M RT1 LIK R 0 %5 0
SW2 3 ¥ 1 SW3 3 ¥ 0
SW2 23 ¥ [ IRF-SW1 23 ¥
SW2 24 ¥ [ IRF-SW2 24 ¥
IRF-SW1 1 %5 M Server (55— M)
IRF-SW2 1 ¥ O Server (35 _H M)
SW3 1 %0 RT1 LI AR 1 3% 0
RT1 B02/0 ¥ RT?2 B02/0 80
RT1 B0 3/0 ¥ RT3 B2/0 80
RT2 PAK M 0 ¥ H PC2

2, MEZEEE
W 48 £ FE AL B N 3% 10-2 FT R,
#1022 NEESEARE

£ 42 FR At & F L4 (Sysname 45 ) W HH

SW1 SW1 B Rz # bl
SW2 SW2 B =R 32 # bl
SW3 SW3 B =2 32 e bl
IRF-SW1,IRF-SW2 IRF S AR B 0 B R B
RT1 RTI Je w B R A

RT?2 RT2 3 # s AR

RT3 RT3 B VR LK FE B i A%

3. EMMLECE

B rh AR LTS BB R WAL . AR HHLE H3C B 5800 &R F A # ML . FIr 37 3¢ 1 J
WAL E A R IRF,
MG JE A IRF, 23Rk AL HES L IRF Domain {54 10,
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4, R EHLRE

(1) ) 350 ) 5 i m] g HE
PPP Pl . N T &AW
45 123456,

(2) BEE R G, BAih.oxc LS SW2 B0 o0 22 e AL 5 5 B % 8] R FH 2h 2 B %

RT1 5 RT2.RT1 5 RT3 {ifi Fj )~ 48 7 & 10 2% 3% 42, i
R CHAP 30Uk CRH“H P 4 -+ %4657 89 4 0 . 5k [

5. VLAN it &

KT R EMR VLAN, BARZERIT.

(D s blzm PR Trunk S B, ZREESH . AR TFALER
VLAN i,

(2) 3k 10-3 Pron . £ 238 AL_E 52 VLAN B 8 A B 7B

F10-3 HEZEX#YLEEH VLAN B & fix O 4 &

VLAN %i 5 VLAN £ % W B R
VLAN 10 Marketing IR R SW1.IRF-SW1.IRF-SW2 /) 5~8 ¥ [
VLAN 20 Finance W %5 3 SW1.IRF-SW1,IRF-SW2 L 9~12 ¥
VLAN 30 HR YNk )L SW1.IRF-SW1.IRF-SW2 [ 13~16 ¥ [
VLAN 100 IT EBEARW SW1.IRF-SW1,IRF-SW2 [ 17~20 ¥ [
VLAN 400 Server Az 55 4% X IRF-SW1.IRF-SW2 F1) 1~4 g0
(3) ZEZHIL S asEAE K VLAN-Interface 0 H Ik, Pl R = B
L HHK
(4) TP shik AL %) 5 B AL 50 EAR I 2 K& 01T LA S 2y 1) 5 AR 8 5 70 A =% 10-4
BT 7R
®10-4 EERSTH
w0 FEA Wl REA
i 5 100 5 BHE AR 13
it 55 ¥ 40 /NI 30
N1 B 17
A1 2 W HihE 25 9k . Bir DL AR 2 B B9 BB AT 30 A M sk . 3l {5 A 10. 0. 0. 0/
23 Mtk Br ., MRS R AR 10-5 Fras,
F* 10-5 ik %
X B IP #b fik B2 S
iRZiE: Y 10.0.0.0/25 10.0.0. 126
it 453 10.0.0.128/26 10. 0. 0. 190
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SER
X 5 IP Hbht Bz EI S
YN 28 10.0.0.192/27 10. 0. 0. 222
7 BH AR 10. 0. 0. 224/28 10. 0. 0. 238
iz 55 4% X 10.0.1.96/28 10.0.1.110
NG 10.0.1.0/27 10. 0. 1. 30

N E T R RIS AR WA =R M43 & B E LoopBack Midik , ZR A1
H 32 (i . B eY LoopBack Hifik W3 10-6 fix.

& 10-6 LoopBack b it 31 %I

1 IP b4k W & IP bk
RT1 iy LoopBackO #b i 9.9.9.1 SW3 i) LoopBackO #b i 9.9.9.3
SW2 ) LoopBackO H#hht 9.9.9.2 RT2 ) LoopBackO Hh i 9.9.9.4

AN, B e g IR a2 W e, L TP i hib S Mm% 10-7 B,
Fz10-7 IP HuHt{ER

w % 1P b 4
RT1~RT?2 202.0.1.0/30
RT1~RT3 202.0.2.0/30

2% A) N R A E) LR b ik 172, 16,0, 0/24 W B, Jf 4 30 A2 #E 45, 40 5% 10-8
FIr7R .

F 10-8 1P Hbuk{E AR

w & IP Hb 4t i) HH
SW2~RTI1 172.16.0.0/30
SW3~RTI1 172.16.0.4/30

WIS BB G e s BTG &
6. FFHACE

5 A 22 ) B 4 T TN PR A L A RS S . 2 Al I 2% 1 OSPF PR, 43
A S BRI B E G,
OSPF P e & A BARZ R IR,
(1) B 24 e & o OSPF #9481 X 3.
(2) £ RT1 LA & R rd S i . JF 5] A OSPF
(3) B & OSPF Hello # XY &% BF AR 1s.
(4) WBCE OSPF g4y SPF if 5 A B [A] 8] % f /ME A 100ms.,
(5) 7> a) R 48 (AL 36 28 5 433D 1Y BT A7 I 28515 48 Y96 LoopBack Hihk & 45 .
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(6) fERZ ML SW1,.SW2 SW3 FidE MSTP. 1k 2 3B ; 78 = 238 WL SW2 Hl
SW3 AL E VRRP, SZHLE LAY M OCITAR .

W 4% i B A SR A0 R

(D) FEIEFWEL T BITHN EVNEIR RS H =2 8P SW2~RTI1 # & O 2 iF

22 SW3 ¥ k) ;2% SW2 1y AT 8k B & AR BB, LA R m D) B 28 SW3~RT1 %%

&K B 5 . LR B i XRE e D) i ] 2=

(2) % VRRP Hrh st de i & 120 ARG B F% M 100,

(3) R T B§ 50 2% i v 5 M DL IE 7 208 v O PR s e SR R L B SR AR A R s S
BLUL T B E

@O DLDP, ZREHE 02l SW2 5 B k4% #% 8] {6 g DLDP P, LALBs 1k i F
B[] B % ) A B A B AE H R A U A O

@ MBS, ZRERE S E N3 (Dynamic) BG4,

Q WHRLERFME, HMEKE &R EEE R (Telne) TIHE, JF 1% B3R 10-9 M
KA EAHN %S . JF B H RS BRI TAEAN 5@ i Telnet 15 A1 4 .

#*z 10-9 ix7E % R (Telnet) If) €

WA (ENZL) T B2 B SR Y WRAWENZ) I b i ok
RT1 000000 ( BH 30) SW2 000000( BY 3)
RT2 000000 ( BH 30) SW3 000000( B 3)

102 Zeireillsk

RR: AF0 AL TABRLEAERFESIRA T F AL R FREH C AP
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mHE 5. EEWARERNES T E8H, 5k XAERMH X E S T 0. SR
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JELHE(AS 100)

Server 2

PC 1 PC 2

Al 10-2

R1 PC 3

P

W 2 3 31 &

F10-10 HxEFEEQO

AR (AS 200)

IR 25 2 R waEEO H b1 i 5 24 R waEED
S1 E1/0/1 PC 1
S1 E1/0/2 PC 2
S1 E1/0/23 S2 E1/0/1
S1 E1/0/24 S3 E1/0/1
S2 E1/0/2 S3 E1/0/2
S2 E1/0/3 S3 E1/0/3
S2 E1/0/4 R2 G0/0
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R2 G0/1 S4 G1/0/1
R3 G0/1 S5 G1/0/1
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S4 G1/0/4 Server 1
S5 G1/0/4 Server 2
R1 S2/0 R2 S2/0
R1 S3/0 R3 S2/0
R1 G0/0 PC_3
R2 S3/0 R3 S3/0
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3z 10-13 S2 71 S3 #J VRRP & #{

VLAN VRRP #7445 (VRID) VRRP [E#l IP
VLAN 10 10 192. 0. 10. 254
VLAN 20 20 192. 0. 20. 254
VLAN 30 30 192. 0. 30. 254
VLAN 40 40 192. 0. 40. 254

S2HE M A FHLA PRI IC, S3VE BT A FEHLAY &y N 5e, Hirp, 2 VRRP 4 &
e st B o 150 AR E N 120,

16 S4 A1 S5 Ffl'E VRRP,SZH EHLAY R R ICA. Iriic B i S Bk in & 10-14
AT 71 .

F 10-14 S4 71 S5 B VRRP S ¥

VLAN VRRP #7415 (VRID) VRRP [l IP
VLAN 10 10 172. 0. 10. 254
VLAN 20 20 172. 0. 20. 254
VLAN 30 30 172. 0. 30. 254
VLAN 40 40 172. 0. 40. 254
VLAN 100 50 172. 0. 100. 254

S4VE T A EPLAYSEPRIN G, S5 /E AT A FEHLAY & 0 [ &, Ho , & VRRP 4 &
e Pk B o 150, K e ik B ol 120,

12. QoS Zf=&

PRE R 5 40 E 1] ) 1 35 S AT PR O T RIE DGR A R L T B R S B IEE QoS.
{ifi 4336 5 B35 DNS IR 5525 (172, 0. 20. 200) 2Z [8] B9 DNS FCH5 i it 08 8 5% & f KA
Yo REEMAH TEM 10% . TECE NS EE SR T,

(1) ACL %5} 3030(JEfit DNS %045 7)) .

(2) Classifier 4%~ DNS,

(3) Behavior 4 ¥ & DNS,

(4) QoS KM% 4 FK A DNS,

13. ZEZE5NEKEEHE

MG R, S M 25 2 Bl B L4 . W ER 10-15 Fios,
F10-15 MNZEFH AR

& 2R At B F 14 (Sysname 45) wo B
S1 S1 BB EEA S AL
S2 S2 B AL AL 1
S3 S3 SR AZ O A H AL 2

126



M E 10 JJ':'IJ”%I

sk
B N it & F #1.4 (Sysname 4 ) ] i3
S4 S4 EFEBEE o 32 L 1
S5 S5 EEB R AR o0 E L 2
R1 R1 pam Y giiins
R2 R2 AR B AR 1
R3 R3 R B 2% 2

M A =R ICMP B SOk 36T fig S ICMP H B9 A n 38 SOk 16 T fig

% A IS SSH R 55 %8 bw D i . %7 SSH A P >k H password TAIE 7 2K FHF'%?FH
W%k admin, B I SCIE R, B P A 58 network-admin, A B AE 4 Y i KX SSH A P
EREECR 10

R ML H G Telnet TIHE XA Telnet H P& A M A UE R 7 2. A1) 8 A Hb
PR E R P A RS R admin B P A = Fin S BUR . P 4 RS A 000000 Y F
A—Ham S AR, % B SC 2R,

M B 28 IS TR B 28 A FE ML (SNMP) . B3R W G IR 45 2% (172. 0. 100. 200/24) H
el i SNMPv3 Jilai &, H P Higi/5 15 & snmp F X %, mib X% 4 .SNMP
HAFMA P AR 2016, IAUER 28 md5, I8 8 12 8 3des, AR %5 05 F1 N 25 %6 05 #5 2 H
LR 1234565 54 Trap 5% & AT, B i 4% 2 m) X G IR 55 8% & 3% Trap 2 3C.

ik AT 6 AR 45 25 ir 76 R BE (172, 0. 100, 0/24) 9 F ML GE 4% 8 i3 SSH. Telnet.
SNMP &4 B & (nfii i ACL, W 455 25k 4 2010)

127



iFx1 HE 10hESEils
HoMEERFER

1. ¥ H 3% R1 BY display current-configuration B 1§ B

[RT1]display current- configuration
i
version 7.1.059, Release 0304P15
#
sysname RT1
# telnet server enable
telnet server acl 2000
#ospf 1
import— route static
spf— schedule- interval 1
area 0.0.0.0
network 9.9.9.1 0.0.0.0
network 9.9.9.2 0.0.0.0
network 9.9.9.3 0.0.0.0
network 9.9.9.4 0.0.0.0
# password- recovery enable
#vlan 1
# controller Cellular0/0
# interface Aux0
# interface Serial2/0
prp authentication—mode chap domain system
ppp chap password cipher $c$ 35 nnbPgG4wOrJo8BL3cy8cKFdL T+ JNr/PgdQ==
prp chap user 123456
ip address 202.0.1.1 255.255.255.252
ospf timer hello 1
# interface Serial3/0
ppp authentication—mode chap domain system
pep chap password cipher $ c$ 35 1xOh2LtZWvwcbRYaEf 7tReufvY2rJzFZkA==
ppp chap user 123456
ip address 202.0.2.1 255.255.255.252
ospf timer hello 1
# interface NULLO
# interface LoopBack0
ip address 9.9.9.1 255.255.255.255
# interface GigabitEthernet(0/0 port link-mode route
# interface GigabitEthernet(/1 port link-mode route
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# scheduler logfile size 16
# line class aux

user— role network- admin
# 1line class tty

user— role network— operator
# 1line class vty

user- role network— operator
#1line aux 0

user- role network—admin
#line vty 0 4

authentication— mode scheme

user— role network— operator
#1line vty 5 63

user- role network— operator

i
ip route- static 10.0.1.0 27 202.0.1.2
i
acl basic 2000
rule 0 permit source 10.0.0.0 0.0.0.15
# domain sy
# domain system
authentication ppp local
# domain default enable system
# role name level-0

description Predefined level-0 role
# role name level-1

description Predefined level-1 role
# role name level-2

description Predefined level-2 role
# role name level- 3

description Predefined level-3 role
# role name level-4

description Predefined level-4 role
# role name level-5

description Predefined level-5 role
# role name level-6

description Predefined level-6 role
# role name level-7

description Predefined level- 7 role
# role name level-8

description Predefined level-8 role
# role name level-9

description Predefined level-9 role
# role name level- 10

description Predefined level- 10 role
# role name level-11

description Predefined level-11 role
# role name level-12

description Predefined level-12 role
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# role name level-13

description Predefined level-13 role
# role name level- 14

description Predefined level- 14 role
user— group system
s
local—-user 000000 class manage
password hash
Sh S6 $ EpDFQLISkkgzUSOC S CWuREUVDU1UuYOdIC0QioxgAfThy9260SzIYGHXREHVANT]
FDxychEaDmIOpfD81yYzNpMB3k1TI/Cs/rdK3SA==
service- type telnet

authorization— attribute user— role network- operator
#

local-user 123456 class network

password cipher $ c$ 35 0DT28IgrrMSkerUNHGrdceVess4dbhl Gnkw==
service— type ppp

authorization— attribute user— role network- operator

# Return

2. X H 2% R2 Y display current-configuration &t & {5 B

[RT2]display current—- configuration

#

version 7.1.059, Release 0304P15

# sysname RT2

i

telnet server enable

telnet server acl 2000

# password- recovery enable

#vlan 1

# controller Cellular0/0

# interface Aux0

# interface Serial2/0

prp authentication—mode chap domain system
ppp chap password cipher $c$ 35 A/zdhtOKMEWY kxbGmzdyiedI9Ey10CTCdw==
pprp chap user 123456

ip address 202.0.1.2 255.255.255.252

# interface Serial3/0

# interface NULLO

interface LoopBack(0
ip address 9.9.9.4 255.255.255.255
# interface GigabitEthernet0/0 port link-mode route
#
interface GigabitEthernet(0/1 port
link-mode route
# scheduler logfile size 16

# line class aux

user— role network—admin
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# line class tty

user— role network— operator
# 1line class vty

user— role network— operator
#1line aux 0

user- role network—admin
i
line vty 0 4
authentication— mode scheme
user— role network— operator
#1line vty 5 63

user— role network— operator

# ip route-static 172.16.0.0 30 202.0.1.1

# acl basic 2000
rule 0 permit source 10.0.0.0 0.0.0.15
# domain system
authentication ppp local
# domain default enable system
# role name level-0

description Predefined level-0 role
# role name level-1

description Predefined level-1 role
# role name level-2

description Predefined level-2 role
# role name level- 3

description Predefined level-3 role
# role name level-4

description Predefined level-4 role
# role name level-5

description Predefined level-5 role
# role name level-6

description Predefined level- 6 role
# role name level-7

description Predefined level- 7 role
# role name level- 8

description Predefined level-8 role
# role name level- 9

description Predefined level-9 role

¥ role name level- 10

description Predefined level- 10 role

# role name level-11

description Predefined level-11 role

# role name level-12

description Predefined level-12 role

# role name level-13

description Predefined level-13 role

# role name level- 14

description Predefined level- 14 role

# user— group system
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# local—user 000000 class manage

password hash

ShS 6S 9C24eDIN1dd0dmrgsS gwbIIzXr6I9nQV1JIBKSAKeVVEXRIXCkUf TAbs ODWCEnkgZviwd
BEUIN1L+ h5WaAuhCzQCZPeXX10rcUR6LoEVedw==

service— type telnet

authorization— attribute user—- role network- operator

#

local—user 123456 class network

password cipher $c$ 35 z65zjU/rp/BLC55kM] 9ZJQip3EjqRkjl90==
service- type ppp

authorization— attribute user— role network- operator

#

return

3. HEH=aF R3 /) display current-configuration fit & {5 2

[RT3]display current- configuration
# version 7.1.059, Release 0304P15
# sysname RT3
# password- recovery enable
#vlan 1
# controller Cellular0/0
# interface Aux0
# interface Serial2/0
ppp authentication—mode chap domain system
pPP chap password cipher $ c$ 35 bltUWrA2b5dzotnHe2UZZULVNBIRKkgz2w==
prp chap user 123456
# interface Serial3/0
ip address 202.0.2.2 255.255.255.252
# interface NULLO
# interface GigabitEthernet(0/0 port link-mode route
# interface GigabitEthernet0/1 port link-mode route
# scheduler logfile size 16
# line class aux
user— role network— admin
# 1line class tty
user- role network— operator
# line class vty
user- role network— operator
#1line aux 0
user— role network—admin
#1line vty 0 63
user— role network— operator
# domain system
authentication ppp local
# domain default enable system
# role name level-0
description Predefined level-0 role

# role name level-1
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description Predefined level-1 role
# role name level-2

description Predefined level-2 role
# role name level- 3

description Predefined level-3 role
# role name level-4

description Predefined level-4 role
# role name level-5

description Predefined level-5 role
# role name level-6

description Predefined level- 6 role
# role name level-7

description Predefined level- 7 role
# role name level- 8

description Predefined level-8 role
# role name level- 9

description Predefined level-9 role
# role name level- 10

description Predefined level- 10 role
# role name level-11

description Predefined level-11 role
# role name level-12

description Predefined level-12 role
# role name level-13

description Predefined level- 13 role
# role name level- 14

description Predefined level- 14 role
# user— group system
#
local-user 000000 class manage

password hash

$ hS 65 9C24eD1N1dd0dmrgs gw5IIzXr6I9nQV1 JBKSAKeVVEXREXCKUE TAbs ODWCENkgZ v

dBEUIN1I+ h5WiAuhCzQCZPeXX1 0rcUReLoEVedw= =
service- type telnet

authorization— attribute user— role network- operator

#

local—user 123456 class network

password cipher $ c$ 35 vopxZYhny30X317qrCloz9zkIAY+njG3aQ==
service— type ppp

authorization— attribute user—- role network—- operator

# Return

—

4. Z#HL SWI1 | display current-configuration fit £ 15 &

[SW1]display current- configuration
i

version 5.20, Release 2111P02
sysname SW1

# irf mac—address persistent timer irf auto—update enable
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undo irf link-delay
# domain default enable system
#undo ip http enable
# password- recovery enable
#vlan 1
#vlan 10
description T 3 #P
name Marketing
#vlan 20
description I 45 #f
name Finance
#vlan 30
description )\jj ﬁ% b7l %IS
name HR
#vlan 100
description {2 B A
name IT
# domain system
access— limit disable state active
idle- cut disable
self-service—url disable
# user— group system
group— attribute allow— guest
# stp region- configuration
region— name H3C
instance 1 vlan 10 20 30 100

active region— configuration

stp enable
# interface NULLO
# interface Vlan— interfacel
ip address dhcp—alloc client—identifier mac Vlian— interfacel
# interface Vlan- interfacel0
ip address 10.0.0.126 255.255.255.128
# interface Vlan- interfaceZ0
ip address 10.0.0.190 255.255.255.192
# interface Vlan- interface30
ip address 10.0.0.222 255.255.255.224
# interface Vlan- interfacel00
ip address 10.0.0.238 255.255.255.240
# interface Ethernetl1/0/1
port link—mode bridge
port link—type trunk
undo port trunk permit vlan 1
port trunk permit vlan 10 20 30 100
# interface Ethernetl1/0/2
port link—mode bridge
port link—type trunk

undo port trunk permit vlan 1
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port trunk permit vlan 10 20 30 100
# interface Ethernetl/0/3 port link-mode bridge
# interface Ethernetl/0/4 port link-mode bridge

# interface Ethernetl/0/5 port link-mode bridge port access vlan 10

# interface Ethernetl/0/6 port 1link-mode bridge port access vlan 10

# interface Ethernetl/0/7 port 1link-mode bridge port access vlan 10

# interface Ethernetl/0/8 port 1link-mode bridge port access vlan 10

# interface Ethernetl/0/9 port link-mode bridge port access vlan 20

# interface Ethernetl/0/10 port link—-mode bridge port
# interface Ethernetl/0/11 port link-mode bridge port
# interface Ethernetl/0/12 port link-mode bridge port
# interface Ethernetl1/0/13 port link-mode bridge port
# interface Ethernetl1/0/14 port link-mode bridge port
# interface Ethernet1/0/15 port link-mode bridge port
# interface Ethernetl/0/16 port link-mode bridge port
# interface Ethernetl/0/17 port link-mode bridge port
# interface Ethernetl1/0/18 port link-mode bridge port
# interface Ethernetl/0/19 port link-mode bridge port
# interface Ethernetl/0/20 port link-mode bridge port
# interface Ethernetl/0/21 port link-mode bridge

# interface Ethernetl/0/22 port link-mode bridge

# interface Ethernetl/0/23 port link-mode bridge

# interface Ethernetl/0/24 port link-mode bridge

dCCess

daCCesS3

daCCesS3

acCcess

acCcess

acCcess

dCCess

dcCcess

dCCess

dCCess

dCCess

# interface GigabitEthernetl/0/25 port link—mode bridge
# interface GigabitEthernetl/0/26 port link—mode bridge
# interface GigabitEthernetl/0/27 port link—mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge

# load xml- configuration
# load tr069- configuration
# user— interface aux 0 user- interface vty 0 15

#

return

vlan 20
vlan 20
vlan 20
vlan 30
vlan 30
vlan 30
vlan 30
vlan 100
vlan 100
vlan 100
vlan 100

5. ¥l SW2 |y display current-configuration fit & 15 B

[SWZ2]display current- configuration
# version 5.20, Release 2111P02
# sysname SW2

# irf mac—address persistent timer irf auto—update enable

undo irf link—-delay
# domain default enable system
# telnet server enable
#undo ip http enable
# password- recovery enable
# acl number 2000
rule 0 permit source 10.0.0.0 0.0.0.15
#vlan 1
#vlan 10
description i ak
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name Marketing
#vlan 20
description W55 #F
name Finance
#vlan 30
description AN ?ﬁ%iﬁ%ﬁ
name HR
#vlan 100
description fﬁE\ AR
name IT
# domain system
access— limit disable
state active
idle—cut disable
self-service—url disable
# user— group system
group— attribute allow— guest
# local-user 000000
password cipher $c$ 35 FJL3rTckI1lucOkD4DEKKALWT9yRXBbb38A==
service— type telnet
# stp region—- configuration
region—name H3C
instance 1 vlan 10 20 30 100
active region—- configuration
# stp instance 1 root primary
stp enable
# interface Ethernet1/0/1
port link—mode route
ip address 172.16.0.6 255.255.255.252
# interface NULLO
# interface LoopBack0
ip address 9.9.9.3 255.255.255.255
# interface Vlan- interfacel
ip address dhcp—alloc client—identifier mac Vlian— interfacel
# interface Vlan- interfacel0O
ip address 10.0.0.126 255.255.255.128
vrrp vrid 11 virtual-ip 10.0.0.126
# interface Vlan- interfaceZ0
ip address 10.0.0.190 255.255.255.192
vrrp vrid 21 virtual-ip 10.0.0.190
# interface Vlan- interface30
ip address 10.0.0.222 255.255.255.224
vrrp vrid 31 virtual-ip 10.0.0.222
# interface Vlan— interfacel00
ip address 10.0.0.238 255.255.255.240
vrrp vrid 101 virtual-ip 10.0.0.238
# interface Ethernetl1/0/2
port link—mode bridge
port link—type trunk
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undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100

# interface Ethernetl1/0/3

port link—mode bridge

port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100

# interface Ethernetl/0/4 port link-mode bridge
# interface Ethernetl/0/5 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/6 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/7 port 1link-mode bridge
port access vlan 10

# interface Ethernetl/0/8 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/9 port link-mode bridge
port access vlan 20

# interface Ethernetl1/0/10 port link-mode bridge
port access vlan 20

# interface Ethernetl/0/11 port link-mode bridge
port access vlan 20

# interface Ethernetl/0/12 port link—-mode bridge
port access vlan 20

# interface Ethernetl/0/13 port link-mode bridge
port access vlan 30

# interface Ethernetl1/0/14 port link-mode bridge
port access vlan 30

# interface Ethernetl/0/15 port link-mode bridge
port access vlan 30

# interface Ethernetl/0/16 port link—-mode bridge
port access vlan 30

# interface Ethernetl/0/17 port link-mode bridge
port access vlan 100

# interface Ethernetl1/0/18 port link-mode bridge
port access vlan 100

# interface Ethernetl/0/19 port link-mode bridge
port access vlan 100

# interface Ethernetl/0/20 port link-mode bridge
port access vlan 100

# interface Ethernetl/0/21 port link-mode bridge
# interface Ethernetl/0/22 port link-mode bridge
#

interface Ethernetl/0/23

port link—mode bridge

port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100

port link—aggregation group 1
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# interface Ethernetl1/0/24

port link—mode bridge

port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100

port link—aggregation group 1

# interface GigabitEthernetl/0/25 port link—mode bridge
# interface GigabitEthernetl/0/26 port link—mode bridge
# interface GigabitEthernetl/0/27 port link—-mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge
# load xml- configuration

# load tr069- configuration

# user— interface aux 0 user— interface vty 0 4

acl 2000 inbound

authentication—mode scheme user— interface vty 5 15

#

return

Z AL SW3 By display current-configuration £t & {5 B

[SW3]display current- configuration

#
version 5.20, Release 2111P02
# sysname SW3
# irf mac—address persistent timer irf auto—update enable
undo irf link-delay
# domain default enable system
# telnet server enable
#undo ip http enable
# password- recovery enable
# acl number 2000
rule 0 permit source 10.0.0.0 0.0.0.15
#vlan 1
#vlan 10
description LiBZ kY
name Marketing
#vlan 20
description Wt 55 3
name Finance
#vlan 30
description ANH ﬁ%ﬂ?%ﬁ
name HR
#vlan 100
description {5 B AR I
name IT
# domain system
access— 1limit disable state active
idle-cut disable

self-service—url disable
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# user— group system

group— attribute allow— guest

# local-user 000000

password cipher $ c$ 35 FJL3rTckI1lucOkD4DEKKALWT9yRXBbb38A==
service— type telnet

# stp region- configuration

region—name H3C

instance 1 vlan 10 20 30 100

active region— configuration

# stp instance 1 root secondary

stp enable

# interface Ethernetl1/0/1

port link—mode route

ip address 172.16.0.6 255.255.255.252

# interface NULLO

# interface LoopBack(

ip address 9.9.9.3 255.255.255.255

# interface Vlan- interfacel

1p address dhcp—alloc client—identifier mac Vlan— interfacel
# interface Vlan- interfacel0O

ip address 10.0.0.126 255.255.255.128

vrrp vrid 11 virtual-ip 10.0.0.126

# interface Vlan— interfaceZ0

ip address 10.0.0.190 255.255.255.192

vrrp vrid 21 virtual-ip 10.0.0.190

# interface Vlan- interface30

ip address 10.0.0.222 255.255.255.224

vrrp vrid 31 virtual-ip 10.0.0.222

# interface Vlan- interfacelO0

ip address 10.0.0.238 255.255.255.240

vrrp vrid 101 virtual-ip 10.0.0.238

# interface Ethernetl/0/2

port link—mode bridge

port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100

# interface Ethernetl1/0/3

port link—mode bridge

port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100

# interface Ethernetl1/0/4 port link-mode bridge
# interface Ethernetl/0/5 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/6 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/7 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/8 port link—mode bridge
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port access vlan 10

# interface Ethernetl1/0/9 port link-mode bridge
port access vlan 20

# interface Ethernetl/0/10 port link-mode bridge
port access vlan 20

# interface Ethernetl/0/11 port link-mode bridge
port access vlan 20

# interface Ethernetl/0/12 port link—-mode bridge
port access vlan 20

# interface Ethernetl1/0/13

port access vlan 30

# interface Ethernetl/0/14 port link-mode bridge
port access vlan 30

# interface Ethernetl1/0/15 port link-mode bridge
port access vlan 30

# interface Ethernetl/0/16 port link-mode bridge
port access vlan 30

# interface Ethernetl/0/17 port link-mode bridge
port access vlan 100

# interface Ethernetl/0/18 port link-mode bridge
port access vlan 100

# interface Ethernetl/0/19 port link-mode bridge
port access vlan 100

# interface Ethernetl/0/20 port link-mode bridge
port access vlan 100

# interface Ethernetl1/0/21

port link—mode bridge

# interface Ethernetl/0/22 port link-mode bridge
# interface Ethernetl/0/23 port link-mode bridge
# interface Ethernetl/0/24 port link-mode bridge
# interface GigabitEthernetl/0/25

# interface GigabitEthernetl/0/26 port link—mode bridge
# interface GigabitEthernetl/0/27 port link—mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge
# load xml- configuration

# load tr069- configuration

# user- interface aux 0 user- interface vty 0 4

acl 2000 inbound

authentication—mode scheme user— interface vty 5 15

i

return

7. Z#4l IRF B display current-configuration EL & {5 B

[irf]ldisplay current—- configuration
# version 5.20, Release 1808P12
# sysname irf

#irf domain 10
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irf mac— address persistent timer
irf auto— update enable
undo irf link-delay
# domain default enable system
# password- recovery enable
#vlan 1
#vlan 10

description 1

name Marketing
#vlan 20

description W55 #F

name Finance
#vlan 30

description ,}\jj ﬁ% /7l %IS

name HR
#vlan 100

description fﬁ B AR E
name IT
#vlan 400
description iR % %% X
name server
# domain system
access— limit disable
state active
idle- cut disable
self-service—url disable
# user— group system

group— attribute allow— guest

# interface Bridge— Aggregationl link—aggregation mode dynamic

# interface NULLO

# interface Vlan- interfacel

ip address dhcp—alloc client—identifier mac Vlian— interfacel

# interface Vlan- interfacel0

ip address 10.0.0.126 255.255.255.128
# interface Vlan- interfaceZ0

ip address 10.0.0.190 255.255.255.192
# interface Vlan- interface30

ip address 10.0.0.222 255.255.255.224
# interface Vlan- interfacel00

ip address 10.0.0.238 255.255.255.240
#

interface Vlan- interface400

ip address 10.0.1.110 255.255.255.240

# interface GigabitEthernetl1l/0/1 port link-mode bridge

port access vlan 400

# interface GigabitEthernetl/0/2 port link-mode bridge

port access vlan 400

# interface GigabitEthernetl/0/3 port link—-mode bridge

port access vlan 400

141



MZIZFEE 552 E KK

142

# interface GigabitEthernetl1l/0/4 port link-mode bridge

port access vlan 400

# interface GigabitEthernetl/0/5 port link-mode bridge

port access vlan 10

# interface GigabitEthernetl/0/6 port 1link-mode bridge

port access vlan 10

# interface GigabitEthernetl/0/7 port link-mode bridge

port access vlan 10

# interface GigabitEthernetl/0/8 port link-mode bridge

port access vlan 10

# interface GigabitEthernetl/0/9 port 1link-mode bridge

port access vlan 20

# interface GigabitEthernetl/0/10 port link—mode bridge

port access vlan 20

# interface GigabitEthernetl/0/11

port link—mode bridge

port access vlan 20

#

interface GigabitEthernetl/0/12 port link—mode bridge

port access vlan 20

#

interface GigabitEthernetl/0/13 port link—mode bridge

port access vlan 30

# interface GigabitEthernetl/0/14 port link—-mode bridge

port access vlan 30

# interface GigabitEthernetl/0/15 port link—mode bridge

port access vlan 30

# interface GigabitEthernetl/0/16 port link—mode bridge

port access vlan 30

# interface GigabitEthernetl/0/17 port link—mode bridge

port access vlan 100

# interface GigabitEthernetl/0/18 port link—mode bridge

port access vlan 100

# interface GigabitEthernetl/0/19 port link-mode bridge

port access vlan 100

# interface GigabitEthernetl/0/20 port link-mode bridge port access vlan 100
# interface GigabitEthernetl/0/21 port link—mode bridge

# interface GigabitEthernetl/0/22 port link—mode bridge

# interface GigabitEthernetl/0/23 port link—mode bridge

port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100 400

dldp enable

port link—aggregation group 1

# interface GigabitEthernetl/0/24 port link—mode bridge

# interface GigabitEthernet2/0/1 port link-mode bridge port access vlan 400
# interface GigabitEthernet2/0/2 port 1link-mode bridge port access vlan 400
# interface GigabitEthernet2/0/3 port link-mode bridge port access vlan 400
# interface GigabitEthernet2/0/4 port link-mode bridge port access vlan 400
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# interface GigabitEthernet2/0/5 port link—mode bridge port access vlan 10
# interface GigabitEthernet2/0/6 port link—-mode bridge port access vlan 10
# interface GigabitEthernet2/0/7 port link-mode bridge port access vlan 10
# interface GigabitEthernet2/0/8 port 1link-mode bridge port access vlan 10
interface GigabitEthernet2/0/9 port link-mode bridge port access vlan 20

# interface GigabitEthernet2/0/10 port link-mode bridge port access vlan 20
# interface GigabitEthernet2/0/11 port link-mode bridge port access vlan 20
# interface GigabitEthernet2/0/12 port link—mode bridge port access vlan 20
# interface GigabitEthernet2/0/13 port link-mode bridge port access vlan 30
# interface GigabitEthernet2/0/14 port link—mode bridge port access vlan 30
# interface GigabitEthernet2/0/15 port link—mode bridge port access vlan 30
# interface GigabitEthernet2/0/16 port link—mode bridge port access vlan 30
#

interface GigabitEthernet2/0/17 port link—mode bridge port access vlan 100
# interface GigabitEthernet2/0/18 port link—mode bridge port access vlan 100
# interface GigabitEthernet2/0/19 port link—mode bridge

port access vlan 100

interface GigabitEthernet2/0/20 port link—-mode bridge port access vlan 100
# interface GigabitEthernet2/0/21 port link—mode bridge

# interface GigabitEthernet2/0/22 port link—mode bridge

# interface GigabitEthernet2/0/23 port link—-mode bridge

# interface GigabitEthernet2/0/24

port link—mode bridge

port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 100 400

dldp enable

port link—aggregation group 1

# interface M- GigabitEthernet0/0/0

# interface Ten- GigabitEthernetl/0/25 port link-mode bridge
# interface Ten- GigabitEthernetl/0/27 port link-mode bridge
# interface Ten- GigabitEthernetl/0/28 port link-mode bridge
# interface Ten- GigabitEthernet2/0/25 port link-mode bridge
# interface Ten- GigabitEthernet2/0/27 port link-mode bridge
# interface Ten- GigabitEthernet2/0/28 port link-mode bridge
# interface Ten- GigabitEthernetl/0/26

# interface Ten- GigabitEthernet2/0/26

# load xml- configuration

# load tr069- configuration

# user- interface aux 0 1 user— interface vty 0 15

#irf-port 1/2

port group interface Ten- GigabitEthernetl/0/26 mode enhanced
#irf-port 2/1

port group interface Ten- GigabitEthernet2/0/26 mode enhanced

# return
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1. IS H 2% R1 B9 display current-configuration fit & 1§ &

¥ version 7.1.059, Release 0304P15

# sysname R1

# ip unreachables enable ip ttl-expires enable
# password- recovery enable

#vlan 1

# traffic classifier DNS operator and
if—-match acl 3030

# traffic behavior DNS

queue ef bandwidth pct 10 cbs—ratio 25
# gos policy DNS

classifier DNS behavior DNS

# policy—based—route 1 permit node 10
if—-match acl 3001

apply output- interface Serial2/0

# policy—based— route 1 permit node 20
if—-match acl 3002

apply output- interface Serial3/0

# controller Cellular0/0

# interface Aux0

# interface Serial2/0

ppp chap password cipher $c$ 3$ HUUSLET7tVTtfuo3RjQ3Vuex+ wYOpitgYg==
prp chap user 123456

ip address 10.0.0.13 255.255.255.252
gos apply policy DNS outbound

# interface Serial3/0 ppp chap password cipher $ c$ 35 bKPWSYLJg9zA01LurCTSZ UvIBfg2wJzK3Q=

ppp chap user 123456

ip address 10.0.0.17 255.255.255.252

gos apply policy DNS outbound

# interface NULLO

# interface LoopBackO

ip address 9.9.9.1 255.255.255.255

# interface GigabitEthernet(0/0 port link-mode route
ip address 172.0.50.254 255.255.255.0

ip policy—based- route 1
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# interface GigabitEthernet(/1 port link-mode route
#bgp 200

router—id 9.9.9.1

peer 10.0.0.14 as— number 100

peer 10.0.0.14 connect- interface Serial2/0

peer 10.0.0.18 as— number 100

peer 10.0.0.18 connect- interface Serial3/0

# address— family ipv4 unicast
network 9.9.9.1 255.255.255.255
network 10.0.0.12 255.255.255.252
network 10.0.0.16 255.255.255.252
network 172.0.50.0 255.255.255.0
peer 10.0.0.14 enable
peer 10.0.0.14 default- route— advertise
peer 10.0.0.18 enable
peer 10.0.0.18 default- route— advertise
# scheduler logfile size 16
# 1line class aux
user— role network—-admin
# line class tty
user— role network— operator
# 1line class vty
user— role network— operator
#1line aux 0
user- role network—admin
#1line vty 0 63
authentication—mode scheme
user—role network—-admin user-—
role network- operator
# snmp— agent
snmp— agent local-engineid 800063A2803A/CABE4010500000001
snmp— agent sys— info version v3
snmp— agent target—host trap address udp—domain 172.0.100.200 params securityname
2016 v3 privacy
snmp— agent mib—view included 2016 snmp
snmp— agent usm—user v3 2016 2016 cipher authentication—mode mdbS
S c$ 35 HNj2VEAJ1CXoA2ScRCMWANVIWC3zChHTUO=06gCioXyzmA= =privacy—mode 3des
S ¢$ 35 Oun3VdiWxVEXSTirm+ hMOiy5Fj4VpStRdSeb87a0/12Y+ XgEDHXwgR ] koNOVVAGImMX8=acl
2010
snmp— agent trap enable arp
snmp— agent trap enable radius
# ssh server enable
ssh user admin service- type all authentication— type password
ssh server acl 2010
# acl basic 2010
rule 0 permit source 172.0.100.0 0.0.0.255
# acl advanced 3001
rule 10 permit tcp destination— port eq fip
rule 20 permit tcp destination- port eq ftp—data
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# acl advanced 3002
rule 10 permit tcp destination— port eq www
# acl advanced 3030
rule 10 permit udp source 172.0.50.0 0.0.0.255 destination 172.0.20.200 0 destination— port
eq dns
# domain system
# aaa session— 1imit ssh 10 domain default enable system
# role name level-0
description Predefined level-0 role
# role name level-1
description Predefined level-1 role
# role name level-2
description Predefined level-2 role
# role name level- 3
description Predefined level-3 role
# role name level-4
description Predefined level-4 role
# role name level-5
description Predefined level-5 role
# role name level-6
description Predefined level- 6 role
# role name level-7
description Predefined level- 7 role
# role name level- 8
description Predefined level-8 role
# role name level-9
description Predefined level-9 role
# role name level- 10
description Predefined level- 10 role
# role name level-11
description Predefined level-11 role
# role name level-12
description Predefined level-12 role
# role name level-13
description Predefined level- 13 role
# role name level- 14
description Predefined level- 14 role
# user— group system
# local-user admin class manage
password hash
S h$ 6S 11XfdA/kSLgEjW+ u$ E7fWggCGot jpkiWNx6Jzj 38BaTgqrul29705v2X0OWT zLwg XfDN5sJ+ eCx1
YOGRD8RatbzJDW+ mFWou362cFP/2R==
service- type ssh
authorization— attribute user—- role network— admin
authorization— attribute user— role network—- operator

# return

2. B H &3 R2 BY display current-configuration Bt & 15 2

¥ version 7.1.059, Release 0304P15
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# sysname R2

# ospf 10 router-id 9.9.9.2

import—route rip 10 cost 5 tag 120 route—-policy import
import- route bgp cost 5 tag 250 route-policy import silent- interface Serial2/0
spf— schedule- interval 1

area 0.0.0.0

network 9.9.9.2 0.0.0.0

network 10.0.0.12 0.0.0.3

network 10.0.0.20 0.0.0.3

network 10.0.0.24 0.0.0.3

# rip 10

undo summary

version 2

network 10.0.0.4 0.0.0.3

import— route ospf 10 cost 5 route-policy import tag 60
import— route bgp cost 5 route-policy import tag 250
# ip unreachables enable ip ttl-expires enable

# password- recovery enable

#vlan 1

# traffic classifier DNS operator and

if—-match acl 3030

# traffic behavior DNS

queue ef bandwidth pct 10 cbs—ratio 25

# gos policy DNS

classifier DNS behavior DNS

# controller Cellular0/0

# interface Aux0

# interface Serial2/0

prp authentication—mode chap

ip address 10.0.0.14 255.255.255.252

gos apply policy DNS outbound

# interface Serial3/0

ip address 10.0.0.21 255.255.255.252

ospf timer hello 1

ospf network- type pZp

ospf bfd enable

# interface NULLO

# interface LoopBack(

ip address 9.9.9.2 255.255.255.255

# interface GigabitEthernet0/0 port link-mode route
ip address 10.0.0.6 255.255.255.252

# interface GigabitEthernet(/1 port link-mode route
ip address 10.0.0.25 255.255.255.252

ospf timer hello 1

ospf network- type pZp

osptf bfd enable

#bgp 100

router—id 9.9.9.2

peer 9.9.9.3 as—number 100
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peer 9.9.9.3 connect— interface LoopBack(
peer 10.0.0.13 as— number 200
# address— family ipv4 unicast
preference 80 80 80
import— route direct
import— route rip 10 route-policy import
import— route ospf 10 route—-policy import
peer 9.9.9.3 enable
peer 9.9.9.3 next- hop- local
peer 10.0.0.13 enable
peer 10.0.0.13 route-policy export export
# route—-policy export permit node 10
if—-match ip address acl 2020
apply cost 100
# route—policy import deny node 10
if—-match tag e0
# route-policy import deny node 20
if—-match tag 250
# route-policy import deny node 30
if—-match tag 120
# route—policy import permit node 40
# scheduler logfile size 16
# 1line class aux
user- role network—admin
# 1line class tty
user— role network— operator
# line class vty
user— role network— operator
#1line aux 0
user— role network-admin
# 1ine vty 0 63
authentication—mode scheme
user— role network—admin user—
role network- operator
# snmp— agent
snmp— agent local-engineid 800063A2803A7CABE4010500000001
snmp— agent sys— info version v3
snmp— agent target—host trap address udp—domain 172.0.100.200 params securityname
2016 v3 privacy
snmp— agent mib-view included 2016 snmp
snmp— agent usm—user v3 2016 2016 cipher authentication—mode mdbS
S c$ 35 HNj 2VEAJ1CXoA2ScRCMWAfNvIWc3zChHTUOe06bgCioXyzmA==privacy—mode 3des
S c$ 35 Oun3VAiWxVEXS£inmt hMO1y5F ) 4VpStRdSeb87ao0/12Y+ XgEDHXWOR ] koNOVVAGImMX 8=
acl
2010
snmp— agent trap enable arp
snmp— agent trap enable radius
# ssh server enable

ssh user admin service- type all authentication— type password
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ssh server acl 2010
# acl basic 2010
rule 0 permit source 172.0.100.0 0.0.0.255
# acl basic 2020
rule 0 permit
# acl advanced 3030
rule 10 permit udp source 172.0.20.200 0 destination 172.0.50.0 0.0.0.255 source— port eq dns
# domain system
# aaa session— 1imit ssh 10 domain default enable system
# role name level-0
description Predefined level-0 role
# role name level-1
description Predefined level-1 role
# role name level-2
description Predefined level-2 role
# role name level-3
description Predefined level-3 role
# role name level-4
description Predefined level-4 role
# role name level-5
description Predefined level-5 role
# role name level-6
description Predefined level-6 role
# role name level-7
description Predefined level- 7 role
# role name level- 8
description Predefined level-8 role
# role name level-9
description Predefined level-9 role
# role name level- 10
description Predefined level-10 role
# role name level-11
description Predefined level-11 role
# role name level-12
description Predefined level-12 role
# role name level-13
description Predefined level- 13 role
# role name level- 14
description Predefined level- 14 role
# user—- group system
# local—user admin class manage
password hash
Sh $6 S$SFAYYS2V/Hr308FbA $ /g/nolljyIGnS22gsIleDbKg3xvkk7XnOHKwZnkeEvdPsalgOd + Rt2pzi
hAVUNTZ2HN327440FPVmzY41yBHg
service- type ssh
authorization— attribute user—- role network- admin
authorization— attribute user— role network- operator
# local—-user 123456 class network
password cipher $c$ 35 XVu+ TCH+ + 2e)gdvo9QxwQsNEQI ZLuJodPzChA==
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service— type ppp
authorization— attribute user— role network- operator

# return

3. & H =% R3 #Y display current-configuration BL £ 15 2

# version 7.1.059, Release 0304P15

# sysname R3

# ospf 10 router-id 9.9.9.3

import—route rip 10 cost 10 tag 120 route-policy import
import- route bgp cost 10 tag 250 route-policy import silent- interface Serial2/0
spf- schedule- interval 1

area 0.0.0.0

network 9.9.9.3 0.0.0.0

network 10.0.0.16 0.0.0.3

network 10.0.0.20 0.0.0.3

network 10.0.0.28 0.0.0.3

#rip 10

undo summary

version 2

network 10.0.0.8 0.0.0.3

import— route ospf 10 cost 10 route-policy import tag 60
import— route bgp cost 10 route—policy import tag 250
# ip unreachables enable ip ttl-expires enable

# password- recovery enable

#vlan 1

#traffic classifier DNS operator and

if-match acl 3030

# traffic behavior DNS

queue ef bandwidth pct 10 cbs—ratio 25

# gos policy DNS

classifier DNS behavior DNS

# controller Cellular0/0

# interface Aux0

# interface Serial2/0

ppp authentication—mode chap

ip address 10.0.0.18 255.255.255.252

gos apply policy DNS outbound

# interface Serial3/0

ip address 10.0.0.22 255.255.255.252

ospf timer hello 1

ospf network- type pZp

ospf bfd enable

# interface NULLO

# interface LoopBack(

ip address 9.9.9.3 255.255.255.255

# interface GigabitEthernet0/0 port link-mode route
ip address 10.0.0.10 255.255.255.252

# interface GigabitEthernet0/1 port link-mode route
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ip address 10.0.0.29 255.255.255.252
ospf timer hello 1
ospf network- type pZp
ospf bfd enable
#bgp 100
router—id 9.9.9.3
peer 9.9.9.2 as— number 100
peer 9.9.9.2 connect— interface LoopBack(
peer 10.0.0.17 as— number 200
# address— family ipv4 unicast
import— route direct
import—route rip 10 route-policy import
import- route ospf 10 route-policy import
peer 9.9.9.2 enable
peer 9.9.9.2 next- hop- local
peer 10.0.0.17 enable
peer 10.0.0.17 route-policy export export
# route—policy export permit node 10
if—-match ip address acl 2020
apply cost 200
# route-policy import deny node 10
if—-match tag e0
# route-policy import deny node 20
if—-match tag 250
# route-policy import deny node 30
if—-match tag 120
# route—policy import permit node 40
# scheduler logfile size 16
# line class aux
user- role network-admin
# 1line class tty
user- role network— operator
# 1line class vty
user- role network— operator
#
line aux 0
user— role network—admin
#1line vty 0 63
authentication—mode scheme user— role network— admin user— role network- operator
# snmp— agent
snmp— agent local-engineid 800063A2803A7CABE4010500000001
snmp— agent sys— info version v3
snmp— agent target—host trap address udp—domain 172.0.100.200 params securityname
2016 v3 privacy
snmp— agent mib-view included 2016 snmp
snmp— agent usm—user v3 2016 2016 cipher authentication—mode mdbS
$ c5 35 HNJj 2VEAJ1CXoA2ScRCMWATNVINC3zChHTUOe06gCioXyzmhA= =privacy- mode 3des
$ c$ 35 Oun3VAiWxVEXS it hMO1 y5Fj4VpSTRASeb87ao0/ 17 Y+ XgEDHXwgR ] koNOVWAGTMX 8= acl
2010
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snmp— agent trap enable arp
snmp— agent trap enable radius
# ssh server enable
ssh user admin service- type all authentication— type password
ssh server acl 2010
# acl basic 2010
rule 0 permit source 172.0.100.0 0.0.0.255
#acl basic 2020
rule 0 permit
# acl advanced 3030
rule 10 permit udp source 172.0.20.200 0 destination 172.0.50.0 0.0.0.255 source—port eqg dns
# domain system
# aaa session—-1imit ssh 10 domain default enable system
# role name level-0
description Predefined level-0 role
# role name level-1
description Predefined level-1 role
# role name level-2
description Predefined level-2 role
# role name level- 3
description Predefined level-3 role
# role name level-4
description Predefined level-4 role
# role name level-5
description Predefined level-5 role
# role name level-6
description Predefined level- 6 role
# role name level-7
description Predefined level-7 role
# role name level- 8
description Predefined level-8 role
# role name level-9
description Predefined level-9 role
# role name level- 10
description Predefined level- 10 role
# role name level-11
description Predefined level-11 role
# role name level-12
description Predefined level-12 role
# role name level- 13
description Predefined level-13 role
# role name level- 14
description Predefined level- 14 role
# user— group system
local—user admin class manage
password hash
Sh $6 $kyLgOxkGOLpXJ8lx $ TXdQfHJEyQvBLpyO6wMNOMHtEF7 + 1IWf + qik8AbYcFPsiKb3
BZhZ2kKGyXZ2GAkOLtRTqvUePXuVk+ Xt 3Tmx4tDRZg==

service— type ssh
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authorization— attribute user—- role network— admin
authorization— attribute user— role network- operator

# local—user 123456 class network

password cipher $ c$ 35 hJAXEhFUrnr47kEj TbhDMB80bgMEhsgbARQ= =
service— type ppp

authorization— attribute user— role network- operator

# return

Z#Fl S1 B display current-configuration Bt & {5 B

# version 5.20, Release 2108P01
# sysname S1
# irf mac—address persistent timer irf auto—update enable
undo irf link-delay
# domain default enable system
# telnet server enable
#undo ip http enable
# password- recovery enable
#vlan 1
#vlan 10
description B & #
name ED
vlan 20
description T‘ﬁijfl%li
name Sales
#vlan 30
description i %
name Supply
#vlan 40
description £ J5#f
name Service
isolate—user-vlan enable
#vlan 61
description Secondary VLAN
#vlan 62
description Secondary VLAN
#vlan 63
description Secondary VLAN
#vlan 64
description Secondary VLAN
# domain system
access— 1imit disable
state active
idle- cut disable
self-service—url disable
# user— group system
group— attribute allow— guest
# local-user 000000
password cipher $c$ 35 VuB/bePouink6l DXUrMRBZsE£06t9LkO
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authorization—attribute level 1

service— type telnet local-user admin

password cipher $ c$ 35 Spmym20ewAVyjgu2dMSuDJY30Cihv4QR
authorization—attribute level 3

service— type telnet

# stp region- configuration

region—name H3C

instance 1 vlan 10 20 30 40 €1 to 64

active region— configuration

# stp enable

# interface NULLO

# interface Vlan- interfacel

ip address dhcp—alloc client—identifier mac Vlan— interfacel
# interface Ethernetl/0/1 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/2 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/3 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/4 port link-mode bridge
port access vlan 10

# interface Ethernetl/0/5 port 1link-mode bridge
port access vlan 20

# interface Ethernetl/0/6 port link—mode bridge
port access vlan 20

# interface Ethernetl/0/7 port link-mode bridge
port access vlan 20

# interface Ethernetl/0/8 port link-mode bridge
port access vlan 20

# interface Ethernet1/0/9

port link—mode bridge

port access vlan 30

# interface Ethernetl/0/10 port link-mode bridge
port access vlan 30

# interface Ethernetl1/0/11 port link-mode bridge
port access vlan 30

# interface Ethernetl/0/12 port link-mode bridge port access vlan 30
# interface Ethernetl/0/13 port link-mode bridge
port isolate-user—vlan host

port link— type hybrid

undo port hybrid vlan 1

port hybrid vlan 40 61 untagged

port hybrid pvid vlan 61

# interface Ethernetl1/0/14 port link-mode bridge
port isolate—user—vlan host

port link- type hybrid

undo port hybrid vlan 1

port hybrid vlan 40 62 untagged

port hybrid pvid vlian 62
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# interface Ethernetl1/0/15 port link-mode bridge
port isolate—user—vlan host

port link—type hybrid

undo port hybrid vlan 1

port hybrid vlan 40 63 untagged

port hybrid pvid vlian 63

# interface Ethernetl/0/16 port link-mode bridge
port isolate—user—vlan host

port link— type hybrid

undo port hybrid vlan 1

port hybrid vlan 40 64 untagged

port hybrid pvid vlan 64

# interface Ethernetl/0/17 port link-mode bridge
# interface Ethernetl1/0/18 port link-mode bridge
# interface Ethernetl/0/19 port link-mode bridge
# interface Ethernetl/0/20 port link-mode bridge
# interface Ethernetl/0/21 port link-mode bridge
# interface Ethernetl/0/22 port link-mode bridge
# interface Ethernetl/0/23 port link-mode bridge
port isolate—-user—vlan 40 promiscuous

port link—type hybrid

undo port hybrid vlan 1

port hybrid vlan 10 20 30 40 tagged

port hybrid vlan 61 to 64 untagged

port hybrid pvid vlan 40

# interface Ethernetl/0/24 port link-mode bridge
port isolate—user—vlan 40 promiscuous

port link- type hybrid

undo port hybrid vlan 1

port hybrid vlan 10 20 30 40 tagged

port hybrid vlan €l to o4 untagged

port hybrid pvid vlan 40

# interface GigabitEthernetl/0/25 port link—mode bridge
# interface GigabitEthernetl/0/26 port link-mode bridge
# interface GigabitEthernetl/0/27 port link—mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge

# isolate— user-vlan 40 secondary 6l to 64

# load xml- configuration

# load tr069- configuration

# user- interface aux 0 user- interface vty 0 15

# return

Z#4l S2 By display current-configuration Bt & {5 B

# version 5.20, Release 2108P01
# sysname S2

# dhcp relay server—group 0 ip 172.0.10.200

# irf mac—address persistent timer irf auto—update enable

undo irf link-delay
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# domain default enable system
# telnet server enable
# 1ip ttl-expires enable ip unreachables enable
#undo ip http enable
# password- recovery enable
# acl number 2010
rule 0 permit source 172.0.100.0 0.0.0.255
#vlan 1
#
vlan 10
description B & #
name ED
#vlan 20
description ﬁ]—iﬁ%ﬁ
name Sales
#vlan 30
description it %
name Supply
#vlan 40
description & 5 #P
name Service
#vlan 6l to 64
# domain system
access— limit disable
state active
idle- cut disable
self-service—url disable
# user— group system
group— attribute allow— guest
# local-user 000000
password cipher $c$ 35 3KA5a67WH31va89])2BQ09FHhXa 9gHR3KHwW= =
authorization—attribute level 1
service— type telnet local-user admin
password cipher $c$ 35 QveskV2XGelhz/azpK9sxjsP1STRBmgCi
authorization— attribute level 3
service— type telnet
# stp region—- configuration
region—name H3C
instance 1 vlan 10 20 30 40 el to 64
active region—- configuration
# stp instance 1 root primary
stp enable
# interface Ethernetl1/0/3
port link—mode route
ip address 10.0.0.1 255.255.255.252
# interface Ethernetl1/0/4
port link—mode route
ip address 10.0.0.5 255.255.255.252
# interface NULLO
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# interface LoopBack(

ip address 9.9.9.202 255.255.255.255

# interface vlan- interfacel

ip address dhcp—alloc client—identifier mac vlan— interfacel
# interface vlan- interfacel0

ip address 192.0.10.252 255.255.255.0

undo rip output

vrrp vrid 10 virtual-ip 192.0.10.254

vrrp vrid 10 priority 150

dhcp select relay

dhcp relay server— select 0

# interface vlan- interface20

ip address 192.0.20.252 255.255.255.0

undo rip output

vrrp vrid 20 virtual-ip 192.0.20.254

vrrp vrid 20 priority 150

# interface vlan—- interface30

ip address 192.0.30.252 255.255.255.0

undo rip output

vrrp vrid 30 virtual-ip 192.0.30.254

vrrp vrid 30 priority 150

# interface vlan- interface40

ip address 192.0.40.252 255.255.255.0

undo rip output

vrrp vrid 40 virtual-ip 192.0.40.254

vrrp vrid 40 priority 150

# interface Ethernetl1/0/1 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40

port trunk pvid vlan 40

# interface Ethernetl/0/2 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40

port trunk pvid vlan 40

# interface Ethernetl/0/5 port link-mode bridge
# interface Ethernetl/0/6 port link-mode bridge
# interface Ethernetl/0/7 port link-mode bridge
# interface Ethernetl/0/8 port link—mode bridge
# interface Ethernetl/0/9 port link-mode bridge
# interface Ethernetl1/0/10 port link-mode bridge
# interface Ethernetl1/0/11 port link-mode bridge
# interface Ethernetl1/0/12 port link-mode bridge
# interface Ethernetl1/0/13

port link—mode bridge

# interface Ethernetl/0/14 port link-mode bridge
# interface Ethernetl/0/15 port link-mode bridge
# interface Ethernetl/0/16 port link—-mode bridge
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# interface Ethernetl1/0/17 port link-mode bridge

# interface Ethernetl/0/18 port link-mode bridge

# interface Ethernetl1/0/19 port link-mode bridge

# interface Ethernetl/0/20 port link-mode bridge

# interface Ethernetl/0/21 port link-mode bridge

# interface Ethernetl/0/22 port link-mode bridge

# interface Ethernetl/0/23 port link-mode bridge

# interface Ethernetl/0/24 port link-mode bridge

# interface GigabitEthernetl/0/25 port link—mode bridge
# interface GigabitEthernetl/0/26 port link—mode bridge
# interface GigabitEthernetl/0/27 port link—mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge
#rip 10

undo summary

version 2

network 10.0.0.0

network 9.0.0.0

network 192.0.10.0

network 192.0.20.0

network 192.0.30.0

network 192.0.40.0

# dhcp enable

load xml- configuration

# load tr069- configuration

# user— interface aux 0 user— interface vty 0 15

acl 2010 inbound

authentication—mode scheme

# return

6. Z#HL S3 BY display current-configuration fid & {5 B

# version 5.20, Release 2108P01

# sysname S3

# dhcp relay server—group 0 ip 172.0.10.200

# irf mac—address persistent timer irf auto—update enable
undo irf link-delay

# domain default enable system

# telnet server enable

# 1p ttl-expires enable ip unreachables enable
#undo ip http enable

# password- recovery enable

# acl number 2010

rule 0 permit source 172.0.100.0 0.0.0.255
#vlan 1

#vlan 10

description M & #

name RD

#vlan 20
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description i %JHIIS

name Sales

#vlan 30

description {# Fﬁ%ﬁ

name Supply

#vlan 40

description & 5 #P

name Service

#vlan 6l to 64

# domain system
access— limit disable
state active
idle—cut disable
self-service—url disable

# user— group system

group— attribute allow— guest

# local-user 000000

password cipher $c$ 35 j2r37j8wivEykwYrlWhGFkXfJITIa2gDTn

authorization—attribute level 1

service- type telnet local-user admin

password cipher $c$ 35 40ds067j0nbz fBDKb1QVLOXdHgSWXsLiz

authorization—-attribute level 3

service— type telnet
# stp region- configuration

region— name H3C

instance 1 vlan 10 20 30 40 61 to 64

active region— configuration

# stp instance 1 root secondary

stp enable
# interface Ethernetl/0/3
port link—mode route

ip address 10.0.0.2 255.255.255.252

# interface Ethernet1/0/4
port link—mode route

ip address 10.0.0.9 255.255.255.252

# interface NULLO

# interface LoopBack(

ip address 9.9.9.203 255.255.255.255

# interface Vlan- interfacel

ip address dhcp—alloc client—identifier mac Vlan— interfacel

# interface Vlan- interfacell

ip address 192.0.10.253 255.255.255.0

undo rip output

vrrp vrid 10 virtual-ip 192.0.10.254

vrrp vrid 10 priority 120
dhcp select relay
dhcp relay server-select 0

# interface Vlan- interface?0

ip address 192.0.20.253 255.255.255.0
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undo rip output

vrrp vrid 20 virtual-1ip 192.0.20.254

vrrp vrid 20 priority 120

# interface Vlan- interface30

ip address 192.0.30.253 255.255.255.0

undo rip output

vrrp vrid 30 virtual-1ip 192.0.30.254

vrrp vrid 30 priority 120

# interface Vlan—- interface4(

ip address 192.0.40.253 255.255.255.0

undo rip output

vrrp vrid 40 virtual-ip 192.0.40.254

vrrp vrid 40 priority 120

# interface Ethernetl/0/1 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40

port trunk pvid vlan 40

# interface Ethernetl/0/2 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40

port trunk pvid vlan 40

# interface Ethernetl/0/5 port link-mode bridge
# interface Ethernetl/0/6 port link-mode bridge
# interface Ethernetl/0/7 port link-mode bridge
# interface Ethernetl/0/8 port link-mode bridge
# interface Ethernetl/0/9 port link-mode bridge
# interface Ethernetl1/0/10 port link-mode bridge
# interface Ethernetl/0/11 port link-mode bridge
# interface Ethernetl/0/12 port link—-mode bridge
# interface Ethernetl/0/13 port link-mode bridge
# interface Ethernetl/0/14 port link-mode bridge
# interface Ethernetl/0/15 port link-mode bridge
# interface Ethernetl/0/16 port link-mode bridge
# interface Ethernetl/0/17 port link-mode bridge
# interface Ethernetl/0/18 port link-mode bridge
# interface Ethernetl/0/19 port link-mode bridge
# interface Ethernetl/0/20 port link-mode bridge
# interface Ethernetl/0/21 port link—-mode bridge
# interface Ethernetl/0/22 port link-mode bridge
# interface Ethernetl/0/23 port link-mode bridge
# interface Ethernetl/0/24 port link-mode bridge
# interface GigabitEthernetl1l/0/25

port link—mode bridge

# interface GigabitEthernetl/0/26 port link—mode bridge
# interface GigabitEthernetl/0/27 port link—mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge
# rip 10
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undo rip output

vrrp vrid 20 virtual-1ip 192.0.20.254

vrrp vrid 20 priority 120

# interface Vlan- interface30

ip address 192.0.30.253 255.255.255.0

undo rip output

vrrp vrid 30 virtual-1ip 192.0.30.254

vrrp vrid 30 priority 120

# interface Vlan—- interface4(

ip address 192.0.40.253 255.255.255.0

undo rip output

vrrp vrid 40 virtual-ip 192.0.40.254

vrrp vrid 40 priority 120

# interface Ethernetl/0/1 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40

port trunk pvid vlan 40

# interface Ethernetl/0/2 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40

port trunk pvid vlan 40

# interface Ethernetl/0/5 port link-mode bridge
# interface Ethernetl/0/6 port link-mode bridge
# interface Ethernetl/0/7 port link-mode bridge
# interface Ethernetl/0/8 port link-mode bridge
# interface Ethernetl/0/9 port link-mode bridge
# interface Ethernetl1/0/10 port link-mode bridge
# interface Ethernetl/0/11 port link-mode bridge
# interface Ethernetl/0/12 port link—-mode bridge
# interface Ethernetl/0/13 port link-mode bridge
# interface Ethernetl/0/14 port link-mode bridge
# interface Ethernetl/0/15 port link-mode bridge
# interface Ethernetl/0/16 port link-mode bridge
# interface Ethernetl/0/17 port link-mode bridge
# interface Ethernetl/0/18 port link-mode bridge
# interface Ethernetl/0/19 port link-mode bridge
# interface Ethernetl/0/20 port link-mode bridge
# interface Ethernetl/0/21 port link—-mode bridge
# interface Ethernetl/0/22 port link-mode bridge
# interface Ethernetl/0/23 port link-mode bridge
# interface Ethernetl/0/24 port link-mode bridge
# interface GigabitEthernetl1l/0/25

port link—mode bridge

# interface GigabitEthernetl/0/26 port link—mode bridge
# interface GigabitEthernetl/0/27 port link—mode bridge
# interface GigabitEthernetl/0/28 port link—mode bridge
# rip 10
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undo summary

version 2

network 10.0.0.0

network 9.0.0.0

network 192.0.10.0

network 192.0.20.0

network 192.0.30.0

network 192.0.40.0

# dhcp enable

# load xml- configuration

# load tr069- configuration
# user— interface aux 0 user— interface vty 0 15
acl 2010 inbound
authentication— mode scheme

# return

Z#4l S4 B display current-configuration BL & {5 B

# version 5.20, Release 1808P12
# sysname S4
# irf mac—address persistent timer irf auto—update enable
undo irf link-delay
# domain default enable system
# telnet server enable
# ip ttl-expires enable ip unreachables enable
# password- recovery enable
#acl number 2010
rule 0 permit source 172.0.100.0 0.0.0.255
#vlan 1
#vlan 10
description B A& #f
name RD
#vlan 20
description BB EY
name Sales
#vlan 30
description it %
name Supply
#vlan 40
description £ J5 #
name Service
#vlan 100
# domain system
access— limit disable
state active
idle— cut disable
self-service—url disable
# user— group system

group— attribute allow— guest
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# local-user 000000

password cipher $cS 35 7k fmiVs00mOWw5S3RSXXdxpt 1t 92GvEGUg==
authorization—attribute level 1
service- type telnet local-user admin
password cipher $c$ 35 R2k1J6YNKeSY ] 9EZxOaL.8THAPY%9aKDsrc
authorization— attribute level 3
service- type telnet

# interface NULLO

# interface LoopBack(

ip address 9.9.9.204 255.255.255.255

# interface Vlan- interfacel

ip address dhcp—alloc client—identifier mac Vlan— interfacel
# interface Vlan- interfacelO

ip address 172.0.10.252 255.255.255.0
vrrp vrid 10 virtual-ip 172.0.10.254
vrrp vrid 10 priority 150

# interface Vlan—- interfaceZ0

ip address 172.0.20.252 255.255.255.0
vrrp vrid 20 virtual-ip 172.0.20.254
vrrp vrid 20 priority 150

# interface Vlan- interface30

ip address 172.0.30.252 255.255.255.0
vrrp vrid 30 virtual-ip 172.0.30.254
vrrp vrid 30 priority 150

# interface Vlan—- interface4(

ip address 172.0.40.252 255.255.255.0
vrrp vrid 40 virtual-ip 172.0.40.254
vrrp vrid 40 priority 150

# interface Vlan- interfacelO0

ip address 172.0.100.252 255.255.255.0
vrrp vrid 50 virtual-ip 172.0.100.254
vrrp vrid 50 priority 150

# interface GigabitEthernetl/0/1

port link—mode route

ip address 10.0.0.26 255.255.255.252
ospf timer hello 1

ospf network- type pZp

ospf bfd enable

# interface GigabitEthernetl1/0/3

port link—mode route

ip address 10.0.0.33 255.255.255.252
ospf timer hello 1

ospf network- type pZp

ospf bfd enable

# interface GigabitEthernetl/0/2 port link-mode bridge
port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100
port trunk pvid vlan 100
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# interface GigabitEthernetl1l/0/4 port link—-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/5 port link—-mode bridge
port link— type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/6 port 1link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/7 port link—-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/8 port 1link-mode bridge
port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl1l/0/9 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/10 port link—-mode bridge
port link— type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/11 port link—mode bridge
# interface GigabitEthernetl/0/12 port link—mode bridge
# interface GigabitEthernetl/0/13 port link—mode bridge
# interface GigabitEthernetl/0/14 port link—mode bridge
# interface GigabitEthernetl/0/15 port link—mode bridge
# interface GigabitEthernetl/0/16 port link—-mode bridge
# interface GigabitEthernetl/0/17 port link—mode bridge
# interface GigabitEthernetl/0/18 port link—mode bridge
# interface GigabitEthernetl1l/0/19 port link—mode bridge
# interface GigabitEthernetl/0/20 port link—mode bridge
# interface GigabitEthernetl/0/21 port link—mode bridge
# interface GigabitEthernetl/0/22 port link—mode bridge
# interface GigabitEthernetl/0/23 port link—mode bridge
# interface GigabitEthernetl/0/24 port link—mode bridge
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# interface Ten- GigabitEthernetl/0/25 port link-mode bridge
# interface Ten- GigabitEthernetl/0/26 port link-mode bridge
# interface Ten- GigabitEthernetl/0/27 port link-mode bridge
# interface Ten- GigabitEthernetl/0/28 port link-mode bridge
# ospf 10 router-id 9.9.9.204

silent- interface Vlan—- interfacel0

silent— interface Vlan- interface20

silent— interface Vlan—- interface30

silent— interface Vlan- interface40

silent— interface Vlan— interfacel00

spf— schedule—- interval 1

area 0.0.0.0

network 9.9.9.204 0.0.0.0

network 10.0.0.32 0.0.0.3

network 10.0.0.24 0.0.0.3

network 172.0.0.0 0.0.0.255

network 172.0.10.0 0.0.0.255

network 172.0.20.0 0.0.0.255

network 172.0.30.0 0.0.0.255

network 172.0.40.0 0.0.0.255

network 172.0.100.0 0.0.0.255

# ssh client source interface Vlan— interfacel00

ssh client authentication server 9.9.9.1 assign publickey 9.9.9.1
# telnet client source interface Vlan— interfacel00

# load xml- configuration

# load tr069- configuration

# user— interface aux 0 user— interface vty 0 15

acl 2010 inbound

authentication— mode scheme

# return

8. AZHaHl S5 B display current-configuration Bt & {5 B

# version 5.20, Release 1808P12
# sysname S5
# irf mac—address persistent timer irf auto—update enable
undo irf link-delay
# domain default enable system
# telnet server enable
#ip ttl-expires enable
ip unreachables enable
# password- recovery enable
#acl number 2010
rule 0 permit source 172.0.100.0 0.0.0.255
#vlan 1
#vlan 10
description M & #f

name ED
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#vlan 20
description T #Hp
name Sales
#vlan 30
description AL L S
name Supply
#vlan 40
description £ J5#f
name Service
#vlan 100
# domain system
access— limit disable
state active
idle-cut disable
self-service—-url disable
# user— group system
group— attribute allow— guest
# local—-user 000000

password cipher $ c$ 35 Z4VEPLQVYpbl+ 30hBS664CwWOBQK ] cVWNIw= =

authorization—-attribute level 1

service— type telnet local-user admin

password cipher $ c$ 35 ywBMpIg/vUVmCbhbxAONWUbi 4vpkCDVGA

authorization—-attribute level 3

service- type telnet
# interface NULLO

# interface LoopBack(

ip address 9.9.9.205 255.255.255.255

# interface Vlan—- interfacel

ip address dhcp—alloc client— identifier mac Vlan— interfacel

# interface Vlan- interfacel0

ip address 172.0.10.253 255.255.255.0
vrrp vrid 10 virtual-ip 172.0.10.254

vrrp vrid 10 priority 120

# interface Vlan- interface’0

ip address 172.0.20.253 255.255.255.0
vrrp vrid 20 virtual-ip 172.0.20.254

vrrp vrid 20 priority 120

# interface Vlan—- interface30

ip address 172.0.30.253 255.255.255.0
vrrp vrid 30 virtual-ip 172.0.30.254

vrrp vrid 30 priority 120

# interface Vlan— interfacedl

ip address 172.0.40.253 255.255.255.0
vrrp vrid 40 virtual-ip 172.0.40.254

vrrp vrid 40 priority 120

# interface Vlan- interfacel00

ip address 172.0.100.253 255.255.255.0
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vrrp vrid 50 virtual-ip 172.0.100.254

vrrp vrid 50 priority 120

# interface GigabitEthernetl/0/1

port link—mode route

ip address 10.0.0.30 255.255.255.252

ospf timer hello 1

ospf network- type pZp

ospf bfd enable

# interface GigabitEthernetl/0/3

port link—mode route

ip address 10.0.0.34 255.255.255.252

ospf timer hello 1

ospf network- type pZp

ospf bfd enable

# interface GigabitEthernetl/0/2 port link-mode bridge
port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/4 port link—mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/5 port link-mode bridge
port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/6 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/7 port link-mode bridge
port link—-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/8 port link-mode bridge
port link—type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/9 port link-mode bridge
port link—-type trunk

undo port trunk permit vlan 1
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port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/10 port link—mode bridge
port link— type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 30 40 100

port trunk pvid vlan 100

# interface GigabitEthernetl/0/11 port link—mode bridge
# interface GigabitEthernetl/0/12 port link—mode bridge
# interface GigabitEthernetl/0/13 port link-mode bridge
# interface GigabitEthernetl/0/14 port link—mode bridge
# interface GigabitEthernetl/0/15 port link—mode bridge
# interface GigabitEthernetl/0/16 port 1link—mode bridge
# interface GigabitEthernetl/0/17 port link—-mode bridge
# interface GigabitEthernetl/0/18 port link—mode bridge
# interface GigabitEthernetl1/0/19 port link—mode bridge
# interface GigabitEthernetl/0/20

port link—mode bridge

# interface GigabitEthernetl/0/21 port link—mode bridge
# interface GigabitEthernetl/0/22 port link—mode bridge
# interface GigabitEthernetl/0/23 port link—mode bridge
# interface GigabitEthernetl/0/24 port link—mode bridge

# interface Ten- GigabitEthernetl/0/25 port link-mode bridge
# interface Ten- GigabitEthernetl/0/26 port link-mode bridge
# interface Ten- GigabitEthernetl/0/27 port link-mode bridge
# interface Ten- GigabitEthernetl/0/28 port link-mode bridge

# ospf 10 router-id 9.9.9.205
silent- interface Vlan- interfacel0
silent- interface Vlan- interface20
silent— interface Vlan- interface30
silent— interface Vlan- interfaced0
silent—- interface Vlan- interfacel00
spf— schedule- interval 1

area 0.0.0.0

network 10.0.0.32 0.0.0.3

network 10.0.0.28 0.0.0.3

network 9.9.9.205 0.0.0.0
network 172.0.0.0 0.0.0.255
network 172.0.10.0 0.0.0.255
network 172.0.20.0 0.0.0.255
network 172.0.30.0 0.0.0.255
network 172.0.40.0 0.0.0.255
network 172.0.100.0 0.0.0.255
# load xml- configuration

# load tr069- configuration

# user— interface aux 0 user— interface vty 0 15
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acl 2010 inbound
authentication—- mode scheme

# return
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acl 2010 inbound
authentication—- mode scheme

# return
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