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B/5demo: sentinel-demo/sentinel-demo-dynamic-file-rule

IS

I <dependency>

2 <groupId>com.alibaba.csp</groupId>

3 <artifactId>sentinel-datasource-extension</artifactId>
4 <version>1.8.0</version>

5 </dependency>

OGS
1 // FileRefreshableDataSource <& ¥ MBI DRI, 24304 SR 2 i R B, T4 000 BE 57 2 A7
2 ReadableDataSource<String, List<FlowRule>> ds = new FileRefreshableDataSource<>(
3 flowRulePath, source -> JSON.parseObject(source, new TypeReference<List<FlowRule>>() {})
4 )
5 /) B riEREdEIEEN 2 FlowRuleManager.
6 FlowRuleManager.register2Property(ds.getProperty());
7
8 WritableDataSource<List<FlowRule>> wds = new FileWritableDataSource<>(flowRulePath, this::encodeJson);
9 // K SHEARIEEME transport FR[Y WritableDataSourceRegistry Hi.
10 // PR S HER NI, Sentinel SJETEHBINAE, RIS NBCAF.

11 WritableDataSourceRegistry.registerFlowDataSource(wds);

hiEBLE
SCHInitFunciE, fEinitgbIEDataSource¥JTAIBEE, FFIspitHISCIINE.

v [l=resources
v META-INF.services

= com.alibaba.csp.sentinel.init.InitFunc

HepaBotz a3
I public class FileDataSourceInit implements InitFunc {

9



@Override

4 public void init() throws Exception {

5 //BUESCAR A F R

6 RuleFileUtils.mkdirIfNotExits(PersistenceRuleConstant.storePath);

7

8/ /RIS

9 RuleFileUtils.createFileIfNotExits(PersistenceRuleConstant.rulesMap);

10

11/ /AEBR A R0

12 dealFlowRules();

13 // ACBEREZIN

14 dealDegradeRules();

15 // WERGHN

16 dealSystemRules();

17 // AEIEESHEN

18 dealParamFlowRules();

19 // AEFRFAFN

20 dealAuthRules();

21}

22

23

24 private void dealFlowRules() throws FileNotFoundException {

25 String ruleFilePath = PersistenceRuleConstant.rulesMap.get(PersistenceRuleConstant.FLOW_RULE_PATH).toString();
26

21/ / BUEETRFEAI f) T E E E

28 ReadableDataSource<String, List<FlowRule>> flowRuleRDS = new FileRefreshableDataSource(
29 ruleFilePath, RulelistConverterUtils.flowRulelListParser

30 )

31

32 // KATEEHRE VR 2 FlowRuleManager XA RN ST R A AR AR, 2 SE U 21 A A7
33 FlowRuleManager.register2Property(flowRuleRDS.getProperty());

34

35

36  WritableDataSource<List<FlowRule>> flowRuleWDS = new FileWritableDataSource<List<FlowRule>>(
37 ruleFilePath, RulelListConverterUtils.flowFuleEnCoding

38 );

39

40 /) B SEEEEME transport B WritableDataSourceRegistry .

41 /) PR G RUNES, Sentinel ZSEFEMIEINAE, AAEHHNE NFEISCHEF .
42 WritableDataSourceRegistry.registerFlowDataSource(flowRuleWDS);

43}

44

45 private void dealDegradeRules() throws FileNotFoundException {

46/ /PHFRIN SRR A

47 String degradeRuleFilePath = PersistenceRuleConstant.rulesMap.get(PersistenceRuleConstant.DEGRAGE_RULE_PATH).toStr
ing();

48

49/ / BUERIRTFEAIN B AT R e

50 ReadableDataSource<String, List<DegradeRule>> degradeRuleRDS = new FileRefreshableDataSource(
51 degradeRuleFilePath, RuleListConverterUtils.degradeRulelListParse

52 );

53

54 // KA BRI 2 FlowRuleManager XA AR SCPE R AR AR, w4 BEE AU B Y A
55 DegradeRuleManager.register2Property(degradeRuleRDS.getProperty());

56

57

58 WritableDataSource<List<DegradeRule>> degradeRuleWDS = new FileWritableDataSource<>(
59 degradeRuleFilePath, RuleListConverterUtils.degradeRuleEnCoding

60 )

6

62 // KAl SHEAEFEEMZE transport #HEL) WritableDataSourceRegistry Hi.

63 // XFEUCEIES] G HEE U, Sentinel &JuEEBIREINAE, SRJEIGHINE N B ST



64 WritableDataSourceRegistry.registerDegradeDataSource(degradeRuleWDS);

65 }

66

67 private void dealSystemRules() throws FileNotFoundException {

68/ /PHIERLIN ST B AR

69 String systemRuleFilePath = PersistenceRuleConstant.rulesMap.get(PersistenceRuleConstant.SYSTEM_RULE_PATH).toStrin
g0);

71/ /BB AR Y R S IR

72 ReadableDataSource<String, List<SystemRule>> systemRuleRDS = new FileRefreshableDataSource(
73 systemRuleFilePath, RulelListConverterUtils.sysRulelListParse

);

76 // KRR 2 FlowRuleManager XA SO R AR AR A, Rt SEET RN EI A A
77 SystemRuleManager.register2Property(systemRuleRDS.getProperty());

80 WritableDataSource<List<SystemRule>> systemRuleWDS = new FileWritableDataSource<>(
81  systemRuleFilePath, RulelListConverterUtils.sysRuleEnCoding

82 );

84 // BAISHIREEM A transport L) WritableDataSourceRegistry H1.
85 // XBEUCEITEE] G HEL I, Sentinel £SeHEHEINLE, SRIFHHIN S NE A .

86 WritableDataSourceRegistry.registerSystemDataSource(systemRuleWDS) ;
87 }

88

89

90 private void dealParamFlowRules() throws FileNotFoundException {

U/ /R SO R A2

92 String paramFlowRuleFilePath = PersistenceRuleConstant.rulesMap.get(PersistenceRuleConstant.HOT_PARAM_RULE).toStri
ng();

93

94/ /BUER TN (AT O U

95 ReadableDataSource<String, List<ParamFlowRule>> paramFlowRuleRDS = new FileRefreshableDataSource(

©

96  paramFlowRuleFilePath, RuleListConverterUtils.paramFlowRulelListParse

97 );

98

99 // KEPEEEAEYRTEN 2 FlowRuleManager XA 24U ST A R AR, h 2 BB KLU 21 Y 47

100 ParamFlowRuleManager.register2Property(paramFlowRuleRDS.getProperty());

101

102

103 WritableDataSource<List<ParamFlowRule>> paramFlowRuleWDS = new FileWritableDataSource<>(
104 paramFlowRuleFilePath, RuleListConverterUtils.paramRuleEnCoding

105 )3

106

107 // KA ESEAREEM S transport FERY) WritableDataSourceRegistry Hi.

108 // XFEREEHGHEERIE, Sentinel 2XJuBERIEIAAF, ARJEHEHNE NF A

109  ModifyParamFlowRulesCommandHandler.setWritableDataSource(paramFlowRuleWDS) ;

1o}

111

112 private void dealAuthRules() throws FileNotFoundException {

113/ /N SCA B AR

114 String authFilePath = PersistenceRuleConstant.rulesMap.get(PersistenceRuleConstant.AUTH_RULE_PATH).toString();

116/ /G U T A R

117 ReadableDataSource<String, List<AuthorityRule>> authRuleRDS = new FileRefreshableDataSource(
118 authFilePath, RulelListConverterUtils.authorityRuleParse

119 );

120

121 // RKATEEEE VR 2 FlowRuleManager SXFE RN SCAER AL AR AURT, Ao SRR B N A7

122 AuthorityRuleManager.register2Property(authRuleRDS.getProperty());

123



125 WritableDataSource<List<AuthorityRule>> authRuleWDS = new FileWritableDataSource<>(
126 authFilePath, RuleListConverterUtils.authorityEncoding

127 );

129 /) B 5EIEEAEM S transport B WritableDataSourceRegistry Hi.
130 // XFENCEEH S HEE RPN, Sentinel ETEMBINAE, SRS NB .
131 WritableDataSourceRegistry.registerAuthorityDataSource(authRuleWDS);
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1.3.1 EFNacosEERLEHI S CIEX
BE/5demo: sentinel-demo-nacos-datasource

SIS

1 <dependency>
2 <groupId>com.alibaba.csp</groupId>
3 <artifactId>sentinel-datasource-nacos</artifactId>
4 <version>1.8.0</version>
5 </dependency>
ZORS
1 // nacos server ip
2 private static final String remoteAddress = "localhost:8848";
3 // nacos group
4 private static final String groupId = "Sentinel:Demo";
5 // nacos datald
6 private static final String datald = "com.alibaba.csp.sentinel.demo.flow.rule";

7 ReadableDataSource<String, List<FlowRule>> flowRuleDataSource = new NacosDataSource<>(remoteAddress, groupId,
datald,source -> JSON.parseObject(source, new TypeReference<List<FlowRule>>() {}));

8 FlowRuleManager.register2Property(flowRuleDataSource.getProperty());
nacosEiE ORI ERIEHIN
1 [



"resource": "TestResource"
1 "controlBehavior": @
5 "count": 10.0
6 "grade": 1
7 "limitApp": "default"
8 "strategy": ©

10

*

Data ID:

* Group:

Betak7h: BN EDE.

EEigs: @ TEXT JSON XML YAML HTML Properties
EEnE ®:
"resource"”: "TestResource”,
"controlBehavior": e,
"count": 15.9,
"grade": 1,
“limitApp”: “default™,
"strategy”: @
HBRSShiEidymIECE LI

SentinelProperties WEBTEEQ:ET TreeMap %ﬂﬂ'\] datasource E'rﬂfﬁﬁ?@ﬂ%ﬁi?&;ﬁfﬁ_,%\
1) SIAfRHER
I <!--sentinel®fAfk KH Nacos &yt IIAC & K Is - - >
2 <dependency>
<groupId>com.alibaba.csp</groupId>
I <artifactId>sentinel-datasource-nacos</artifactId>

5 </dependency>

2) ymispECE

I spring

2 application

3 name: mall-user-sentinel-demo
1 cloud

5 nacos

6 discovery

7 server-addr: 127.0.0.1:8848

9 sentinel

10 transport

11 # Wnsentinelffy % il & Hutik

12 dashboard: 127.0.0.1:8080

13 # FEEMNM SSentineld% i G2 H I, N A S — %5 1K 5 FH HE tpServer

14 port: 8719
15 datasource
16 dsl

17 nacos



18 server-addr: 127.0.0.1:8848

19 datald: ${spring.application.name

20 groupId: DEFAULT_GROUP

21 data-type: json

22 rule-type: flow

JREEZ>&com.alibaba.cloud.sentinel.datasource.config.AbstractDataSourceProperties#postRegister

public vold poSTReglster(ADSTractbatas>ource datasource) {

switch (this.getRuleType()) {

case FLOW:
FlowRuleManagen.register2Property(dataSource.getProperty());
break;
se DEGRADE:
DegradeRuleManager.register2Property(dataSource.getProperty());
break;
case PARAM_FLOW:
ParamFlowRuleManager.register2Property(dataSource.getProperty());
break;
se SYSTEM:
SystemRuleManager.register2Property(dataSource.getProperty());
break;
se AUTHORITY:
AuthorityRuleManager.register2Property(dataSource.getProperty());
break;
case GW_FLOW:
GatewayRuleManager.register2Property(dataSource.getProperty());
break;
case GW_API_GROUP:

GatewavApiDefinitionManager.reaister2Provertv(dataSource.getProbertv())

3) nacosECEAHOAFARIN

[

[

[+

3 "resource": "userinfo"
"limitApp": "default"

5 "grade": 1

6 "count": 1

7 "strategy": @

8 "controlBehavior": @

9 "clusterMode": false

* Data ID:

* Group

Beta®:7: BIAFEQIE.
feEkE: TEXT ° JSON XML YAML HTML Properties

RERE(?):

"resource”: "userinfo”,
"limitApp": "default",
“grade™: 1,

"count™: 1,
"strategy”: o,
“controlBehavior™: @,

"clusterMode™: fals

fme: BE¥EfESentinel Dashboard MEXHINEE, BEFONREFISKEDK
B wascligiEid sentineliEH S BN BEEF A (L InacosEL &) ?



RIS RS

Sentinel DashboardislfiNacosECERIZAY, INRETICHEFAMETF, ESentinel DashboardimHTIEEIESMNECE
FEREFIIANFIRE, ERERmBcEEInacosEtEHL; Sentinel DashboardHiEMnacosHENFTERIMINIACE.
sentinel Dashboardf[isentinel client AEZIE(S, MEiEiInacosfiE& ORI IEERIESE,

1.3.2 BEF SentinelfZHl & SEHEE
M Sentinel 1.4.0 FF#&, Sentinel &I & 24E DynamicRulePublisher FI DynamicRuleProvider 12 FATSCER N FR4E AT NIHE

JEFIHLEN
e DynamicRuleProvider<T>: FENERN

e DynamicRulePublisher<T>: H¥EIEHIN
Sentinel Dashboardi&
%145 fEcom.alibaba.csp.sentinel.dashboard.rule® FelEnacost, AGIEE M7 SAVECEMNAIENFIHEXAISCIIZE

SItET
BJLAZ% Sentinel Dashboard testt FASAHERIN AL EFIHEEAISLILZEE :

v test
v java
v com.alibaba.csp.sentinel.dashboard
> config
> controller.gateway
> datasource.entity
> discovery
> repository.metric
v rule
> apollo
v nacos
¢ FlowRuleNacosProvider
¢ FlowRuleNacosPublisher
¢ NacosConfig
‘€ NacosConfigUtil
S Tl
M o “EZ * @author Fox
v Lnnacos 33 */
v [ authority 34 @Component ("degradeRuleNacosProvider")
A e e 35 %  public class DegradeRuleNacosProvider implements

© AuthorityRuleNacosPublisher . ) p i
DynamicRuleProvider<List<DegradeRuleEntity>> {

v [x degrade
© DegradeRuleNacosProvider 36 @Autowired
RlEeyadeRietiaco=Eubishey 379 private ConfigService configService;
v flow
@ FlowRuleNacosProvider H :
® FlowRuleNacosPublisher 39 @Autowired
v [n gateway 40 3 private Converter<String, List<DegradeRuleEntity>> converter;
® GatewayApiRuleNacosProvider 41
@ GatewayApiRuleNacosPublisher .
© GatewayFlowRuleNacosProvider 42 @0verride
& GatewayFlowRuleNacosPublisher 43 of public List<DegradeRuleEntity> getRules(String appName) throws Exception
e 44 String rules =|configService.getConfig( s appName + NacosConfigUtil
© ParamFlowRuleNacosProvider
© ParamFlowRuleNacosPublisher 'FLOW—DATA—ID—POSTFIX’ Mﬁﬂﬁ*lbhﬂ}lﬂmu
v BNsystem 45 NacosConfigUtil.GROUP_ID, | 3600);
© SystemRuleNacosProvider 46 if (StringUtil.isEmpty(rules)) {
© SystemRuleNacosPublisher 47 return new ArraylList<>();

& NacosConfig
© NacosConfigUtil 48 }

1 DynamicRuleProvider 49 @300 lconverter. convert(rules)H



v nacos

B

®

authority

© AuthorityRuleNacosProvider
© AuthorityRuleNacosPublisher
degrade

© DegradeRuleNacosProvider
© DegradeRuleNacosPublisher
flow

© FlowRuleNacosProvider

© FlowRuleNacosPublisher
gateway

© GatewayApiRuleNacosProvider

©® GatewayApiRuleNacosPublisher
©® GatewayFlowRuleNacosProvider

© GatewayFlowRuleNacosPublisher

param
© ParamFlowRuleNacosProvider
© ParamFlowRuleNacosPublisher
system

© SystemRuleNacosProvider

© SystemRuleNacosPublisher
NacosConfig

NacosConfigUtil

B Nwimnrni~DislADr A AR

FR: MRS E A Sentinel client, ymIBCEFEICECII M ARG

public final class NacosConfigUtil {

public static final String‘GROUR_ID = "SENTINEL_GROUP";

public
public
public
public
public
public
public

36
379
38
39
40 S
41
42
43 @f

a4
a5
46
47
a8

49
50
51

@Autowired
private ConfigService configService;

@Autowired
private Converter<List<DegradeRuleEntity>, String> converter;

@0Override
public void publish(String app, List<DegradeRuleEntity> rules) throws
Exception {
AssertUtil.notEmpty(app,
if (rules == null) {
? return;
} + E 3
|conf1g5erv1ce.publlshConflg(\S:appﬂﬁzﬂg%gEE%? ?ﬁﬁ%ﬁﬁ?
.DEGRADE_DATA_ID POSTFIX,
NacosConfigUtil.GROUP_ID, converter.convert(rules));

message: "app name cannot be empty");

¥
¥

—» Xifigroupld

¥dfrdataldif548:  ${spring.application.name}-flow-rules

static final
static final
static final
static final
static final
static final
static final

St
String
String
String
String
String
String

PARAM_FLOW_DATA_ID POSTFIX = "-param-flow-rules";
DEGRADE_DATA_ID POSTFIX = "-degrade-rules";
SYSTEM_DATA_ID POSTFIX = "-system-rules";
AUTHORITY_DATA_ID POSTFIX = "-authority-rules";
GATEWAY_FLOW_DATA_ID_POSTFIX = "-gateway-flow-rules";
GATEWAY_API _DATA_ID POSTFIX = "-gateway-api-rules";

LOW_DATA_ID _POSTFIX = "-flow-rules";

8245 # Acom.alibaba.csp.sentinel.dashboard.controllerf MEXXT BRI controllerSCIRSE

v Bajava

v
>
>
>

com.alibaba.csp.sentinel.dashboard
auth
client

config

controller
> cluster
v In gateway
© GatewayApiController
© GatewayFlowRuleController
v v2
€ FlowControllerv2
@ AppController
© AuthController
© AuthorityRuleController
© DegradeController
@ DemoController
€ FlowControllerv1
© MachineRegistryController
© MetricController
© ParamFlowRuleController
© ResourceController
© SystemController

© VersionController

>

Y Vi

1

10

datasource.entity

diccavan

59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

@GetMapping("/rules™)

private final Logger logger = LoggerFactory.getLogger(FlowControllerVl.class)

@Autowired
private InMemoryRuleRepositoryAdapter<FlowRuleEntity> repository;

@Autowired
private SentinelApiClient sentinelApiClient;

@Autowired
@Qualifier("flowRuleNacosProvider")
private DynamicRuleProvider<List<FlowRuleEntity>> ruleProvider;
- TEsentinel dashboardst R controllershs | A\ EXEAHENAIHIMISCEIZE
@Autowired
@Qualifier("flowRuleNacosPublisher")
private DynamicRulePublisher<List<FlowRuleEntity>> rulePublisher;

@GetMapping("/rules")
@AuthAction(PrivilegeType.READ_RULE)
public Result<lList<FlowRuleEntity>> apiQueryMachineRules(@RequestParam

String app,

FF9%I, MNacosEe & LIREXATA RN

@AuthAction(PrivilegeType.READ_RULE)

public Result<List<FlowRuleEntity>> apiQueryMachineRules(@RequestParam String app,

@RequestParam String ip,

@RequestParam Integer port) {

if (StringUtil.isEmpty(app)) {

return Result.ofFail(-1, "app can't be null or empty");

}

if (StringUtil.isEmpty(ip)) {

return Result.ofFail(-1, "ip can't be null or empty");

}

if (port == null) {

return Result.ofFail(-1, "port can't be null");

¥
try {

// List<FlowRuleEntity> rules =

/ / IC B o SR HH U

sentinelApiClient.fetchFlowRuleOfMachine(app, ip, port);



19
20
21l
22
23
24
25

26

List<FlowRuleEntity> rules = ruleProvider.getRules(app, ip, port);
rules = repository.saveAll(rules);

return Result.ofSuccess(rules);

} catch (Throwable throwable) {

logger.error("Error when querying flow rules", throwable);

return Result.ofThrowable(-1, throwable);

}

¥

FHERIEIN, SHEXEInacosBLE AL

1

@PostMapping("/rule")

@AuthAction(PrivilegeType.WRITE_RULE)

public Result<FlowRuleEntity> apiAddFlowRule(@RequestBody FlowRuleEntity entity) {
Result<FlowRuleEntity> checkResult = checkEntityInternal(entity);
if (checkResult != null) {

return checkResult;

}

entity.setId(null);

Date date = new Date();

entity.setGmtCreate(date);

entity.setGmtModified(date);

entity.setLimitApp(entity.getLimitApp().trim());

entity.setResource(entity.getResource().trim());

try {

entity = repository.save(entity);

//publishRules(entity.getApp(), entity.getIp(), entity.getPort()).get(5000, TimeUnit.MILLISECONDS);
VK Ziih WU [ e s

publishRules(entity.getApp());

return Result.ofSuccess(entity);

} catch (Throwable t) {

Throwable e = t instanceof ExecutionException ? t.getCause() : t;

logger.error("Failed to add new flow rule, app={}, ip={}", entity.getApp(), entity.getIp(), e);
return Result.ofFail(-1, e.getMessage());

}

}
/**

* R A B BCE L

* @param app

* @throws Exception

&7

private void publishRules(/*@NonNull*/ String app) throws Exception {
List<FlowRuleEntity> rules = repository.findAl1ByApp(app);
rulePublisher.publish(app, rules);

}

Mz MRS IEABGESHYSentinel Dashboard
EING S

1
2
&
4

5]

<!--sentinelffAfk KH Nacos AFJyHMIIEL & A4 5 - - >
<dependency>

<groupId>com.alibaba.csp</groupId>
<artifactId>sentinel-datasource-nacos</artifactId>

</dependency>

1EnymifcE

1
2
3
4

server:

port: 8806

spring:

application:



6 name: mall-user-sentinel-rule-push-demo #ifili45 44 Fx

-

8 #fi Enacosi bk

9 cloud:

10 nacos:

11 discovery:

12 server-addr: 127.0.0.1:8848

11 sentinel:

15 transport:

16 # INisentinelfJ#5 i & it

17 dashboard: 127.0.0.1:8080

18 # JHENA SSentinel M QA A I, R A M SEE— % 1 5 F fIHt tpServer
19  #port: 8719

20  datasource:

21 # dsl: #AFREEX, ME—

22 # nacos:

23 # server-addr: 127.0.0.1:8848

24 # datald: ${spring.application.name}
25 # groupId: DEFAULT_GROUP

26 # data-type: json

27 # rule-type: flow

28 flow-rules:

29  nacos:

30 server-addr: 127.0.0.1:8848

31 datald: ${spring.application.name}-flow-rules

32 groupId: SENTINEL_GROUP # i igroupIdiiiiSentinel Dashboard )& 3
33  data-type: json

34 rule-type: flow

35 degrade-rules:

36 nacos:

37 server-addr: 127.0.0.1:8848

38 datald: ${spring.application.name}-degrade-rules
39 groupId: SENTINEL_GROUP

40 data-type: json

41 rule-type: degrade

42 param-flow-rules:

13 nacos:

14 server-addr: 127.0.0.1:8848

45 datald: ${spring.application.name}-param-flow-rules
46 groupId: SENTINEL_GROUP

47 data-type: json

48 rule-type: param-flow

19 authority-rules:

50  nacos:

51 server-addr: 127.0.0.1:8848

52 datald: ${spring.application.name}-authority-rules
53 groupId: SENTINEL_GROUP

54 data-type: json

55 rule-type: authority

56  system-rules:

57 nacos:

58 server-addr: 127.0.0.1:8848

59 datald: ${spring.application.name}-system-rules
60 groupId: SENTINEL_GROUP

61 data-type: json

62 rule-type: system

LU, Z7Esentinel dashboardBt & 7 iz, SEnacosBiE /ORI MAYELE.



* Data ID:

* Group:

Beta®fh: ERAA BB,
EEER: °TEXT JSON XML YAML HTML Properties

RENE Q! all-user-sentinel-rule-push-demo”,"clusterConfig":{"fallbackToLocalWhenFail":true,"sampleCount”:10,
:0, "thresholdType":@, "windowIntervalMs":1000}, "clusterMode”: false, "controlBehavior”:@,"count":2.0,

" :1615958553275, "gmtModified": 1615958961828, "grade™:1,"id":1,"ip":"192.168.3.1", "1imitApp": "default”
2,"resource”: "/user/findOrderByUserId/{id}", "strategy":0}]|

RS EHIN AR R B
TR EHesEEETRERNMNAEMRIIER, IIRRSEFNE S Converterfi#iTisontgiRMNERSSHAE
Ao
Z2D0JRRS: com.alibaba.csp.sentinel.datasource.AbstractDataSource#loadConfig(S) SfEtrECEHIN,

JRERE: HBU&dashboard, #232EInacosELEHURYEHERParamFlowRuleEntity28RY, RS HIENECEZEAFHTHIZE
ParamFlowRulestE!, SSEIMNIBITEREIE, ERFEMNAER. EMAIHNREEE—E, FERRIXK,
nacosEL B IMRFRIEUEIS:

1 [{

2 "app":

3 "gmtCreate": 1616136838785,

"mall-user-sentinel-rule-push-demo",

1 "gmtModified": 1616136838785,
5 "id": 1,

6 "ip": "192.168.3.1",

7 "port": 8719,

8 "rule": {

9 "burstCount": @,

10 "clusterConfig": {

11 "fallbackToLocalWhenFail": true,
12 "sampleCount": 10,

13 "thresholdType": @,

14 "windowIntervalMs": 1000

15 3},

16 "clusterMode": false,
"controlBehavior": @,

18 "count": 1.0,

19 "durationInSec": 1,

20 "grade": 1,

21 "limitApp": "default",

22 "maxQueueingTimeMs": @,

23 "paramFlowItemList": [],

24 "paramIdx": 1,

25 "resource": "hot"

26}

21}, o

28  "app": "mall-user-sentinel-rule-push-demo"”,

29  "gmtCreate": 1616137178470,
30 "gmtModified": 1616658923519,
31 "id": 2,

32 "ip": "192.168.3.1",

33 "port": 8719,

34 "rule": {

35 "burstCount": @,

36 "clusterConfig": {

37 "fallbackToLocalWhenFail": true,
38 "sampleCount": 10,

39  "thresholdType": O,

10 "windowIntervalMs": 1000

11 1,



42 "clusterMode": false,
43 "controlBehavior": o,
44 "count": 3.0,

45  "durationInSec": 1,

46 "grade": 1,

47 "limitApp": "default",
48 "maxQueueingTimeMs": O,

49  "paramFlowItemList": [{

50 "classType": "int",

51 "count": 1,

52 "object": "4"

53},

54  "paramIdx": @,

55  "resource": "findOrderByUserId"
56 )

57 1]

IR RREES
1. BEN—METHR AN E BRI fETEEFlowParamJsonConverter, #ti&JsonConverter, ESconvert/5i%, A
A AEBELTREEEbeanName J "param-flow-rules-sentinel-nacos-datasource"fconverter@ i, EN

FlowParamJsonConverter,
1 @Configuration
2 public class ConverterConfig {
3
4 @Bean("sentinel-json-param-flow-converter2")

@Primary

(S

6 public JsonConverter jsonParamFlowConverter() {

7 return new FlowParamJsonConverter(new ObjectMapper(), ParamFlowRule.class);
8 }

9 }

11 @Component

12 public class FlowParamConverterBeanPostProcessor implements BeanPostProcessor {

14 @Autowired

15 private JsonConverter jsonParamFlowConverter;

17 @Override

18 public Object postProcessBeforeInitialization(Object bean, String beanName) throws BeansException {
19 if (beanName.equals("param-flow-rules-sentinel-nacos-datasource")) {

20  NacosDataSourceFactoryBean nacosDataSourceFactoryBean = (NacosDataSourceFactoryBean) bean;

21 nacosDataSourceFactoryBean.setConverter(jsonParamFlowConverter);

22 return bean;

23}

24 return bean;

25}

26 }

28 public class FlowParamJsonConverter extends JsonConverter {

29  Class ruleClass;

31 public FlowParamJsonConverter(ObjectMapper objectMapper, Class ruleClass) {
32 super(objectMapper, ruleClass);
33  this.ruleClass = ruleClass;

34}

36 @Override
37 public Collection<Object> convert(String source) {

38  List<Object> list = new ArrayList<>();



39 JSONArray jsonArray = JSON.parseArray(source);

10 for (int i = @; i < jsonArray.size(); i++) {

11 //fEfTrule)@ e

12 JSONObject jsonObject = (JSONObject) jsonArray.getJSONObject(i).get("rule");
13 Object object = JSON.toJavaObject(jsonObject, ruleClass);

14 list.add(object);

15}
16 return list;
17}
18}

2. B&Sentinel Dashboardiz4lE, AfpEiERTEParamFlowRuleEntityfEaParamFlowRulezkE!, B & #ZINacosEiE
Fuly, MECEMIENE B 5 i§ParamFlowRule®: i ParamFlowRuleEntity,
MEEFOHEEBEEHIERT, FlowRulef&i%AFlowRuleEntity

e

v b rule
v B nacos 45 @Override
© Ly |46 @t public List<FlowRuleEntity> getRules(String appName,String ip,Integer port)
N ] throws NacosException {
v Budegrade 47 // MNacos i & #0010 B &
® DegradeRuleNacosrovic=fiig String rules =‘configService.getConfigk
. DegradeRuleNacosPublishe 4 datald: appName + NacosConfigUtil.FLOW _DATA_ID_POSTFIX,
@ Fowrlicnacosrroviae B 5© NacosConfigUtil.GROUP_ID, NacosConfigUtil.READ_TIMEOUT);
@ FlowRuleNacosPublisher | 571 if (StringUtil.isEmpty(rules)) { ERE O AR
i) 52 return new ArraylList<>();
> [nparam 53 2 }|
> system e e I &
® NecosConfig 54 // KEfrisonFEHK ) List<FlowRule>
18 NacosConfigutil 55 List<FlowRule> list = JSON.parseArray(rules, FlowRule.class);
:?”mk?F?:ﬁ? 56 // FlowRule------- >FlowRuleEntity
ynamicRulePublisher X
& FlowRuleApiProvider 57 @ return list.stream().map(rule ->
© FlowRuleApiPublisher 58 FlowRuleEntity.fromFlowRule(appName, ip, port, rule))
% “Tke 59 .collect(Collectors.toList());
> Daut
& DashboardApplication 60 ¥
esources 61 }
Nistla ki EREE+ O, FlowRuleEntity3&i&gFlowRule
stz = LMY, \'
v PErule — 59 @S1INCE L.%.9 N\
v Exnacos 31 )
v amtﬂﬁ_ N Y @component("flowRuleNacosPublisher")
zAxézggéNiZ;jﬁj‘SB‘é public class FlowRuleNacosPublisher implements
v I degrade DynamicRulePublisher<List<FlowRuleEntity>> {
© DegradeRuleNacosProvidet 3/
i ﬂcowuegradeRuleNacospublishe 35 @Autowired
® FlowRuleNacosprovider || 36 ™ private ConfigService configService;
© FlowRuleNacosPublisher | 37
: gzieway 38 @Override
s x;; 39 @f public void publish(String app, List<FlowRuleEntity> rules) throws Exception {
© NacosConfig 40 AssertUtil.notEmpty(app, message: "app name cannot be empty");
% NacosConfigUtil 41 if (rules == null) {
1 DynamicRuleProvider .
i DynamicRulePublisher ‘2 metugn;
& Howtulearierovidr 43 A
© FlowRuleApiPublisher 14 i B FiNacos fT 24
i ”Tke 45 configService.publishConfig(
util . .
G bashboardapplication 46 datalq. app + NacosConfigUtil.FLOW_DATA_ID_POSTFIX,
resources 47 NacosConfigUtil.GROUP_ID, NacosConfigUtil.convertToRule(rules));
webapp 48 }
B 49 Y

2. sentinelfENIFR (AR ERS SR

https://www.processon.com/view/link/607fef267d9c¢08283ddc2f8d
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