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1. fF4=2Spring Cloud Gateway
RMIIERRENAND, FERTIEEEERBER, TR, R,
Spring Cloud Gateway ZSpring CloudE/5H#EHAISE _ARKIELSR, EFBYL Netflix Zuul, 8L Zuul 3Eik,
Spring Cloud Gateway fR{tEHFAIMEE, BERARIBIIEE.
Spring Cloud Gateway 2H WebFlux + Netty + Reactor SCERRIIIRIRAY APl [k, BAREEE(ESAY servlet BEEFR
T, tBAREEAIEERE war &,
Spring Cloud Gateway STEARMIRFSZEITIRM—FHEREBE AN AP BRERIEESN, HET Filter IATUREMKAY
EHAINEE, HmRZSINE, 55, RREE.

Spring Cloud Gateway Benchmark

Proxy Avg Latency  Avg Req/Sec/Thread
gateway  6.61ms 3.24k
linkered ~ 7.62ms 2.82k
zuul 12.56ms 2.09k

none 2.09ms 1177k

BMM#Y: https://docs.spring.io/spring-cloud-gateway/docs/current/reference/html/#gateway-request-
predicates-factories

1.1 &S
e [IRH (route)
BHEMXPREMINES, BBRESEHFE—ND. —MERURI. —HITST . —4HFilterBrk. MRS AHE, Uik
BEIEKAYURLANECERIES R ITAS.
o W= (predicates)
Java8/hAIRT= KL, SpringCloud Gateway hHIRT= BRESSELZSpring5.0fE2EAYServerWebExchange, BrSERET S
T &RERENLECHttp requesthRUEEER, ELIMERLFSEHE,
e 1JiEEE (Filter)
SpringCloud Gatewayehfifilters>9Gateway FillerflGlobal Filter, Filtera] AR BRI ROH TR,
1.2 T{ElRIE
Spring Cloud Gateway FITERIEIR Zuul WEARZ, HAMIXEIFEE Gateway A9 Filter 25 pre #0 post Ffd,


https://docs.spring.io/spring-cloud-gateway/docs/current/reference/html/#gateway-request-predicates-factories
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Proxied
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ZFimE Spring Cloud Gateway &HIER, MRIERSMKIEFENAIBHLE, NIZFRAESWAIEZIMK
Web 4MBF2R, HETAMERR RIS TRIERTIE KIS ISR,

JigEE 2 BAELS FHRE RS IERSTREREREERERAIRIEHITEE. T8 pre WikssBIELHIIT, AEH
TRIEIER, RIEERGENE, YT post ITiE=RZiE,

2. Spring Cloud GatewayliEHia

2.1 fiRfEE
1) SIS

1 <!-- gatewayP|k -->

2 <dependency>

<groupId>org.springframework.cloud</groupId>
4 <artifactId>spring-cloud-starter-gateway</artifactId>

5 </dependency>

7 <!-- nacos/REIEMERM -->
8 <dependency>
9 <groupId>com.alibaba.cloud</groupId>

10 <artifactId>spring-cloud-starter-alibaba-nacos-discovery</artifactId>

11 </dependency>
TR £Mspring-webmvchikifihss, EEHRspring-webmvc
2) WEymIfeEX 4

1 server:

2 port: 8888

3 spring:

4 application:

5 name: mall-gateway

6 #lit EnacosyEM Otk

7 cloud:



8 nacos:
9 discovery:

10  server-addr: 127.0.0.1:8848

12 gateway:

13 discovery:

14 locator:

15 # BRilJyfalse, Boutruelt/gilid RS QI i Thie, BIWTLissE (kS5 44 s 1 IR 5%
16 # http://localhost:8888/mall-order/order/findOrderByUserId/1

enabled: true

18 # EERIEMK

19 enabled: true

3) ik
GET v http://localhogt:8888/mall-order, order_a'ﬂndOrderByUserIdH|

Params  Auth Heaﬂers (8) Bogy.DPre req. \ests Settings

gatewayim
Query Params Elﬁ|ﬂﬂgﬁﬂﬁ%ﬁ
KEY VALUE DESCR
Body v @ 2000k 80
Pretty Raw Preview Visualize JSON =
1 H
2 "msg": "success”
3 "code": @,
a4 "orders": [
5 1
6 "id": 1,
7 "userId": "1",
8 "commodityCode": "Ceeeee1",
9 "count": 2,

[y
(<]

"amount": 20

[y
g
O

b

A rl

2.2 Eﬁﬂiﬂﬁ IF (Route Predicate Factories) EtE&

factories

MRENHE:

‘.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [After]
.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [Before]
.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [Between]
‘.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [Cookie]
‘.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [Header]
*.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [Host]
.RouteDefinitionRoutelLocator : Loaded RoutePredicateFactory| [Method]
.RouteDefinitionRoutelLocator L Loaded RoutePredicateFactory| [Path]
.RouteDefinitionRoutelocator : Loaded RoutePredicateFactory| [Query]
.RouteDefinitionRoutelocator : Loaded RoutePredicateFactory| [ReadBodyPredicateFactory
‘.RouteDefinitionRoutelocator : Loaded RoutePredicateFactory| [RemoteAddr]
.RouteDefinitionRoutelocator : Loaded RoutePredicateFactory| [Weight]
.RouteDefinitionRoutelocator : Loaded RoutePredicateFactoryl [CloudFoundryRouteService

2.2.1 RECER
AL RAERAIE A —Ein R,


https://docs.spring.io/spring-cloud-gateway/docs/current/reference/html/#gateway-request-predicates-factories

5.1. The After Route Predicate Factory

5.2. The Before Route Predicate Factory

5.3. The Between Route Predicate Factory

1

9

10

11

1

2

3

i

i

spring:
cloud:

gateway:

#CEMH: Hiid. BEREBBIRRS Buri BT

routes:

- id: order_route ##HID, 4:/FME—
uri: http://localhost:8020 # H hxiiR 45 (i SR ik A 1

predicates:

# Jk: http://localhost:8888/order/findOrderByUserId/1

# VCPCTESE & 1) H I (]2 f5 R A itk sk N2 ZonedDateTimeJS 7Y

- After=2021-01-31T22:22:07.783+08:00[Asia/Shanghai]
$XENZonedDateTime£BUHTHEE A HARTIE

ZonedDateTime zonedDateTime = ZonedDateTime.now();//ERiIAE[X

/7 FFE 5 B DX SR EC i B[]

ZonedDateTime zonedDateTime2 = ZonedDateTime.now(Zoneld.of("Asia/Shanghai"));

REBZRIARIEK:

"2021-81-31T14:21:50.803+0080",
"/order/find0rderByUserId/1",

"timestamp" :

"path":

"status": 404,

"error": "Not Found",
"message”: null,
"requestId": "@ab3a%e6-2"

BIIRENEZEERIEK:

il

B I e B R S O I

B
=@

12

"msg": "success",

“code": @,

"orders": [

i

"id": 1,
"userId": "1",
"commodityCode":
“count": 2,

"amount": 20

1

2.2.2 CookielTfig

1

2

9

10

spring:
cloud:

gateway:

"Ceeeeel"”,

#CEM M Hiid. BRSPS Buri, BT

routes:

- id: order_route ##MHID, 4 /FME—
uri: http://localhost:8020 #H bRk i1 R Hukik A 1

predicates:
# CookielLHt

- Cookie=username, fox

postmanilliz



GET v http:.l’,'localhost:8888f0rderfﬁndOrderByUserIdﬂ|

Params Auth Headers (3) Body Pre-req. Tests Settings

—-—
Accept-Encoding @ gzip, deflate, br
Connection (@ keep-alive
Cookie username=fox
Body @ 200
Pretty Raw Preview Visualize JSON ~ =
1
2 "msg": "success",
3 "code": @,
4 "orders": [
5 i
6 "id": 1,
7 "userId": "1",
a8 "commodityCode": "COO@8G1",
n] "ronnt"e 2
curliiz

F:\Resource\nacos\vip-spring-cloud-alibaba>curl http://localhost:8888/order/findorderByUserId/1 |--Cookie username=fox
{"msg":"success","code":0,"orders":[{"id":1, "userId":"1","commodityCode":"C000001", "count":2,"amount":20}]}

2.2.3 HeaderfTEg

1 spring:

2 cloud:

3 gateway:

4 #HIERH: Blid. BEHBIRIRS urd. BiE
5 routes:

6 - id: order_route #MMHID, &J5Mi—

7 uri: http://localhost:8020 #H KRR I sk Hbdlk A

8 predicates:

9 # Header[LFC iERPiliAiERLk%N x-request-id, HfHS \d+ IENZRZAILH
10 #- Header=X-Request-Id, \d+

Mzt



GET v http://localhost:8888/order/findCrderByUserld/1

Params Auth Headers (10) Body Pre-req. Tests Settings

- -
Connection @ keep-alive
Cookie username=fox
X-Request-Id 12

Body gﬁ

Pretty Raw Preview Visualize JSON v =
3 "code": @,
- "orders": [
5 1
6 "id": 1,
7 "userId": "1",
8 "commodityCode"”: "C@QEEQ1",
9 "count": 2,

18 "amount": 20

11 3

2.2.4 FRRITED

1 spring:

2 cloud:

3 gateway:

4 #REKE: BKHid. BEBIFERS Kurl, BiS

5 routes:

6 - id: order_route #MMID, 4JmME—

7 uri: http://localhost:8020 #H Friwik55 i Rt bk Al 1

8 predicates:

9 # Wk: http://localhost:8888/order/findOrderByUserId/1
10 - Path=/order/** #PathPg{ZILHL

2.2,5 BEXIBHKETI
BE YIRS T EE4k% AbstractRoutePredicateFactory 28, EE apply /5i&H0iB48. 7£ apply /AiE+a LA
i#@iZ exchange.getRequest() 2%l ServerHttpRequest 35, MTIRILSEEZIERNISE. BXRAR. BRLEEE.
R REELL RoutePredicateFactory 52
I @Component
2 @S1f4j

3 public class CheckAuthRoutePredicateFactory extends AbstractRoutePredicateFactory<CheckAuthRoutePredic
ateFactory.Config> {

4

)]

public CheckAuthRoutePredicateFactory() {
6 super(Config.class);

T}

9 @Override
10  public Predicate<ServerWebExchange> apply(Config config) {

11 return new GatewayPredicate() {

13 @Override



14 public boolean test(ServerWebExchange serverWebExchange) {

15 log.info("iif/CheckAuthRoutePredicateFactory" + config.getName());
16 if(config.getName().equals("fox")){

17 return true;

18 }

19  return false;

20}
21}
22 }
23

24 /**

25 * PREERCE

26 * @return

D/

28  @Override

29 public List<String> shortcutFieldOrder() {

30  return Collections.singletonList("name");

31}

33 public static class Config {

35 private String name;

37 public String getName() {

38  return name;

39}

11 public void setName(String name) {

42 this.name = name;

43}
14}
15}
ymIhERE
I spring:
2 cloud:
3 gateway:
L #RERE . BKlid. BREBIEURS Wurd. BTE
5 routes:

6 - id: order_route #HMID, 4 JmjME—

7 uri: http://localhost:8020 # H briyiik 55 i sk thik A 1

8 predicates:

9 # WX: http://localhost:8888/order/findOrderByUserId/1
10 - Path=/order/** #Pathi%f2ILHL

11 #H5E X CheckAuthli= T.)

12 # - name: CheckAuth

13 # args:

14 # name: fox

15 - CheckAuth=fox

2.3 i3ERTI™ ( GatewayFilter Factories) EiE
SpringCloudGateway RETRZHNTIEES T/, FHIBI—LiEss T LU Tl s5iBiEabiEes, Ebanidsm
ABRMMAEL, RIIERBREEE

https://docs.spring.io/spring-cloud-gateway/docs/current/reference/html/#gatewayfilter-factories



https://docs.spring.io/spring-cloud-gateway/docs/current/reference/html/#gatewayfilter-factories

2.3.1 iFhnigksk

1 spring:

2 cloud:

3 gateway:

4 #RCEMH: Bbid. BHRMIRSuri. KBS
5 routes:

6 - id: order_route #HMID, 4 JmjME—

7 uri: http://localhost:8020 # F FRfMUIR 55 (%R bk A 1
8 #ECEMIERT)

9 filters:

10 - AddRequestHeader=X-Request-color, red #AMiERk

Mizthttp://localhost:8888/order/testgateway

1 @GetMapping("/testgateway")

2 public String testGateway(HttpServletRequest request) throws Exception {

3 log.info("gateWayikHUiE K JX-Request-color: "

4 +request.getHeader("X-Request-color"));

5 return "success";

6 }

7 @GetMapping("/testgateway2")

8 public String testGateway(@RequestHeader("X-Request-color") String color) throws Exception {
9 log.info("gateWay3RHLii=kkX-Request-color: "+color);

10 return "success";

1}

gateWayif L% 3R Jk.X-Request-color: red
gateWayik B1i% K 3k X-Request-color: red

controller.OrderController
controller.OrderController

2.3.2 FIERSH

I spring:

2 cloud:

3 gateway:

4 #HXERE: Elid. BEBIERSurl. BT

routes:

6 - id: order_route #MMID, 4JmME—

uri: http://localhost:8020 # H FriiR 5[ SRtk A 11
8 #ECELIES L)

9 filters:

10 - AddRequestParameter=color, blue # ¥INiERZ%

o

Mizthttp://localhost:8888/order/testgateway3
1 @GetMapping("/testgateway3")
2 public String testGateway3(@RequestParam("color") String color) throws Exception {

w

log. info("gateWay3kHLif k=% color: "+color);
4 return "success";

}

3]

c.t.m.order.controller.OrderController : gateWay3*Ei&ERkZ % color:blue

2.3.3 JE IR R — R INRUES
1 spring:
2 cloud:

3 gateway:


http://localhost:8888/order/testgateway2
http://localhost:8888/order/testgateway2

4 #REKH: MHMEHid. BHIBRSPuri, KBS

5 routes:

6 - id: order_route #MMID, &JHME—

7 uri: http://localhost:8020 #H bRk 45 iIiE 3K Huhk A 11

8 HEEIIEA L

9 filters:

10 - PrefixPath=/mall-order # INHTZE XJ MRS 75 ZE00 B context -path

mall-orderhEEFREH

1 server:
2 servlet:

3 context-path: /mall-order

,)rlUlit http://localhost:8888/order/findOrderByUserld/1 ====) http://localhost:8020/mall-order/order/findOrderByUserld/1

2.3.4 SEMFE

1 spring:

2 cloud:

3 gateway:

4 #BEME: Bbid. BHEMIRS Huri. BiE
5 routes:

6 - id: order_route ##%HHID, 4:/mME—

7 uri: http://localhost:8020 #H FriMiRk5% i sk Hbdk A
s H#ECEMIER T

9 filters:

10 - RedirectTo=302, http://baidu.com #5E A% &

TR : http://localhost:8888/order/findOrderByUserld/1

23.5 BHEXNTRSETI

& AbstractNameValueGatewayFilterFactory BEA B E X BFRW/NELLGatewayFilterFactorygs EH348
spring&1&,

| @Component

2 @S1f4j

3 public class CheckAuthGatewayFilterFactory extends AbstractNameValueGatewayFilterFactory {

@Override

6 public GatewayFilter apply(NameValueConfig config) {
7 return (exchange, chain) -> {

8 log.info("iHICheckAuthGatewayFilterFactory==="

9 + config.getName() + ":" + config.getValue());

10 return chain.filter(exchange);

11 };
12}
13 }
ECEEENXRIT e
1 spring:
2 cloud:
3 gateway:
4 #HERE. Blid. BEEBIEIRS url. BT
5 routes:

6 - id: order_route #MMHID, 4J5Mi—
7 uri: http://localhost:8020 # F FRiMUIR S5 fiE R Huhik Az 1
8 #ECEILIER T

9 filters:


http://localhost:8888/order/findOrderByUserId/1
http://localhost:8020/mall-order/order/findOrderByUserId/1
http://localhost:8888/order/findOrderByUserId/1

10 - CheckAuth=fox,
11

T,

1.g.T.CheckAut hGatev;yFilterFactory : I CheckAuthGatewayFilterFactory===fox: 5

2.4 £2RBidiEE (Global Filters) fit&

7. Global Filters

7.1. Combined Global Filter and GatewayfFilter
Ordering

7.2. Forward Routing Filter

7.3. The LoadBalancerClient Filter

7.4. The ReactiveLoadBalancerClientFilter
7.5. The Netty Routing Filter

7.6. The Netty Write Response Filter

7.7. The RouteToRequestUr| Filter

7.8. The Websocket Routing Filter

7.9. The Gateway Metrics Filter

7.10. Marking An Exchange As Routed

GlobalFilter 00 GatewayFilter B—#AUEOEN, RFiZ, GlobalFilter &/FRTATERRHE.
BEAAH: GlobalFilterfU#EME AR FBEEARKANR AT RER R ETL,
2.4.1 LoadBalancerClientFilter
LoadBalancerClientFilter &&&exchangefJ/E %t ServerWebExchangeUtils. GATEWAY REQUEST URL ATTR HY
& (—PURI) |, WN8RiZERscheme Ib, tbaN: Ib://myservice , Bi§4{FEMASpring CloudfiLoadBalancerClient 3k
1% myservice fEHTRSERRAYhostFIport, HEkiE ServerWebExchangeUtils. GATEWAY REQUEST URL _ATTR B9
HmE kB A TEYEEERiIbboniY
I spring
2 cloud
3 gateway
I routes
5 - id: order_route
6 uri: 1b://mall-order
7 predicates

8 - Path=/order/**

2.4.2 HEX2RiTiE=R
I @Component
2 @0rder(-1
3 @S1f4j
| public class CheckAuthFilter implements GlobalFilter
5 @Override
6 public Mono<Void> filter(ServerWebExchange exchange, GatewayFilterChain chain
7 [/ Rk H i token
8 List<String> token = exchange.getRequest().getHeaders().get("token"
9 log.info("token:"+ token
10 if (token.isEmpty

11 return null

13 return chain.filter(exchange



17 @Component
18 public class CheckIPFilter implements GlobalFilter, Ordered {

20 @Override
21 public int getOrder() {
22 return 0;

23}

25 @Override

26 public Mono<Void> filter(ServerWebExchange exchange, GatewayFilterChain chain) {
27  HttpHeaders headers = exchange.getRequest().getHeaders();

28 //BHUXS TP BUT RIS, BIAEE TP [H 44 S A AR T oK

29 if (getIp(headers).equals("127.0.0.1")) {

30  return null;

31}
32 return chain.filter(exchange);
33}

35 private String getIp(HttpHeaders headers) {
36  return headers.getHost().getHostName();

37 %}

38 }

: :
2.5 GatewaylElftE (CORS Configuration)
© Access to XMLHttpRequest at http://localhost:8888/user/list’ from origin 'null’ has been blocked by CORS policy: No '|Access-Control-Allow-Origin® header is present on the requested resource.

BidymIE BRI
https://docs.spring.i ing-cloud-gateway/docs/current/reference/html/#cors-confi

1 spring:

2 cloud:

3 gateway:

4 globalcors:

5 cors-configurations:
6  "[/**]":

7 allowedOrigins: "*"

8 allowedMethods:

9 - GET

10 - POST
11 - DELETE
12 - PUT

13 - OPTION

BidjavaBt B850


https://docs.spring.io/spring-cloud-gateway/docs/current/reference/html/#cors-configuration

@& github.com/spring-cloud/spring-cloud-gateway/pull/255

Disable default WebFlux CORS handling #255

f Rl lightoze wants to merge 2 commits into spring-cloud:master from lightoze:master [7)

@Y Conversation 14 o Commits 2 [L Checks o [2) Files changed

e lightoze commented on 28 Mar 2018 © -

WebFlux CORS handling is inappropriste for the gateway. This change allows backend service to decide on what to respond on
CORS requests,

If proper support is needed in the gateway this should be implemented with a GatewayFilter. Meanwhile you can implement it in
your gateway application like described in WebFlux docs:

geean

public CorsWebFilter corsFilter() {
corsconfiguration config = new CorsConfiguration();
config.addal 1oweduethod (HEEpHethod . POST) ;
config.addal lowedorigin("=");

urlsasedcorsConfigurationsource source = new UrlBasedCorsConfigurationSource(new PathPatternParser());
source.registercorsconfiguration("/*=", config);

return new CorswebFilter(source);

i

I @Configuration

2 public class CorsConfig {

3 (@Bean

4 public CorsWebFilter corsFilter() {

5 CorsConfiguration config = new CorsConfiguration();
6 config.addAllowedMethod("*");

7 config.addAllowedOrigin("*");

8 config.addAllowedHeader("*");

10 UrlBasedCorsConfigurationSource source = new UrlBasedCorsConfigurationSource(new
PathPatternParser());

11 source.registerCorsConfiguration("/**", config);

13 return new CorsWebFilter(source);
14}
15 }

it
a user.html
1.02KB

2.6 gatewayE & sentinelfRifi
https://github.com/alibaba/Sentinel/wiki/%E7%BD%91%E5%85%B3%E9%99%90%E6%B5%81
M 1.6.0 lRAFFA, Sentinel 324t Spring Cloud Gateway RUGERECHELR, BTLURMFATNEIR4EERIR
Dk

e route #4fE: BfE Spring BEEX4PECENRHSEZE, BIREZAXIMAY routeld

o BTN APIE: BAFPALARIA Sentinel 12489 APl SREENX—L APl 54

2.6.1 HRiEFF IR
{EFERT RS S | A HKHL -
I <dependency>
2 <groupId>com.alibaba.csp</groupId>
3 <artifactId>sentinel-spring-cloud-gateway-adapter</artifactId>
4 <version>x.y.z</version>

5 </dependency>

#E A\ sentinel dashboard, HFilymlEtE

I spring:


https://github.com/alibaba/Sentinel/wiki/%E7%BD%91%E5%85%B3%E9%99%90%E6%B5%81

2 application:
3 name: mall-gateway-sentinel-demo

4 #fic BnacosiFE ML bl

5 cloud:

6 nacos:

7 discovery:

8 server-addr: 127.0.0.1:8848
9

10 sentinel:
11 transport:
12 # INsentinelft %l & Huhik
13 dashboard: 127.0.0.1:8080

EARRTRFBFAIIMAY SentinelGatewayFilter SLFILAK SentinelGatewayBlockExceptionHandler SCf5
Bpar

I @Configuration

2 public class GatewayConfiguration {

4 private final List<ViewResolver> viewResolvers;

5 private final ServerCodecConfigurer serverCodecConfigurer;

7 public GatewayConfiguration(ObjectProvider<List<ViewResolver>> viewResolversProvider,
8  ServerCodecConfigurer serverCodecConfigurer) {
9 this.viewResolvers = viewResolversProvider.getIfAvailable(Collections: :emptylList);

10 this.serverCodecConfigurer = serverCodecConfigurer;

11}

12

gy e

14 F BRUERE AL B
15 * @return

16 */

17 @Bean

18  @Order(Ordered.HIGHEST_PRECEDENCE)
19 public SentinelGatewayBlockExceptionHandler sentinelGatewayBlockExceptionHandler() {
20 // Register the block exception handler for Spring Cloud Gateway.

21 return new SentinelGatewayBlockExceptionHandler(viewResolvers, serverCodecConfigurer);

22}
23
24 /¥

25 * RIS IR

26 * @return

(/|

28  @Bean

29 @0rder(Ordered.HIGHEST PRECEDENCE)

30 public GlobalFilter sentinelGatewayFilter() {

31 return new SentinelGatewayFilter();

32}

FIFEILAEIT GatewayRuleManager.loadRules(rules) FEaifN&RI<HIN
GatewayConfiguration/i7 Ml

1 @PostConstruct

2  public void doInit() {



20
21
22
23

24

26

27

28

29

30
31!

46
47

49

50

51

52

53

54

/1WA E LHIAPT
initCustomizedApis();

/ 1 HIEEAL I S BRI )
initGatewayRules();

/1 B SCHEL S o AL PR
initBlockRequestHandler();
}

private void initCustomizedApis() {

Set<ApiDefinition> definitions = new HashSet<>();

ApiDefinition api = new ApiDefinition("user_service api")
.setPredicateItems(new HashSet<ApiPredicateItem>() {{

add(new ApiPathPredicateItem().setPattern("/user/**")
.setMatchStrategy(SentinelGatewayConstants.URL_MATCH_STRATEGY_PREFIX));
s

definitions.add(api);
GatewayApiDefinitionManager.loadApiDefinitions(definitions);

}

private void initGatewayRules() {
Set<GatewayFlowRule> rules = new HashSet<>();
//resource: BHRAFR, WLLEMIKCHR route ZFREE T HE XK APT 7 4HAHR.
//count: FRUTEIE

//intervalSec: ZuitifaIe [, FBALERD, BRIAE 1 .
rules.add(new GatewayFlowRule("order_route")
.setCount(2)

.setIntervalSec(1)

)s

rules.add(new GatewayFlowRule("user_service_api")
.setCount(2)

.setIntervalSec(1)

)s

/7 TME S
GatewayRuleManager.loadRules(rules);

}

private void initBlockRequestHandler() {

BlockRequestHandler blockRequestHandler = new BlockRequestHandler() {

@Override

public Mono<ServerResponse> handleRequest(ServerWebExchange exchange, Throwable t) {
HashMap<String, String> result = new HashMap<>();

result.put("code",String.valueOf (HttpStatus.TOO_MANY_REQUESTS.value()));
result.put("msg", HttpStatus.TOO_MANY_REQUESTS.getReasonPhrase());

return ServerResponse.status(HttpStatus.TOO_MANY_REQUESTS)
.contentType(MediaType.APPLICATION_JSON)
.body(BodyInserters.fromValue(result));

}

¥

/BB EE SRR A

GatewayCallbackManager.setBlockHandler (blockRequestHandler);
}



2.6.2 MXTEERE
Sentinel 1.6.3 5|\ TRXRIEEHENRE, APALIEREAE Sentinel =55 _ E&E API Gateway SChY
A9 route FIBENX APl AN, EEMXMNF APl SEEE.
£ API Gateway ifs, AP REEERBEEMSHVENM BRI N EshSEBRIatRER A APl Gateway
REL:

| # 7%: J#iL Spring Cloud Alibaba Sentinel H#I#:ANI API Gateway &N ISHL

2 -Dcsp.sentinel.app.type=1

2.6.3 WXiTiELIIRIE

GatewayFlowManager
API Gateway #IETE

PIBRIEHR
[EESi £ RS EI
GatewayFlowRule ParamFlowRule

HRERIEK SphU.entry(name, args)
ARIR ENETEAISE GatewayFlowSlot
— == Frmemr [ > | T —>

SentinelGatewayFilter Slot Chain

2.7 MX=aIH
ATIRIE Gateway RISRI M, AJLIRRIE:ESA Gateway Lt Tk, £ Gateway RY_LifER Nginx 2i# F5 3t
TR EEER LIRS T A,

upstream gateway{

server localhost:8889;
server localhost:8888;

}

server {
listen 80;
server name localhost;

$charset koif-r;
#access _log logs/host.access.log main;
location / {

$root html;

#index index.html index.htm;
proxy pass http://gateway:

MY 17 RIIRS M X GatewaysLkk.note
§&%: http://note.youdao.com/noteshare?
id=e6a0c6530154a553fd11593f56b78c9a&sub=514AF1BCOA7D40899470143D797E895C



