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3. Zookeeper £k

3.1. zookeeper®&s=
Step1: ECEJAVAILE, 1IN

I java -version

Step2: T#fZE zookeeper

1 wget https://mirror.bit.edu.cn/apache/zookeeper/zookeeper-3.5.8/apache-zookeepe
r-3.5.8-bin.tar.gz

2 tar -zxvf apache-zookeeper-3.5.8-bin.tar.gz
3 cd apache-zookeeper-3.5.8-bin
Step3: EMRAEEXH zoo_sample.cfg
1 cp zoo_sample.cfg zoo.cfg
Step4: [3&llzookeeper
I # W LUEIE bin/zkServer.sh KA FE #SHMREE S5
2 bin/zkServer.sh start conf/zoo.cfg
Step5: M2 ERBTRELN
1 echo stat | nc 192.168.109.200 // R E X F i stat WFmLE
2 .

3 4lw.commands.whitelist=stat

T

=

SEZ: S

Step6: EIEIRSSE

1 bin/zkCli.sh -server ip:port

3.2. {EAMS1TIE(Ezookeeper

B help EEzookeeperfixFHIFE®RS:
1 [zk: localhost:2181(CONNECTED) 80| help
2 ZooKeeper -server host:port cmd args
3 addauth scheme auth
4 close

config [-c] [-w] [-s]

ol



6 connect host:port

7 create [-s] [-e] [-c] [-t ttl] path [data] [acl]

8 delete [-v version] path

9 deleteall path

10 delquota [-n|-b] path

11 get [-s] [-w] path

12 getAcl [-s] path

13 history

14 listquota path

15 1s [-s] [-w] [-R] path

16 1s2 path [watch]

17 printwatches on|off

18 quit

19 reconfig [-s] [-v version] [[-file path] | [-members serverID=host:portl:port
2;port3[,...]*]] | [-add serverId=host:portl:port2;port3[,...]]* [-remove serverl

df,...]1*]

20  redo cmdno

21 removewatches path [-c|-d|-a] [-1]

22 rmr path

23 set [-s] [-v version] path data

24 setAcl [-s]| [-v version] [-R] path acl
25 setquota -n|-b val path

26 stat [-w] path

27 sync path

1. Bli#zookeeper THam<
I create [-s] [-e] [-c] [-t ttl] path [data] [acl]
2

FIESHENEIR, IREUENASIEFANT R
-s: T =

ZANAY

-C BEET A
-t LT NI EARTE]), BMAZER, BERF#ZSH=H

(-Dzookeeper.extendedTypesEnabled=true, znode.container.checkIntervalMs : (Java system

property only) New in 3.5.1: The time interval in milliseconds for each check of candidate

container and ttl nodes. Default is "60000".)

ClfEREI=

I create /test-node some-data



Nt, iREIMHITENESE, IEIIMERFANTR
[zk: localhost:2181(CONNECTED) 112] create /test-node some-data

Created /test-node

BEDR:
I get /test-node

[zk: localhost:2181(CONNECTED) 113] get /test-node

some-data
ERGRI=t ¢/ N

| set /test-node some-data-changed

[zk: localhost:2181(CONNECTED) 114] set /test-node some-data-changed
[zk: localhost:2181(CONNECTED) 115] get /test-node
some-data-changed

BETRRSER:
| stat /test-node

[zk: localhost:2181(CONNECTED) 116] stat /test-node
i 0xab

Tue Sep 29 13:32:52 CST 2020

0xab

Tue Sep 29 13:33:23 CST 2020

Oxa5

cversion = 0

dataVersion =

aclVersion = 0
ephemeralOwner = 0x0
datalLength = 17
numChildren = 0

e Zxid: BlIEznodefIESID (ZxidAYEH) .

e mZxid: BEEEXznodefy=53ID,

o pZxid: REFNSMEFEFHRNESID (FIRIIREEZTHNASRENE) .

e ctime: znodegliERt(a],

e mtime: znodefFIF(EXATE,

e dataVersion: znodefJXRIEHEIRZ.,

e cversion: znodefJFTRERERE (—ORIIFTREGN. BEFREHSEmXA
IRA)

e aclVersion: FxJlttznodefJaclhRA.

e ephemeralOwner: znodeZlffdznodelf, FznodeFiB&HR session ID, #NER
znode A ZlEifznode, MiZFERENF.

e datalength: znode#IEFERHIKE,



e numChildren: znodefdFznodefJ&iE.

EEDRNSERRNEEEIE
[zk: localhost:2181(CONNECTED) 117] get -s /test-node
some-data-changed

cZxid Oxab

ctime Tue Sep 29 13:32:52 CST 2020

mZxid Oxab

mtime Tue Sep 29 13:33:23 CST 2020

pZxid Oxa5

cversion = 0
dataVersion =1
aclVersion = 0

ephemeralOwner = 0x0
dataLength = 17
numChildren =

IR SEEPRIN A S B RIS SEESCIN R BIRITIEE

tban: EFimETRBIRAER, get -s /node-test
[zk: localhost:2181(CONNECTED) 121] get -s /test-node
some-data-changed

cZxid 0xab

ctime Tue Sep 29 13:32:52 CST 2020
mZxid 0xab

mtime Tue Sep 29 13:33:23 CST 2020
pZxid Oxa7

cversion = 1

dataVersion = 1

aclVersion = 0

ephemeralOwner = 0x0

datalLength = 17

numChildren = 1

/test-node HEIRVEHIERARZ 1, XBIZEFin A set apSEREHEIHET LABRASH L
[zk: localhost:2181(CONNECTED) 123] set -v 1 /test-node changed

AR T LM setiapSBI, BABRTEYE, zookeeper DIBIEIRAS, XMHHE, WIREMA

LABIIMRAS EIEN, BSHUERERM, RUITER
[zk: localhost:2181(CONNECTED) 123] set -v 1 /test-node changed

version No is not valid : /test-node



flEFTR, XBEEIE, zookeeperEUTRALRFKIEN, REMEMNERIX4A—R, FrLL, A

BT R—ERM / k.

| create /test-node/test-sub-node

[zk: localhost:2181(CONNECTED) 119] create /test-node/test-sub-node

Created /test-node/test-sub-node

EETHAER, WARSATEOFETEE, M—AAS R TUEERAT S5

| 1s /

[zk: localhost:2181(CONNECTED) 118] 1s /

[test-node, zookeeper]

BE /test-node FHFIBHNFT A

[zk: localhost:2181(CONNECTED) 120] 1s /test-node
[test-sub-node]

ellfed

GiRRE)Y

| create -e /ephemeral data

create [FIR— -e EIZIGH TR , IGIIHRARERIEFTR

[zk: localhost:2181(CONNECTED) 124] create -e /ephemeral data
Created /ephemeral

[zk: localhost:2181(CONNECTED) 125] get /ephemeral

data

[zk: localhost:2181(CONNECTED) 126] set /ephemeral ddd

[zk: localhost:2181(CONNECTED) 127] get /ephemeral

ddd

[zk: localhost:2181(CONNECTED) 128] create /ephemeral/sub-node
Ephemerals cannot have children: /ephemeral/sub-node

BIEFSTR, INE8E -s

1 create /seq-parent data // GBI H, B4l 1K, JE0

He J=

2 create -s /seqg-parent/ data // G . WFTT A Fseq-parent H3 T, Wi+
14 1



NTENFHR, FlENRBR /seq-parent

[zk: localhost:2181(CONNECTED) 141] create /seq-parent
Created /seq-parent

[zk: localhost:2181(CONNECTED) 142] create -s /seq-parent/ seq-data
Created /seq-parent/0000000000

B L BFRES T REIEE— 1 EI%R

Created /seq-parent/0000000000
[zk: localhost:2181(CONNECTED) 143] create -s /seq-parent/x seq-data
Created /seq-parent/x0000000001
[zk: localhost:2181(CONNECTED) 144] create -s /seq-parent/y seq-data
Created /seq-parent/y0000000002
[zk: localhost:2181(CONNECTED) 145] create -s /seq-parent/z seq-data
Created /seq-parent/z0000000003

BIRIERIIRAT R AN ESF R T R LR, FHILE

| create -s -e /ephemeral-node/Hi%%-

IR R

| create -c /container
gg%-lj l\\\igﬁ%§£m$ l\\\ 1 yn% ﬁggﬁﬁ_] L? l\\\ 1 é%g-lj I\\\%EJU$D?TR{'K%-l\\\ $$ yn
REFHFDREUBTFPIR, BEMBFIRES, Bt RtEStHzookeeperffifk.

2. SRS

TRV —ESMHR, SNAGEMZIZIERER, ALASHEITE—XERN
| get -w /path // AT )[R R e
2 stat -w /path // X5 AHHT WM, HIRBUGEIEE R

[zk: localhost:2181(CONNECTED) 6] get -w /test
null
[zk: localhost:2181(CONNECTED) 7] set /test xxx

ATCHER: :

atchedEvent state:SyncConnected type:NodeDataChanged path:/test
: localhost:2181(CONNECTED) 8] set /test xxx
: localhost:2181(CONNECTED) 9]
: localhost:2181(CONNECTED) 9]
: localhost:2181(CONNECTED) 9] set /test xxx
: localhost:2181(CONNECTED) 10] get -w /test

: localhost:2181(CONNECTED) 11] set /test xxx

atchedEvent state:SyncConnected type:NodeDataChanged path:/test
[zk: localhost:2181(CONNECTED) 12]

[zk: localhost:2181(CONNECTED) 12]
[zk: localhost:2181(CONNECTED) 12]
[zk: localhost:2181(CONNECTED) 12] set /test xxx




HXNERNSER, OTE, BRORN, SasE0, B—Bitx, WNRNEIrESEmR, 5
T RRRIEIR B TR

I 1s -w /path

[zk: localhost:2181(CONNECTED) 21] 1ls /test

[subl]

[zk: localhost:2181(CONNECTED) 22] 1s -w /test
[subl]

[zk: localhost:2181(CONNECTED) 23] delete /test/subl

ATCHER: :

atchedEvent state:SyncConnected type:NodeChildrenChanged path:/test
[zk: localhost:2181(CONNECTED) 24] create /test/sub0
Created /test/sub0

[zk: localhost:2181(CONNECTED) 25] [

EXGiBI3F B RAVET

| 1s -R -w /path : -R X K/NE, —EHKE
SRR /test TRFITEIFR, EEREBNMERTHERBITEE XYM, WFE—IXE/test H
R MIETRE, MRETSESE, STOXNRE, B, EAMBERERENT, ATk
fE/test/subO NI REIEERT, AARSEH, (BREEIXEIE/test/sub0/subsub1T AT, KBk
KRS,

[zk: localhost:2181(CONNECTED) 25] 1s -R -w /test
/test

/test/sub0

[zk: localhost:2181(CONNECTED) 26] create /test/subl

WATCHER: :

WatchedEvent state:SyncConnected type:NodeChildrenChanged path:/test
Created /test/subl

[zk: localhost:2181(CONNECTED) 27] create /test/sub2

Created /test/sub2

[zk: localhost:2181(CONNECTED) 28] create /test/sub0/subsub0

WATCHER: :

WatchedEvent state:SyncConnected type:NodeChildrenChanged path:/test/sub0
Created /test/subO/subsub0

[zk: localhost:2181(CONNECTED) 29] create /test/sub0/subsubl

Created /test/sub0/subsubl

[zk: localhost:2181(CONNECTED) 30] Ji

ZookeeperS {4

None: &R HM

NodeCreated: Tl
NodeDeleted: T5raffips
NodeDataChanged: =ZiEZM L,
NodeChildrenChanged: F{E5IF&2ML
DataWatchRemoved: TrariglR
ChildWatchRemoved: FTrSIfisis



4. Zookeeper B ACL BR#Z=HlI( Access Control List)

Zookeeper BYACL 1BRzHI, A LA ST MBS SR RIUEEHENZ 2, Zookeeper ACL 1%

fRIRED I 3 BpEmk, DBIE: NPREIL (Scheme) | #EIXIR (ID) . BPRER
(Permission) , BRARHERK—FFIN “scheme:id:permission” &Y ACL BEREE., TEFHK

MNEARE—TX 3 BRREFEHAER:

Scheme (#PRtEX) : FARIZE ZooKeeper [REESHTINRIGIERNS. ZooKeeper AIINPR

WIEF AR JOPRFpREY :

—MEEEISIE. FRBASEEIGIER R ZooKeeper AILASTX— IP 8i&E—ER IP HHSF
FBR, ELENEATRTLALE—N IP #E4ES “ip: 192.168.0.110" AYHBEXIARSS 28 EAIENEIET
PEEEANIR, sEBaTLUBE “ip:192.168.0.1/24" #5—E& |P it A4 SEMHAN,

S REXAHEOSEIE, LelLIER AR EEBIAR. & ZooKeeper HiXFiGiES
2 Digest IAIE, T Digest XFMAEANEGEZFiREIX "username:password” iXFHfZ
AN PRF GG, ZooKeeper fRSFim=XIZHS B3R SHA-1 #0 BASE64 EiAiH1TIIZ,
LMRIERE M.

EBE—SuperRIEL, SuperalLUASR—F4504EY Digest AIE. BB Super NRAIZE i
BJLART ZooKeeper FRYFEEIET s THESIRIE.

BRIz (ID)

RIS RN AR T, MXIAT 4 FARRINPREZURGE, ANRFANEERA IP
B, FERERRISALIE— IP fbhitak IP #BUEER; mansR{#E A Digest & Super 5z, N
MNMF—MEFE. NRE World 185, EENESFRENRAF.

HPR{ER (Permission)
BERFEIERATTLAEEIRET = EHRITHVRIERZE, WITAR: & ZooKeeper RESTENIFH
PRE 5 Ffi:

FHIETA (w: wirte) EFMUR, PRGNS LAEINZEUET =,

HIET AR (r:read) ZEEPR, BFRERAONSAIUERIZ T RNRBUR FHRIFIERER;
HIET R (d: delete) MHFRINER, TR IPRAIIIS AT LAMBRZEET RASF =

HIETH R (a: admin) SEENIR, BEFHERINISEAILSHZEGET RA#HT ACL (RIZE.



s

getAcl: FRENEN T RBaciRER

setAcl: REFEMTRNacBPRER

addauth: INTAIHERUER, HATEMAFES, EMEMAENER, kGBI RAE
il

LB R G S zookeeper.skipACL=yes#H{THLE, ENIAZEno, ATLAECE Atrue, NIELEITAY
ACLEABHITINRIG T

PRI DEYFEFR S T\
a.fUABEERKID:
| @Test
2 public void generateSuperDigest throws NoSuchAlgorithmException
3 String sId = DigestAuthenticationProvider.generateDigest("gj:test"

4 System.out.println(sId);// gj:X/NSthOBOfD/0T6iil1J55WIVado=

=
9]

b.7Exshell p4ERL

I echo -n <user>:<password> | openssl dgst -binary -shal | openssl base64

IREACLERMS(

T REIERRERHZEACL
create [-s] [-e] [-c] path [data] [acl]
1 create /zk-node datatest digest:gj:X/NSthOBOfD/0T6iilJ55WIVado=:cdrwa

& FsetAcl iIRE
I setAcl /zk-node digest:gj:X/NSthOBOfD/0T6iilJ55WIVado=:cdrwa

ISR, FTeEERShR, BREHRERINTRE
1 get /zk-node
2 RERER:

3 org.apache.zookeeper.KeeperException$NoAuthException: KeeperErrorCode = NoAuth
for /zk-node

IHARIRERMIRUEE
I addauth digest gj:test



2 get /zk-node
3 datatest

B—FERUE:  auth BESHEY
ERZRIREE%
addauth digest username:password JFAFER, BEERTLABRRZRAEENXIR
an:
I addauth digest uleo:ploo
create /node-1 nodeldata auth:ul@0:p100:cdwra
3 IXJfEuleef] T ERAUE B atizktRAE, T LAY 2T HIHRAUH 7 hulee
| get /node-1
nodeldata

Do

ol

IPEAVIRT:
| setAcl /node-ip ip:192.168.109.128:cdwra
2 create /node-ip data ip:192.168.109.128:cdwra

ZAMEEIPRILUBITIEE SR, 4 setAcl /node-ip ip:IP1:rw,ip:IP2:a

Su per BREEREDS
XE—MEIRRIDIgestiRT,, TESupertZm| MEREERAFEILAXYZookeeper ERYTI RIFHITIE
ﬁﬂ’ﬂw’ﬁ
FEAERD T LEIIVM RESEHFFE:

| DigestAuthenticationProviderHiE X

2 -Dzookeeper.DigestAuthenticationProvider.superDigest=super:
<baseb4encoded (SHA1(password

5. ZooKeeper WTFEUREFIIF R 1L
ZookeeperFiEHVALF L
FRIAFATRI LA, ZOOkeepefm—/l\E?P\JT?-EI’\J/J\?.E%HEJ?F

Sz

N=

AFRRYEEE

| public class DataTree
2 private final ConcurrentHashMap<String, DataNode> nodes =

3 new ConcurrentHashMap<String, DataNode

6 private final WatchManager dataWatches = new WatchManager



private final WatchManager childWatches = new WatchManager

8

DataNode 2£ZookeeperfZigTs mEiEaH/I\R AL

I public class DataNode implements Record
2 byte data
Long acl
|  public StatPersisted stat
5 private Set<String> children = null

F3EE

FE—REFIRIESRIE, ZookeepergfS BN REIESZSHEF, X/, Zookeeperth
SEHUETERN BEINFEIREF. FKiIaTLAEzookeeperfFELE M {Hz00.cfg FECENTFT
HEERANE R, BHMEESHTHIEMERR datalogDir. 158 EE EdatalogDir (JEx%
1H) , BEAETEFHERdataDir (WHEIR) B,

zookeepertR it TR TRAILAHTEIEEEES HETEUE
org.apache.zookeeper.server.LogFormatter

I java -classpath slf4j-api-1.7.25.jar:zookeeper-3.5.8.jar:zookeeper-jute-
3.5.8.jar org.apache.zookeeper.server.LogFormatter /usr/local/zookeeper/apache-zc
okeeper-3.5.8-bin/data/version-2/log.1

T EFA A B S SHETUCRER

ZooKeeper Transactional Log File with dbid 0 txnlog format version 2

11/13/20 5:28:28 PM CST session 0x1000ea2bb620000 cxid 0x0 zxid O0x1 createSession 30000

11/13/20 5:28:38 PM CST session 0x1000ea2bb620000 cxid 0x2 zxid 0x2 create '/test,,v{s{31,s{'world, 'anyone}}}, F,1

11/13/20 7:36:52 PM CST session 0x1000ea2bb620000 cxid 0x4 zxid 0x3 setData '/test,#787878,1

MERGRBNCH T#(ERE, EFiRSiEID, CXID,ZXIDBERE, TRiRER, TREdE (B
#+ascii 13%7R) . TRARA.

Zookeeperi# 7555 HE S HRAFRIRMRSIME I THRIOBRME, FSASHNAMENSER S
R R R EEERI O ST R EIMEERIR, BIfiRESeek, FEIY, N TRFHEZIORIREE,
ZookeeperfEBlIFEESS HE S HFHIRHERERUH 3'11—“#%‘"2@5’\]?)553‘@3- RPTECUERSCHRIRT R, RiAiR
ERFRIE R —RIHEER, XM EHN#EX/NTLIBERASE
zookeeper.preAllocSize #H{THE.

FEAETUHEA: log.<HBEIETEAFESID>, MAREHERINFSAR, ALUIXME&EAES
IDHIEEBNES AT+, B/I\WESID, AEH T T T AESAESHHeE



RIRAR

HUERABATICRZookeeperfiS3 =8 ER—MHZNEEEUE, FHHESAIEERIMEHT,
LA EsnapCountfit EEIEIRESZERINE, EaiRiR, HuEfFiEEdataDir IFERNBER
&,

JLABT AN HTEERBEIE ( A TERERTERER—REHITRER, STRRAYR
RRAERRIHL TS EUAE! [snapCount/2  + REHLAN(BEHECEBE/T ~ snapCount/2 )] MELEIFF
IRIRAR)

I java -classpath slfdj-api-1.7.25.jar:zookeeper-3.5.8.jar:zookeeper-jute-
3.5.8.jar org.apache.zookeeper.server.SnapshotFormatter /usr/local/zookeeper/apac
he-zookeeper-3.5.8-bin/data-dir/version-2/snapshot.@

ZNode Details (count=6):

/
0x00000000000000

Thu Jan 01 08:00:00 CST 1970
0x00000000000000

mtime Thu Jan 01 08:00:00 CST 1970
pZxid Ox00000000000002

cversion =1

dataVersion = 0

aclVersion = 0

cZxid
ctime
mZxid

ephemeralOwner = 0x00000000000000
datalength = 0

/zookeeper
cZxid
ctime
mZxid

0x00000000000000

Thu Jan 01 08:00:00 CST 1970
0x00000000000000

mtime Thu Jan 01 08:00:00 CST 1970
pZxid 0x00000000000000

cversion = 0

dataVersion = 0

RIRSESATUEEA: snapshot. < HRIERASESSID>, BE#H 7T F—REFAEUHH
ellf=

BTESHEHE, NEEEIRBEGE.

RIBEIREEITATIRERS, FSATHEERESZEREBSHTIENRNRE, MREREE
FRMIRERM THATEEE. FLUBERBAIERRN S AFEEITRE. FSATE
EEEAVEEE, FRLUWRKEEIRENIHR, TJLSTKEIRREE, BRIIIEERSSSAETIIEUE
Rpml,
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