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HZREZERATEIRE NI ARG, FELIEEXREK.
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Data Buffering Data Indexing & Analysis &
Collection Aggregation storage visualization
& Processing

EFhZRYs, EERAEEFRE, TLMEREIEE, FEASEREEE.

ff4=Logstash

Logstash 2R ZEEF MRS SRREUELIEEE, EENSIRIRRELSUE, HiRiuE,
R RXR S RERIITFEET,

RIFE: ETLTE / #iERELES(|Z
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e  BE&Tinput—filter-output=/N EREILNIR TS
o IR AAHIEIE
o [AFIERE
Logstash Event
o HUBEWEPRERHERARIA . EdEEinput HERHEEIR HEvent, £
outputtiiL ek BirETEEE
e Event H3LE—/Mava Object, FEERENHH, XfEvent BN TIEMKE
Codec (Code / Decode)
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1. ZERESHIN . LogstashSZRFZFEINIER, BEBLIESNRRAER AR, B

It BEE. 18R, WebR LA EURFEHRELTE.

2. SCRIREITFIZ0ESEIR : BidLogstashiT eSS T R NEY, IRBIEDRRIFERSE

WRRLE, FEe(emBERE, REBHENRREREIFEES.

3. FiESEUESH: LogstashiZftZMimtists®, AILIBEIRAXRIEERITT.
LogstashiBId EEFREUEAIRESHIE, EB8EEFERinput. outputffilter (AT
%) 4, inputfloutputFRECEMAFIRHEIRIR. filter A RXIEUEHI TILIEETUL
I,

> — — >
Data Source Logstash Pipeline Elasticsearch
LogstashBt B X{44ES

&% https://www.elastic.co/guide/en/logstash/7.17/configuration.html
LogstashiYEIEEC & XS EMRERURGERR M 7 — M RIRRERCERE D, ATEEE
=4,

I input

2 stdin

5 filter
6 grok
7 match => "message" => "%{COMBINEDAPACHELOG}"

9 date

10 match => "timestamp" "dd/MMM/yyyy:HH:mm:ss Z"

14 output
15 elasticsearch hosts => ["localhost:9200"

16  stdout codec => rubydebug


https://www.elastic.co/guide/en/logstash/7.17/configuration.html

BMRESS LB SRS M EE. Bla0, IBEZ MilteriEd, Logstash&REREA]
FERE G HIAINFER T,
| #iBIT

2 bin/logstash -f logstash-demo.conf

Input Plugins
https://www.elastic.co/guide/en/logstash/7.17/input-plugins.html
— PipelineRJLABZ N inputidft
e Stdin / File
e Beats/ Log4) /Elasticsearch / JDBC / Kafka /Rabbitmq /Redis
e JMX/HTTP / Websocket / UDP / TCP
e Google Cloud Storage / S3
e  Github / Twitter

Output Plugins
https://www.elastic.co/guide/en/logstash/7.17/output-plugins.html
BEvent RXEIFEN BRI, 2 Pipeline RE—1MER.

&I Output Plugins:

e Elasticsearch

e Email / Pageduty

e Influxdb / Kafka / Mongodb / Opentsdb / Zabbix
e Http/ TCP / Websocket

Filter Plugins
https://www.elastic.co/guide/en/logstash/7.17 /filter-plugins.html
Q-IEEvent
AW EHRJFilter Plugins:
e  Mutate —#{/EEventfy=FER
e Metrics — Aggregate metrics
e  Ruby —#117Ruby {73

Codec Plugins
https://www.elastic.co/guide/en/logstash/7.17/codec-plugins.html
BRiaEdEdecodeffEvent;i&Event encodefy BIrEtE
WERICodec Plugins:

e Line / Multiline



https://www.elastic.co/guide/en/logstash/7.17/input-plugins.html
https://www.elastic.co/guide/en/logstash/7.17/output-plugins.html
https://www.elastic.co/guide/en/logstash/7.17/filter-plugins.html
https://www.elastic.co/guide/en/logstash/7.17/codec-plugins.html

e JSON / Avro / Cef (ArcSight Common Event Format)
e Dots / Rubydebug

Logstash Queue
e In Memory Queue
#iECrash, Hlzsatl, &#5[REIENER
e Persistent Queue

MEsall, FIREASEKR LRHRIESHIES, ATLENR KafkaF BB XAE

H
| queue.type: persisted (EZRiASEmemory
2 queue.max_bytes: 4gb
Input —| Codec = —> | Batcher |—=| Filter —> | Output
Queue
Input — | Codec = —>| Batcher |=»| Filter —> | Output
Logstash®=%

logstashE /534 https://www.elastic.co/guide/en/logstash/7.17/installing-

logstash.html
1) THHEEElogstash
TEBLE:  https://www.elastic.co/cn/downloads/past-releases#logstash

R 7.17.3

Logstash v 717.3 A%

LOQStaSh 7-17-3 See Release Notes

April 21, 2022

2) Mik: EFREIAYlogstashEiE
I cd logstash-7.17.3

2 #linux


https://www.elastic.co/guide/en/logstash/7.17/installing-logstash.html
https://www.elastic.co/cn/downloads/past-releases#logstash

3 #-elfIRIR, ERACRERAEM ST, XA LA Rbd AT I
I bin/logstash -e 'input { stdin { } } output { stdout {} }'
5 #windows

\bin\logstash.bat -e "input { stdin { } } output { stdout {} }"

(o))

RS

P

h%llD
;{};_’..._.—{}Ei—lt}TD.} :37:03.7

17,
“LAPTOP-UTD9471P”

windows il fEiR ERcould not find java; set JAVA HOME or ensure java is in PATH

lir output

LS JAVA HOME

2. JAVA_HOME or ensure java is in PATH

&l setup.bat

’

if defined LS_JAVA HOME (

3

I set JAVACMD= \bin\java.exe

) echo Using LS JAVA HOME defined java:

) if exist " \jdk" (

i echo WARNING: Using LS JAVA HOME while Logstash distribution comes wit
} ) . _ T, SIS

) ) else if defined JAVA HOME (

) set JAVACMD=" \bin\java.exe"

| echo Using JAVA HOME defined java:

i if exist " \jdk" (

3 echo WARNING: Using JAVA HOME while Logstash distribution comes with e
: )
) echo DEPRECATION:‘The use of JAVA HOME is now deprecated and will be rer

) ) else (
1 iF aviet U \SAVT



if defined LS_JAVA_HOME (
set JAVACMD=%LS_JAVA_HOME%\bin\java.exe
echo Using LS_JAVA_HOME defined jawva: %LS_JAVA_HOME%
if exist "%LS_HOMEX\jdk" (
echo WARMING: Using LS_JAVA_HOME while Logstash distribution comes with a bundled JDK.
)
) else if defined JAVA_HOME (
set JAVACMD="%JAVA_HOMEX\bin\java.exe"
echo Using JAVA HOME defined java: #JAVA HOME%
if exist "¥LS_HOMEX\jdk"™ (
echo WARMING: Using JAVAﬁHOMﬁ:while Logstash distribution comes with a bundled JDK.

)
echo DEPRECATIOM: The use of JAVA_HOME is now deprecated and will be removed starting from 8.€. Please configure LS_JAVA HOME
) else
if exist "¥LS_HOMEX\jdk™ (
set JAVACMD=%LS_HOMEZ:\jdk
echo "Using bundled JDK:
) else (

The double quotes here cause the JAVACMD to be empty

in\java.exe
JAVACMD! ™

for %%I in (java.exe) dgf set JAVACMD="%%~%PATH:1"

echo "Using system javaf !JAVACMD!™

if not exist "HIAVACMDE"
echo could not find java; set JAVA_HOME or ensure java is in PATH 1»&2
exit /b 1

Codec Pluginifilizf
1 # single line

2 bin/logstash -e "input{stdin{codec=>1line}}output{stdout{codec=> rubydebu
gr}"

3 bin/logstash -e "input{stdin{codec=>json}}output{stdout{codec=> rubydebu
gr}"

Codec Plugin —— Multiline
RESH
o pattern: iIRE{TICEAIIENIRIXR
e what: fNRITAHIN, BBAREITET L—SFHER T EH
o  previous / next
e negate: 2&XIpatternERER
o  true/ false
L # ZATHEE, RW
2 Exception in thread "main" java.lang.NullPointerException
3 at com.example.myproject.Book.getTitle(Book.java:16)

4 at com.example.myproject.Author.getBookTitles(Author.java:25)

5 at com.example.myproject.Bootstrap.main(Bootstrap.java:14)



7 # multiline-exception.conf
8 input

9 stdin

10 codec => multiline

11 pattern => "~\s"

12 what => "previous"

17 filter

19 output

20  stdout codec => rubydebug

DO [\

L TR

24 bin/logstash -f multiline-exception.conf

Input Plugin —— File
o STHFMHIEEEEE, BAENH
o NHEENFEEMRANE: REH—RK, EERFEEN LIRIEHRINEEE
(@igsincedb 3LIY)
o ZEENHFAT, RIFH
o NHRAIERECHEMNEREZ, HiErotation), REER/H=RIRIAZIE
EX

Filter Plugin
Filter PluginmJLASfLogstash EventiH{TRFUMEIE, GIUNfENT, MIBRTFER, KEULHE
o Date: HERfEHT
o Dissect: DEIRFET
e  Grok: IERIPCECHRT
o Mutate: {MBEFER, B, Mk, Bik
e  Ruby: F|FRuby B3R ZEK Event

Filter Plugin - Mutate
XIF RIS TPRLE:



e Convert : 28tER

e Gsub:=ZFEEHR

e Split/Join /Merge: FRFEYIEI, BHESHFHEH, HHSHEA
e Rename: FEXENS

e Update / Replace: ZERABEHE IR

e Remove field: FEXMIFR

LogstashSAEIREZIES
1) WIXEUEETE: https://grouplens.org/datasets/movielens/
A B C
movield title genres
1 Toy Story (1995) Adventure|Animation|Children|Comedy|Fantasy
2 Jumanji (1995) Adventure|Children|Fantasy
3 Grumpier Old Men (1995) Comedy|Romance
4 Waiting to Exhale (1995) Comedy|DramalRomance
5 Father of the Bride Part Il {1995) Comedy
6 Heat (1995) Action|Crime|Thriller
7 Sabrina (1995) Comedy|Romance
8 Tom and Huck (1995) Adventure|Children
9 Sudden Death (1995) Action
2) HE&Zlogstash-movie.confBEE 14
I input {
2 file {

3 path => "/home/es/logstash-7.17.3/dataset/movies.csv"
4 start_position => "beginning"

sincedb_path => "/dev/null”

6}

7}

8§ filter {

[$2]

9 csv {

uon

10  separator => ",

11 columns => ["id","content","genre" |

12}

11 mutate {
15 Split => { "genr‘e" => nln }

16 remove_field => ["path", "host","@timestamp", "message" ]

17}

19  mutate {


https://grouplens.org/datasets/movielens/

21 split => ["content™, " ("]

22 add_field => { "title" => "%{[content][0]}"}
23 add_field => { "year" => "%{[content][1]}"}
24}

26 mutate {

27 convert => {

28 "year" => "integer"

29}

30 strip => ["title"]

31  remove_field => ["path", "host","@timestamp", "message","content"]

32 1}

34 }
35 output {
36 elasticsearch {
37 hosts => "http://localhost:9200"
38 index => "movies"
39 document_id => "%{id}"
40 user => "elastic"
41 password => "123456"
42}
43 stdout {}
44}
3) i=f7logstash
1 # linux

2 bin/logstash -f logstash-movie.conf

RS EREEETRIElasticsearch
T3k BEURETRISIERSZEIES, EBEESHENIER IREEREE
o FREICIMERFEEEPEElasticsearchd
e FP{ERUpdate f5, EERLEFZIElasticsearch
o IHEEEH
o MBAFEER, TEEESFTEERE

o HTcanalEL#dE (TESEHIHR)
o {&ENJDBC Input Pluginig&a M\ EdEEEEILogstash



o FEBECHHFFERY JDBC Driver;

o JDBC Input Plugin 3Z:FERT{ESS Scheduling, HiEiAkE
Rufus-scheduler, E¥ &7 Cron, {§EH Cron FIEEARILASSEAE
SRR ;

o JDBC Input Plugin 3z#F@id Tracking_column /

sql_last value 95 TICR State, BARCHUEEHEH;

o  https://www.elastic.co/cn/blog/logstash-jdbc-input-

plugin

JDBC Input PluginZCIb 3
1) #jdbciKifiZllogstash-7.17.3/driversBE T
2) HEEmysql-demo.confBeE {4

1

2
3

input {

jdbc {
jdbc_driver_library => "/home/es/logstash-7.17.3/drivers/mysql-connector

-java-5.1.49.jar"

4
5

e

6

-~

22

23

24

jdbc_driver_class => "com.mysqgl.jdbc.Driver"

jdbc_connection_string => "jdbc:mysql://localhost:3306/test?useSSL=Ffals

jdbc_user => "root"
jdbc_password => "123456"
#ia HIBES, W Ntrue, WFEEEEtracking_column
use_column_value => true
#18 E 1B I B,
tracking column => "last updated"
IBERFBIEM, Bl R EEFE (numeric) MIEF AR (timestamp), BRI\ REFIHRA
tracking column_type => "numeric"
#IL R — KIS AT 45
record_last run => true
# LT 8 R IR AL E
last _run_metadata_path => "jdbc-position.txt"
statement => "SELECT * FROM user where last updated >:sql last value;"

schedule => " * * * *x % %"

}

}

output {
elasticsearch {

document_id => "%{id}"


https://www.elastic.co/cn/blog/logstash-jdbc-input-plugin

3)

iz,

25 document_type =>

index =>

27  hosts =>

_doc"

"users"

"http://localhost:9200"

28 user => "elastic"

29 password => "123456"
30

31 stdout

32 codec => rubydebug

1z17logstash

I bin/logstash

163 0 ogstash
4751 [INFO

1[logstash

6901 [INFO
d >0

688] [INFO
d =0;
7,692] [INFO

1[logstash
1[logstash
1[logstash
1[logstash
0 ][logstash
1[logstash

0 I[logstash

| #userfk
2 CREATE TABLE

3 ~id® int NOT
I “name’

5 "address’

»

7 is_deleted”

0

PRIMARY KEY

0900 ai ci
10 #f AR

-f mysql-demo.conf

agent

. ipelines runnin
.inputs.

1Imain] [8
.inputs. 1[main] [f8741

.inputs. 1[main] [f874120

8d8
.inputs. 1[main] [f8741
-inputs. 1[main] [f87
-inputs. 1[main] [f87
-inputs. lTImain] [f

-inputs. 1[main] [f8 8469a35b8d

‘user’

NULL AUTO_INCREMENT

varchar(50) DEFAULT NULL

int DEFAULT NULL
“id

running_pipelin
J2abcbd564caffl

32abc6d564caff

32abc6d564caffo

bcbd564caff

32abcbd564caffi

2abc6d564caffo

bc6d564caff

bc6d564caft

varchar(50) CHARACTER DEFAULT NULL
“last_updated” bigint DEFAULT NULL

c646b2 5bd876e5]

2ac646b2 d5bd876e5]
2ac646b2 5bd876e5]
2ac646b2 5bd876e5]
2ac646b2 d5bd876e5]
5bd876e5]
5bd876e5]

5bd876e5]

non_running_pip

(¢

SELECT

SELECT

SELECT

SELECT

SELECT

SELECT

SELECT

SELECT

1 INSERT INTO user(name,address,last_updated,is_deleted) VALUES("7K.
PRI, unix_timestamp (NOW )

, 7631 [INFO

1[logstash.inputs.jdbc

1[main] [f8741208d828469a35b8d

c646b21

c646b21e

5bd876e5]1 (0

* FROM

FROM

FROM

FROM

FROM

FROM

* FROM

* FROM

use

use

use

use

use

use

use

use

9 ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_

"

01685s) SELECT * FROM use

1[main] [f8 52s) SELECT * FROM use

1[logstash.inputs.jdbc
4;



#

update user set address="] [ z1l",last_updated=unix_timestamp (NOW wh
ere name="jKk —"

1[main] [f87412 469a35b8d9 abcbd564caffl 46b21e12d5bd876e5] (€ 16s) SELECT * FROM u

=> 1655969241

,801]1[INFO ][logstash.inputs.jdbc 1[main] [f8741208d828469a35b8d9cc3732abcbd564caffB8e2ac646b21e12d5bd876e5] (0.001969s) SELECT * FROM u
last_updated >1655969241;
6-23T15:27 545][INFO ][logstash.inputs.jdbc 1[main] [f8741208d828469a35b8d9 32abcbd564catfOB8e2ac646b21e12d5bd876e5] (0 0720s) SELECT * FROM u
last up >1655969241;

# %
update user set is_deleted=1,last_updated=unix_timestamp(NOW where nam

wpl —un

e="5k

7,846] [INFO ][logstash.inputs.jdbc 1[main] [f8741 8469a35b8d9c« abcbd564catfi8e2ach4bb2lel?
d =1655969241;

nyn,

06- .8507,

1655969556

9,847][INFO ][logstash.inputs.jdbc 1[main] [f8741 8469a35b8d9 32abcbdb64caffOBeZac
ed =1655969556;
41,846][INFO ][logstash.inputs.jdbc 1[main] [f8741 8469a35b8d9¢cc3 bcbd564catfOBe2:

# i alias, REREAHASC deletedH -
POST /_aliases

"actions"
"add”
"index": "users"

"alias": "view_users"

"filter" "term" "is_deleted" 0

# B Alias®il), BEAZIBARICK deletedHIH

POST view users/ search

POST view users/ search



21 "query"

22  "term"
23 "name.keyword"
24 "value": "Fk="
25
26
27
28
ft4£=2Beats

TEAVIERESRS, AL
https://www.elastic.co/guide/en/beats/libbeat/7.17/index.html

Beats E—MRZBEFNIFE, &6 7 SMEBE—FERAVEIERERR. BIIINKE LTER
F R ENEEFIZRSA Logstash 8% Elasticsearch KIiZEEGE,

Beats 7%l

SRFEFER, BEMEHRSE.

[£) Filebeat Metricbeat - Packetbeat ' Winlogbeat
BRiE = RS Windows S

] Auditbeat '’ Heartbeat @ Functionbeat

IR SEfTHEAR TR TS

FileBeatf&st

FileBeatZ | JFTF AT EHTLHENEERRETE, e LUWEARIBELEERSS
L, FileBeatistifEERFRIAE M, WEHTEHIE, AREEEINETELR
Elasticsearcha#Logstash,

FileBeatfy T{E/REE

fEifFileBeatht, SEHM—MHESMAN (Input) , XEInputlEIEER B THERN
&. FileBeat2ftXdE8— " {4iEa—"Harvester (EIH) . HarvesterEENE—N {4
MAE, BEFEERZETlibbeat, libbeatiS#uREKERI—E, FHEEIERZAHH
(Output) .


https://www.elastic.co/guide/en/beats/libbeat/7.17/index.html

Prospector 1
/var/log/*.log

logl
I

logl
s T

Prospector 2
/var/log/nginx/*

error.log
I 4

i1l

Filebeat

Libbeat

» Elasticsearch

Logstash  [—» Elasticsearch

logstash vs FileBeat

e Logstash2#jvm Liz{ThY, RIRHEFELLRA, MFileBeatZ&E T golangiws

Y, DIRERMERIRHEFBRILRN, BRER.,

e Logstash FiFilebeatEIEBHETUETIRE, FilebeatFRE, HARIRED

e Logstash E&FilterI

ab ok
BB,

REdiEA T EE

o —MREHIEREFilebeatRERE, ARRXEHEMT. Redis. MQH, AfF
LogstashZ3kEX, FlAFilterThgEidigatr, AEFfEEElasticsearchd
e FileBeat¥Logstashfic, SLMEENH], SEEHERIEE|Logstashak

ElasticsearchiY, Filebeat{EFIEESURINY, LANIESZRIEUER. WRLogstash
IEEICTAESYE, NstiFFilebeat FIEEEEVERE, —BEEEIMER, Filebeat

MRS FERAE SRR ETR.

Filebeat%&3%

https://www.elastic.co/guide/en/beats/filebeat/7.17/filebeat-installation-

configuration.html

1) T&EFiREFilebeat
TEE: https://www.elastic.co/cn/downloads/past-releases#filebeat

IRk 7.17.3

Filebeat v

Filebeat 717.3

April 21, 2022

717.3

See Release Notes


https://www.elastic.co/guide/en/beats/filebeat/7.17/filebeat-installation-configuration.html
https://www.elastic.co/cn/downloads/past-releases#filebeat

2) fRiEEE
1224 filebeatyml LUREIEZ(ESE :

I output.elasticsearch:

[N}

hosts: ["192.168.65.174:9200","192.168.65.192:9200","192.168.65.204:920
0]

3 username: "elastic"

=

password: "123456"

(@2]

setup.kibana:

6 host: "192.168.65.174:5601"

3) R RTIECEEIRIERIRIR
N&EBERP, 51T
U # BEA MR

2 ./filebeat modules list
3

i~

#)3 Fnginxiib

5 ./filebeat modules enable nginx

6 #HUIRFET Snginx H £ 8842, 5modules . d/nginx.yml
7 - module: nginx

8 access:

9 var.paths: ["/var/log/nginx/access.log*"]

11 #/3H Logstash ik

12 ./filebeat modules enable logstash

13 #7f modules.d/logstash.yml CffFEeiikE

14 - module: logstash

15 log:

16 enabled: true

17 var.paths: ["/home/es/logstash-7.17.3/1logs/*.log" ]

4) Bzf] Filebeat
1 # setupm@iiEKibanaf(FKk. WRKRRCERE, WA LGS,
2 ./filebeat setup
3 # JAZFilebeat
4 ./filebeat -e



ELKEES L

Zfl: ReEctomcatlRSZHAT

Tomcat R FZR/EITHIEFZERZHEER, BidlogstashRKEHFHHAZTER
ZElasticSearch/®

{ERFileBeatsi§H=E&iXFILogstash

1) BlIEEECE X {4filebeat-logstash.yml, BcEFileBeatsiGEUE&kixZLogstash
I vim filebeat-logstash.yml
2 chmod 644 filebeat-logstash.yml
3 #[K NTomcatfiweb logH H#R L ATPHNETF LI, FT LLERATIR B0 R UCHEE 7 B .
4 # AUipHubb Ak TE e E—47
5 filebeat.inputs
6 - type: log
7 enabled: true
8 paths
9 - /home/es/apache-tomcat-8.5.33/1logs/*access*.*
10 multiline.pattern: 'A\\d+\\.\\d+\\.\\d+\\.\\d+ '
Il multiline.negate: true

12 multiline.match: after

14 output.logstash
15 enabled: true

16 hosts "192.168.65.204:5044"

e pattern: IENIFRIAT
e negate: true g false; EXIARZEfalse, PLEcpatternfYiTE&HZE_LE—1T; true,
At patternfViT&HE_E—17
e match: after & before, &HF —THREHFL
2) J3ohFileBeat, FHEE(EMBISERIBIESUY

| ./filebeat -e -c filebeat-logstash.yml

AJREHIRRE

8|5 1: Exiting: error loading config file: config file ("filebeat-logstash.yml") can
only be writable by the owner but the permissions are "-rw-rw-r--" (to fix the
permissions use: 'chmod go-w /home/es/filebeat-7.17.3-linux-x86_64/filebeat-

logstash.yml’)
EAZEREAZEEMAEFSIR, XESRISERMALLT



I chmod 644 filebeat-logstash.yml

SE2: Failed to connect to backoff(async(tcp://192.168.65.204:5044)): dial tcp
192.168.65.204:5044: connect: connection refused

FileBeati&=id i 7 SLogstash s IrAYIPF iR O St TiER:. (BitkEd, FAIFKEFEFHE
BElLogstash, FrlAFileBeatEFciLiEEELogstashiy,

feELogstashiZiiFileBeatEERIENIEFITED

1 vim config/filebeat-console.conf
# B MFileBeat Uit

3 input

Do

4 beats

5 port => 5044

9 output
10  stdout

Il  codec => rubydebug

13
Miflogstashfi B2 & 1EHE

I bin/logstash -f config/filebeat-console.conf --config.test and exit
[Rzfllogstash

| # reload.automatic: fECKHCE AR H 3 HT Nk

2 bin/logstash -f config/filebeat-console.conf --config.reload.automatic

MiKipiEltomcat, logstash2& R T Filebeatt&id kitomcatHiE

LogstashigitiEZIElasticsearch
NERFAIFEEGLUER L EESTIAZEHISRNE, FKiiMEKLogstashiJoutputELE.

I vim config/filebeat-elasticSearch.conf
2 input

3  beats

4 port => 5044

o1



8 output

9 elasticsearch

10  hosts => ["http://localhost:9200"
11 user => "elastic"

12 password => "123456"

14 stdout

15 codec => rubydebug

Bifllogstash

1 bin/logstash -f config/filebeat-elasticSearch.conf --config.reload.automa
tic

ESHESHE—1M L logstashFF kI ZE S|, Mk HER B REFEI TES.

B¥ . QEEEEMRIEEmMessageFERF, EETLUEHEHITHIT—MAN=FER? 4
n: IP=ER. BYEl. iBkAT. BKURL, MENZER,

FlRLogstashidiE=E i HE
MESHPIREZIREIRE S TRSEXUSE, tLalP. BJEE, fELogstash/eILAED
BT VEEFilter X REZMBUBHITITIELE, Logstashsh B XERIEFRTLMMIRA1ER.
| 71 LogstashCh & 22 35 () 4df:
2 bin/logstash-plugin list

Grokimf4

Grok2—igAFEat BT A EaURYEl. XN TRIFEESRARETAREE.
WebfRSSe8HE. MySQLEE ZEEEMAIAEIE.
https://www.elastic.co/guide/en/logstash/7.17/plugins-filters-grok.html

Grokigix
Grok 2B R LEHY A RIR A H EFRIEUE, ST LUEGrokiE (4 BRI R AT R hRARIIE
ML, SHEESHER,, EBilLogstashilB120/MER,, MERIXEAEXAHE AR
EERIFER, EAITLIEZERIENRIATRiH TIE.
groki=zVHIE A2

1 %{SYNTAX:SEMANTIC
SYNTAX (iBi%) 1EHRGrokiE(ZFR, SEMANTIC ((EX) REEIIIEEINNAFE
#A. Bign:


https://www.elastic.co/guide/en/logstash/7.17/plugins-filters-grok.html

I %{NUMBER:duration} %{IP:client
2 duration®ix: [LEE— T, clientRoRULEC—ANIPHELL.

ENATEGrokR, FrEILECEIRRIEUERBIESEFFTE, NRERIELINtZEE (HRIRSHS
intfdfloat) , BTLUX#EE: %{NUMBER:duration:int} %{IP:client}

HBENGrokigz
https://help.aliyun.com/document _detail/129387.htmI?scm=20140722.184.2.173
AiE

1 filter

2 grok

3 match => "message" => "%{IP:client} %{WORD:method} %{URIPATHPARAM:requ
est} %{NUMBER:bytes} %{NUMBER:duration}"

4

5

Evan, tomacatAE

1 192.168.65.103 - - [23/Jun/2022:22:37:23 +0800] "GET /docs/images/docs-st
ylesheet.css HTTP/1.1" 200 5780

AT R

FEA 5B

client IP X 53 28 s | P

t imestamp 18K BO B8] 2

method EXKAR (GET/POST)

uri 1Bk RSk ik

status AR 5 25 um e Rz AR 7S

length M 7 B9 # iR < FE

grokt=Ez{,
I %{IP:ip} - - \[%{HTTPDATE:date}\] \"%{WORD:method} %{PATH:uri} %{DATA:pro

tocol}\" %{INT:status} %{INT:length

RTHAEMN, BEiITLAERKibanaski#TGrokFF A :


https://help.aliyun.com/document_detail/129387.html?scm=20140722.184.2.173

ig#lea  Search Profiler  Grok Debugger  Painless LIS AWk

THBIEE

1 192.168.65.183 - - [23/Jun/2022:22:37:23 +0808] "GET /docs/images/docs-stylesheet.css HTTP/1.1" 288 578@
Grok #&x{

1 %{IP:ip} - - \[%{HTTPDATE:date}\] \"%{WORD:method} %{PATH:uri} %{DATA:protocol}\" %{INT:status} %{INT:length} |
> BEEMEL

il

et

1~ {

2 "date™: "23/Jun/2022:22:37:23 +08eQ",

3 "protocol™: "HTTP/1.1",

4 "method”: "GET",

5 "ip": "192.168.65.183",

6 "length”: "578@",

7 "uri”: "/docs/images/docs-stylesheet.css”,

8 "status": "280"

9 F

& LogstashBe &34

1 vim config/filebeat-console.conf

2

3 input {

4 beats {

5 port => 5044

6}

7}

8

9 filter {

10 grok {

Il match => {

12 "message" => "%{IP:ip} - - \[%{HTTPDATE:date}\] \"%{WORD:method} %{PAT
H:uri} %{DATA:protocol}\" %{INT:status:int} %{INT:length:int}"
13}

14 }

15 }

16

17 output {

18  stdout {
19 codec => rubydebug
20}
21 }
[Ezflogstashillizt

I bin/logstash -f config/filebeat-console.conf --config.reload.automatic



{ERmutatefRHSIRIE AT RIIFR

1 mutate

2 enable metric => "false"

3 remove field => ["message", "log", "tags", "input", "agent", "host", "ec
s", "@version"

TR HEAECH TR, BAITLAERDatelf kL. &G HE AR FE+IH
H, BEAUBENAY: https://www.elastic.co/guide/en/logstash/7.17/plugins-filters-
date.html

FiEanT:

filter {
date {
match => [ "logdate", "MMM dd yyyy HH:mm:ss" ]
}
}

dateEBRELH A [FAH [ofP] &K, BAFEREIdateffHitiEs, SHHE!
@timestamp=Ez, FrLA, EAIeTLABEEdtarget/ B kERTE N BHFER.
I date

2 match => ["date","dd/MMM/yyyy:HH:mm:ss Z","yyyy-MM-dd HH:mm:ss"
3 target => "date"

1

g FlElasticsearchig§EZ=3|
indexCRIEERSIBTR, BUAEHAYIndex&FR)9: logstash-%{+yyyy. MM.dd}, {Bi&,
ZEffindexh A&, filterfYHMRBE @timestamp=FER, BUIGETIEMENT
HEA,

I output

2 elasticsearch

3 index => "tomcat _web log %{+YYYY-MM}"

4 hosts => ["http://localhost:9200"

5 user => "elastic"

6 password => "123456"

8 stdout



9 codec => rubydebug

10}

1}
IR indexZffH, FEEHMASFRF
TeEMLogstashfi &34

1 vim config/filebeat-filter-es.conf

2
3 input {
4 beats {

5 port => 5044

6 }

7}

8

9 filter {

10 grok {

11 match => {

12 "message" => "%{IP:ip} - - \[%{HTTPDATE:date}\] \"%{WORD:method} %{PAT
H:uri} %{DATA:protocol}\" %{INT:status:int} %{INT:length:int}"

13}

14 }

15 mutate {

16 enable_metric => "false"

17 remove_field => ["message", "log", "tags", "input", "agent", "host", "e
cs", "@version"]

18 }

19 date {

20 match => ["date","dd/MMM/yyyy:HH:mm:ss Z","yyyy-MM-dd HH:mm:ss" ]
21 target => "date"

22}

23}

24

25 output {

26  stdout {

27 codec => rubydebug

28 }

29 elasticsearch {

30 index => "tomcat_web_log %{+YYYY-MM}"

31  hosts => ["http://localhost:9200"]

32 user => "elastic"

33 password => "123456"



[Rzfllogstash

I bin/logstash -f config/filebeat-filter-es.conf --config.reload.automatic



