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nginx | accesslog

tulingmall-admin |—————— tulingmall-admin.log

tulingmall-cart p——%®" tulingmall-cart.log
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B, MERARARSHnginiXERIFENS, skywalkingZBAFAEENNDT . Eitt, EFE—PLURESREE, YA
TERANARFE—WERS. BF, WAERNERETELKFEHRKERT. BRI,

nginx —————— = access.log

| filebeat |

tulingmall-admin tulingmall-admin.log logStash ——l ES
| filebeat
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filebeat,logstash#lles#RRELKAHPRITRENIEAN., Hp, ESE—NBEAT RIESIGERMOITSIZE, 885
MABERVEIRHTIRASERIAUEE. BRMOITEE, BERIRKibanaffEE—i2, MKibanaf@HtEI LR
EIDBE. LogStash@— M EURIESIZE, MAILIaSHINSTEIRREEEIR, FIIEIRHITIENE. SITMs—&
NFERIRE, BB ERFHEIEEME L, (BRLogStashikRFBZTE, MRESMNALEHE—
logStash, SIENFAERSRBIMEANGIE. Eit, BESENARSRL, BERERN ilebeatBiF, filebeat
AILUSEARERI R BREE, tLilLogARE, Fi—Akihlogstasht{ TSR, BEITIEFEIES,

X—EREERCWHHRAEMIS AR ETRESE. X—ETHE ARLIMEE—MilebeatfllogstashiRSS,
BRKERIRIMBRNNginkAE, AEEnginxBEL S logstashiRFE esH,

KFESLAKRECEIRIKIbana, BVIPIREHARBEGER, XERANBUEERT. RENE— Tilebeatf]
logstashAUEEITFE,

f&iELogStash

EEMTESESEERILogStash 7.17.3A KR flogstash-7.17.3-linux-x86_64.tar.gz, TEbE:
https://www.elastic.co/cn/downloads/past-releases#logstash , {FHHtar -zxvf logstash-7.17.3-linux-

x86_64.tar.gz I E4EEEEElesFFRER.

fRESEREEREA ELogstashEEADK, XNDKAEBEINTE, fElogstashNLEBFTFE—NdkER, B
HEREBNEEIDK, Xif, EERE—MAMETELS JAVA_ HOMERSHEIX MR ERYDKEITE],

TR LA B ES— Nogstashi# TR, HNlogstashiLZERR, Bai— \a&rlogstash{Es3,

bin/logstash -e 'input { stdin { } } output { stdout {} }'

X MES EoIEE—ERIRTEL,
Eahzerkfa, BeTLiM ogstashfUizHIEMAGER, RENEHRHEERGT. ERctr_+DREEHSE.

#HEHIEHAhello
hello

# EHBHEIHlogstashIRER
{
"message" => "hello",
"@version" => "1",
"host" => "es-node3",
"@timestamp" => 2022-09-14T02:14:05.709Z

XE—MEERERlogstashfiZE=5Thk 1 .

ETREE T logstashHm AT H B SHTECE., HAconfigERE, TEEF FEEEKlogstash-sample.confiZ
IR

BENXHEFAILBEEN, EEEmiREE e E X

# Sample Logstash configuration for creating a simple

# Beats -> Logstash -> Elasticsearch pipeline.

input {
beats {
port => 5044


af://n24
https://www.elastic.co/cn/downloads/past-releases#logstash

filter {
grok {
match => { "message" => "% {COMBINEDAPACHELOG}"}

output {
elasticsearch {
hosts => ["http://localhost:9200"]
#index => "%{[@metadata] [beat]}-%{[@metadata] [version]}-%{+YYYY.MM.dd}"
index => nginxlog
user => "elastic"

password => "123456"

XANEEEF:
iNPUERTRIAN, IXEFRTMfilebeatii \iBE, BUAIHRE5044,
outputFREIRAVAE Y, XEFRREERBHEIAY AYelasticsearchesh, 35 |Znginxlog,

filerR XTI AAS TSN AE, 1XBIgSEgrok 2logstash B AT — MBI RS

RS, R LALL T TFIENRIAR ISR A, BROESHNIELIN: %{NUMBER:duration} %
{IP:client} BIRMXAFIZTHE, BITH—MIFERNS, BiakdurationFE., REMETH—MPIEINAIX
K, sEHplclient=ER. Ml ERIICOMBINEDAPACHELOGRIZ R TAPACHERRSS BE 1R LAY —FiE@ ARy
fEtmgl, XIFRRTNginx B EERIER.

—&nginxAI B EARERIXEE:

83.149.9.216 - - [04/Jan/2015:05:13:42 +0000] "GET /presentations/logstash-
monitorama-2013/images/kibana-search.png

HTTP/1.1" 200 203023 "http://semicomplete.com/presentations/logstash-monitorama-
2013/" "Mozilla/5.0 (Macintosh; Intel

Mac 0S X 10 9 1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.77
Safari/537.36"

RHTHSRAYR—NsontBTVRIEERE, B3LUTFR

Information Field Name
IP Address clientip
User ID ident

User Authentication auth
timestamp timestamp

HTTP Verb verb



Information Field Name

Request body request
HTTP Version httpversion
HTTP Status Code response
Bytes served bytes
Referrer URL referrer
User agent agent

BCEFXINME, SElLAEEET .
nohup bin/logstash -f config/logstash-sample.conf --config.reload.automatic &

config.reload.automaticRNECEBNEH, EHEBRINGRENN TEREN Y, MESkNER, FHEE
[Blogstash
nohupiE S RERRTAELIBEIAIEFIE, BEHEBEITEIZEInohup.out3 4,

logstashEIFHAVECEIRES W E S XS https://www.elastic.co/guide/en/logstash/7.17

F2iEfilebeat

ZRIBZEhT logstashfiRsS, Bid5044ik00MMfilebeatfRss. N EMEEAR MRS SE LHE
filebeat, {¥logstash&iXHE&EERIA],

filebeatBY ’EMBLE: https://www.elastic.co/cn/downloads/past-releases#filebeat ., FEEEEREERN7.17.3kR
Afilebeat-7.17.3-linux-x86_64.tar.gz, FHEFtar -zxvf filebeat-7.17.3-linux-x86_64.tar.gzZtg SR E,

HERERR TEERM T —MEREE N HHfilebeatym|, F(IRFTEEBIXNMHRIT, X MEFSHHEEAIR
BREEBRE, W\XHEAE, WtEllogstashiEcE, MHAhEE. XERFIMEKATERS.

TSNS OEE

# Filebeat inputs
filebeat.inputs:
- type: filestream

# Change to true to enable this input configuration.

enabled: true

# Paths that should be crawled and fetched. Glob based paths.

paths:

- /www/wwwlogs/access.log

#- c:\programdatal\elasticsearch\logs\*

RigiesimtBllogstashHIER S EL S
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output.logstash:
# The Logstash hosts
hosts: ["192.168.65.114:5044"]

FAFTFAIRoutput.elasticsearch, #iAZles, XEPDEERFREE.
XEERiTER T RiEEREAfilebeatBitE. % FREohfilebeatBlH]

nohup ./filebeat -e -c filebeat.yml -d "publish" &

filebeat{¥B/EoNE, MSEBnginxIBE, —EEFHFNBTCR, M HEE kRlogstash, REEH
logstashB4E & ZIESH, FHfilebeatXyFEEUIHIS, EEBICRM, BMEXHH T BB AL IMIEEAYH
E. tbiixdlogHE, HancRMlog3s, BMERY HERRMMN THNET, SBHESNASELN. mHE
Filog A BRI A M LSRN NS, MNREEFfilebeatlISHHER, REEMIREZEEF FHdata/registry
EESIEIR

EFANEESNES YR https://www.elastic.co/guide/en/beats/filebeat/7.17/logstash-output.html

A ESKIERHITE RS

HAKibanafygnmaE, BIEJEIEZEInginxlogZR5| FAIREICR

. Discover EE  FE O H HE O RE () &=

B~ EXR KaL @ v Jul 14, 2022 @ 10:59:41.405 =  now

@  +FhimE

nginxlog woe €= 41 g S Bk

Q E=EFRER 20

15
s R A 10
Bl o ~ .

2

£ ’
v WHEFE Zz 2022-08-01 2022-09-01
t _id Jul 14, 2022 @ 10:59:41.405 - Sep 14, 2022 @ 10:59:52.464
t | _index Time . XS
# _score
> Aug 5, 2622 © 19:43:88.738  grimestamp: Aug 5, 2022 @ 19:43:06.736
t _t
e @version: 1 agent.ephemeral_id: efBB&8ae-

B @timestamp £999-4560-9ach-e97eecB4Bedd
t  @version agent.hostname: 192-168-65-202
t agent.ephemeral_id agent.id: 54eeb2b2-9ee2-414d-adch-
B > hug 5, 2022 @ 19:43:68.730  grimestamp: Aug 5, 2022 @ 19:43:08.730
t agent.id @version: 1 agent.ephemeral_id: ef8868ae-
t agent.name e0099-4560-9%ach-e97eecO48cdd

agent.hostname: 192-168-65-2082
t  agent.type

agent.id: 54eeb2b2-9ee2-414d-adch-
t | agent.version

EEER R LA X Engink @I BEER, #7011, nglnXE’JEI,u\EZKJ:xeﬁﬁﬁjciIﬁEL HEWENAT /DY
—NEEHIEFRR, Mnginxk@IBEFTUSITHAEERNER. tHiNEERAIPY, UV, RERATIEEE.
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f5lgn, 7EKibanamr, TJLUEII ST NginxBIBESREL, TEHEXRAIPV

GET nginxlog/ count
{

"query": {
"range": {
"timestamp": {
"gte": "2022-10-21"

Ficlientip>k XD AREE, SAILAGHHERAIUY

GET nginxlog/ search
{
"query": {
"range": {
"timestamp": {
"gte": "2022-10-21"

}
br
"size": O,
"aggs": {
"visitOrder": {
"terms": {
"field": "clientip.keyword",

"size": 10

R EMATATEESEEHRN—ERS 7. EEEIREFELIER, filebeatfllogstashid T WAYHINGIHFED
ELREMTIH, AHoBERT, RAEEHRESET. EXRmES, R AEREEES NS HmNH
HAMESZE, HalfElogstashfEiENN—1 Kafka, ¥LogStashiiERBEEHEFEAN Ekafka , BEIIETFKafkagy
MIVITE, B8PV, UVIXERIRITHEREFNES.

BlE=EICHEEEIE:  https://note.youdao.com/s/WSy|cxno
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