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2.1 S|\

<dependency>
<groupld>com.alibaba</groupld>
<artifactld>druid-spring-boot-starter</artifactid>
</dependency>

<dependency>
<groupld>mysql</groupld>
<artifactld>mysql-connector-java</artifactld>
</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>
</dependency>

<dependency>
<groupld>org.projectlombok</groupld>
<artifactld>lombok</artifactld>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter</artifactid>
</dependency>

2.2 i yml E&

server:
port: 9999
spring:
application:
name: tulingmall-authcenter
#liL & nacos VEM G HiE
cloud:
nacos:
discovery:
server-addr: 192.168.65.103:8848  #yE /i HH.Cr ikt
namespace: 6cd8d896-4d19-4e33-9840-26e4bee9a618 #IFIH [
datasource:

NN
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url:
jdbc:mysql://tuling.com:3306/timall_oauth?serverTimezone=UTC&useSSL=false&useUnicode=tr
ue&characterEncoding=UTF-8
username: root
password: root
druid:
initial-size: 5 #IEZIBHIUH 4R/
min-idle: 10 #3557 N E B
max-active: 20 #ix NiEHEL
web-stat-filter:
exclusions: "*.js, *.gif, *.jpg, *.png, *.css, *.ico,/druid/*" # NGt 11X L1 R £ H7
stat-view-servlet: #1jj ] 15 32 W U1 (15 %H%F'%ﬁﬂ i
login-username: druid
login-password: druid

2.3 EcEiSIERSSER
BT DB R B B RSSHRF B = A E PinkER

@Configuration
@EnableAuthorizationServer

public class TulingAuthorizationServerConfig extends AuthorizationServerConfigurerAdapter {

@Autowired
private DataSource dataSource;

@Override
public void configure(ClientDetaiIsServiceConﬁgurer clients) throws Exception {
/] R AR MFHAFHE=T% P mWELE & T DB I i
oauth_client_details

clients.withClientDetails(clientDetails());

@Bean
public ClientDetailsService clientDetails(){
return new JdbcClientDetailsService(dataSource);

}
7f oauth_client_details s INEE =7 & P {2 (client_id  client_secret scope %555 )
CREATE TABLE ‘oauth_client_details™
“client_id" varchar(128) CHARACTER SET utf8 COLLATE utf8_general_ci NOT NULL,
‘resource_ids" varchar(256) CHARACTER SET utf8 COLLATE utf8 general ci NULL DEFAULT
NULL,



‘client_secret” varchar(256) CHARACTER SET utf8 COLLATE utf8 general_ci NULL DEFAULT
NULL,

‘scope’” varchar(256) CHARACTER SET utf8 COLLATE utf8 general_ci NULL DEFAULT NULL,

‘authorized_grant_types’ varchar(256) CHARACTER SET utf8 COLLATE utf8 general_ci NULL
DEFAULT NULL,

‘web_server_redirect_uri® varchar(256) CHARACTER SET utf8 COLLATE utf8 general_ci NULL
DEFAULT NULL,

‘authorities” varchar(256) CHARACTER SET utf8 COLLATE utf8 general_ci NULL DEFAULT NULL,

‘access_token_validity” int(11) NULL DEFAULT NULL,

‘refresh_token_validity” int(11) NULL DEFAULT NULL,

‘additional_information” varchar(4096) CHARACTER SET utf8 COLLATE utf8 general_ci NULL
DEFAULT NULL,

‘autoapprove” varchar(256) CHARACTER SET utf8 COLLATE utf8 general_ci NULL DEFAULT
NULL,

PRIMARY KEY (‘client_id") USING BTREE
) ENGINE = InnoDB CHARACTER SET = utf8 COLLATE = utf8_general_ci ROW_FORMAT = Dynamic;

client_id resource_ids client_secret scope authorized_grant_types web_server_redi +

client $2a$10$CE1GKj9eBZSNNMCZV2hpo.QBOz930jyImTd9I¥YQaOyBHAIAYYKVIMG  all authorization_code,password, refresh_token http://www.baid
» tulingmall-gateway $2a$10$0.8XgLmnZIGRBRTbkI22/u3ly6laiRi3eHIOSO iHIMNOpRKSM7i =TI -<<word refresh_token
tulingmall-member $2a$10$APFOtEGZ9Z74rcFZIUjVTeGpmH2XP1BAVTVITECLZTtSUVDNE2UW readwrite  password,refresh_token

BFAFE BRI IRSHRF S =R EFIRRIER

//TulingAuthorizationServerConfig.java
@Override
public void configure(ClientDetailsServiceConfigurer clients) throws Exception {
/] BCEBEBURS SAME = AE P mi{EE 2T DB A oauth_client_details
// clients.withClientDetails(clientDetails());

i
AL

*http://localhost:9999/oauth/authorize?response_type=code&client_id=client&redirect_uri=htt
p://www.baidu.com&scope=all

*

* password 155
*
http://localhost:8080/0auth/token?username=fox&password=123456&grant_type=password&cl
ient_id=client&client_secret=123123&scope=all
*
*/
clients.inMemory()
//ECE client_id
.withClient("client")
//B & client-secret



.secret(passwordEncoder.encode("123123"))
//FEE Vi) token FIH %Y
.accessTokenValiditySeconds(3600)

//HE BRI token FIA Ry
.refreshTokenValiditySeconds(864000)
//ECE redirect_uri, FHTHRAU&T) G BkE:

.redirectUris("http://www.baidu.com")

//HC B R AR Y6 [
.scopes("all")
/**

* BL & grant_type, FoNFRAEAY
* authorization_code: A5

* password: il

* refresh_token: HiHi4 i

*/

.authorizedGrantTypes("authorization_code","password","refresh_token");

2.4 Bt & SpringSecurity
@Configuration
public class WebSecurityConfig extends WebSecurityConfigurerAdapter {

@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

@Autowired
private TulingUserDetailsService tulingUserDetailsService;

@Override

protected void configure(AuthenticationManagerBuilder auth) throws Exception {
// SEF UserDetailsService 3REUH {5 B
auth.userDetailsService(tulingUserDetailsService);

@Bean

@Override

public AuthenticationManager authenticationManagerBean() throws Exception {
// oauth2 A ZH]IX A bean
return super.authenticationManagerBean();



@Override
protected void configure(HttpSecurity http) throws Exception {
http.formLogin().permitAll()

.and().authorizeRequests()
.antMatchers("/oauth/**").permitAll()
.anyRequest()
.authenticated()
.and().logout().permitAll()
.and().csrf().disable();

1
NS RIER, MA@ feign M tulingmall-member & RER,

feign, #ZOAES:
@SIf4j

@Component
public class TulingUserDetailsService implements UserDetailsService {

@Override
public UserDetails loadUserByUsername(String username)
UsernameNotFoundException {
/]l MEBHPER
if(StringUtils.isEmpty(username)) {
log.warn("F 7 & 3 P 44 4% :{}",username);

throw new UsernameNotFoundException("F 7 & AN GE AN ZE");
UmsMember umsMember = getByUsername(username);
if(null == umsMember) {

log.warn(" R4k FH /= 44 1A 25 1 260 43 B:{}", username);
log.info("fR#E F 7 44 :{}3REH 7 &[5 E:{}", username,umsMember);

/] £ 0UE B EEE implements UserDetails
MemberDetails memberDetails = new MemberDetails(umsMember);

return memberDetails;

@Autowired

=ERE

throws



private UmsMemberFeignService umsMemberFeignService;

public UmsMember getByUsername(String username) {
// fegin FREX & (5 2
CommonResult<UmsMember> umsMemberCommonResult =
umsMemberFeignService.loadUserByUsername(username);

return umsMemberCommonResult.getData();

@FeignClient(value = "tulingmall-member",path="/member/center")
public interface UmsMemberFeignService {

@RequestMapping("/loadUmsMember")
CommonResult<UmsMember> loadUserByUsername(@RequestParam("username") String
username);

}

public class MemberDetails implements UserDetails {
private UmsMember umsMember;

public MemberDetails(UmsMember umsMember) {

this.umsMember = umsMember;

@Override
public Collection<? extends GrantedAuthority> getAuthorities() {

/3R B2 AR
return Arrays.asList(new SimpleGrantedAuthority("TEST"));

@Override
public String getPassword() {
return umsMember.getPassword();

@Override
public String getUsername() {
return umsMember.getUsername();

@Override
public boolean isAccountNonExpired() {



return true;

@Override
public boolean isAccountNonLocked() {
return true;

@Override
public boolean isCredentialsNonExpired() {
return true;

@Override
public boolean isEnabled() {
return umsMember.getStatus()==1;

public UmsMember getUmsMember() {
return umsMember;

}
(EPHBINARSSECE, ISR

//TulingAuthorizationServerConfig.java
@Autowired
private TulingUserDetailsService tulingUserDetailsService;

@Autowired
private AuthenticationManager authenticationManagerBean;

@Override
public void configure(AuthorizationServerEndpointsConfigurer endpoints) throws Exception
{
[/EFH B ASAR R E  E
endpoints.authenticationManager(authenticationManagerBean)
.reuseRefreshTokens(false) //refresh_token J& 73 5 & 1§
.userDetailsService(tulingUserDetailsService) // kil 4 BZ A& 5 FH P S
ISYEof s

.allowedTokenEndpointRequestMethods(HttpMethod.GET,HttpMethod.POS
T); //>¥F GET,POST 13K
}

/**



* RPURS LT E
* @param security
* @throws Exception
*/
@Override
public void configure(AuthorizationServerSecurityConfigurer security) throws Exception {
138 =TJ7 % iR 5 token 75224 N clientld Al clientSecret R4
security.checkTokenAccess("isAuthenticated()")
.tokenKeyAccess("isAuthenticated()");// K 3k BLF A1 1Y tokenKey 75 47 A
clientld,clientSecret

/ISP HANIE

security.allowFormAuthenticationForClients();

2.5 MiAtEEIBRER

RIS

FAS Cauthorization code) 773X, FEMZSE =77 N AL G — AU, R
J& F FZ RS 3R EL A

EMp U RCE AR, ettt s, BEEH TSR EwmE Web N
F o B IE T 7 b 15 /\II?FU”JEI%‘T??—):%, 1 H AT A 5 52 R 55 28 1 1E
{EHBLE JG Ui 5T o X FEI AT fo w70 25, 1 DAk 5o 42 R

EAS R H AT b R =5 IR A K A X R K

F === + R +
| |--(A)- Authorization Request ->| Resource |
| | | owner |
| |<-(B)-- Authorization Grant ---| |
| | e e L e e e +
I I
| | A o +
| |--(C)-- Authorization Grant -->| Authorization |
| Client | | Server |
| |<-(D)----- Access Token ------- | |
| | G e e e e e S +
I I
| | e R e +
| |--(E)----- Access Token ------ >| Resource |
| | | server |
| |< (F)--- Protected Resource ---| |
R F e e e e e a - +
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7] URI" (redirection URD) , [&]If Fff F—FZAUL .

(D) &/ BRAGY, B EFSer " EE | URIY, RIS 25 115 4
o 1X—PRAER PG 6 RS 28 L se sy, SR ASET L,

(E) #ZBURS #AZ 0 T BB A E 2 1 URIL, #IATCR )G, W& b K%
Pila] 4 (access token) FIEEH A (refresh token) .

http://localhost:9999/oauth/authorize?response type=code&client id=client

&redirect uri=http://www.baidu.com&scope=all

PRELF code

& & baidu.com/?code=03KvwwV

GET v http://localhost:0999/cauth/token?grant_type=authorization_code&client_id=client&client_secret=123123&scope=all&code=03KvvVaredi

Params @ Authorization Headers (8) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
grant_type authorization_code
= client_id client
client_secret 123123
scope all
code 03KV
redirect_uri http:/fwww.baidu.com
Body Cookies (1) Headers (3) Test Results @ Status: 200 0K Time: 94 ms Size: 501B
Pretty Raw Preview Visualize JSON =5
1 f —
2 "access_token”: '|634d668s-7£28-4605-b2£0-34a3e6dd0760", ﬁ%ﬂaccessje ken
3 "token_type"! "besarer q
4 "refresh_token": "0487b96a-5a27-47ec-Bac5-bd31b632d679",
5 "expires_in": 3608,
3 "scope": "all"
7 g

ZoRR

WERAR BB AR AR, RFC 6749 W Auvr A0 P A AEw, B IR

N o i N R AR B RS, HE AR, X M7 URR A s L
(password) -

XM, A RAHEH SRS % P b, (H2% 7 b NS F

T H R AE P o0 28 P g e BEAS AR MG LR, N2 7 i 2 R AE R G — &

gy, BEH-ANBEAAFH S MHRBURS & R A A AR AT AT 1Y

TBEOLS, A A% S X MR

EHR: BRAABENEBURS &


http://localhost:9999/oauth/authorize?response_type=code&client_id=client&redirect_uri=http://www.baidu.com&scope=all
http://localhost:9999/oauth/authorize?response_type=code&client_id=client&redirect_uri=http://www.baidu.com&scope=all

A FREL token
http://localhost:9999/oauth/token?username=test&password=test&grant_type=password&client_id=clien

t&client_secret=123123&scope=all

GET w http://localhost:9999/oauth/token?username=test&password=test&grant_type=password&client_id=client&client_secret=123123&scope=
Params @ Authorization Headers (8) Body Pre-request Script Tests Settings
KEY VALUE DESCRIPTION
username test
password test
grant_type password
client_id client
client_secret 123123
scope all
Key /alue Descr
Body Cookies (1) Headers (8) Test Results @ sStatus: 200 OK Time: 1723 ms  Size: 4268
Pretty Raw Preview Visualize JSON =
1 f
2 "access_token”: ["853967ib-6f9e-45813-b35e-cf4b@225e4ch” |
3 "token_type": "bearer"”

"refresh_token": "c419438c-5761-44a9-5d09-Bac9dficlabl3”,
"expires_in": 3599,
“seope”s “all”

=1 o oo ds

MR 56 token #2111

@Ooverride
public void configure(AuthorizationServerSecurityConfigurer security) throws
Exception {
/)= E S e ditoken 7 ZEiiEA_clientId fllclientSecret K
security.checkTokenAccess( "Li.sAut henticated()")
.tokenKeyAccess("isAuthenticated()");// K47t 1/} 7tokenKey 7
glientld,clientSecret

ZHA

R R F2 BUAR 55 25 1) security Fit B 75 #5717 clientld F1 clientSecret, 7] LASKH] basic Auth [/
A KGR

GET w http:/flocalhost:998%/cauth/check_token?token=8e9858b4-30ab-4123-b86f-5608df287fed
Params @ Authorization @ Headers (9) Body Pre-request Script Tests Settings
Type Basic Auth & @ Heads up! These parameters hold sensitive data. To keep this data secure while working ina c

we recommend using variables. Learn more about variables 2

The authorization header will be
automatically generated when you send the 1 t .d
request. Learn more about authorization Username clien _| "’ client

Resswon client secret — 123123

Show Password

HER: 153 token


http://localhost:9999/oauth/token?username=test&password=test&grant_type=password&client_id=client&client_secret=123123&scope=all
http://localhost:9999/oauth/token?username=test&password=test&grant_type=password&client_id=client&client_secret=123123&scope=all

GET ~ auth/check_token?token=8e9858b4-30ab-4123-b86f-5608d72871e9
Params @ Authorization @ Headers (9) Body FPre-reqguest Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
aken 8e9858b4-30ab-4123-b86f-5608df287fed
Body Cookie Headers est Results @& s 200 OK  Time

Pretty Raw Preview Visualize JSON =
1
2 "active”: true,
% "exp 16185296434,
4 2 e ThesdT;
5 = I
=}

"glient_id": "client",

@ oo

e
(R

[

2.6 BLEEIFIRSSER

@Configuration
@EnableResourceServer
public class TulingResourceServerConfig extends ResourceServerConfigurerAdapter {

@Override
public void configure(HttpSecurity http) throws Exception {
http.authorizeRequests()
.anyRequest().authenticated();

@RestController
@RequestMapping("/user")
public class UserController {

@RequestMapping("/getCurrentUser")
public Object getCurrentUser(Authentication authentication) {
return authentication.getPrincipal();



N g At s S N YR
THARHEHT token 1 ) B
GET ~ http:f/localhost:9999/user/getCurrentUser?access_token=853967Tb-6f9e-4813-b35e-cf4b0225e4ch

Params @ Authorization Headers (9) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
access_token 8539671b-6/9e-4813-b35e-cf4b0225e4ch
Key

Body Cookies (1) Headers (9) Test Results @ Status: 200 OK Time: 23ms S
Pretty Raw Preview Visualize JSON v =3
2 "umsMember": §
3 g - e B
4 “memberLevella”: 4,
g “username™: "test",
6 "password”: "$2a$10%zUnskPAYscI1P4qQYICN.OvFU63eELVwgegx,/thOgkxNZ2shBEKDEY",
7 “nickname”: "windiz",
3 “phone”: "1B861581849",
9 “status": 1;
1@ “createTime": "2013-03-02T10:35:44.000+0088",
11 “icon™: null,
12 “gender": 1,
13 “birthday”: "2009-06-91T00:00:00.008+2000",
14 ity e VEEL,
15 “job": "E4-,
16 "personalizedSignature": "test",
17 “sourceType": null,
18 "integration": 5068,

19 “growth": null,

w5 R L B Authorization



GET v httpyflocalhost:9999/user/getCurrentUser

Paramsz @ Authorization Headers (9) Body Pre-request Script Tests Settings
n Accept @ i b
a Accept-Encoding @ / gzZip, deflate, br
a Connection (@ keep-alive
g Authorization bearer 853967fb-6f9e-4813-b35e-cf4b0225e4ch
jody Cookies (1) Headers (8) Test Results @ status: 200 OK  Time:
Pretty Raw Preview Visualize JSON =

"umsMembexr”: {

¥
2
3
4 evelld”: 4,
5 Vi T est
6 "t "§223$105%zUnskPAYscI1P4gQYICN. OvFUS3eELVwgegx [thOgkxN2shBEKDEY ",
7 e": “windiz",
8 : "18861551849"
9 0l 142
1@ ‘createTime": "2018-05-02T16:35:44.000+00080",
11 "icon”: null,
12 "dendex": 1,
13 ‘birthday”: "2009-86-01T02:00:00.808+0088",
14 city™s “EB";
15 Job": "EES,
6 "personalizedSignature”: "test",

TRy

:?GJ::eT-J-?e"I: nﬂ.:}:
OAuth 2.0 2RIV AR ME R BRAL I, B RO RE T3 A F 5 7 2 R &k g
B TIwWT B—FMEES. BEEKRE, THTEMRSZEmEEAIEE.

2.7 Spring Security Oauth2 & JWT

JSON Web Token (JWT) 2 —MIFUAT AR #E (RFC7519) , BE LT —FhfE
AH. BEEREER, FHTAEEEXT R json 3T 5%, 1L K{E B&id
TR AT I IRAE A AT . JWT AT LU A HMAC Sk 808 A RSA (1A 53/ AL EH XF
Kea54%, BilEMEE . B https://iwt.io/
JWT AR A :

jwt 2T json, W T EAET

ATLVER R B EERINE, 1.

T AEXS RN S L R AR, IWT PR, e tkE .

FRUR ARS8 FH JWT B AR UE R 55 B ] 58 AR AL -
S
IWT &K, (A A TR R .

JWT: T8I/ JSON Web Token, H1 header.payload.signture #Hfk. NIELEZE4 T IWT &

ANLZAH], AFAEREA I IWT AN .


https://jwt.io/

JWS: FRIRZEE A1 IWT, BIHA A IWT.

JWK: BER KB4, B8 LB EE, MRS IS AR FmE, WMamd®ZnE

B BEHECE ATV . BEALFRATE IWT B HEE AFAHXT 4 —FK A JISON WEB KEY, BJJ
JWK.

JWT 4pk

—ANIWT SEBR Bt — N7/ 8, BEHZadmk, kB (header)  #ifif
(payload) 5%:44 (signature) .

Encoded i nownieer Decoded o eaons amnsecse
HEADER: ALGORITHM & TOKEN TYPE
eyJhbGeciOiJIUZITNiIsINR5cCI6IkpXVCJ9. ey
JzdWIiOiIXxMjMONTY30DkwIiwibmFtZSI6Ikpva { ‘alg"s “HE2se"
G4gRG91IiwiaWFOIjoxNTE2MjMAMDIyfQ.khA7T “typ": "JWT® ’
NYc7_0iELcDyTc7gHBZ _xfIcgbfpzUNWwQtzME }
PAYLOAD: DATA
{
'sub”: "1234567890",
"name”: "John Doe",

"iat": 1516239622

Y
i
VERIFY SIGNATURE

HMACSHAZ 56 (
baseb4UrlEncode(header) + "." +
baseb4UrlEncode(payload),
fox

) [Jsecret baseb64 encoded

kIR (header)
LA TR O T % JWT R EEARE S KA (REIWT) DL Y
By (i HMACSHA256 & RSA) 4:
AT LA R R i — > JSON X R
{

"alg": "HS256",

"typ": "JWT"
}
SR K BT base64d N (I NE 72 i) LU PR AE (1)), A8 1% 1 28— )
eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9
BT (payload)
B B, R AECR BUE BT . XA PR R WL AR
3'_1 Fllzl{l ’ %ﬁ)&'ﬁ;‘u@ =] —/\ﬁlz/\:

FrRAE M A B CREBSUEAS SR 4 D



iss: jwt &K H
sub: jwt Frifi A 1 -~
aud: I jwt — 7
exp: jwt K1 I 1], 3>k JH I TR] 06 20 2K 28 K I (]
nbf: & AR AR 2 8T, 1% jwt #OZ2 AT F Y.
iat: jwt 125 K I [A]
jtic jwt URE— S bril, R EERRAE N — kM token, AT [ 368 B 5
ANFLHE I AL A AT DI E S, — ARSI 7 A A5 BBk
HoAbMY 55 77 E W EAE B AEAR VR INBURE S, BFUOZE 152 7 i 1] il 5%
AW FAE P 2 R A5 AH 2 3 P 3k (A R B, — RN AT
JBUBAE S, RN baseb4 & X AR Z 1), BWREE ZES 5 50T LUHZE N ST
'f:m;no
7€ L —> payload:
{
"sub": "1234567890",
"name": "John Doe",
"jat": 1516239022
1
NG R AT base64 M=, 152 Jwt (158 =35
eyJzdWIiOilxMjMONTY30DkwliwibmFtZSI6lkpvaG4gRGIlliwiaWFOljoxNTE2MjM5MDIyfQ
%4 (signature)
jwt 2 = — NI E B, XSRS B = 4k
header (base64 }:E’J)
payload (base64 J5 1))
secret(th, —EBERE)

XA 75 2L base64 1% 5 1) header 1 base64 % J& Y] payload fifi .1 #2

R AF s, AR JE I8 header H A WK IN % U NREAT TN secret 41 &0
H, IRJE TR jwt (15 =

var encodedString = base64UrlEncode(header) +'.' + base64UrlEncode(payload);
var signature = HMACSHA256(encodedString, 'fox'); //
khA7TNYc7_O0iELcDyTc7gHBZ_xflcgbfpzUNWwQtzME

REX =0 P R e B A R R T R R (1 jwit:

eyJhbGciOiJlUzI1NilsInR5cCl61kpXVCJ9.ey)zdWIiOilxMjMONTY30DkwliwibmFtZSI61kpvaG4gRGIlli
wiaWFO0IjoxNTE2MjM5MDIyfQ.khA7TNYc7_0iELcDyTc7gHBZ_xflcgbfpzUNWwQtzME

ERE: secret RIRFERSS A im M), jwt 1I2E K AW R EARSS 270, secret
At R IZEAT jwt IR R A jwt (I5E, BrEL, B URIRSS s AL AR, AEAE AT
YR AN L #E . — B I3 FX A secret, HRHLERAE %5 i A LA
HIER jwt 1

JWT A=



— R HERHIE
ELan P M G 7 Bk B  LE LBT  , EE  h  EE — ANEERE, XANEERET
BHEACUN R R bR R P, B A A (8 E R v LN 2 BBOE), A
REA L 4 LAMOS A v BE AR 7 X P St AT jwe IRREIE SR UG I jwt ¥ payload  H [l 5E
IS H: iss &k A exp ik HARE 8] 1F & A H AR

restful api TR NIE
i jwt KA restful api (1 5 4 A UE 2 (ELASFHESZ (0 — P FH 5 2 . 28 7 o AR 95 i 35 =2
secret; i HAR (] b IR 55 o A0 0%, 2% 7 i o )l 397,28 44 15 B A T B 1B 05

fEH jwt R B R+ S TEEEH (A HER) token+redis
jwt R TCIRERT, EAERERY, 22400 AR 2 4k

I

<l--spring secuity XT jwt [{J52#F spring cloud oauth2 E.&4K#, ] LAASEL B -->

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-jwt</artifactld>
<version>1.0.9.RELEASE</version>

</dependency>

I IWT L&

@Configuration

public class JwtTokenStoreConfig {

@Bean
public TokenStore jwtTokenStore(){
return new JwtTokenStore(jwtAccessTokenConverter());

@Bean
public JwtAccessTokenConverter jwtAccessTokenConverter(){
JwtAccessTokenConverter accessTokenConverter = new
JwtAccessTokenConverter();
[/ E IWT 56 H R B
accessTokenConverter.setSigningKey("123123");
return accessTokenConverter;

FEFZRUIR 55 a8 L B P 8 E 2 L7 il s D JWT

//TulingAuthorizationServerConfig.java

@Autowired
@Qualifier("jwtTokenStore")
private TokenStore tokenStore;



@Autowired
private JwtAccessTokenConverter jwtAccessTokenConverter;

@Autowired
private TulingUserDetailsService tulingUserDetailsService;

@Autowired
private AuthenticationManager authenticationManagerBean;

@Override

public void configure(AuthorizationServerEndpointsConfigurer endpoints) throws Exception {
/R R R
endpoints.authenticationManager(authenticationManagerBean)

.tokenStore(tokenStore) //f5E token f7fifi TRHK /& jwt
.accessTokenConverter(jwtAccessTokenConverter)

reuseRefreshTokens(false) //refresh_token 275 & & 1§ F
.userDetailsService(tulingUserDetailsService) //Jill 7 2 IR ALAL & % F S B

.allowedTokenEndpointRequestMethods(HttpMethod.GET,HttpMethod.POST); //
S FF GET,POST i3k
}

e A 2 K«
http://localhost:9999/oauth/token?username=test&password=test&grant_type=password&client_id=clien
t&client_secret=123123&scope=all

GET v http://localhost:9999/0auth/token?username=test&password=test&grant_type=password&client_id=client&client_secret=1231238scope= m

Params @ Authorization Headers (8) Body Pre-request Seript Tests Settings Cookies
KEY VALUE DESCRIPTION coo  Bulk Edit
username test
password test
grant_type password
client_id client
client_secret 123123
scope all
Body Cookies (1) Headers (3) Test Results lﬁ:\ Status: 200 OK Time: 1098 ms  Size: 105 KB Save Response
Pretty Raw Preview Visualize JSON v wmQ
2
3 . 'bearer',
6
7 "jti": "dcadfebe-8ff3-413f-b115-9880ebcdafTe”
s T

#4 access_token E il F] https://jwt.io/ff] Encoded F14TIF, 0] LLFE 3| <> RAAIE S &


https://jwt.io/

Encoded ciscronenien

eyJhbGei0iJIUzITNiIsINRS5cCI6IkpXVCJ9.ey
J1eHAiIOjJE2ZMTgyMzeS5NDEsInVzZXJfbmFtZSI6T
nR1e3QiLCJhdXRab3JpdGllcyI6WyJURVNUI1BSs
ImpBaSI6IMRjYTRMZTVILThmZ jgtNGYzZi1iMTE
1LTk40DB1YmNKNGY3YyIsImNsaWVudF9pZCI6Im
NsaWVudCIsInNjb3B1IjpbImFshCJdfQ.EN4TWW

pnwxL58ineBFJHi5snTnzHB8sxB41uPDSOYywA|

WAL LS token

Decoded cormiceaiomn anosecrer

HEADER: ALGORITHM & TOKEN TYPE

{
“alg”: "HS256",
“typ i JWT"

}

PAYLOAD: DATA

{
"exp”: 1618237941,

"user_name": "test",
"authorities": [
"IEST"

L
"jti": "dca4febe-8ff8-4f37-b115-9888ebcd4fic”,
"client_id": "client”,
"scope”: [

‘all”
]

}

VERIFY SIGNATURE

HMACSHAZ2 56 (
baseé4UrlEncode(header) + "." +
base64UrlEncode(payload),
your-256-bit-secret

) [0 secret base64 encoded

GET v~ httpifflocathost:2999/oauth/check_token Mtoken= ey hbGeiOiJIUzINsINRScCISIkpXVC J9.eylleHAIOJEZMTgyOTgwOTks|

Params @ Authorization @ Headers (9] Body Pre-reguest Script Tests Settings

Type Basic Auth - @ Heads up! These parameters hold sensitive data. To keep this data secure while worki
we recommend using variables. Learn more about variables 2

The authorization header will be
automatically generated when you send the
request. Learn more about authorization 2 Username

Password

sdpzclient id
client_secret

client

123123

Show Password



GET o http://localhost:9995/vauth/check_token?token=eyJhbGeiQilUuzIINisInR5cCl6IkpXVC J9.eyJleHAIQJE2ZMTgyOTgwOTks

Params @ Authorization @ Headers (9) Body Pre-request Script Tests Settings
Query Params
KEY VALUE DESCRIPTION
token eyJhbGeiolluzlINIisInREcCIGIkpXVC 8. eyJleHAIDJEZ. .
Key Value Description
wody Cookies (1)  Headers () Test Results @ sStatus: 200 K Time: 1
Pretty Raw Preview Visualize JSON >
1
2 "usexr_name": “test”,
3 "scope": [
a4 "all”
5 1.
6 "active": true,
7 "exp”: 1618298899,
2 "authorities": [
= "TEST"
1@ 1,
11 "Jti®: "31f632b2-3130-4292-8f2c-3360e4e7f42c",
12 "client_id": "client”

g
-

MRFREL token_key

GET ~  httpefflocalhost: 9999/ oauth/token_key

Params Authorization @ Headers (11} Body @ Pre-request Script Tests Settings

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON -

2 "umsMembexr": - §
3 e . - T
4 “memberLevelId”: 4,
5 "username”: "test",
) “paszword”:  "$2a$10%zUnskPAY=cT1PAQOYICN . OvFUS3eELVwgegx /thOgkxN2shBEKDEY ",
7 "nickname”:  "windix",
g8 “phone”: "18061531849",
Body Cookies (1) Headers (8) Test Results & statu
Pretty Raw Preview Visualize JSON =
1§
2 | "alg": "HMACSHA256",
3 "wvalue": "123123"
= f

T RHT token



GET w http://localhost:999%/oauth/token?grant_type=refresh_token&client_id=client&client_secret=123123&refresh_token=eyJhbGeiOidlUz

Params @ Authorization Headers (8) Body Pre-request Script Tests Settings
Query Params
KEY VALUE DESCRIPTION

grant_type refresh_token
E client_id client

3 client_secret 123123

refresh_token eyJhbGciOiJIUzNNilsInREcCIBIkpXVC Jo ey 1c2VyX2 .
Body Cookies (1) Headers (8) Test Results @ status: 200 OK Time: 82 ms  Size: 1001

Pretty Raw Preview Visualize JSON =

1 [

2 "access_token”: "eyJhbGciOilIUzIANiIsInR5cCIATIkpXVCIT.
ey]1eHALDIE2MT gy 0T g20DESTNVZZXI fhbmFtZSI6INR1c304LCThdXRob3IpdGl 1y I6WyJURVNUILAsImpOaSIATi 1nmy 2 kY 2UnLTBRN;
FmMzAzM2EyMWQIMiIsImNsaWVudFIpZCIeImNsaWVudCIsInNib3BLIjpbInFsbCIdI . CEXXGE8qmlrPHXG- j3koGegsZIkVEQ541TRS

3 "token_type": "bearer",

4 "refresh_token": "eyJhbGci0ilIUzIANiI=InR5cCISIkpXVCIS.
eyJ1lc2VyX25hbWUi0iJ@ZXNGTIiwic2NveGUi0lsiYWxsI1lOsImFRaSIAIjImYzNkY2UWLTBKNZYENDASMi1iZ Yz L TFmMzAZM2Ey MWQ1M:
E10TA4MSWIYXVEaG9yaXRpZXMi0lsiVEVTVCIdLCIgdGkiOiJhM2VIMI IwYy@yZGM2LTQ3Y2zIt0GQ4ZC1hYzIwYzEQOGVINMELILCI bGL:
bnQifQ.xw3XZyHvRjhtorImpiktWTyoBNUed4lPgdv-dizi_atk",

5 "expires_in": 3599,

[ “scope": "all",

7 "jti": "9fc3dce@-Bd76-4092-bf63-1£3033a21d52"

5 [

2.8 {ififk: SCIRIWT JERIFRINEE (25HFASH)
‘%4, FIH publickey £ 5 token RJ LAYk /b — Yz 72 1 F
F—: KR jks EBH

FAMEA jdk B30 T BA R

fir g

keytool

-genkeypair A2 Al EH XL

-alias jwt(7142)

-keypass 123456( 5] 4 % 14)

-keyalg RSA(ZEAE P I SLIR A FR, RSA J&—FhEXTFRINEE 512%)
-keysize 1024(% 8K, IEF K/

-validity 365(iE 15 23, KH47)

-keystore D:/jwt/jwt.jks($i % A BGIE T AL B ATIE S 44 FK)
-storepass 123456(3KH keystore 15 B 1% 1i5)

-storetype (18 & % £H4 5 7H)

fEH "keytool -help" ZREXFTH AT H a4

keytool -genkeypair -alias jwt -keyalg RSA -keysize 2048 -keystore D:/jwt/jwt.jks



teypair —alias jwt —keyal i 2048 —ke re D:/jwt/ jwt. jks

inaft & IEHG?

Ky ) ‘|J = tore D:/jwt/jwt. jk

AR jwt.jks S cope ZIFZALIR S5 #4511 resource H3k
v tulingmall-auth
v SIC
v main
> java

I =resources
=

o application.ymi

= jwt.jks

> test

BENUEE

keytool -list -rfc --keystore jwt.jks | openssl x509 -inform pem -pubkey

Z: 1SR RIEN jwt BB E SR

@Data



@ConfigurationProperties(prefix = "tuling.jwt")
public class JwtCAProperties {

JEx
* AEB AR
*/

private String keyPairName;

/**
* AR R4
*/
private String keyPairAlias;

/**
* IEHRAH
*/

private String keyPairSecret;

/**
« B
Y

private String keyPairStoreSecret;

@Configuration

/] T& 7€ JmPEnC & 2K

@EnableConfigurationProperties(value = JwtCAProperties.class)
public class JwtTokenStoreConfig {

o o o o o o

}
yml RN jwt it &
tuling:

jwt:

keyPairName: jwt.jks
keyPairAlias: jwt
keyPairSecret: 123123
keyPairStoreSecret: 123123

$=4: (EX JwtTokenStoreConfig BIfLE, ZIFIEXIFRINGE

@Bean
public JwtAccessTokenConverter jwtAccessTokenConverter(){



JwtAccessTokenConverter accessTokenConverter = new
JwtAccessTokenConverter();

/B E IWT 15 FH AR

//accessTokenConverter.setSigningKey("123123");

//BCE IWT 18] AR JEXS BN

accessTokenConverter.setKeyPair(keyPair());

return accessTokenConverter;

@Autowired
private JwtCAProperties jwtCAProperties;

@Bean
public KeyPair keyPair() {

KeyStoreKeyFactory keyStoreKeyFactory = new KeyStoreKeyFactory(new
ClassPathResource(jwtCAProperties.getKeyPairName()),
jwtCAProperties.getKeyPairSecret().toCharArray());

return keyStoreKeyFactory.getKeyPair(jwtCAProperties.getKeyPairAlias(),
jwtCAProperties.getKeyPairStoreSecret().toCharArray());

}

S B IWT RIFEERS

AN AT EZY R IWT AN R, RIEE SRS BR owte o 4kK
TokenEnhancer SEHL— JWT A 253G 5 2%
public class TulingTokenEnhancer implements TokenEnhancer {

@Override

public OAuth2AccessToken enhance(OAuth2AccessToken accessToken,
OAuth2Authentication authentication) {

MemberDetails memberDetails = (MemberDetails) authentication.getPrincipal();
final Map<String, Object> additionallnfo = new HashMap<>();
final Map<String, Object> retMap = new HashMap<>();

//todo iX HLEEFE memberld | Jwt 4R 5 B0 DUARTE B QRS 772 #H7R
B

additionallnfo.put("memberld",memberDetails.getUmsMember().getld());

additionallnfo.put("nickName",memberDetails.getUmsMember().getNickname());

additionallnfo.put("integration",memberDetails.getUmsMember().getIntegration());

retMap.put("additionallnfo",additionalinfo);

((DefaultOAuth2AccessToken) accessToken).setAdditionallnformation(retMap);



return accessToken;

}

7£ JwtTokenStoreConfig HIiC & TulingTokenEnhancer

//JwtTokenStoreConfig.java

/**
* token (134 5R A MLHE B oSN B H] Jwt
* @return
*/

@Bean

public TulingTokenEnhancer tulingTokenEnhancer() {
return new TulingTokenEnhancer();

}

FEFBURSS RO E L E JWT 1 N 753 5 2

// TulingAuthorizationServerConfig.java

@Autowired

private TulingTokenEnhancer tulingTokenEnhancer;

@Override

public void configure(AuthorizationServerEndpointsConfigurer endpoints) throws Exception {
[/ECE IWT I N 25 3 5 2
TokenEnhancerChain enhancerChain = new TokenEnhancerChain();
List<TokenEnhancer> delegates = new ArrayList<>();
delegates.add(tulingTokenEnhancer);
delegates.add(jwtAccessTokenConverter);
enhancerChain.setTokenEnhancers(delegates);

/11 F B A R 2
endpoints.authenticationManager(authenticationManagerBean)
.tokenStore(tokenStore) //f5E token f7fifi TRHK /& jwt
.accessTokenConverter(jwtAccessTokenConverter)
.tokenEnhancer(enhancerChain) //Et & tokenEnhancer
.reuseRefreshTokens(false) //refresh_token & 75 E & & F
.userDetailsService(tulingUserDetailsService) //ill 357 2 2 AL & T F S B
DAL
.allowedTokenEndpointRequestMethods(HttpMethod.GET,HttpMethod.POST); //
SCHE GET,POST iR
}

1) JE I B LR B token



GET v http:/flocalhost:9999/cauth/token?username=testRpassword=testgrant_type=password&client_id=c m

Params @ Authorization Headers (7) Body Pre-reguest Script Tests Settings Cooki

username test
password test
grant_type password
client_id client
3 client_secret 123123 b
scope all
Key diue
Body Cookies Headers (8) TestResults @ 2000K 2Z21ms 1.81KE Save Response
Pretty Raw Preview Visualize JSON = [ [
L
2 "access_token": "eylhbGciOilsSUzIANiIsInRScCIGIkpXVCI.

eyJ1c2VyX25hbWUi0il0ZXNeIivic2NveGUiolsivWxsI18sImFkZGlBaWouYWxIbmZvIip7ImEpY2t0YWAlIjoid21luZGlyIdi
wiaW50ZWdyYXRpb24i0jUnwMDASIm11bWIlcklkIjoxEfswiZXhwIjoxNJE4ODEWNjASLCIhdXRob3IpdGlleyI6Wy JURVNUILGS
Imp@asSIsImU2NWUzYzFhLTVKNMKENDZhY y@4NIYEL TesY TIIM2IzZDkAYiIsInNsaWVudF9pZCI6ImNsawWVudCs.
hHZUyBIjK2nFH2eZwkd9Px6XFYchxwad_8hWOreAVpk2q74RZCSDvTarlQtB865ekF--VpaQpaBFgQl3PgmKefpYtLodGuz4yvde
v1PHoGthIFQn91MaULfiDv-_vdsrUmcdtGlFIE3-iBfLVUadvm3a04YotuZX3HsTzt7REAIT3ISX0pZupd463411 R_U_xawxtI
GZY4miwsTijuillCsoFF4seXIYkut-wBDLtbFo702VwuPDhwIMS0lpXzzIRThbQUAGASIuWLZ YnE0m-ZIFiU_vJIzKbrYgQ2aGe
jD2hlhL44b8EbHA3KUVZh7EZSAXY 2vknnXVC7unSXTScKGM ",
"token_type": "bearexr”

4 "refresh_token": "eyJhbGci0ilSUzIANIiIsInRScCIAIkpXVCI9.
eyJlc2VyX25hbWUi0iJezXNOIiwic2NveGUi0l siYWxsI1l0s ImFEaSTIAImUZNWUZYzFhLTVkMIkENDZhYyBANYSLTcEYTI1MZ
I1zZDk@YiIsImFkZGlRaWIuYWxIbmZvIjp7ImEpY2t0YWIlTIjoid2luZGlyTiwiaW50ZWdyYXRpb24i0jUwMDASIm11bWI1lcklk
TioxESwiZxhwI{oxN{EGNS cxMDASLCIhdXRob31pdG1l ley I6Wy JURVNUI1OsImp@aSTAT gy MmVkNiMzL WMAOWMENGFhYi1hoG
IyLWUIYWIxMzQ3MGU3YSIsImNsaWVudF9pZCIaImNsakvudCclo.

JFuNsVV1v0tD-exEelwyghEfwdAcoP1ERYGN VBIHSeKIspsivVad-a -2a7iMNDhXu7lwXbBCtKyFGRERh3mgypashdds2xih

https://jwt.io/ 12 %: token, W LAZRHXEIHE G A9 I 5 ., AR ARLBIRI 24 mT A

3 iume


https://jwt.io/

J1c2VyX25hbWUi0iJOZXNBIiwic2NveGUi0lsiY
WxsI10sImFkZG18aW9uYWxJbmZvIjp7Imb5pY2t0
YW11Ijoid21uZGlyIiwiaW50ZWdyYXRpb24i0jU
wMDAsIm11bWJ1lcklkIjoxfSwiZXhwIjoxNjE40D
EwNjA5LCJhdXRob3JpdGlleyI6WyJURVNUI1OSI
mpBaSI6ImU2NWUZYZFhLTVkMjktNDZhYy@4NjY5
LTe5YTITM2IzZDkOYiIsImNsaWVudF9pZCI6ImN
salWVudCJ9.hHZUyBI jK2nFH2eZwkd9Pr6XFYchx
wdd_8hWereAVpk2q74RZCSDvTarLQt865ekF--
VpaQpa8FqQl3PgmKefpYtL64Guz4yd8v1PHoGth
JFQn91MaULfiDv-_vdsrUmcdtG1FIE3-
iBfLVUadvm3a04YotuZX3HsTzt7RBAiT38X0pZu
pd463411_R_U_xawxtIGZY4mjwGTijuiI1Cs5FF
4seXIYkut-
wBDLtbFo702VwuPDhwIM501pXzzIRThQudGASIu
WLz_Yn80m-
ZIFiU_vJzKbrYqQ2aGejDehlhL44b8TbH43kUVZ
h7gZSAXY2vkwnXVC7un5XTScKGMw

& Signature Verified

{
“alg": "RS256",
‘ryp™y TJWT"

}

PAYLOAD: DATA

{
"user_name': "test"”,
"scope”: [
a1l
I
"additionalInfo": {
‘nickName”: "windir",
‘integration”: 5808,
‘memberId”: 1
H
"exp”: 1618818689,
"authorities™: [
"TEST"
1.
"jti": "e65e3cla-5d29-46ac-8669-79a253b3d%4b",

"client_id": "client”
}
VERIFY SIGNATURE
RSASHAZ56 (
base64UrlEncode({header) + "." +

base64Ur 1Encede(payload),

zkuVde4g
NwIDAQAB

123123

SHARE JWT

] PR DR S P PUSCR o -SSR A W FEONELE L B

2) ML token



GET o http:/flocalhost-9998/oauth/check_token?token=eyJhbGeiOiJSUzITNIlsInR5cClEIkpXVC J9. ey e 2Vy X2 5ShbWUIOIIOZXNOliwic 2N

Params @ Authorization @ Headers (9) Body Pre-request Script Tests Settings

Query Params
KEY VALUE DESCRIPTION

token eyJhbGciOiJSUzITNIlsInR5cCIBIkpXVC 9. ey lc2VyX2..

jody Headers (3] Test Results @& sStatus: 200 OK Time: 94 ms  Size: 5
Pretty Raw Preview Visualize JSON =)
1 i
2
3
i}
8 "integration”: 5888,
] ‘memberId”: 1
18
b 2 "active": true,
12 "exp 1618383769,
i3 "authorities": [
14 BEST"
ib
16 G 2 "e3d973be-cd48-46bb-baf2-95fb698bd6ed"” ,
=7 client_id client
18

3. BARXIRSS

TE M AR Z% tulingmall-gateway HECE tulingmall-authcenter
1) yml X tulingmall-authcenter B H
server:
port: 9999
spring:
application:
name: tulingmall-gateway
#IiL & nacos VM Otk
cloud:
nacos:
discovery:
server-addr: 192.168.65.232:8848  #yF fiff -0 kit
namespace: 80a98d11-492¢-4008-85aa-32d889e9b0d0 #3145 [ 25

gateway:
routes:
-id: tulingmall-member  ##& 1 ID, 4 J5ME—
uri: lb://tulingmall-member
predicates:



- Path=/member/**,/sso/**
- id: tulingmall-promotion
uri: lb://tulingmall-promotion
predicates:
- Path=/coupon/**
- id: tulingmall-authcenter
uri: lb://tulingmall-authcenter
predicates:
- Path=/oauth/**

2) Yw'5 GateWay 1) 4:Jaiid JE A HEAT ALBR AL B0 2 4
INIERL JE 2% AuthenticationFilter#filter § 75 ZLSLHL (1012 45
[/ A TR EAAUERT url, Ll /oauth/**

//2. 3HL token
/] MiERL M Authorization value:  bearer xxxxxxx
/] B NTE RS H T access_token

//3. K5 token
/] %3 token 5, B AH (FEMNRBURSIKEUAE) KL%
[/ LB R W B B i S S

/14, Bl )5, M token HREREXAI TP B A5 BAF ik B1E Rk

3) HPEATFEDAER url , B LUE yml WE AT EIAUER url.
/**
* @author Fox

*

* WERES: SCHLNERE
%
*/
@Component
@Order(0)
@EnableConfigurationProperties(value = NotAuthUrIProperties.class)
public class AuthenticationFilter implements GlobalFilter, InitializingBean {

/**
* IERENUIRS AT ER T AER URL
*
/
@Autowired
private NotAuthUrlProperties notAuthUrlProperties;

@Override
public Mono<Void> filter(ServerWebExchange exchange, GatewayFilterChain chain) {



String currentUrl = exchange.getRequest().getURI().getPath();

/L DEAN TG ZAAER] url

if(shouldSkip(currentUrl)) {
//og.info("BkiE A UE ) URL:{}",currentUrl);
return chain.filter(exchange);

}
//log.info(" 75 EAAUE ] URL:{}",currentUrl);

return chain.filter(exchange);

@Override

public void afterPropertiesSet() throws Exception {

//3RELAE] TODO

/**
* D7 RS AN R R A B A
* @author:smlz
* @param currentUrl 4T K%
* @return:
* @exception:
* @date:2019/12/26 13:49
*/
private boolean shouldSkip(String currentUrl) {

/A% ULHC 2% (574 SpringMve £ #5128 11 VL AL 2%)

//tbn/oauth/** 7] PLULEL /oauth/token /oauth/check_token %5

PathMatcher pathMatcher = new AntPathMatcher();
for(String skipPath:notAuthUrlProperties.getShouldSkipUrls()) {
if(pathMatcher.match(skipPath,currentUrl)) {
return true;

}

return false;



@Data
@ConfigurationProperties("tuling.gateway")
public class NotAuthUrlProperties {

private LinkedHashSet<String> shouldSkipUrls;

//application.yml
tuling:
gateway:
shouldSkipUrls:
- Joauth/**
- [sso/**

WA A client_id V& ATHARSS, BEMIRIENE] token {5 5

— - _— - e =

GET ~  http:/flocalhost:8888/cauthftoken?username=test&password=test&grant_type=password&client_id=tul
Params @ Authorization Headers (7) Body Pre-request Script Tests Settings
KEY VALUE DESCRIPTION
username test
password test
grant_type password
client_id tulingmall-member
= client_secret 123123
scope read
Body Cookies Headers (8) TestResults ® 2000k 223ms 1B5KE §
Pretty Raw Preview Visualize JSON =
1 ff
2 "access_token”: "eylhbGci0ilsUzIANiIsInREcCI6IkpXVCIS.

eyJ1c2VyX25hbWUi0iJOZXNOTiwic2NveGUitlsicmVhZCIdLC IhZGRpdGLlvbmFsSHEmbyI6eyJuaWNT TmFtZST
IsImludGWncmFRakuIjolMDAWLCItZWLiZXIIZCIEMNAsImVAcCIEMTY xODkwNT SwNSwiyXV@aGIyaXRpZXMic
LCIodGkiDiT4MmUwWYzFmZ i1 hYWQOLTQIMDELYWZKMCLiZjQxMzBiMmZKZTOILCIjbGllonRfaQioiladuxpbme
J1lcids.

a0KGUsearCtyzkpOIFrFfwlrkoviwz0IxdmAxIt-HITdHPzc-UH-0gCwT TaX0gAxPt51m-OLYDOtIESYNYMd 2z
PWVd4JcF9_SoIm_Oixvafid9y-oUS_N-pkNOiGulUTivYbbK3EyldzXJ-AdNzaTKayoBhX5- POHBUXS52iBtpDE
WZPvgCPeKMTnoUzEXMKBZLHLIIbsytE63 X@zsHXIY2EN_zYDs1PZr_bXgAFMXECTORHIUYLeeMAGBKQI1SNP1EE

LTl DeOaVWd L atnrmd me s T e AT AL AR A mi s d anT wa <9

Mk = APIRS = g



POST w localhost:8888/sso/loginTusername=test&password=test

Params @ Authorization Headers (8] Body Pre-reguest Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
username test
a password test
Body Cookies Headers (3) Test Results @ 2000k 18965 1B61KB Sa
Pretty Raw Preview Visualize JSON  ~ =
2 "code": 200,
3 "message”: “"E{ERTH,
4 "data": {
5 "tokenHead": “"bearer”,
& "token"! "eylhbGci0ilSUzIANiIsInREcCIATkpXVCIS.

eyJic2VyX25hbWUi0iJOZXNBIiwic2Nve lsiemVhZCIdLCIhZGRpdGlvbmF=SWEmbyI6eyJuawWNTTmF1
RpciIsImludGWncmFEaWouljolMDAWLCItZWAIIZXIIZCIEMNEsImVAcCIAMTY xODkwNTRENywiYXVBaGIyal
VEVTVCIdLCIgdGki0iI20GURY j IwMSOEM2QwLTQAMzALOTEZY S1mM ] kwMGZmYTh1YmQiLCIjbGllbnREakQ:
dtYWxsLwilblllcidg.

aXgS_ALhigsmYv2iDe5kvIKLCEjLEpiFq2hgXTOplyat7gxyboGmAAHWNEK _o@1KENziADgzyX8TThtverX]
nazRay94B12rKzrS5x12sZi167WNMASsiH7 gyD4-sYogWE_iNTaR_zqU02UIR8eBkclAZ_ JFELl-WLAzBjrem:

MY O MA =Y in AT a ENUME L Qe AT AWM+ 209 BT AamDMDira] A0rAr3Mee v iy Ta+i12 I new ARN e 2 Rans) o A lean 7y

3)  fEHTIER, FREL token

ME K Sk b i T Authorization  value:  bearer xxxxxxx B EH M AE K = H o @ W
access_token

7E AuthenticationFilter#filter HHSZIIFREL token )% 45

//2. KHX token

/] ME SRSk f#HT Authorization  value:  bearer xxxxxxx

/] B NGRS E P T access_token

15— filt T i 3RAT] Authorization FJIE Rk value J4: “bearer XXXXXXXXXXXXXX”

String authHeader = exchange.getRequest().getHeaders().getFirst("Authorization");

/%5 =5 AW Authorization G Kk BB NT
if(StringUtils.isEmpty(authHeader)) {
log.warn(" 7 ZAIERT url, i 3K S N 2=");
throw new GateWayException(ResultCode. AUTHORIZATION_HEADER_IS_EMPTY);

Mk BT MR I TGS, BUNIE R KA token (518, Prel il 7%



GET L4 localhost:8888/memberfcenterfcoupons
Params @ Authorization Headers (8) Body Pre-request Script Tests Settings
Cache-Control (3 no-cache
Postman-Token (2 <calculated when request is sent>
Host (& <calculated when reguest is sent>
User-Agent (@ PostmanRuntime/7.26.10
ﬂ Accept (@ *Js
Accept-Encoding @ gzip, deflate, br
Connection (D) keep-alive
memberld
Body Cookies Headers (2) Test Results @& status: 500 Internal Server Error
Pretty Raw Preview Visualize JSON =
1 H
2 "timestamp": "2021-04-20TE3:42:02.756+00087,
3 "path": "/member/centexr/coupons”,
4 "status": BEO,
5 "errox": “Imtermal Server Error'y,
5 "message’|: "HHEMAItokenFEE "
7 K

4) KU token

S5 token Ja, WA (FEMRBURSIRICAT) K, K5 IR SGR I 57 8

T

<IN jwt AH K->

<dependency>
<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt-api</artifactld>
<version>0.10.5</version>

</dependency>

<dependency>
<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt-impl</artifactid>
<version>0.10.5</version>
<scope>runtime</scope>

</dependency>

<dependency>



<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt-jackson</artifactld>
<version>0.10.5</version>
<scope>runtime</scope>
</dependency>
7£ AuthenticationFilter#filter HHSZHLRZ L token 1312 45
//3. K5 token
/] E3| token J5, WL AH (FREMRBURSIKIAH) Kk
/] 5 IR S I i Y S
[/EB=00 RIS BRATH jwt 5 jwt AT EE I #24ih t
Claims claims = JwtUtils.validate)JwtToken(authHeader,publicKey);
5 token 124
// AuthenticationFilter.java

[**
* JERLHH token FFLG
*/

private static final String AUTH_HEADER = "bearer ";

public static Claims validateJwtToken(String authHeader,PublicKey publicKey) {
String token =null ;

try{
token = StringUtils.substringAfter(authHeader, AUTH_HEADER);

Jwt<JwsHeader, Claims> parseClaimsJwt

Jwts.parser().setSigningKey(publicKey).parseClaimsJws(token);
Claims claims = parseClaimsJwt.getBody();
//log.info("claims:{}",claims);
return claims;
}catch(Exception e){
log.error("F: 5 token 57 :{}, 7% H 15 2.:{}", token,e.getMessage());

throw new GateWayException(ResultCode.JWT_TOKEN_EXPIRE);

}

TR%

@SIf4j

public class JwtUtils {

/**



* AEARSS 25V Al AT M SEH clientld (75 B 4E oauth_client_details % 1 &)
*/
private static final String CLIENT_ID = "tulingmall-gateway";

/**
* JAUEARSS 28 VF AT AT 1) client_secret(75 B 7E oauth_client_details 2 F1Ac &)
*/

private static final String CLIENT_SECRET = "123123";

/**
* AIEAR S 75 55 22 3R token_key IHbAE
%
/
private static  final String  AUTH_TOKEN_KEY URL = "http://tulingmall-

auth/oauth/token_key";

J**
* i5R3LF token FIFFLE
*/

private static final String AUTH_HEADER = "bearer ";

/**
* JPRSE U E AR A A SRECIE IR G5 2 UK. jwt IR ) key
* @author:smlz
* @param restTemplate ZCF2 17 F I /ER
* @return: tokenKey fi#HT jwt [ tokenKey
* @exception:
* @date:2020/1/22 11:31
*/
private static String getTokenKeyByRemoteCall(RestTemplate restTemplate) throws
GateWayException {

15— R K

HttpHeaders headers = new HttpHeaders();
headers.setContentType(MediaType.APPLICATION_FORM_URLENCODED);
headers.setBasicAuth(CLIENT_ID,CLIENT_SECRET);
HttpEntity<MultiValueMap<String, String>> entity = new HttpEntity<>(null, headers);

/5 =0 R SREL token_key
try {

ResponseEntity<Map> response =
restTemplate.exchange(AUTH_TOKEN_KEY_URL, HttpMethod.GET, entity, Map.class);

String tokenKey = response.getBody().get("value").toString();



log.info(" £ IANIEAR 55 %5 3K BN Token_Key:{}",tokenKey);

return tokenKey;

}catch (Exception e) {

log.error(" 2 i FH A IE AR 2525 3R B Token_Key 2RIU:{}",e.getMessage());

throw new GateWayException(ResultCode.GET_TOKEN_KEY_ERROR);

/**
* TR SEBLO A A
* @author:smlz
* @param restTemplate: T F2 1 FH#AE S
* @return: Publickey %A% %
* @exception:
* @date:2020/1/22 11:52
*/
public static PublicKey genPulicKey(RestTemplate restTemplate) throws GateWayException

String tokenKey = getTokenKeyByRemoteCall(restTemplate);

try{
JIHEIRELP) 2 AT S A 2 2 B 4w
String  dealTokenKey =tokenKey.replaceAll("\\-*BEGIN  PUBLIC  KEY\\-*",

"").replaceAll("\\-*END PUBLIC KEY\\-*", "").trim();

java.security.Security.addProvider(new
org.bouncycastle.jce.provider.BouncyCastleProvider());

X509EncodedKeySpec pubKeySpec = new
X509EncodedKeySpec(Base64.decodeBase64(dealTokenKey));

KeyFactory keyFactory = KeyFactory.getInstance("RSA");

PublicKey publicKey = keyFactory.generatePublic(pubKeySpec);

log.info("42 .22 8H:{}", publicKey);



return publicKey;
}catch (Exception e) {
log.info("42 22 8H 7 5 {}", e.getMessage());

throw new GateWayException(ResultCode.GEN_PUBLIC_KEY_ERROR);

public static Claims validateJwtToken(String authHeader,PublicKey publicKey) {
String token =null ;
try{
token = StringUtils.substringAfter(authHeader, AUTH_HEADER);

Jwt<JwsHeader, Claims> parseClaimsJwt
Jwts.parser().setSigningKey(publicKey).parseClaimsJws(token);

Claims claims = parseClaimsJwt.getBody();
//log.info("claims:{}",claims);
return claims;
}catch(Exception e){
log.error("FZ 5 token 54 :{}, 7 15 E.:{}",token,e.getMessage());
throw new GateWayException(ResultCode.JWT_TOKEN_EXPIRE);
}

2 M tulingmall-authcenter SREUAEH, SCILASHIREUZ 4
// AuthenticationFilter.java

/**
* jwt B8, 75 E N 0 S 3, 1R A F UGIE HR G 25 3R BUA B
*/

private PublicKey publicKey;

@Autowired
private RestTemplate restTemplate;

@Override
public void afterPropertiesSet() throws Exception {



//FRELA% TODO
this.publicKey = JwtUtils.genPulicKey(restTemplate);

@Configuration
public class RibbonConfig {

@Autowired
private LoadBalancerClient loadBalancer;

@Bean
public RestTemplate restTemplate(){
RestTemplate restTemplate = new RestTemplate();
restTemplate.setInterceptors(
Collections.singletonList(
new LoadBalancerInterceptor(loadBalancer)));

return restTemplate;

}

WE. AR BEE 8T @LoadBalancer fit & RestTemplate Z<3RELAEH, B
N2

ACE =

org.springframework.cloud.client.loadbalancer.LoadBalancerAutoConfiguration
org.springframework.beans.factory.support.DefaultListableBeanFactory#prelnstantiateSingleton
s

M- LA token, JEIEPICIREUH P ILEZRE B



GET w

Params ®  Authorization Headers (9)
Postman-Token @

Host (&

User-Agent @

Accept (D

Accept-Encoding @

Connection (@

memberld

Authorization

Key
Body Cookies Headers (3) Test Results
Pretty Raw Preview Visualize
2 "code": 206,
3 "message”: "H{ERRTH,
4 “data™:-
5 i
& 1 e
7 "couponId®: 2,
g “memberId”: 1,
g
1@ "membexrNickname"”:
13 "getType": 1,
12
13 "useStatus": @,
14 "useTime":
15 "prderId": 12,
16

iz ¥] token, HH FH

Body

JSON

localhost:BB88/member/center/coupons

Pre-request Script Tests Settings
<calculated when reguest is sent>
<calculated when reguest Is sent>
PostmanRuntime/7.26.10

s

gzip, deflate, br

keep-alive

bearer eyJhbGCiOiJSUZINIISINRECcCIBIKpXVC...

Value Description

@ Status: 200 OK  Time: 62 ms

"couponCode”: "4931048388330002",
"windir",

“"createTime”: "2018-858-29T14:04:12.088+0088",
"2B19-83-21T15:83:40. 8E0+0680"

"ordersSn": "281889158101086081"

Size

= Bc



GET e localhost:8888/member/center/coupons

Params @ Authorization Headers (9] Body Pre-request Script Tests Settings
Paostman-Token (2 <calculated when request is sent=
Host @ <galculated when request is sent>
User-Agent @ PostmanRuntime/7.26.10
Accept @ b
Accept-Encoding (@ gzip, deflate, br
Connection (@ keep-alive
!I memberld 1
Authaorization bearer 853967fb-6f9e-4813-b35e-cf4b0225e
Body Cookies Headers(2) TestResults @ status: 500 Internal Server Error  Time: 10
Pretty Raw Preview Visualize JSON =
; - "timestamp": "2021-84-20TE9:14:15.188+0800",
3 "path": " /membercenter/coupons”,

"status": 58@,
"exrroxr": "Internal Server Erxrror”,

"message”: "tokenilsBE

=1 o &

4) BREIEITJE, M token HHERHI FH P & A5 BAF il 23 =K Sk
{E AuthenticationFilter#filter 11, ¥4 M token H 3R HX I H P & 45 B A7 66 21 K kb
/18, BHIE G, M token HIERIU FH P & 515 BAFAE 21E K kb
[IEEVUAE B jwt AT ok F P B RS B A R R 2k
ServerWebExchange webExchange = wrapHeader(exchange,claims);

AT P 8 A5 BAR Ak B R Sk
// AuthenticationFilter.java

private ServerWebExchange wrapHeader(ServerWebExchange serverWebExchange,Claims

claims) {
String loginUserInfo = JSON.toJSONString(claims);
//log.info("jwt FJH F {5 E.:{}",loginUserInfo);
String memberld = claims.get("additionallnfo", Map.class).get("memberld").toString();

String nickName = claims.get("additionallnfo",Map.class).get("nickName").toString();



//15) headers HJECCA, 1245 build

ServerHttpRequest request = serverWebExchange.getRequest().mutate()
.header("username",claims.get("user_name",String.class))
.header("memberld",memberld)
.header("nickName",nickName)
build();

/G IRAER] request AZHY change X%

return serverWebExchange.mutate().request(request).build();
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