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2) MBRsSHECE Skywalking Agent

L tulingmall-member A%, 1E jvm SE 140 agent it &
-javaagent:D:\apache\apache-skywalking-java-agent-8.11.0\skywalking-agent\skywalking-
agent.jar

-Dskywalking.agent.service_name=tulingmall-member
-Dskywalking.collector.backend_service=192.168.65.103:11800

i I Skywalking Ul :  http://192.168.65.103:8080/

3) EERKBFIELR, &R traceld

logback B /7t &
PN

<I-- apm-toolkit-logback-1.x -->

<dependency>
<groupld>org.apache.skywalking</groupld>
<artifactld>apm-toolkit-logback-1.x</artifactld>
<version>8.9.0</version>

</dependency>

78I logback H &S logback-spring.xml

<?xml version="1.0" encoding="UTF-8"?>


https://note.youdao.com/s/SLiJ0MvI
http://192.168.65.103:8080/
https://skywalking.apache.org/docs/skywalking-java/latest/en/setup/service-agent/java-agent/application-toolkit-logback-1.x/

<configuration>

<l-- 5| N\ Spring Boot ERIA[ logback XML FCLE X -->

<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<l- ¥%H|E Appender -->
<appender name="console" class="ch.qos.logback.core.ConsoleAppender">
<l-- HEMEL >
<encoder class="ch.qos.logback.core.encoder.LayoutWrappingEncoder">
<layout
class="org.apache.skywalking.apm.toolkit.log.logback.v1.x.TraceldPatternLogbackLayout">
<Pattern>%d{yyyy-MM-dd HH:mm:ss.SSS} %-
Slevel %tid %t %logger{36}: %$msg%n</Pattern>
</layout>
</encoder>

</appender>

<l- M Spring Boot HiE CfFH, #2HL spring.application.name BiF| 4 -->
<springProperty name="applicationName" scope="context"
source="spring.application.name" />

<l-- H&EXH Appender -->
<appender name="file" class="ch.qos.logback.core.rolling.RollingFileAppender">
<l-- HEXMSE >
<file>/logs/tulingmall/${applicationName}.log</file>
<I-RENHNG, FETHE + KA >
<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>/logs/tulingmall/${applicationName}-%d{yyyy-MM-dd}-
%i.log</fileNamePattern>
<MaxHistory>20</MaxHistory>
<timeBasedFileNamingAndTriggeringPolicy
class="ch.qos.logback.core.rolling.SizeAndTimeBasedFNATP">
<maxFileSize>500MB</maxFileSize>
</timeBasedFileNamingAndTriggeringPolicy>
</rollingPolicy>
<l-- HEMESL >
<encoder class="ch.qos.logback.core.encoder.LayoutWrappingEncoder">
<layout
class="org.apache.skywalking.apm.toolkit.log.logback.v1.x.TraceldPatternLogbackLayout">
<I-- HERAFEI %tid BirT4E trace id >
<Pattern>%d{yyyy-MM-dd HH:mm:ss.SSS} %-
Slevel %tid %t %logger{36}: %$msg%n</Pattern>
</layout>

</encoder>



</appender>

<l ¥# Appender-->
<root level="DEBUG">

<appender-ref ref="console"/>
<appender-ref ref="file"/>

</root>

</configuration>
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B E—: (EH logstash BE4EH

1) BI K

<dependency>

<groupld>net.logstash.logback</groupld>

<artifactld>logstash-logback-encoder</artifactld>

<version>6.3</version>

</dependency>

2) logback-spring.xml I logstash AL B

<!-- add converter for %tid -->

<conversionRule

Elasticsearch

Elasticsearch

conversionWord="tid"

converterClass="org.apache.skywalking.apm.toolkit.log.logback.v1.x.LogbackPatternConverter"/

>

<!-- add converter for %sw_ctx -->

<conversionRule

conversionWord="sw_ctx

converterClass="org.apache.skywalking.apm.toolkit.log.logback.v1.x.LogbackSkyWalkingContext

PatternConverter"/>



<appender

class="net.logstash.logback.appender.LogstashTcpSocketAppender">

<destination>192.168.65.25:9527</destination>

name="LOGSTASH"

<encoder class="net.logstash.logback.encoder.LoggingEventCompositeJsonEncoder">

<providers>
<timestamp>
<timeZone>UTC</timeZone>
</timestamp>
<pattern>
<pattern>
{
"level": "%level",
"tid": "%tid",

"skyWalkingContext": "%sw_ctx",

"thread": "%thread",
"class": "%logger{1.}:%L",
"message": "%message",
"stackTrace": "%exception{10}"
}
</pattern>
</pattern>
</providers>
</encoder>
</appender>

<l- % HE Appender-->
<root level="INFO">

<appender-ref ref="LOGSTASH"/>
</root>

3) ¥R tulingmall-logstash.conf BC &, j&3) logstash
input {

tep {
# 1E 9527 ¥iii 132K logback f£ K11 H &
host =>"0.0.0.0"
port =>9527

mode => "server"
tags => ["tulingmall"]

codec => json_lines

}
filter {

}
output {

#IZ I G %



stdout { codec => rubydebug }
#i ! 2 es
elasticsearch {
hosts => ["127.0.0.1:9200"]
user => "elastic"
password => "123456"
index => "tulingmall-%{+YYYY.MM.dd}"
}
}
J5 3] logstash
bin/logstash -f tulingmall-logstash.conf --config.reload.automatic
# JaB)as)
nohup bin/logstash -f tulingmall-logstash.conf >/dev/null 2>tulingmall.log &

HEZ: R ELK NSRS SE: i@l FileBeat IIEEFMIAE

1) [3E) FileBeat IEXAE
114 filebeat.ym| FIACE, #55E HEWEEHIBEF] logstash Hiulk

filebeat.inputs:
- type: log
enabled: true
paths:
- f:\logs\tulingmall\*.log
multiline.pattern: '"\d{4}\-\d{2)\-\d{2}\s\d{2\:\d{2}\:\d{2}\.\d{3}'
multiline.negate: true
multiline.match: after

# Logstash output
output.logstash:
hosts: ['192.168.65.220:5044"]

J& 3] FileBeats
#J5 3] FileBeats
filebeat.exe -e -c filebeat.yml

2) Logstash f#tr Trace ID

Wit grok HE IEMZRE, LA HEATFHMECE traceid, #EATLA/E es HHEE R
5, JEHEKZE. #H (?<trace_id>[0-9a-f.]{53,54} EIA[ffHLH traceid.



2 hits

level thread
time trace_id content log file.path
> 2021-86-1 ERROR 812f0aB@5c1245081 @ @ http-nio- Servlet.service() for servlet [dispatcherServlet] in context with path [] threw exce f:\logs\tulingmall
7 15:19:5 2cbBadcc754.91.162391 8877-exec ption [Request processing failed; nested exception is feign.FeignException$InternalSe \tulingmall-member.
9.237 43992218013 -3 rverError: status 500 reading CouponsFeignService#list(Integer,long)] with root cause log
feign.FeignException$InternalServerError: status 500 reading CouponsFeignService#list
(Integer,Long)
at feign.FeignException.errorStatus(FeignException.java:114)
at feian.FeignException.errorStatus(FeignException.java:86)
> 2621-86-1 ERROR  812f@aBB5c1245cBb6abb http-nio- Servlet.service() for servlet [dispatcherServlet] in context with path [] threw exce f:\logs\tulingmall
7 15:19:5 2cb@adcc754.91.162391 8855-exec  ption [Request processing failed; nested exception is java.lang.IllegalArgumentExcept \tulingmall-coupon
9.233 43992210013 -7 ion: IBEZHMEE] with root cause s.log

java.lang.I1legalArgumentException: IFitSME#

at com.tuling.tulingmall.controller.UmsCouponController.list$original$EjUHD4L
b(UmsCouponController.java:54)

at com.tuling.tulingmall.controller.UmsCouponController.list$original$EjUHD41

input {
beats {
port => 5044
codec => "json"

filter {
grok {
match => {

"message" => "(?<time>\d{4\-\d{2}\-
\d{2\s\d{2\:\d{2\:\d{2\.\d{3})\s(?<level>\w{4,5})\s+\T\I\D\:\s*(?<trace_id>[0-9a-
f.1{53,54})\s%{DATA:thread}\s%{DATA:class}\:%{GREEDYDATA:content}"

}
}
mutate {
remove_field => "message" # Mt FR 546 H & N 2158 1A Fr o8

output {
elasticsearch {
hosts =>["192.168.65.220:9200"]
index => "tImall-log" # ES E 7% 5]

}

J& 3l Logstash

# AR B 25 E

bin/logstash -f config/timall-skywalking.conf --config.test_and_exit
#)35)) Logstash

bin/logstash -f config/timall-skywalking.conf --config.reload.automatic

Mizt: 7£ kibana FPIRYE trace_id HFEWNHRFHE

#4L skywalking A ELK J&, it traceid, 7E Skywaling " HLH A S BERE TP AN AT T
I, SRJETE ELK Hi% traceid #ZX MM RGHE, IXFERLAT AR5 5 18 A7 H [
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[B) v a88c9113cc2244eabdf3aa9699f9a4cc.155.16652943724880021

http://192.168.65.25:5601/

©  level: ERROR X

tulingmall-2022.10* v

Q ERFRER
RS 0
v OEETS

t tid

level

t thread

skyWalkingContext
t class

t message

>

>

TID:a88¢911
3cc2244eabd

52943724880
021

TID:a88¢911
3cc2244eabd
322969979
4cc.155.166
52943724880
021

level

ERROR

ERROR

thread

http-nio-887
7-exec-5

http-nio-882
2-exec-4

skyWalkingContext

SW_CTX: [ tulingmall-member, c6a3f849d684
4f3a00845fbe90d8f782192.168.65.103, a88c
9113cc2244eabd3aad699f9adce . 155.166529
43724880021, d1d873c2d69a4bcdb2ed15F94F
a4a5a.216.16652943724920008, 6]

SW_CTX: [tulingmall-promotion, 6726e1b14c
db41e6a48ca693b178d7440192.168.65.103,a
88¢9113¢c2244eabdf3aa9699f9adcc . 155.166
52943724886021, 70a46094a2¢04119bced324c
55d91ble.180.16652943724940000, 0]

class

org.apache..catalin
a.core.ContainerBa
se.[Tomcat] . [local
host].[/].[dispate
herServiet]:?

org.apache.catalin
a.core.ContainerBa
se. [Tomcat] . [Local
host].[/]. [dispatc
herServlet]:?

message

Serviet.service() for serviet [dispatcherServiet] in con
text with path [] threw exception [Request processing fa
iled; nested exception is feign.FeignExceptionSInternals
erverError: [500] during [GET] to [http://tulingmall-pro
mot: pon/list] [Coup gnService#list(Integer, Lo
ng)]: [{"timestamp”:"2022-10-89T05:46:12.539+00:00", "sta

Tnternal Server Frror’.“messace

tus” 500 “error”: "o
Servlet.service() for servlet [dispatcherServlet] in con
text with path [] threw exception [Request processing fa
iled; nested exception is java.lang.IllegalArgumentExcep
tion: IFEZMEF] with root cause
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