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% F(Primary Shard & Replica Shard)

e F4% kK (Primary Shard)
o FHLUREIENK EHE, BEESR, FJLSEESMRISHRNAETRZL
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o EFREERSICIEITIEE, FEAIHENR, FRIFReindex
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1 # FRERGINE D A MBI o E
2 PUT /blogs

3

4 "settings":

5 "number_of_shards": 3

6 "number of replicas": 1
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tEB¥status

o Green: £ R SRIFFIEEHE

e Yellow: T REMIEHESE, BREIASD AFREEFESE

o Red: BEDHFRAENDTR. Hlt0, HIRSEATHEBERBIT85%MT, KO T —MIES|



1 #EFEERERE RO
2 GET _cluster/health

CAT APIEEEE(ER

2 GET /_cat/nodes?v #&AHTAER
3 GET /_cat/health?v #EFREH LIRS 4. 3. %

4 GET /_cat/shards?v #BE & shard KITELH TSI

5 GET /_cat/shards/{index}?v #B 5 T8 40 R I L

6 GET /_cat/master?v #BEmaster i S5 R

7 GET /_cat/indices?v #EFH LRI index VRGNS B

8 GET /_cat/indices/{index}?v #EFHERE TR E index LIS S
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BN BEVIS TR RESHIZ, HEEIEEIRIT, BIENEE, 1BEER
S#EPFE . ElasticSearchiEZ2E FF

P ESTHR%
192.168.65.213

node-1
192.168.65.207 node-2
192.168.65.208 node-3
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LHERRAN: elasticsearch8.14.3
BEZ % CentOS7
tiRZrootFIF, IR es
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1 adduser es

2 passwd es

(&4 /etc/hosts

1 vim /etc/hosts

2 192.168.65.213 es-nodel
3 192.168.65.207 es-node2
4 192.168.65.208 es-node3

RIABGKIE

1 #EE KRR

2 systemctl status firewalld
3 #K IR K

4 systemctl stop firewalld

5 systemctl disable firewalld

EEFET, IRSEMNSMAESHIS ISHEREWSHEE (bootstrap checks) , FMB5ISMEE
MEERS BN —LERNRETHTRE, HEHREERERESEN. 5I1SME8EY
JVMAN, AfFl. EUAT. RASIEE. SHATRXEESHEXRINE, WRE—aE/LIR
WEEARSIE, ESSIEBEMIRS.

[1]: max file descriptors [4096] for elasticsearch process is too low, increase to at least [65536]
ESEARERERICIEZRS XY, FEREAWTHRFRISY, FTLABNIEEMHRInuxE RS F4TH
NHEAREHBRIRE, RAESEIH IS



#V1#: Froot FH 1

vim /etc/security/limits.conf

RERMIN FACHE
5 soft nofile 65536
% hard nofile 65536
o soft nproc 4096
& hard nproc 4096

[2]: max number of threads [1024] for user [es] is too low, increase to at least [4096]

Toi R A EAZ R, I R AR IR EAZECR/N

vim /etc/security/limits.d/20-nproc.conf

BN RO E
* soft nproc 4096

[3]: max virtual memory areas vm.max_map_count [65530] is too low, increase to at least [262144]

RAEURENNERRFHIEURT

vim /etc/sysctl.conf
BINLAT N2
vm.max_map_count=262144

IRAFIRH 2 JEHAT A0 T dr %

sysctl -p

2) {liaZlesR, {Effelasticsearch.yml



1 # TRESERF IR AL

2 cluster.name: es-cluster

3 #HIRE T RATR, BT AL EME—

14 node.name: node-1

5 # YEip, HFRmAEYi, rTLiic Ee.0.0.0

6 network.host: 0.0.0.0

7 #3158 Ewebi [

s #http.port: 9200

9 #fE tepi

10 #transport.tcp.port: 9300

o #HT R, B E R RIE T S

12 discovery.seed hosts: ["es-nodel", "es-node2", "es-node3"]
13 #7085 NRIBCE I, SERE S| S0 . F @ SRRF I 26 v Y B 0 BA 7T e BEAR AR
14 #RMOVERES S AL RAES OB RN 75 2

15 #1ZIEIAC & Anode . nameffIE, 5 7T LAWTAR AL AR RE R 44 R

16 cluster.initial master nodes: ["node-1","node-2","node-3"]
17 #AR RS I i)

18 http.cors.enabled: true

19 http.cors.allow-origin: "*"

20 HY)FEHEE WA securityZ&NE

21 xpack.security.enabled: false

=T REEWT:



| #192.168.65.213/E

2 cluster.name: es-cluster

3 node.name: node-1

1 network.host: 0.0.0.0

5 discovery.seed hosts: ["es-nodel", "es-node2", "es-node3"]
6 cluster.initial master nodes: ["node-1","node-2","node-3"]
7 http.cors.enabled: true

8 http.cors.allow-origin: "*"

9 xpack.security.enabled: false

11 #192.168.65.207 1L E

12 cluster.name: es-cluster

13 node.name: node-3

14 network.host: ©.0.0.0

15 discovery.seed_hosts: ["es-nodel", "es-node2", "es-node3"]
16 cluster.initial master nodes: |["node-1","node-2","node-3"]
17 http.cors.enabled: true

18 http.cors.allow-origin: "*"

19 Xpack.security.enabled: false

20

21 #192.168.65. 208 &

22 cluster.name: es-cluster

23 node.name: node-2

24 network.host: 0.0.0.0

25 discovery.seed_hosts: ["es-nodel", "es-node2", "es-node3"]
26 cluster.initial master_nodes: ["node-1","node-2","node-3"]
27 http.cors.enabled: true

28 http.cors.allow-origin: "*"

29 Xpack.security.enabled: false

3) BRI EAN T RRIESHRSS



1 # EE: mREfTER A, FEMERdataH%, BlSSEOCIEMALER
2 rm -rf data
3 HZIEIKS A A

4 bin/elasticsearch-plugin install https://release.infinilabs.com/analysis-
ik/stable/elasticsearch-analysis-ik-8.14.3.zip

5 # JABIESIRS

6 bin/elasticsearch -d

4) ISIESERF
http://192.168.65.213:9200/ _cat/nodes?pretty

T4 CerebroZ Fif

Cerebrof4g

Cerebro AILIEE D h o EMBLIEFEARITENNRS BE. TR, AREREHRMEBR,
35K LDAP B3 IGIEA) 4.

Cerebro EF Scala fYPlay {E2849sE, FAF/5im REST #[ Elasticsearch &5, EBERAET
AngularJS SRV TR (SPA) Hiif,

ImERMILE: https://github.com/Imenezes/cerebro

%< Cerebro

TEHbLE: https://github.com/Imenezes/cerebro/releases/download/v0.9.4/cerebro-0.9.4.zip

1Z1T cerebro

1 cerebro-0.9.4/bin/cerebro

3 #E G HE3)

4 nohup bin/cerebro &

1318): http://192.168.65.207:9000/

EINESERFTI A http://192.168.65.207:9200, FES7i%EHE::
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1) {EkibanafitE&


http://192.168.65.213:9200/_cat/nodes?pretty
https://github.com/lmenezes/cerebro
https://github.com/lmenezes/cerebro/releases/download/v0.9.4/cerebro-0.9.4.zip
http://192.168.65.207:9000/

1 vim config/kibana.yml
2
3 server.host: "192.168.65.213"

4 118n.locale: "zh-CN"

2) i&f7Kibana
127R: KibanaXd4Mi tep im[1:25601, {§ netstat -tunip|grep 5601BIA] &&HFE

1 #EERE
2 nohup bin/kibana &

1 #EHkibanaitfE
5 netstat -tunlp | grep 5601

iAlalKibana: http://192.168.65.213:5601/

4. ESEREFREIAE

ZE VY https://lwww.elastic.co/guide/en/elasticsearch/reference/8.14/configuring-stack-securit
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http://192.168.65.213:5601/
https://www.elastic.co/guide/en/elasticsearch/reference/8.14/configuring-stack-security.html

HF SecurityfIZ£IAIE
ES 8 B\IA/Bah T Security, ES 8.x F—xEsIZzEemt I MER, MRS ESEEMINT .
trinwindows F&E—XEEIES, St TEA:
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-> Elasticsearch security features have been automatically configured!

-> Authentication is enabled and cluster connections are encrypted.

-> Password for the elastic user (reset with "bin/elasticsearch-reset-password -u
elastic’):

GFDGvf9kEuSaZrr=3elLt

-> HTTP CA certificate SHA-256 fingerprint:
£76d093b63225€a0866b4fccl766293cat@5c6ael52a9e95e3149aftd74be5fa8

-> Configure Kibana to use this cluster:
* Run Kibana and click the configuration link in the terminal when Kibana starts.

* Copy the following enrollment token and paste it into Kibana in your browser (valid
for the next 30 minutes):

eyJ2ZXIi0iI4LEOLAILCINZHI101siMTcyLESLIE3NI4x0jkyMDAIXSwizZmdyIjoiZjc2ZDA5M2I2Mz IyNWV
hMDg2NmIOZmNMTc2NjISM2NhZjA1YZzZhZTEIMMESZTk1ZTMXND1hZmQ3NGI INWZhOCIsImt1eSI6I I1VW1 Sk
VCaXNrRWNrdjRYMXVZO1RWQ] IMS2RWUKRTT2hjUmhWVGF 2 cUEifQ==

-> Configure other nodes to join this cluster:
* On this node:

- Create an enrollment token with “bin/elasticsearch-create-enrollment-token -s
node’ .

- Uncomment the transport.host setting at the end of config/elasticsearch.yml.
- Restart Elasticsearch.
* On other nodes:

- Start Elasticsearch with “bin/elasticsearch --enrollment-token <token>", using the
enrollment token that you generated.

EVR[35) Elasticsearch By, £BEI#ITIATZEEE:
o NEHEM HTTP BE4RL TLS IEPBFIZ4A,

o TLS BCEIREHS Aelasticsearch.yml,



o 79 elastic FAF4ERZERI,

* /9 Kibana &p— MNEMSHE.

(EP M-S 2505

7£ ES 8.xiRALAG, elasticsearch-setup-passwordsig BEBNTEELWEEMER, S HA7TXZ
BISE—IRERZRERIER, 8 XEE R RE BaEE.

MRFBEESKPER, FTHITUATRE:

D:\vip7\elasticsearch\ELKZZ 2 & \8.14.3\elasticsearch-8.14.3\bin>elasticsearch-reset—password.bat -u elastic -i
warning: ignoring JAVA_HOME=C:\Program Files\Java\jdk-21.0.1; using ES_JAVA_HOME

This tool will reset the password of the [elastic] user.

You will be prompted to enter the password.

Please confirm that you would like to continue [y/N]y

Enter password for [elastic]:
Re-enter password for [elastic]:
Password for the [elastic] user successfully reset.

1 #Melasticlk s HANERCHI M, it 26

2 bin/elasticsearch-reset-password -u elastic

3 #TLIREH RS

4 bin/elasticsearch-reset-password -u elastic -i
5 #15 E Ik 55 Hohk AR 44

6 bin/elasticsearch-reset-password --url "https://ip:9200" -u elastic -1

HEARSSIATS

ihalARSS

1£7 xBOhRA BB W T HBUEARIESIRSS . http://localhost:9200/
EREE 8.x FNRAhIRI&ERIMN N mE:

[REIfERE
XEEENS, HH Elastic 8 BIAFFET SSL, BEIAERBIRHtruedIfalseBIa]

HEFFIGE

KIASSLEARILAAMEIRS T, (BIXAR LEEAE DREMIERRAR, SEFRIMEARERnttpsti
W TR

https:/localhost:9200/, IHRTENERARAVNILEESMR AR LL BRI A S HILLA N85 R, AD:


http://localhost:9200/
https://localhost:9200/

BN S BERIIEIE :

=P RESERHIM=Z2IAE

node-118INZLIAILE
1) ELEEEFETR, FillfRdataBR
2) LAnode-179f5ll, {&iconfig/elasticsearch.ymIBidE& {4

3) fiprdataBR (AHIBRSIREE) | AREBsInode- 115 =

1 bin/elasticsearch -d

EEelasticsearch.ymIFEEX /4, ZHRZsecurityfBXEE

4) {EX A FelasticHIZ3E5

1 bin/elasticsearch-reset-password -u elastic -1

5) kg, iiahttps:/192.168.65.213:9200/

MNP 2R

node-2finode-3IN\EEEf
1) {&fnode-2FInode-3felasticsearch.ymific &3 {4

2) RERFFIMANFTIR
BANBR T, ZEREHTHRIIFTR, FTEEYSHKTHTRZIEREE
2.1) fEnode-1hHfT NEBYEFL AT REMEMSHE

1 bin/elasticsearch-create-enrollment-token -s node

2.2) Llnode-2/9f5, Banode-2T5R, FHim LiFA<hE


https://192.168.65.213:9200/

1 bin/elasticsearch --enrollment-token <enrollment-token> -d

B, Bsinode-3%m, FHm LiEMShE
IR REFERINEREET LIRS, RS risE
2.3) BidheadiH{HEEEEEET

' Kibana
1) HNESBS, “hrikibanafiEM<rE

1 bin/elasticsearch-create-enrollment-token -s kibana

2)  \kibanaBHxR, B8 TEAGE<SIEM Kibana

1 bin/kibana-setup --enrollment-token <enrollment-token>

3) EiEERIKibanafRs

1 nohup bin/kibana &

SRIEF(TiFIaIKibana: http://192.168.65.213:5601/

MNP BZelastickIZS, #HAkibanaF=5R @

Z8ZE cerebro
1) EREEE


http://192.168.65.213:5601/

1 vim conf/application.conf

3 hosts = |
1+ A
5 host = "https://192.168.65.207:9200"
6 name = "es-cluster"
7 auth = {
8 username = "elastic"
9 password = "123456"
10 }
11 }
12 ]
13
2) J35ficerebrofRS

1 nohup bin/cerebro -Dplay.ws.ssl.loose.acceptAnyCertificate=true &
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