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ETF
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BiARHELE
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HRH % 7 o B 5 B HAMIE RS AE 4 A0, ST B SEANHFER, & umreil R B FERS 2
BT AR, VR AR S AR BRI P AE AR A TI0AE, 8038 RIEAUEIR S i A7 86 . & r AR e A X2
W Z AN, i EEE, R AREE TG —4i session, BB MEITORSALEE . OAuth2FI)WT
R FE T4 i Token SEHL IUIE 7 %

s EHMER

JWT (JSON Web Token) 52— MNP 4 AT WL FRHE, T 2 R 2 AL 2 2T SE R B . e i =#6 7041
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CAS (Central Authentication Service) ZHRE RFERIFIRIIH, 2B & web H R G it —Fh vl 5E 1 5

CASI VM k5 e vt H P ECASH N 7 &4 i 2 il il ticket#EATALE, RERS

AR IE MM . CAS] A TAE G A 5, teind k. N ESIOA, ERPAERIAT,  ANid I Tl 554

ik

'\-.-f'

CAS Clients é

Apache App

3

CAS Protocol

xe,

= -

Java App Google Apps
SAML Protocol CAuth

g O

CAS Server .

Spring MVC/Webflow
Ticketing
Authentication

o WitSKIAE

X

user

CAS Browser Single-Signon Sequence Diagram

Browser l CAS Server . Protected App ] [ Protected App #2 ]

Goto "app"

GET https://app.example.com/

| pera—
First A
i

302 Location: https/fcas.example.com/fcas/login?
service=https%3A%2F%2Fapp example com%2F

forward to CAS for authentication,
"service" query parameter

Access is unauthenticated so b|

https:f/app.example.corm/



GET https://cas .example.com/cas/login?
service=htips% 3A%2F%2Fapp.example.com%2F

Display CAS
Login Form

|l Display "app®

is URL encoded

CAS Login F
L S I O e

User does not have an SSO Session so
present login form

]

POST https:fjcas.example.com/casflogin?
service=https%3AB2F%2Fapp.example.com%2F

username, password, and login ticket
are POSTed in the body

]

Authenticate user

Set-Cockie: CASTGC=TGT-2345678
302 Location: https:fapp.example.com/f?
ST:12345678

LL tick

GET https://app.example.com/?ticket=ST-12345678

User is authenticated so create Single-signon (SS0) session
CASTGC cookie contains the Ticket Granting Ticket (TGT)
| The TGT is the session key for the users SSO session

GET https://cas.example.com/serviceValidate?
service=https%3A%2F%2Fapp example com%2F&

Protected app validates Service
Ticket (ST) at CAS server over https

)

ticket=5T-12345678

CAS returns an XML document which includes
an indication of success, the authenticated
subject, and optionally attributes

Set-Cockie: [SESSIONID=ABC1234567

Cookie: [SESSIONID=ABC1234567 GET https:/japp.exa

200 [XML Content]

mple.com/

L 200 [Content of hitps:/

Set the session cookie and forward

the browser back to the application with
the service ticket stripped off

This optional step prevents the browser
address bar from displaying the ST

Validate session cookie

To Same Application :.

Request resource

: Second A

Display resource

Cookie: |[SESSIONID=ABC1234567
GET httpsi/app.example.com/resource

Session Cookie is sent
along with the request

0 [Resource Content]' |

Goto "app2"

: First Access To Second Application :.

Validate session cookie

GET https://app2.example.com/

302 Location: https:/fcas.example com/casflogin?

Cookie: CASTGC=TGT-2345678
GET https://cas.example.com/cas/login?

tps%sAsaF%2Fapp2.examplecom®2F |

service=htips% 3A%2F%2Fapp2.example.com%2F

Location: https://app2 example.com/?

GET https://app2.example.com/?

Validate TGT

‘ CAS validates the TGT so no login is required Iﬁ

GET https://cas.example.com/servicevalidate?
service=htps%3A%2F%2Fapp2.example.com%B2F&
ticket= ST-3455678

Set-Cockie: MOD_AUTH_CAS_S=XYZ1234567
L 302 Location: https:/fapp2.example.com/

Cookie: MOD_AUTH_CAS_S=XYZ1234567 GET https:f/;

pp2.example.com/

[ 200 [Content of hity

|l Display "app2"

user

e CASHEINIE

CAS Server

Validate session cookie

Protected App |

‘ Protected App #2 |




AW HApp1FIApp2, EAI#l /2% Cas Serverfrr, &R EA TN AL 75 2@t Cas ServerffiAiiE. 7 27E
App1H LLHttp 5 Ui R 17 M App2,  AR1% 1 R 2 i App2fic & ) CasfJAuthenticationFilterf & 3% i Cas
Server, Cas Serverf 5| FH P AT EINIE, XFERANTEB A B IER TR BApp2 1. EFXHXF N
5, CastfRfit 10 N IS HF .

ARELNIE AR

App14cifiid Cas ServerfililE, #AJGmICas Server il —ANEH 4T T-App2ffiproxy ticket, & 7EV M App2Hf
FEHIE B FE X T-App2if] proxy ticket AZEL ticket fEi#id . App2ff) AuthenticationFilter W14
FNZIER, KRIIZERIET T ticket ZEUSI AT HH 5 2L M Ticket Validation Filtersb ¥, Ticket
Validation Filterfxf£ i ixticket®|Cas Serveri#f47INiE, AR %ticket/e HHCas Server£t X T-App2 K471,
App21E BRI I 2 v] AR 1Y), X AEFRATTAE T DUEH U5 M App2 T -



CAS Proxy Sequence Diagram

Browsar CAS Sarvar Proxy I App I
user

MBEXENEREE
e Proxy Aoolication E
Load
—_—
Load "Proxy App™
GET hitps:/iproxy. example.com/
Access is unauthenticated so
302 Location: hitps.ffcas example.com/cas/login? !‘:‘;’;’:i“m ::':mi’:"“um
semice=htips% 3A% 2F% 2Fproxy. example com%2F  example,com/
is URL encoded
GET hitps:/fcas example.comicas/lagin? RS S BT,
A% 2F% 2Fproxy. s AR WssoRiE, Fl#EASRRS U R EeasiE TSR MIT,
service @¥https://proxy.example.cgm/
- User does not have an S50 Session so
CAS Login Form I!pl\esenl foar ot RURLESMETH
Display CAS
Login Form
I ubmit CAS
E:ngom WAMSER, BRRy
POST https:ficas.example i passwaord, and lagin !'ickuin| P 56 WiE
ice=. 3A% 2F%2F . example. com%2F i N
senice=hiips¥. PNy, e are POSTed in the body GREABR (sso) AECASTGC
Authenticate user cookie@&TGT
iR ECookie: TGC L—1 TGTEAFZEEHss0 session
Set-Cookie: CASTGC=TGT-2348678 Usar is authenticatad so craate Single-signon (SSO) sassion x
302 Location: hitps:liproxy.example, com/? CASTGE caokie contains the Ticket Granting Ticket (TGT) @ htipsHITCASR S
ticket=ST-12345678 The TGT is tha session key for the users SSO session FHEESEE (8T)
HEREEARFENY
2 5 iz, kat=5T-1234 . .
GET hitps: /fproxy. example.com/?ticket=5T-12345678 3 (ERURIGE R RITBNETE (PGT)
Proxy validates Semvice
GET https:ifcas axample com/senicaValidatePlicket=5T-123456788
casBl@pgtUriHEEPCTHIPGTIOU, senice=hitps 34 % 2F% example com®FE Tickst (ST) at CAS sarver over https
BHUENT EoasEithttpsERE | _ spoUicritps34%2F% 2Foroxy. example. com% 2FpgtCallbackURL | [| 21 reaussts a Proxy Granting Ticket (PGT)
IS R R E 8 at any URI controlled by the proxy application
CAS calls back to the PGT URL to hand
back the PGT and PGTIOU. This is done so that GEH'%:JM" gs;:pl{s.cngé%%ﬁl\backuﬁé}
CAS can validate the identity of the proxy via pgtld=TGT-23456; gtlou= 12345671
Cenificata validation on the https connaction HPGTIOUTF I HPCTIRST
HMEET—HFH#TER
5 _ Stora the PGTIOU to PGT mapping for Stora mapping of PGTICW to PGT
CASIEE—TPGTIOU, loakup in the next step EI e
E5ENEHMAPGTIOU-> POTEBSET
CAS retums a PGTIOU which is matchad
against the previously stored PGTIOLL>PGT 200 [XML Content including PGTIOU-12345678)
mapping.
EAPGTIOUAKey, EWPGT
Lock up PGT using PGTIOU
Sat-Cookie: JSESSIONID=ABC1234567
302 Location: hitps:/iproxy.example, com/ BIUERMNNsessionlDETE
Cookie: JSESSIONID=ABC1234567 GET https//proxy dxampls_com/ =y
Validate session cookie
< diiFsession cookie
200 [Content of https:/lproxy. example.com/]
Display "Proxy App™
g TR i ) B A R
e e e
{ Access 1o via proxy |5

Requast App Via Pioxy

Cookie: JSESSIONID=ABC1234567

= Session Cookie is sent
GET https. fapp.2xample. #isessionflcookie S ER—ERE R e l

Validate session cookie

BEEZFIRFNPTG

Ratriava a proxy ticket to access the app I IERIEPT,
using the PGT that was previously acquired  |# RERBIHER

GET hups:ifcas example. comiproxy?
Pgt=TGT-23456769¢8
targetSenice=https%3A%IF %2F app. axample. com%2F

BAEREproxyValiate

W @serviceValidate SHEaEe
REIECERIE GET htips:##app example. com/Pickat=ST-2345678
proxyWValidate must be used instead of D) GET example, alidate?
seniceValidats to validate a proxy senice=htips¥3A%2F%2Fapp example.com¥% 2F&
tickat ticket=5T-12345678
Respense includes the proxy callback URI leﬂ URI iE =
hitps-{iproxy. example. com/pgiCallback URL PML Content] EEflE EHBIEEEE T,
BLREBAAEFTUAFARE,
I8 i £ % fH B E HURI = .
ok at the chain of proxy UR('s and
https://proxy.example.com/pgtCallbpckURL validate that this chai is trusted Validate Proxy Chain

This pravants rogue applications from
acting as a proxy for the user.

Set-Cookie: MOD_AUTH_CAS_S=XYZ1234567
n: hitps:/fapp2 sxample com/

Cookis: MOD_AUTH_CAS_S=XYZ1234567 Lign3
GET https #app example. com/ session cookle
i ®Cookie: MOD_AUTH_CAS_S P P

200 [Content of https:/fapp2. example.com/]

Process rasponse

200 |Resource Content]”

| Display resource

ost Browser CAS Server Proxy




2.5 HiR 77 &-0OpenlDiliE

o Mk

OIDC( OpenlID Connect) #&J& T & 0Auth 2.000 2 FRIFRIE S F, FAPIEAT G232 H, VR iR i
BRSNS BN P IR & S0, B EEWeb, #3). JavaScriptfE NIIFTH % ki, 5
OAuUthffy EE X JIl & 7E T, OpenID R T &4 GE, Bl ovr—ANK P &2 A Mk mOAuthal BLH T-#2
B SRV B ZE 7 v U 7] 48 5 1K R IR AR 55 -

o AR

RGN SRR, TFERNINBIRMER —IAMERS, FTLUCRAOIDC, OIDCHuIARZ M E[MA, thin
GooglefJTkSINIEA R, Microsoftff)ik 514 R K H 1T OIDC.

o fnf TAE

OAuth24 it T Access Token KR # AU = 75 % 1 3ifi 1y 1] 32 (R4 BEUR D 1) ;- OIDCAEIX A HEAl B4 71D
TokenRARREE = J5 % P iR U P B VAE R L. OIDCHIZ OV E T/EOAUth2 (AL AR, —FF4R (L
PR GGES B (ID Token) 4531455 =77% i, 1D Token{di FHJWTH% ok, 4525 TJWT (JSON Web
Token) MIE S, St LB R EHLE], (H451D Token ] L2 4 M 45 55 = )5 % P Im AL 7 9 HL25 5) pt
BiE. MEAMEERAE T Userinfolfid% 01, A 3REUH P I FE 58 8 1045 B
o TAEMFE
ARABfFET:
1.EU (End User) : fR&FLiiHF .
2. RP (Relying Party) : $8OAuUth2 1 SZ{SE 1% /- i o
3. OP (OpenlD Provider) : A HERHEEUER RS (ELanOAuth2mh AU ), HRPIREEUM &
PHAIESS B
4.1D Token: JWTHsUHIEHE, & EUSAIERIE B
5. UserInfo Endpoint: HI 5841 (ZOAuth2{/4) , 4RP{EHAccess Token s [fitf, & [HI#ZALHI
M, M B AUERIHTTPS.,

e + o ——— +
| I I I
| | g (1) ZAutbN Reguegp-S————we > | |
| I I I
! | e + | J
| | | I I
| | | End- [<——(2) AuthN & RAuthz-——->| |
| | | Hser | | I
I RP | I I OP I
| | e + | !
| I | I
| e (3) AuthN Response———————-— | |
I I I I
| | == e (4) UserInfo Request————- = |
| I | I
| S aes S (5) UserInfo Response—-—-—-—- | |
I I


af://n216

o TR

1. BRI/ F A (mplicit Flow) = Wi @Web B RS, JLHTE FAID AR AT BEwk N 5 320 0 va 25 2
ok, TARIELmclient_secretffyze 4P, R BRI .

2. AL AER (Authentication Flow) = WHRZALGKI% PN, e u s A P s Bt e, f
fRiEclient_secretf Ak, vl DS H AR R AR -

3 RAEIEL (Hybrid Flow) = s B2 LL ERFERIA G, A8 T ID Tokenidish i % #% 1§ i il
1Lk, TMAccess TokenflRefresh Tokenidid fGum sk, YA, ATLAVRANIFBIA B AL, —M%
HEFE M AR A

2.6 BiAR T R-SAML2.0AE

o f+4RSAML

SAML 4=#i 72 Security Assertion Markup Language. SAMLE 2 # SV GE I, &) DUB T Sk
XACMLIBCEAT AL PRI . SAMLAZ B TXMLSEIL M, BOAUTH R B AL, HIJREH H/ram K, 3¢
FRIE, ABREEGRIFH PRI IR . BATE s RSN 2, MEAERNE, 75 &Y
TELH R -

2.7 HiAR T R-OAuth2i\iE

o f+4ZO0Auth

OAuth 2.0 & — M HIFRER AU, 8 B2 H 2 88 =J7 BRI — A I RO 2 token, 13
55 =05 N RS I 12 RO SR IO TR . B I 2 E I AT ASEILE SMIE S 1AL, % W5t thinss

=UiES, BREEREARE, HBAKS, WEiEQQ BRI ML R OAuth 2.0 #Hi%, i#idOAuth2
FIRAL ATEAERRQQ LR A B AR 2 . OAuth22& H il BT ) 2 I VER BN, R E AN, £

T PR B G EHER AN A o

3. BREFZHEART RIRENEMR
3.1 ZETSAMLEIL K 4 — Ak
3.1.1 #ik

SAML 2.0 HISRALE 2243 b 28 4 & 43 B0 iF (Authentication) #dEF1 #247 (Authorization) #i#&. SAML 2.03& T
XMLEMY, fEFHAEHTS (Assertions) (K244 MAESAMLIZE T (R G324t 1dP) FISAMLIE 285 (RPAR S
RAEESP) ZaMfEIETAT AN (LiH) HER.

SAML 2.0 7] DASIZEI 3L T~ R 4% S 4 ) B 805 (SSO),  PUETI/b [l — AN 00 2N B A B ilE 4 F ) 45 #7484 .
3.1.2 42 S (Assertions)

Wr s — NS T HSAMUERUT IR0 BI Z AN A ] (statement) F{E B, SAMLNT =3 ¥ [ 28— £ 8
o ZEMEH AR, SAML 2.00VEE LT =MW s A, s R T

o S{pI6iE (Authentication) : ZIW 5 103 @R 7E KN I )8 i 5 Fb 0 AAIE

o JEME (Attribute) : %5 13 U KA JE PEAH S HE

o P (Authorization Decision) : iZWr S 1) 3= 8k 0 VF ol & 28 1 1 i) AN B

= 25451
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<saml:Assertion
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
ID="b0O7b804c-7c29-eal6-7300-4f3d6f7928ac"
Version="2.0"
IssueInstant="2004-12-05T09:22:05Z2">
<saml:Issuer>https://idp.example.org/SAML2</saml:Issuer>
<ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">...</ds:Signature>
<saml:Subject>
<saml:NameID
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">
3f7b3dcf-1674-4ecd-92c8-1544f346baf8
</saml:NameID>
<saml:SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml:SubjectConfirmationData
InResponseTo="aaf23196-1773-2113-474a-fell4412ab72"
Recipient="https://sp.example.com/SAML2/SSO/POST"
NotOnOrAfter="2004-12-05T09:27:05Z2"/>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions
NotBefore="2004-12-05T09:17:05Z"
NotOnOrAfter="2004-12-05709:27:05Z2">
<saml:AudienceRestriction>
<saml:Audience>https://sp.example.com/SAML2</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement
AuthnInstant="2004-12-05709:22:00Z"
SessionIndex="b@7b804c-7c29-eal6-7300-4f3d6f7928ac">
<saml:AuthnContext>
<saml:AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
<saml:AttributeStatement>
<saml:Attribute
xmlns:x500="urn:oasis:names:tc:SAML:2.0:profiles:attribute:X500"
x500:Encoding=""LDAP"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1"
FriendlyName="eduPersonAffiliation">
<saml:AttributeValue
xsi:type="xs:string">member</saml:AttributeValue>
<saml:AttributeValue
xsi:type="xs:string">staff</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>

</saml:Assertion>



B AR IIWeb M AR A58 . ZWE T NS EIENT S saml:AuthnStatement Fl— @MW
saml:AttributeStatement , SPIGA# FH1Z )& MW7 = SEEL UG (A 4% i)

3.1.3 TERE

SAML VAL — B 2 B J7 . Rg5 3477 (SP)Y ME M fttrs (dP) , ML) SP AT =, Bl = LK
IRZIRZ ) SaaS fkss; 1dP HSZgi2 A1k A, BFOYHT H RAERATX .

Vil SP RS (g, SP 231 1dP & i%—/~ SAML Request (R4 AFRATEIRIA I , i8R 1dP HIWTH - &
fito |dP Y #| SAML Request J&, HJ LB BT BO L S dE A7 AIE, RO 85, AT LLEHRR [ B {5
B4y SPy WARARE S, WL - NEFME, M SR AR S g SP. SPGB E R LA, BE
B O AR e L X BT AR JE BAOZASFP E BHAR U7 1R SP RS

SAML 2.0 Flow

Resource Server Client Authorization Server / IdP
(Web Browser)

User accesses URL in app

4
-
App generates

th t
R HTTP POST to AS w/ Auth Request _
Auth request is

o passed, verified

User is sent to login page at AS

User logs in

Redirect to app w/ SAML token
SAML token

< is generated

User is logged in to resource server

E p

1. P dEE e Zs Ui R s (SP) PR ERAEAR 5552 A 7 o FH P GE

2. SP [ IDP 3% 7 —/> SAML WIEE R, [FEF SP 44 F - i gs & 5¢ [ % IDP.

3. IDP fELRIESER H SP IAVEER, s 2P R LA EE R 2 55N ER, 3786,

4. FH P BRERY),  IDP 2 p— M8 H 5 B SAML token (SAML token X ¥ SAML Assertion, A<
L& XML A5 o IDP [ SP iR Al token, JfH ¥ /& A £ SP.

5. SP X & 2] token BEATIGAE, F A ARMT HUH PSR, Bl A o LR PR BLBR AT R . bR R DAAR
XL FZRUE B A VF U5 1) FRAT TR 3l (1) PN 25

3.1.4 FZHRAHLH
SAML HE WL, B &I A RAERAhAE, 7T LB XACMLSZEZAL,

XACML 2 R4 R U7 P IARICHE 5, DAXMUIKITE 3UItE S0 18 5 A BRSO R /N, SO BB SR (K1
%o
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SAML Al XACML 45 £ SEEUBL R 5 IR 42 1], G R 2R

SAMI
AttributeAssertior
Saml Assertior Racml-Context
(Subject Resource Environent |
Saml 1 - y
AL fssuer ™ Kacml-Contex1 Attribute
Saml Subject o Attribute-1d

5

i

Saml AttributeStatement DataType

Saml_ Atrribute "

DataType

AttributeValue =

#,4 AttributeValue

LA

SAML £1 XACML &5 & 21 B FH AR Y .

Web i 5531 3k
(FESOAPH)

1. WebHit 41525

5 VML A3
({ESOAPT)

12. W fsi
(XACMLAuthzDecision Response)

2.k
(XACMLAuthzDecisionQuery)
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e resources server: FEMRSH, LR IRERS S, HARMERERS, WOTHRRS, EaaRS .

o client: &/ 'uty, XIARIGH, WX SRR 2% KGRI N R, s a@8mE, wmiksvi
AR O, Ui e Sk ThREEE O .
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"expires_in": {idHARS A}, /] frE
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/**
* HEXClient®&if], WTLMESEKS, FBE
* @param clients
*/
@Override
@SneakyThrows
public void configure(ClientDetailsServiceConfigurer clients) {
AuthClientDetailService clientDetailsService = new
AuthClientDetailService(dataSource);
clientDetailsService.setSelectClientDetailsSql(DEFAULT_SELECT_STATEMENT);
clientDetailsService.setFindClientDetailsSql(DEFAULT_FIND_STATEMENT);

clients.withClientDetails(clientDetailsService);

/**
* [ 1k HiE token s H Bl 401 4%
* @param oauthServer
*/
@0override
public void configure(AuthorizationServerSecurityConfigurer oauthServer) {
oauthServer
.tokenKeyAccess("permitAll()")
.checkTokenAccess("permitAll()")
.allowFormAuthenticationForClients();

/**
* AUE RSB E
* @param endpoints
*/
@Override
public void configure(AuthorizationServerEndpointsConfigurer endpoints) {
endpoints
.allowedTokenEndpointRequestMethods (HttpMethod.GET, HttpMethod.POST)
.tokenStore(tokenStore())
.tokenEnhancer (tokenEnhancer())
.userDetailsService(authStockUserDetailService)
.authenticationManager(authenticationManager)
.reuseRefreshTokens(false);

/**
* TokenStoreszFl i, K/RedisZEfr
* @return
*/
@Bean
public TokenStore tokenStore() {
RedisTokenStore tokenStore = new RedisTokenStore(redisConnectionFactory);
tokenStore.setPrefix(GlobalConstants.OAUTH_PREFIX_KEY);

tokenStore.setAuthenticationKeyGenerator(new



DefaultAuthenticationKeyGenerator() {
@Override
public String extractKey(OAuth2Authentication authentication) {
return super.extractKey(authentication);

1)

return tokenStore;

/**
* tokentfnEAbHE, SRR GEER
* @return TokenEnhancer
Wi
@Bean
public TokenEnhancer tokenEnhancer() {
return (accessToken, authentication) -> {
try {
if (GlobalConstants.OAUTH_CLIENT_CREDENTIALS
.equals(authentication.getOAuth2Request().getGrantType())) {
return accessToken;
}
// EIEMAP FEAEFINEIE B
final Map<String, Object> additionalInfo = new HashMap<>(16);
OAuthTradeUser authTradeUser = (OAuthTradeUser)
authentication.getUserAuthentication().getPrincipal();
if (null != authTradeUser) {
TradeUser tradeUser = authTradeUser.getTradeUser();
[/ TEY RGPS S
additionalInfo.put(GlobalConstants.OAUTH_DETAILS_USER_ID,
tradeUser.getId());
additionallInfo.put(GlobalConstants.OAUTH_DETAILS_USERNAME,
tradeUser.getName());
additionalInfo.put(GlobalConstants.OAUTH_DETAILS_LOGIN_INFO,
tradeUser.getEmail() + "|" + tradeUser.getAddress());
additionalInfo.put("active", true);
}
[/ FBEINEE BALRORAE, TR SR A TOKEN
((DefaultOAuth2AccessToken)
accessToken).setAdditionalInformation(additionalInfo);
} catch (Exception e) {
log.error(e.getMessage(), e);

}

return accessToken;

};

o MME RSN

AuthStockUserDetailServicelmpl



@Service("authStockUserDetailService")
public class AuthStockUserDetailServiceImpl implements UserDetailsService {

@Autowired
private TradeUserRepository tradeUserRepository;

@Autowired
private CacheManager cacheManager;

@Override
public UserDetails loadUserByUsername(String userNo) throws UsernameNotFoundException {

/] BT
Cache cache = cacheManager.getCache(GlobalConstants.OAUTH_KEY_STOCK_USER_DETAILS);
if (cache != null && cache.get(userNo) != null) {
return (UserDetails) cache.get(userNo).get();
}
/] GAFARE], AR E
TradeUser tradeUser = tradeUserRepository.findByUserNo(userNo);;
if(null == tradeUser){
throw new UsernameNotFoundException(userNo + " not valid !");
}
/7 FH%E ROAUTHEERL I T/ 5k %
UserDetails userDetails = new OAuthTradeUser(tradeUser);
// ¥ H S BIRONGHAT
cache.put(userNo, userDetails);
return userDetails;

XJ&Spring Security #2195 BN, RAOCAUTHIE DI, 75 Bz MM
loadUserByUsername’ji%, HiJHPERE, XHEIRATMA T Spring CacheZi /7 4bHE
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public class OAuthTradeUser extends User {
private static final long serialVersionUUID = -1L;

/**

* A E R

*/

private TradeUser tradeUser;

public OAuthTradeUser(TradeUser tradeUser) {
// OAUTH2iAUEFH {5 B id b
super(tradeUser.getUserNo(), tradeUser.getUserPwd(), (tradeUser.getStatus() == 0 ?
true : false),
true, true, (tradeUser.getStatus() == 0 ? true : false),
Collections.emptyList());
this.tradeUser = tradeUser;

o B {E B MRS E N

AuthClientDetailService

public class AuthClientDetailService extends JdbcClientDetailsService {

public AuthClientDetailService(DataSource dataSource) {
super(dataSource);

/**
* H5 AR TTVE S R red i s G AT
*
* @param clientId
* @return
* @throws InvalidClientException
*/
@Override
@Cacheable(value = GlobalConstants.OAUTH_KEY_CLIENT_DETAILS, key = "#clientId", unless
= "#result == null")
public ClientDetails loadClientByClientId(String clientId) {
return super.loadClientByClientId(clientId);

RKAOCAUTHNEMZ MimfE R, EWERN T LMES, OB EER.
R RS
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@Primary

@Order(90)

@Configuration

@EnableResourceServer

@EnableGlobalMethodSecurity(prePostEnabled = true)

public class ResourceSecurityConfigurer implements ResourceServerConfigurer {

@Autowired
protected RemoteTokenServices remoteTokenServices;

@Autowired
private RestTemplate 1lbRestTemplate;

/**
* AEEA, KMrestTemplate s RAb#
* @param resourceServerSecurityConfigurer
* @throws Exception
*/
@Override
public void configure(ResourceServerSecurityConfigurer
resourceServerSecurityConfigurer) throws Exception {
remoteTokenServices.setRestTemplate(lbRestTemplate);
resourceServerSecurityConfigurer.tokenServices(remoteTokenServices);

/**
* PRIRG 2R E
* @param httpSecurity
* @throws Exception
*/
@Override
public void configure(HttpSecurity httpSecurity) throws Exception {

httpSecurity.csrf().disable()
.authorizeRequests()
.antMatchers("/user/**") . authenticated().and()
.formLogin().loginPage("/login")
.failureUrl("/login?error")
.defaultSuccessUrl("/home");

/**
* RestTemplatefit &
* @return
*/
@Bean
@Primary
@LoadBalanced
public RestTemplate lbRestTemplate() {
RestTemplate restTemplate = new RestTemplate();
restTemplate.setErrorHandler(new DefaultResponseErrorHandler() {

@Override



public void handleError(ClientHttpResponse response) throws IOException {
if (response.getRawStatusCode() != HttpStatus.BAD_REQUEST.value()) {
super.handleError(response);

b

return restTemplate;

P MRS N3RS, AR RestTemplate i 7 . BEUE R % — & 2T )5 @EnableResourceServerit:
fi#, @EnableGlobalMethodSecurity /754 5 2 445«

o IRALRIUA M s fE BN

StockUserController

/**

* PRI R E S

* @param userNo

* @param userPwd

* @return

*/
@RequestMapping("/getUserEnhancer")
public ApiRespResult getUserEnhancer() {

ApiRespResult result = null;
try {

/] F PR b

Map<String, Object> userAdditionalInfos = getUserAdditionalInfos();

result = ApiRespResult.success(userAdditionalInfos);
}catch(ComponentException e) {

log.error(e.getMessage(), e);

result = ApiRespResult.error(e.geterrorCodeEnum());
}catch(Exception e) {

log.error(e.getMessage(), e);

result = ApiRespResult.sysError(e.getMessage());

return result;

ZESiES
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@Component

@Log4dj2

public class StockRequestGlobalFilter implements GlobalFilter, Ordered {
private static final String HEADER_NAME = "X-Forwarded-Prefix";

/**
* B filtersk HiE X E R KE R
* @param exchange
* @param chain
* @return
*/
@Override
public Mono<Void> filter(ServerWebExchange exchange, GatewayFilterChain chain) {
String authentication =
exchange.getRequest().getHeaders().getFirst("Authorization");
if(!StringUtil.isNullOrEmpty(authentication)){
log.info("enter stockRequestGlobalFilter filter method: " + authentication);
exchange.getRequest().mutate().header("Authorization",authentication);

b

return chain.filter(exchange.mutate().build());
¥
@Override

public int getOrder() {
return -1000;

XA E E AR UE RS, By 1ikheaderth ¥ Authorization B & & (1 1Al 3.,

3. MR UE

o HifToken

POST http://127.0.0.1:10680/0auth/token?
grant_type=password&username=admin&password=admin&scope=server
Accept: */*

Cache-Control: no-cache

Authorization: Basic YXBwOmFwcA==

i A Tokenfs .



"access_token": "cc5c4cld-b519-458f-b338-ad4bdleco6bo”,
"token_type": "bearer",

"refresh_token": "86fec4ff-6c24-4171-a257-bf2d4eb6bc30c”,
"expires_in": 29749,

"scope": "server",

"login_info": "hekunl@itcast.cn|null",

"user_id": 1,

"user_name": "admin",

"active": true

o ZREUH IR E R

GET 127.0.0.1:10680/user/getUserEnhancer

Accept: */*

Cache-Control: no-cache

Authorization: Bearer cc5c4cl1d-b519-458f-b338-ad4bdlecO6bo

BT PE DREED SN
{
"code": "SYS_200",
"msg": "IN,
"extendData": null,
"data": {
"login_info": "hekunl@itcast.cn|null",

"user_id": 1,
"user_name": "admin",
"active": true

¥

"success": true
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/**

* AIEIRSS LB

* @param end
*/
@Override
public void c

points

onfigure(AuthorizationServerEndpointsConfigurer endpoints) {

[/ IWTEEIGRERC S, RAHEARE, OSIWTHAKE SIWTY REEIE.

TokenEnha
List<Toke
delegates
delegates
enhancerC

endpoints

ncerChain enhancerChain = new TokenEnhancerChain();
nEnhancer> delegates = new ArrayList<>();
.add(jwtTokenEnhancer());
.add(accessTokenConverter());
hain.setTokenEnhancers(delegates);

.allowedTokenEndpointRequestMethods (HttpMethod.GET, HttpMethod.POST)
.tokenStore(tokenStore())
.userDetailsService(authStockUserDetailService)
.authenticationManager (authenticationManager)

.reuseRefreshTokens(false)

.tokenEnhancer(enhancerChain);

@Bean

public JwtTokenEnhancer jwtTokenEnhancer() {
return new JwtTokenEnhancer();

/**

* TokenStorestIl 7, KHRedisZEf7

* @return
*/
@Bean

public TokenStore tokenStore() {
return new JwtTokenStore(accessTokenConverter());

@Bean

public JwtAccessTokenConverter accessTokenConverter() {
JwtAccessTokenConverter converter = new JwtAccessTokenConverter();

converter.setSigningKey("test123");

return converter;

IEAR S EFHWT N E, WTHRCE, RASANE, O5WISLRE SWTYT RER, IWTE4L &
Atest123. X HRA H e AR 55 WTE S .
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public class JwtTokenEnhancer implements TokenEnhancer {

/**
*OIWTYRAFREH R R
* @param accessToken
* @param authentication
* @return
*/
@Override
public OAuth2AccessToken enhance(OAuth2AccessToken accessToken,
OAuth2Authentication authentication) {
Map<String, Object> additionalInfo = new HashMap<>();
OAuthTradeUser authTradeUser = (OAuthTradeUser)
authentication.getUserAuthentication().getPrincipal();
if(null != authTradeUser) {
TradeUser tradeUser = authTradeUser.getTradeUser();
[/ FER P RER
additionalInfo.put(GlobalConstants.OAUTH_DETAILS_USER_ID,
tradeUser.getId());
additionalInfo.put(GlobalConstants.OAUTH_DETAILS USERNAME,
tradeUser.getName());
additionalInfo.put(GlobalConstants.OAUTH_DETAILS_LOGIN_INFO,
tradeUser.getEmail() + "|" + tradeUser.getAddress());
((DefaultOAuth2AccessToken)
accessToken).setAdditionalInformation(additionalInfo);
}

return accessToken;

FE)WTAHE Y 5, AT URIE & Z R ARG, EREZEA R
o MRS

o \IERD & ResourceSecurityConfigurer

@Bean
public TokenStore tokenStore() {

return new JwtTokenStore(accessTokenConverter());

@Bean

public JwtAccessTokenConverter accessTokenConverter() {
JwtAccessTokenConverter converter = new JwtAccessTokenConverter();
converter.setSigningKey("test123");
return converter;

BEGERE, RAWTT R, B4 Ntest123, X HEFYGEARS LI 2544 TR FF—3,
IEHMHTIWTAE &

o



o HEBREYWTY A5 B0

StockUserController:

/**
* SRIUH P OWTY B R
* @return
*/
@RequestMapping("/getIwtInfo")
public ApiRespResult getUserEnhancer() {

ApiRespResult result = null;
try {

/7 FREH P IWTY R(E R

Map<String, Object> userAdditionallnfos = getUserAdditionalInfos();

result = ApiRespResult.success(userAdditionalInfos);
}catch(ComponentException e) {

log.error(e.getMessage(), e);

result = ApiRespResult.error(e.geterrorCodeEnum());
}catch(Exception e) {

log.error(e.getMessage(), e);

result = ApiRespResult.sysError(e.getMessage());

return result;

o HESUEHTIWTEct
BE AN

<!-- JWT TOKEN #ff -->

<dependency>
<groupId>io.jsonwebtoken</groupId>
<artifactId>jjwt</artifactId>
<version>@.9.0</version>

</dependency>

R IWIRES



/**
* MEHTIRIIWT Token {55
* @return
*/
protected String getJwtToken() {
// 1. 3fHlRequestXt A
HttpServletRequest request = ((ServletRequestAttributes)
RequestContextHolder.getRequestAttributes()).getRequest();
// 2. FKWtoken s 5
String token = request.getHeader("Authorization");
if(null != token) {
token = token.replace(OAuth2AccessToken.BEARER_TYPE, "").trim();
b
return Jwts.parser()
.setSigningKey("test123".getBytes(StandardCharsets.UTF_8))
.parseClaimsJws (token)
.getBody().toString();

3. WAKKAE

o HiiFToken

POST http://127.0.0.1:10680/0auth/token?
grant_type=password&username=admin&password=admin&scope=server
Accept: */*

Cache-Control: no-cache

Authorization: Basic YXBwOmFwcA==

i B Tokenfg &

"access_token":
"eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJsb2dpblopbmZvIjoiaGVrdW4xQGlOY2FzdC5jbnxudixsI
iwidXN1c19pZCI6MSwidXN1c19uYW11IjoiYWRtaW4ilCIzY29wZSI6WyIzZXI2ZXIiXSwiZXhwIjoxNTkeoODQ5
NTg1lLCJqdGkiOiI20WI4MWQzMi@5MTk2LTQ5YmItOTU3ZCO5YMR1ZDM20TY3ZTAiLCIjbGl1bnRfaWQiOiJhcHA
ifQ.bFBKhPfOIYNI9dpZG4aPI1mpLECYWK-JTYTPHd2fc_M",

"token_type": "bearer",

"refresh_token":
"eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyIlsb2dpbl9pbmZvIjoiaGVrdW4xQGlOY2FzdC5jbnxudxsI
iwidXN1c1l9pZCI6MSwidXN1c19uYW11IjoiYWRtaW4ilCIzY29wZSI6WyIzZXI2ZXIiXSwiYXRpIjoiNjliODFk
MzItOTE5Ni@OOWIiLTkIN2QtOWIkZWQzNjk2N2UWIiwiZXhwIjoxNTk3Mzk4MzgllCIqdGkiOiIyMjhkMmIyZSe
2YmRKLTQINzktYT1jNy@3ZGIONmZmMJA3ZjkilLCIjbGl1lbnRfaWQi0iJhcHAifQ.yHDOU1WtOH_SAGev3mPwD1L
1 XucWvtRpTT-upHNgTM",

"expires_in": 43199,

"scope": "server",

"login_info": "hekunl@itcast.cn|null",

"user_id": 1,

"user_name": "admin",

"jti": "69b81d32-9196-49bb-957d-9bded36967e0"



o FREYWTY 5 B

GET 127.0.0.1:10680/user/getIwtInfo

Accept: */*

Cache-Control: no-cache

Authorization: Bearer
eyJhbGciOiJIUzIINiIsINR5cCI6IkpXVCI9.eyIsb2dpbl9pbmZvIjoiaGVrdW4xQGlOY2FzdC5jbnxudWxsIi
widXN1c19pZCI6MSWidXN1c19uYW11IjoiYWRtaW4ilCIzY29wZSI6WyYIzZXI2ZXIiXSwiZXhwIjoxNTk@ODQ5N
TglLCJqdGkiOiI20WI4MWQzMi@5MTk2LTQ5YmMItOTU3ZCO5YMR1ZDM20TY3ZTAiLCIjbGl1bnRfaWQiOiJhcHAL
fQ.bFBKhPfOIYNJ9dpZG4aPI1lmpLECYwK-jTYTPHd2fc_M

BREJWTH 5 B
{
"code": "SYS_200",
"msg": "AIN",
"extendData": null,
"data": {
"login_info": "hekunl@itcast.cn|null",

"user_id": 1,

"user_name": "admin",

"jti": "69b81d32-9196-49bb-957d-9bded36967e0"
¥

"success": true
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